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Brief introduction 

OUR PATENTED TECHNOLOGY HAS THE FOLLOWING FEATURES:  

o Highest level of data protection – the absolute cypher, the “one-time pad” principle and the post-quantum level 
of protection;  

o No “backdoor” - the working principle of the system does not permit the creation of a functional backdoor;  

o The system configuration does not permit a successful (MiTM) hacker attack;  

o The service does not operate via DNS servers;  

o No metadata collection - all metadata is generated and stored only on users' computers and is never transmitted 
over the Internet;  

o Independent metadata management system allowing users to manage, protect and search within the stored 
information;  

o Fully protected personal communication channel based on our own technology;  

o Possibility for full recovery of a file even if the 98% of stored data has been lost;  

o Automatic recovery and replication of the information from unreliable storage nodes, preventing reliability of the 
stored information falling to a critical level where recovery is impossible;  

o Inherent scalability. The ecosystem is easily scalable, depending on the number of active storage nodes; 

o Non-susceptibility to a risk of massive rolling disconnections of storage nodes in countries and on entire 
continents, which may happen due to natural disasters, power outages, enforcement of bans by governments or 
other competent authorities, due to the distribution of transformed data for the storage across all continents and 
throughout the world; 

o Full autonomy of the ecosystem: the SIZE algorithm performs the monitoring of storage nodes, the quality of 
individual nodes, their reputation and distribution of data - whereas all settlements with users and miners are 
administered via blockchain;  

o Ability to generate revenue from leasing unused memory on mobile or home devices;  

o Second life of memory, the possibility of using obsolete and no longer used devices; 
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DISCLAIMER 
 

Please note that the information provided in this document is not exhaustive and does not establish any contractual 

relationships.  

The information included in the document does not impose any legal obligations on IDM, its affiliates and subsidiaries. 

IDM reserves the right to delete or alter any part of this document in the course of the token sale, the IDM token distribution 

and also post the updated version of this document on its website.   

 

Additionally, this document is not the only document covering the sale and purchase of IDM tokens. Before acquiring IDM 

tokens, a potential investor should consult independent specialists regarding various financial, legal, accounting, taxation 

and other issues in order to identify consequences of the transaction and its benefits. 

We would also like to point out that our company does not conduct any business activities in the People's Republic of 

China, Singapore and other countries where transactions with digital tokens are prohibited or restricted by law. 

 

The IDM tokens are not a security, financial instrument or an electronic currency; are not registered under the US Securities 

Act and are not subject to laws on securities in other countries where token owners are residing. The IDM tokens cannot 

be transferred or sold to legal entities or individuals in the countries where token operations are either limited or fully 

prohibited by law.  

 

Nothing in this document should be considered as an advice, consultation, recommendation or an invitation to invest or 

purchase tokens or securities. The information given herein was not prepared in accordance with any laws that prohibit 

or limit transaction with digital tokens, and is not subject to such laws.  

 

Individuals who purchase the tokens on an illegal, fraudulent or unauthorized basis should be prepared for negative 

consequences and bear full responsibility in accordance to the laws of their respective countries. 
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We bring attention to the fact that buyers of IDM tokens must determine on their own accord the legality of the purchase 

in their respective jurisdictions and a resale or a transfer of the tokens to other persons residing in different jurisdictions. 

Any actions taken by a person in accordance with this document are taken by this person at his/her own risk and are 

based on his/her own assessment. IDM does not assume any responsibility for the consequences of these actions.   

 

It's worth knowing that the information and financial statements, included in this document, must be perceived strictly 

as the presumptive data and forecasts entailing certain risks and consequences. Final results may differ significantly 

from the forecasted statements.             

 

This document, written in the English language, should be viewed as the official source of information about our project. 

If translated into other languages, certain information may be distorted, partially lost or wrongfully interpreted. In case 

of any discrepancies in the translated versions, the original document written in English shall prevail. 
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1. INTRODUCTION 

Current trends and issues associated with cloud data storage 

The 21st century is the age of information. More and more data are generated on a daily basis creating an ever-increasing 

demand for storage space. Not every home computer, let alone a mobile device, can store all of its own generated data. 

The capacity of the built-in memory is growing along with requirements for data safety. The increased volume of 

generated data proportionally increases the number of potential threats to the storage of this data.  

With the growth in the number of devices, cloud storage services are becoming increasingly important. Many cloud storage 

providers promise fast, reliable and convenient services. However, the reality is a bit more complicated.  

What kind of threats to the information are the most relevant today? 
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Pure statistics 

o The year 2013 was marked by a scandal involving the outdated SSL service certificate by Microsoft Azure, which 

provided criminals with an opportunity to hack the Xbox Live system;  

o The so-called Celebgate incident, which happened in 2015, when hackers stole intimate photos of celebrities 

from the iCloud (Apple) cloud storage;  

o The number of hacks inflicted on cloud services is growing every year at the rate around 50%; 

o Approximately 70% of companies have at least one application running in a cloud;  

o Lloyd's of London and Cyence believe that a massive attack on cloud storage can cause losses in excess of $ 5 

billion, and only 15-17% of the total amount will be covered by insurance;    

o In 2017, the data storage of Equifax, the US leading consumer credit report agency, had been hacked resulting a 

personal data loss of 143 million customers. Consequently, the value of company's stocks has plummeted by 

13%;  

o The absence of two-factor authentication resulted in a personal data theft of 80 million customers of Anthem, 

an American health insurance company. 
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Data loss in cloud storage 

Despite the fact that this type of storage is called "cloud", the data is stored in physical terrestrial and underground 

locations, called data centres.  

The actual storage devices are hard disks prone to various effects similar to those inherent in modern HDDs, such as an 

appearance of bad sectors, errors caused by voltage drops or physical damage to the disk surface, both due to improper 

operation or a design defect.  

As a rule, all information is duplicated in backup copies according to a specific schedule. However, this method does not 

fully guarantee the safety of your data. Also we must consider the human factor. 

Theft of data from cloud storage 

Data is not always lost as a result of technical failures. Often there is a banal theft. The criminals may steal information 

just for fun or with the purpose of honing their hacking skills. Information can be stolen with a very specific purpose: to 

make money through blackmailing or selling valuable data to interested parties.  

Not long ago, the media was buzzing with the news regarding the theft of intimate photos of celebrities from the cloud 

storage belonging to one of the main players on the mobile market.  

After the scandal, the company responsible for security of the storage, as a third-party contractor, left the market, but 

the pictures, however, went all over the world. 

Network Attack 

The storage where your data is located may be subjected to a targeted cyberattack. In that case, you could be just a 

casual victim, especially if the hackers aimed at the entire service with the purpose of stealing or damaging the personal 

data of a particular user, whether it be an individual or a company. 

DDoS Attack 

No matter how safe cloud storage is a simple DDoS attack can cause huge losses to the service by slowing down or 

blocking its operations, with users not being able to retrieve their data or use the service. 

Human Factor 

Despite the abundance of cyberthreats, the so-called human factor remains the most dangerous element in the process 

of securing data. An attacker can be located within the data centre, for example, as a system administrator.  
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This situation is quite common. Some employees are willing to commit crimes to enrich themselves. The stolen personal 

data or the access to that information can be sold to various criminal organizations that may inflict an enormous damage, 

both moral and material. 

Countermeasures to emerging threats 

 The encryption of data by the user could be a viable method of countering cyber-attacks and potential data theft; 

 Another way is to select an additional option offered by cloud service, which provides uploaded data to be 

encrypted by the service;  

 The two-factor authentication (2FA) allows to increase the level of data access protection with minimum costs;  

 Anti-virus software that is a more conservative method of data protection. 

 

 

 

 

How Secure is the Information in the “transparent” Cloud? 

Almost all existing on the market cloud storage services guarantee the integrity and maximum protection of user 

information from external influence of third parties. Nevertheless, all services, one way or another, are obliged to comply 

with legal requirements of the country in which they provide services. Even the use of the AES256 encryption protocol, 

adopted as a data protection standard by US governmental organizations, does not guarantee the protection of your 

information. According to the current legal practice, a service is required, as per legislation of most countries, to provide 

government authorities with access to user data upon request.  
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The world-famous company UBER was subjected to a massive cyber attack, as a result, the data of 57 million drivers 

and customers had been stolen. The most disturbing thing was covering by the company the very fact of hacking and 

theft, and the payment to the perpetrators a ransom of $ 100 thousand dollars.  
The attack was interesting in itself because hackers got access to the company's data through the GitHub service, where 

they hacked several accounts, downloaded data from Uber employees and with this data accessed a huge array of Uber 

data in the Amazon Web Services used by Uber for calculations. 

Several years earlier, Yahoo and Equifax were hacked, along with many other companies and private accounts.  

Not so long ago, one of the experts in the field of data security discovered a critical vulnerability in a seemingly secure 

WPA2 protocol, which is widely used in Wi-Fi networks around the world. By using the system called Key Reinstallation 

Attacks (Kracks) it is possible to gain access to the encrypted information on any device connected to Wi-Fi. It allows the 

intruder to steal virtually any information from the device, such as correspondence, photos, videos, browsing history and 

other critical data.  

How did this become possible? The WPA2 protocol uses four-step data encryption. However, during a hacker attack, the 

Wi-Fi password can be stolen immediately after it has been entered. In order to avoid this, network access passwords 

have to be changed after each network session.  
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Here is another example. Dropbox, one of the leaders in the field of cloud data storage with 500 million registered users 

as of 2016, announced that they are not encrypting the uploaded data on the customer's side. Many experts believe that 

the realization of this policy led to the situation in 2011, when over the course of four hours, after a routine software 

update, any user could log into any account by entering any password. 

Advancements in technology and methods of data protection  
in cloud storages 

According to experts from Gartner, the world's leading research and advisory company, more than 80% of data loss in 

cloud storages are caused by a customer, rather than by the cloud storage service. As a rule, the losses are due to 

inefficient organization of work with data by the customer. According to statistics provided by Gartner: 

o 64% of customers of all data services believe cloud storages to be safer than the conventional methods of 
storing and securing information on the customer's side;  

o Nevertheless, 75% of customers encrypt the data before uploading it into the cloud;  

o 52% strictly regulate and conduct a rigorous control over granting access to company’s data;  

o Almost 50% of companies regularly analyze and verify their data management systems;  

o By mid-2018, 80% of all IT budgets will be allocated to cloud solutions;  

o 49% of companies delay the deployment of cloud storage due to a lack of cybersecurity skills; 

o Today, only 23% of companies have full confidence in cloud storage services in terms of data protection. 
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According to experts in data protection, the main factors critically affecting the safe storage of information are: 

o Data encryption both by the customer and by the cloud storage;  

o Clear and strict rules for access to the customer's data; 

o Means and methods of restoring data damaged as a result of actions by third parties or by a malfunction of the 
equipment;  

 

Types of Cloud Storage Infrastructure Used in Different Countries 
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The types of cloud infrastructure used by the companies 

Types of Cloud Infrastructure Used in the Companies 
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2. PROJECT SUMMARY 
IDM has its own patented data protection technology called SIZE and is preparing to launch a new service - a global 

decentralized ecosystem that connects users who want to store information safely and miners who provide memory on 

their devices to generate income.  

 

Our development team has created a working prototype of a cloud storage service called BoobookBox. The service was 

launched in 2015 and has more than 2 thousand active users. The working prototype was launched to test the technology, 

both by developers and third-party organizations.     

 

IDM can successfully compete with all cloud data storage services, as it offers following exclusive features: 

 

o The most safe and secure data storage system and data transmission 

o Affordable price 

o The only player on the market offering this level of data protection 

o Savvy marketing strategy 

o Legal guarantee on data security 

 

IDM focuses on strictly defined segments of the consumer and business market, and takes advantage of a competitive 

market opportunity, namely the demand for secure data storage. 

Contact Information 

Equivalence AG, Industriestrasse 7, Zug 6300, Switzerland,  

Email: ceo@boobookbox.com 
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Market problems 

Global problem 

Rough estimates suggest, as a result of a cybercriminals’ activity, the global economy loses $ 114 billion annually. Since 

the emergence of the World Wide Web, the United Stated alone suffered losses of around $400 billion. This is three times 

more than the country’s annual budget for education. 

 

Solution to the global problem 

Global expansion of the IDM data storage service powered by SIZE technology, will prevent consumers and businesses 

from losing data, and therefore, from suffering losses associated with hacker attacks and theft of information  

PROJECT OBJECTIVES 

The main objective of this project is to raise funds for the development and scaling of the existing data storage service, 

combining SIZE, the innovative technology of post-quantum encryption, with the blockchain. 

3. MARKET OVERVIEW 

Market volume 

According to a forecast made by Gartner, the world market for public cloud services is projected to grow to $287,820 

billion in 2018 compared to the $246,821 billion in 2017.  

 

It is expected that the market for cloud applications (Software as a Service or SaaS) will grow by 14.2% in 2018. 

Tendencies/Trends 

Data storage currently is a complex and resource-intensive task. Existing technologies are usually concentrated on each 

aspect of data management separately. Many technologies relate only to one aspect or to a specific function, presenting 

a partial solution, therefore, for a reliable data storage it is necessary to use additional programs / applications.  

As the result, the cloud services tend to utilize complicated protocols, sophisticated procedures, and numerous 

technologies, and all of them must be managed by a significant number of IT personnel.  
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o In the next few years, IaaS will become the fastest-growing segment;  

o The use of hardware/software environment and storage of original data with processing on the service side;  

o An increasing role will be played by services related to intellectual analytics, analyzing big data to identify 
patterns, create forecasts, instant analysis of information for better decision-making; 

o The demand for private and hybrid clouds will continue to grow;  

o The demand for virtual computing resources will continue to grow;  

o Services offering a data backup, a restoration of virtual servers and a rental of software by Microsoft, Vmware, 
Citrix, Oracle, 1C etc., continue to be popular.  

Major Players 

o Amazon Web Services 

o Microsoft Azure 

o Google Cloud Platform 

o IBM Cloud 

o Rackspace 

Target Audience 

Data Storage Service Users (Core Target Audience) 

o Men/women 

o Age: 34-54 

o Income: middle and high 

o Employees, workers, entrepreneurs, business owners 

Obstacles 

o Unfamiliar company;  

o Concerns regarding the new technology; 

o Unwillingness to transfer personal data to a new service - conservative thinking, inconvenience; 

o Fear of probability of losing part of the data during the transfer;  
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Drivers 

o Affordable storage price;  

o Absence of similar services on the market;  

o In case of of any system malfunction or force majeure, the possibility of data loss closes to zero;  

o Total transparency of the system due to the use of blockchain technology;  

o Highest level of data security due to the post-quantum encryption;  

o Availability of the functioning service; 

o Provision of legal guarantees;  

o Availability of patents and results of independent trials. 

Miners Providing Storage Space (Core TA) 

o Male/female 

o Age: 16 – 34 

o Income level: low, below average, average.  

o Student, worker, housewife, clerk.  

 

Obstacles 

o Necessity to install a new software on a smartphone, computer or other devices; 

o Problems understanding income generating schemes using innovative technology/tokens;  

Drivers 

o Opportunity to earn without effort and additional investment. 
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happened  
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4. PRODUCT 

Description 
 

IDM service provides a decentralised distributed cloud data storage system where security against both loss and theft of 

data provided by unique algorithm SIZE.  

To procure the distributed data storage, the service will rent a free memory from miners for a reward. The miners all over 

the world would be able to lease memory on their devices, including devices morally and technically obsolete (old 

smartphones, dated hard disks) and receive a continuous remuneration.  

Our patented algorithm SIZE supports an excellent protection of a file from loss (corruption) and can guarantee a file 

recovery from only 2% of the remaining data. 

Administration of the service will be managed by blockchain technology. 

 

The SIZE algorithm 
  

Algorithm Description 

Within the framework of erasure channels model, a new method that corrects errors has been developed. During the 

coding process, using special algorithm, parity data is generated. This parity data makes it possible to restore erased 

channels. Any erased data can be restored using different sets of original data and parity data. The reliability level 

determined by the number of coding cycles. The higher is the reliability level, the higher are the possible restoration 

options of the erased channels. The process where the reliability level increases, and naturally leads to the increase of 

the possible restoration options of the erased channels is described as multidimensional parity. Such method of coding 

with a generation of multidimensional parity called SIZE algorithm, and it has a higher recovery parameter for lost 

information in comparison with conventional methods achieving reliability. 

SIZE technology - general description 

SIZE technology provides the highest level of privacy and confidentiality in the storage and transmission of information. 

In this technology, to protect information mathematical algorithms are used which are known in digital electronics. 
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However, these operations have never been combined to special algorithms in special order of mathematical actions ever 

before and have never been used for the protection of the information.  

As a result of applying these algorithms to any digital content, the content becomes overwritten to a new form; this new 

form is a set of digital packets. Each individual packet has no functional meaning and does not contain a single bit of the 

original information. To obtain the original information back, it is necessary, in a specific way, performing special 

mathematical operations, to assemble the packages into one file.  

There are an infinite number of ways to assemble files; algorithms only provide a general guideline of the process. The 

user himself chooses a specific way of how information going to be rewritten and no one, except him, or persons to whom 

user has transferred information about the rewriting rules, cannot access the protected information. Additionally, the user 

himself determines the level of rewriting rounds, i.e. the number of the individual packets created from one file; and the 

loss of significantly large number of these packets (up to 98%) does not entail loss of the original information.  

 

Advantages of SIZE technology 

The development of new computer technologies, the emergence of new cryptocurrencies and much other technical 

innovations of the 21st century, would not be possible without effective and reliable digital data storage. Everything 

happening on the Internet shapes the modern information world and involves a huge amount of digital data. This data is 

stored in the public or private data centres scattered all over the world, backed by the same data centres; on computers, 

mobile devices and other various types of storage devices belonging to a large number of people all over the globe. 

 

However, the growth in volume of information to be stored greatly exceeds the growth in data a centres capacity for 

available storage. This is the reason for an ever-increasing number of new data centres, yet the gap between the 

generated volume of data and the available storage capacity of data centres is still widening.  
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Modern data centres are substantial structures filled with server storage arrays consisting of a huge number of high-

speed disks requiring special cooling and air-conditioning, consuming vast amounts of electricity and serviced by highly 

professional, and expensive stuff. Consumption of electricity by data centres is growing each year contributing to the 

overall deterioration of the planet's ecology.  

Nevertheless, there is a huge amount of memory in the world that has never been used and never will be. Production of 

this memory required a lot of efforts, resources and finances. The capacity of this memory is far greater than the capacity 

of all data centres in the world combined.  This memory is in tablets, mobile devices, smartphones, hard drives, network-

attached storages (NAS), smart TVs, smart refrigerators and in many other outdated models of similar devices that are 

lying around in garages or being thrown away. All modern devices, from personal computers to smart refrigerators, have 

a certain amount of memory (data storage) which exceeds the complexity of the task these devices have been designed 

for. A modern computer has a memory capacity of several terabytes; mobile phones have a minimum of 32 gigabytes of 

memory. It should be noted that most of the memory remains unused during the entire life of the device. Even if a device 

is outdated and no longer functioning, its memory remains functional.  

 

To gather all this memory scattered around the world and make it work for a profit was never possible until the emergence 

of the unique SIZE technology.  
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What exactly allows this technology achieve such fantastic results? Four inherent and inseparable qualities of this 

technology, each possessing unique characteristics, emerge simultaneously and make this technology truly one of a kind.     

             

These four qualities are: Safety, Security, Data Governance, and Scalability.  

 

In contemporary data storage systems, each of these qualities is supported by a separate technology based on different 

mathematical algorithms. In a technical solution offered by SIZE, these qualities emerge simultaneously using only one 

technology and one class of mathematical algorithms. 

 
 

I. Safety 

Term Safety stands for the ability to restore the data in the event of damage or failures of storage sites.  

Currently, the main method of achieving safety is the replication method. This method implies making copies of an original 

file to be stored additionally as a backup. Should the original file for some reason (damage to the file, failure of storage, 

etc.) becomes unrecoverable, a copy of this file can be used. As a rule, an original file and its copies are stored in different 

places and on different devices. The number of copies varies from 2 (the standard user backup) to 32 depending on the 

importance of stored information. To date, the replication method is the most commonly used for storing information in 

data centres and cloud services and is the most common reason for the deficiency of storage space. The amount of 

information is growing in leaps and bounds every year and it is necessary to store at least four times the volume of 

generated data (four copies of data is the most popular method in all data centres).  

 

It is obvious, given the current growth of data, that there would not be enough data centres to satisfy the demand for 

storage. Therefore, there are attempts to use a different method to achieve safety of storage. This method is called 

redundant coding.  

There is a so-called erasure code (code with erasure) or "redundancy codes". Regardless of which redundancy code is 

used (they have diverse mathematical variations from complex polynomials to matrix calculations), they all have one 

common property. To be more specific: a certain mathematical operation is performed on an original file to generate 

additional "redundant" information.  

https://en.wikipedia.org/wiki/Data_governance
https://en.wikipedia.org/wiki/Erasure_code
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The original file is then stored together with the “redundant” file. The way it is stored - as one file or split into many 

smaller files is not important. Important is the following, if the original file is damaged, the damaged part can be 

restored using the “redundant” file. The most popular algorithm with erasure code is the Reed-Solomon algorithm and 

its numerous variations, such as the Reed-Solomon-Cauchy or the Reed-Solomon-Vandermonde algorithms, etc.  

This technology has been used in compact discs. Thanks to the Reed-Solomon codes, it is possible to read even a heavily 

scratched CD. On average, for a CD, the redundancy (i.e. the number of additional characters that can help to restore 

information) is about 25%. The maximum amount of original data which can be restored is equal to half of the redundant 

data. If the disk capacity is 700 MB, you can theoretically restore up to 87.5 MB out of 700. Within the restoration process 

it is not significant to know which symbol was transmitted with an error. It is also worth noting that coding is used 

together with interleaving, when the bytes of different blocks are shuffled in a certain order, allowing to read disks with 

extensive localized damage (for example, deep scratches), therefore, after the operation of reverse interleaving, the 

extensive damage will manifest only in single errors in different blocks of code that can be recovered. However, if the 

number of scratches exceeds a certain limit, then the information would not be recoverable. The recovery limit is one of 

the main characteristics of this algorithm.  

The Reed-Solomon algorithm, associated Galois fields and other modifications are quite complex for non-professionals 

to understand. However, it is important to understand the following two points: there is a certain limit beyond which the 

information becomes non-recoverable and the algorithm performs complicated mathematic operations requiring a 

significant computation capacity.  

Although the SIZE algorithm belongs to the same class of algorithms it significantly differs from others in many ways. 

 

 

 

 

 

 

 

https://en.wikipedia.org/wiki/Reed%E2%80%93Solomon_error_correction
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SIZE compared with other methods 

Comparison with Replication Method 

The properties of SIZE, in information recovery, favorably differ from traditional and widespread methods, like 3 or 4-fold 

Backup or replication, embedded in Hadoop, ZFS file systems from Google, Lustre, etc.  

The SIZE encoding algorithm can provide the same level of safety with much less redundancy. 
   

  2 copies 

(Mirror) 

4 copies 

(Backup) 

 Replication, 8 

copies  

Replication, 16 

copies 

Replication, 32 

copies 

Redundancy of traditional 

systems 

200% 400% 800% 1 600% 3 200% 

Redundancy of SIZE with 

comparable safety 

150% 230% 340% 510% 760% 

Level of SIZE's parity  1 2 3 4 5 

The above table shows figures for traditional storage systems in comparison with SIZE. In widely used backup methods 

like mirroring (for example, RAID 1) and Backup the redundancy is noticeably higher than in SIZE levels providing 

comparable safety.  

The most common method of ensuring safety is Backup (mirroring or mirror), the method involves storing an original file 

and its copy, with a redundancy of 200%. Using SIZE technology, only processed file is stored with the redundancy of 

150%, thus, decreasing the quantity of memory requirement by 50%.  

Compared with 4-fold backup, SIZE saves 170% of the required memory. 

Compared with 8-fold backup (practiced in Big Data storage systems), SIZE saves 460% of the required memory.  

Compared with 16-fold backup, SIZE saves 1090% of the required memory. 

Compared with 32-fold backup, SIZE saves 2440% of the required memory.   
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Replacing the replication method with SIZE technology in data centres (storing Big Data with 8-fold backup) can be 

compared to building a whole new data centre. It means, for an existing data centre, there will be one new additional. 

The use of SIZE technology can significantly reduce the gap between the amount of generated digital information and the 

amount of available storage. 

Increasing the level of parity will allow the SIZE algorithm to restore larger amounts of lost data, making the difference 

with conventional storage systems even more evident. At 10th parity level, for example, it is possible to lose up to 98% 

of stored data, and with the remaining 2% completely restore the original data. 

 

 
  

The graph shows curve of the maximum possible loss, depending on level of parity. 

The SIZE algorithm is simple, does not perform any complicated mathematical operations, works within the framework 

of standard binary logic, and therefore does not require large computing power. 

 

From the above, several important conclusions are following: 
  

o SIZE technology has better parameters, in terms of memory usage, then the replication method, which is most 
commonly used to provide safety. 
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o SIZE technology, especially at high parity levels, is non-sensitive to the failure of a large number of data 
storage locations. 

o Consequently, instead of expensive RAID arrays it is possible to use regular, cheap commercial disks and 
provide the same level of safety.  

o Furthermore, it is possible to use memory from phones and smartphones for cloud service storage even if they 
run on simple ARM processors 

Test results of Qazaq, a variation of SIZE algorithm, at the Cavendish Laboratory at the University of Cambridge (United 

Kingdom) confirm the reliability of using SIZE algorithm. 

At the laboratory the test software has been installed on CamGrid, the computer network at the University of Cambridge. 

The purpose of those tests was an experimental confirmation of the correctness of mathematical calculations describing 

the compliance of the allowable value of a permissible level of information loss depending on the level of parity. During 

the testing it was confirmed that even at the lowest parity level, disabling up to 66% of storage nodes, this does not 

prevent algorithm from restoring the original data. It should be emphasised that, despite the fact this testing was 

conducted in 2010, none of the existing storage technologies in the world, had never came even remotely close to those 

results.  

Therefore, independent testing of the program confirmed the highest parameters of SIZE technology. 

Comparison with Erasure Code Technologies 

Technologies using the erased code method: 

 

1. Parity 

This method implies adding a parity bit to the data block. The restoration of a single loss can be carried out by calculating 

the parity using the remaining number of bites. A very fast method that does not require intensive computation. 

 

2. Reed-Solomon Algorithm. 

For the recovery of t losses, 2t redundant bits are calculated using all data bits. Intricate calculations required high 

processing power. The safety level has a threshold. 

  

3. SIZE. 

The data are split with the generation of multidimensional parity. Original data can be restored even suffering a loss of 

98% of stored data, depending on the level of splitting. No complicated calculations. Fast. Split files do not contain the 

meaningful information or information about the assembly method. SIZE can serve as a substitute for encryption. Probable 

threshold of safety level. 
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  Fast Small 

processor 
loads 

Recovery 

threshold 

Possibility of 

guarantee recovery 

Security of 

storage 

Recovery of lost 

blocks 

Parity           Single loss 

recovery 

Reed-

Solomon 

          Recovers 

specified number 

of losses 

 

 SIZE 

          Up to 98% of 

losses 

  

SIZE technology has better technical and economical parameters than any other storage method when it comes to storage 

safety. 

  

II. Security 

The security of data storage stands for a protection from unauthorized access. Without the authorization, no persons, 

either employees of storage providing companies, or governmental or non-governmental organizations should be able to 

access the stored information.  

The security is usually achieved by encrypting the stored information with special encryption programs.  

Encryption is a reversible transformation of information in order to conceal it from unauthorized persons. An important 

feature of any encryption algorithm is the key, a secret component, without knowledge of which it is impossible to reverse 

the transformation.  
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Cryptographic strength is the ability of a cryptographic algorithm to withstand cryptanalysis. An algorithm is considered 

to be resistant if a successful attack requires the amount of computing resources unattainable in practice. In most cases, 

cryptographic strength cannot be mathematically proven; one can only prove the vulnerability of a cryptographic 

algorithm, or (in the case of cryptosystems with a public key) reduce the task of cracking an algorithm to a certain problem 

that is considered to be computationally complex (that is, to prove that cracking is not easier them solving this problem).  

In theory the only method by which it is possible to access information protected by SIZE Technology is Brute Force – 

sorting out numerous bits from the sets of data packets to obtain meaningful information. Methods for evaluating the 

Brute Force attack are based on computational complexity, which can then be expressed in time, resources, and the 

required level of computing performance. 

Cryptanalysis with the aim of searching for weaknesses (vulnerabilities) makes it possible to evaluate the strength of an 

encryption system in relation to known cryptographic attacks (linear cryptanalysis, differential cryptanalysis and other 

specific ones), and is effective against well-known and studied algorithms.  

SIZE algorithm is not an encryption algorithm, however, it protects information from unauthorized access as well, as the 

absolute cipher.  

While processing an original file, SIZE technology automatically creates a file that in a cryptographic sense can be 

considered as a "key". This "key" file is always created one time only and is never repeated. Even if the same file is 

transformed several times using SIZE technology, each time will be created a new "key" file. The conversion process itself 

is determined not by the "key", but by the program settings, which are selected by the user randomly. Since, this is not 

the "cryptographic key" that is randomly created, but a series of unrelated program settings, there is no adherence to the 

true random sequence. It is sufficient to use reliable cryptographic random number generators. The so-called 

"cryptographic key" is not stored or transmitted to anyone; therefore, there is no need to keep a library of these "keys". 

The secured data can always be accessed knowing the settings of the program stored in a metafile of no more than 

hundreds of bytes in size. SIZE algorithm automatically meets the requirement regarding the validation of authenticity and 

integrity of protected information. Any change to the file will result in a change to the corresponding metafile. The metafile 

itself is not the key, merely a file that describes how the package was created. Therefore, the cryptographic key, as such, 

does not exist. Consequently, for a quantum computer there is no object for a cypher cracking. A quantum computer can 

only implement Brute Force of data, but for Brute Force it is still necessary to know the output requirement, and there 

are innumerable possible combinations of bits different every time. This means that a quantum computer will produce 

white noise, and all calculation results will have equal probability, i.e. SIZE technology cannot be broken by the quantum 

computing. 
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Although, while not being an encrypting algorithm, SIZE has the security parameters of an absolute cipher. At the same 

time, SIZE doesn't have limitations of the Vernam cipher (one-time pad). In terms of cryptography, SIZE algorithm is the 

one-time pad on demand. 

SIZE is an absolute cipher and, by definition, is better than all existing crypto algorithms. Nevertheless, it would be 

interesting to compare SIZE with the most common cryptographic algorithm AES 256. 
 

AES algorithm (the national encryption standard used by the US government) 

It consists of a set of sequential conversions of data, in the form of various shuffles and tabled replacements using a key, 

as a nonlinear secret element.  

This set of conversions, also known as the round, is repeated multiple times in order to achieve a high level of security.  

Below is the list of standardized implementations of AES: 

o AES-128, 128-bit key, 10 rounds. Recommended for use at the SECRET level; 

o AES-192, 192-bit key, 12 rounds. Recommended for use at the TOP SECRET level; 
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o AES-256, 256-bit key, 14 rounds. The TOP SECRET level. 

Cryptanalytical methods repeatedly revealed theoretical vulnerabilities of AES to various attacks, making it possible to 

reduce the complexity of performing key matching operations, or reducing the required number of a key matching 

operations.  

The theoretical cryptographic strength of AES to Brute Force method, can be expressed in the number of possible key 

combinations: 

o AES-128, 2128 combinations or 3.4∙1038; 

o AES-192, 2192 combinations or 6.3∙1057; 

o AES-256, 2256 combinations or 1.2∙1077. 

 

SIZE Algorithm 
SIZE algorithm consists of the main Algorithm that splits a file into a set of packages and the description (metafile) of the 

way the file is assembled, and the rules for arranging the sequence of bits in the assembled file. In the splitting process 

there are different ways of distributing bits for split files and, as a result, making output files unreadable. 

  

Brute Force calculations for SIZE  

If known: 

o the level of splitting (the first parameter of the Algorithm), then it is necessary to find the right combination 
packages of the split file from which the file can be reassembled; 

o the splitting method and size of the block for bit distribution, it is necessary to select the order of bits in the 
block.  

  

In the existing implementation of SIZE algorithm, we use a 16-bit block, which is the minimum word length in computer 

technology and programming languages. With this 16-bit word length, Brute Force, applied to SIZE, would be a selection 

of the bits sequence at the first level of splitting (in cryptographic terms, it is called the one-round encryption) that 

requires sorting through the combinations, while the use of 2 rounds will result in the number of combinations which is 

sufficient only for the bit selection.  

The selection of combinations of split files at a known level of splitting introduces the additional stability to SIZE algorithm 

preventing a disclosure of contents of the split file. For example, the total number of combinations needed to break the 

protection, depending on the splitting levels, will be: 

  

o One round – 2.65∙1027 
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o Two rounds - 5.80∙1056 

o Three rounds - 1.21∙10224 

o Four rounds - 1.28∙10426  

It is obvious that even at the second level of splitting, which is the two-round cipher (as per the established cryptographic 

terminology), SIZE corresponds to the most powerful of standardized algorithms in the US (AES-192) in terms of applied 

parameters.  

At the same time, the use of three rounds of the SIZE agorithm exceeds AES-256 by power of 147(!!!). 

The described Brute Force of SIZE algorithm is conditional and is given for illustrative purposes only because even a 

successful Brute Force of one 16-bit block would not reveal content of the file. The technology is designed in a way that 

each subsequent 16-bit block has a different splitting order, i.e. requires a separate Brute Force.  

The algorithm, at the same time, allows you to choose different splitting methods when distributing bits for split files: 

o by fixed groups of bits; 

o by given matrix; 

o by a random number generator; 

o truly random. 

In the case of using SIZE algorithm for special applications such as a secrecy system, using the last two splitting methods 

makes application of the algorithm an equivalent to the one-time pad encryption. 

 

Estimation of time required to Brute Force a 16-bit block protected by SIZE technology.  

We consider using for Brute Force the most powerful supercomputer Tianhe-2 (PRC) with a performance of P = 33 

Petaflops. 

Time T required for the cracking is calculated as the total number of combinations N divided by the performance rate of the 

supercomputer P. 
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T= N/P 

Values used: 

1 day = 86,400 seconds; 
1 year = 31,536,000 seconds; 
Age of the Universe (AU) = 13 billion years. 
  

Level of protection (rounds) Number of combinations Time for cracking 

1st level ~2.63 ∙ 1027 ~2.5 thousand years 

2nd level ~5.80 ∙ 1056 ~4.18 ∙ 1022 AU  

3rd level ~1.21 ∙ 10224 ~8.7 ∙ 10189 AU  

4th level  ~1.28 ∙ 10456 ~9.22 ∙ 10421 AU 

Therefore, the most powerful computer would need more than 42 sextillion ages of the Universe to crack a single block 

of data (16 bytes) with the simplest (second) level of protection.  

From the above it follows that in the security of storage SIZE technology has parameters incomparably better than all 

existing crypto algorithms. 

 

III. Data Governance 

Data governance is a specific process ensuring an availability of high-quality data throughout its life cycle. The main areas 

of data governance include accessibility, ease of use, integrity, and safety. This involves establishing processes to ensure 

the formal management of important data assets by the owner. The purpose of data governance is to utilize and refine 

processes of prevention and fixing of various data-related issues to improve the quality of information available for use 

during the decision-making processes.  

There are many types of data governance software capable of processing the existing volume of data and assigning 

various data classification markers.  

The main problem is that these programs exercise an external influence on the data. Assigned markers reflect the specific, 

current view on this data. Any changes in the importance, value or confidentiality of this data would require a complete 
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restructuring of the entire hierarchy of access; the governance software would have to re-assign the markers and process 

the whole set of data all over again.   

SIZE technology provides a completely new approach to data governance. Applying the algorithm will automatically 

generate a metafile, which is the primary, innate and integral parameter of the stored data.  This metafile is a unique, 

never-repeated attribute of a particular file. To a basic metafile of several hundred bytes in size can be attached additional 

metafile blocks filled with information according to the owner's requirements as to importance, secrecy, access rights, 

and so on. Any alteration to the data requirements can be carried out by making changes in the blocks attached to the 

metafile, without re-processing the data.  

The data governance with SIZE is similar to the work of a library. In the library, books are kept in the storage while all the 

information about the books is recorded on the index cards that are organized according to a library classification. In case 

of any changes in the classification, the index cards would be changed, not the books.  

Therefore, the data governance within the framework of SIZE technology is based on the innate parameters of the stored 

data. For this reason, the technology is able to provide a user-friendly and a flexible system that can be easily adjusted 

and re-adjusted, making this superior consumer quality technology.  

IV. Scalability 

The graph on page 28 clearly shows that the higher is the level of splitting (the level of parity), the better are parameters 

of the data safety. The similar dependence on the level of splitting is also characterizing the storage security. 

 

With scaling up of a storage space, the parameters of SIZE technology will improve significantly. 

  

Therefore, the SIZE technology is unique, since it is simultaneously exhibits the following characteristics: 

 

o Better technical and economical parameters for safety than all existing storage methods. 

o Incomparably better security parameters than all existing crypto algorithms. 

o Data governance based on the innate parameters of data and it is a simple, easily configurable and re-
adjustable system; 

o Scaling up a storage space and locations will only increase all storage parameters.  

Development 

The ecosystem allows for the deeper and more advanced data governance. 
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The ecosystem user can: 

o create any hierarchical access to a data, for example, only in a specific format, for certain individuals, at a 
specified time and only in reading mode; 

o impose temporary restrictions of any kind. For example, access to information (a deed of gift or a will) after a 
specific period; 

o send out specific information to the previously defined electronic addresses within a timeframe and introduce, 
if necessary, a controlled paid access; 

o reserve the ability to search and sort the data on specified parameters; 

o provide the service for cryptocurrency users to replace offline hardware wallets, the password-free 
authentication as well as the possibility to use cryptocurrency wallets without downloading on the computer; 

authentication from the client, and the possibility of using crypto-wallets without having  

to install them on a computer. 

Blockchain use in the product 

Blockchain in our ecosystem is responsible for transparency and administration of the service, optimizing accounting of 

payment by service users and distribution of remuneration among the miners 

 

Product tokens
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All settlements within the ecosystem are in IDM tokens. Payment for the service is in tokens. A smart contract calculates 

the number of tokens required for a payment and accepts the payment.  

The miner remuneration is also calculated in the IDM tokens. A smart contract calculates the duration and the amount of 

leased memory and makes the payment. 

 
Please note: the ERC20 IDM tokens created and distributed in the Ethereum Network are for the purpose of Token 
Sale and will fund the development and adoption of the IDM Service. Once the serivice is live, these tokens will be 
replaced by IDM tokens running on the IDM Service blockchain on a 1:1 basis. 
 
Tokens allocated to the Team and the Reserve fund will be locked for the first 12 months and then distrubuted across 
a 24 months period. 25% of the allocation will be released after 12 months, followed by a subsequent release of 
12.5% every quarter until all tokens released. 
Tokens for Developers will be locked for 12 months only and released completely at the end of this period 

All settlements within the ecosystem are in IDM tokens. Payment for the service is in tokens. A smart contract calculates 

the number of tokens required for a payment and accepts the payment.  

The miner remuneration is also calculated in the IDM tokens. A smart contract calculates the duration and the amount of 

leased memory and makes the payment. 
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5.ECONOMIC FORECAST 
forecast of the user 

market 

   

 

 

 

 

 

revenue growth forecast  
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6. ROADMAP 
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7. ICO AND TOKEN DISTRIBUTION 
 

Name of the token (ticker) IDM 

Full name Ideal Digital Memory 

Token price Preliminary price 0.001 ETH. It may change with ETH rate 

Based on              Ethereum (ERC-20) - burnable 

Divider (the number of digits after a comma) 18 

Total number of emitted tokens Mintable, at purchase         

Minimum investment              0.1 ETH 

Emission One-time only 

  

 

Token distribution: 

 

Founders 33,00% 

Developers 5,00% 
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Bounty 2,00% 

For sale 60,00% 

ICO 

 

Date Launch on May 15, 2 months 

Accepted currency ETH 

Duration 2 months 

Investment bonus 10-50k$ + 3%, 50-100k$ +5%, 100k$+ +7%                          

  

 
 

Time bonus 
 

 

Day 1 - 14 20,00% 

Day 15 - 28 15,00% 

Day 29 - 42 10,00% 

Day 43+ 5,00% 

Softcap $3 000 000 
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Hardcap $27 000 000 

Referral program 3% inviter/ 2% inv 

Closing 

 

The number of tokens Any 

Total hardcap $27 000 000/ exact amount in ETH is calculated before the 

launch 

Remaining tokens Minted for the founders/developers/bounty after the ICO 

Investment bonus 10-50k$ + 3%, 50-100k$ +5%, 100k$+ +7%                          

7.1 KYC PROCEDURE 

The IDM tokens cannot be transferred or sold to individuals or legal entities from the countries where the financial 

operations involving tokens are restricted or prohibited by law or will be restricted or prohibited after this document 

comes into force. 

Our company does not permit participation of prohibited parties. We reserve the right to refuse or cancel the request for 

purchase of the IDM tokens at any time and at our own discretion if, in the course of the KYC procedure, we would have 

a reasonable suspicion that the potential buyer of the IDM tokens has provided a false, incomplete or misleading 

information or if the buyer is included in a group of people forbidden or otherwise restricted to purchase and use tokens. 

8. MARKETING PLAN 

8.1. SUMMARY 

IDM offers a unique cloud service for data storage and transfer, based entirely on the new technology.  

The revolutionary technology for processing, protection, and transfer of data utilizes fundamentally new principles never 

applied in the IT industry and enables our service to have following distinct advantages:  
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o Highest level of data protection – the absolute cypher, the “one-time pad” principle and the post-quantum 
level of protection; 

o Inability to create “backdoor” - the working principle of the system does not permit creation of a functional 
backdoor; 

o The system configuration does not permit a successful (MiTM) hacker attack; 

o Inability to collect metadata - all metadata is generated and stored only on users' computers and is never 
transmitted over the Internet; 

o The service does not operate via DNS servers; all IDM activity is anonymous; 

o A fully protected personal communication channel based on our own technology; 

 

There are no computing resources or methods in the world today or in the near future (quantum computing) capable of 
breaking the protection of IDM service. 

The technology is protected by 23 international patents and was successfully tested in the Cavendish Laboratory at the 
University of Cambridge in the United Kingdom. 

The target audience is spread out all over the world. 

IDM can successfully compete with other services due to the unattainable level of protection against loss or theft of 
data provided by the patented SIZE algorithm. 

We focus on strictly defined market segments. We use a specific market opportunity, namely the demand for quality, 
reliable and secure data storage services. 

The main marketing objectives  

Our target audience is consumers with medium to high income. For example, the size of a potential TA only in the US 

exceeds 65 million people. We decided to employ a macro-segmentation strategy and sequential capture of market 

segments. 

According to 5-year Marketing Plan, for the period of 2018-2019, corporate segments will be captured as a reference 

group for the service. Our primary marketing goal is to contact at least 10% of our target audience. In 2019-2020, we 

must reach the sales volume of at least $45 million. 

8.2. CASE ANALYSIS 

Founded in 2012, Equivalence AG provides data storage services. The company’s founders have significant work 

experience in the IT industry.   
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Cloud storage services are very popular, as the volume of stored data constantly growing, and supply does not keep up 

with demand. 

The cloud data storage industry is growing by more than 20% every year. 

Competition on the market is getting stronger with the number of services growing constantly. In order to gain the market 

share (the corporate segment) in such competitive environment, it is necessary to take the following steps:  

o clearly segment the market; 

o consistently work up each segment; 

o create the best quality of service on the market; 

o invest a major part of revenue in the aggressive development of the company; 

o use developed marketing; 

o develop a high level of customer service; 

o implement a loyalty program; 

The largest of market segments is the segment of private customers of cloud services. A private customer, no less than 
a corporate, is interested in the secure storage of important digital information – whether it is a data of his crypto-
currency wallet, copy of a will or other personal documents.  

The main selection criteria for a private customer: 

o high protection level; 

o guarantee of safety; 

o access from anywhere in the world; 

o affordable price; 

The goal of our project is to provide general public with a previously unavailable level of digital security 

 

8.3. MARKET OVERVIEW 

The main Market for Equivalence AG is the segment of corporate customers.  

Customers can choose between several well-known services. Knowledge about a service can come from 

recommendations, seminars and conferences, the media and reviews on the Internet. 

 

Top 5 selection criteria used by the corporate customers (organizations) regarding cloud storage services: 
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o Security; 

o Improvement of business efficiency; 

o Storage space amount; 

o Scalability; 

o Speed of access; 

Other important business requirements: 

o Flexibility; 

o Mobility; 

o Cost; 

o Support; 

o Manageability and Controllability; 

o Functionality of product and services are primary and additional selling points; 

There are no computing resources or methods in the world today or in the near future (quantum computing) capable of 
breaking the protection of IDM service. 

Business expectations from cloud storage services: 

In almost half of companies, the demand for secure cloud storage services became the most acute due to growth in data 

volumes generated by companies, significant capital costs for building their own data centres and inability to provide the 

required level of security by traditional cloud services (more 22% of clients of cloud services).  

15% of companies require an increase of business efficiency, including the use of cloud storage services. 

Companies are more inclined to buy cloud storage services from reliable companies than to develop their own storage 

infrastructure. 

New cloud storage service formats: 

o 64% of cloud service customers believe that cloud storage is safer than traditional methods for storing and 
protecting information on the customer’s side; 

o Nevertheless, 75% of customers encrypt the data before uploading to the cloud; 

o 52% clearly regulate and exercise strict control of the access provided to company data; 

o Almost 50% of the companies regularly analyze and check their data handling systems; 

o By mid-2018, 80% of all IT budgets will be allocated for cloud solutions; 
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o 49% of companies delay a development of cloud storage due to a lack of cybersecurity skills; 

o Only 23% of companies today have the full confidence in cloud services for protection of their data. 

 

Failed expectations: 

A conducted survey shows several key areas in which expectations from business are not justified. 

Data storage security 

 Business require better security in data storage services. Today, even the AES256 algorithm no longer guarantees 

100% protection of data from theft.  

Data storage safety 

 Corporate customers are looking for the most affordable and least expensive technologies for safe data storage 

on third-party services. 

Data storage space 

 Practically every 1 in 10 of cloud service customers has been faced with a shortage of and an inflexible approach 

to increase a storage space.  

8.4. SWOT ANALYSIS 

Equivalence AG's has several advantages for working with corporate customers and two main disadvantages, namely, 
the lack of brand awareness and the lack of image.  

The main areas requiring improvement: 

o recognition; 

o highest level of service; 

o expansion of storage space; 

o elaboration of loyalty programs; 

 

Strong points 

o Experienced specialists. Only experienced specialist with plenty of knowledge and practical experience are 
working on the team. 
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o Safety of data storage with SIZE technology. A strong point is the unique patented algorithm SIZE allowing to 
store data with a level of protection, significantly superior to all existing on the market. 

o Protection against data loss. Using SIZE algorithm for storage and data protection allows for a complete 
recovery of a file from only 2% of the remaining data. 

o Mining program. A special service enables anyone to lease out as much memory space as possible on any 
devices. Our service helps to utilize up to 100% of memory. 

Week points: 

o Negative information on the Internet about the safety of cloud storage services. The company must take steps 
to inform existing and potential customers about the safety of provided  service. 

o Lack of knowledge about the company. Equivalence AG had not made a brand or image on the market. In 
comparison, Amazon S3 and Dropbox are well known. These shortcomings can be corrected through developing 
and implementing the company’s communication strategy. 

o Monitoring customer satisfaction. Part of creating a customer service system will be measuring the degree of 
customer satisfaction and quality of provided services. 

Opportunities 

o Growth in demand for protected cloud storage services; 

o Large number of customers dissatisfied with the quality of work from competitors; 

o Insufficient level of data protection from competitors. 

Threats: 

o Increasing competition. Competition is getting stronger. Every year there are more and more cloud storage 
services opening. Advertising budgets are on the rise.  

o Dumping from competitors. There are services entering the market like SIA with an unprecedentedly low price 
for services. However, the economic model for these services is not clear. Simply declaring a low price is not 
enough to have a successful business.  

o Government requirements regarding access to user data. While existing services insist on maintaining 
confidentiality of stored data, they are obliged to provide access to that data upon a request of competent 
authorities. SIZE data protection technology prevents anyone except the data owner to access information 
stored within the service. IDM is unable to provide access to  user data due to the intricacies of SIZE technology. 
This may lead some countries to prohibit the  operation of service.  

o  
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o Economic crisis. A negative economic situation can seriously affect the company’s volume of sales. In order to 
minimize risks, the budget for communications with customers during times of economic crisis needs to be  
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8.5. COMPETITION: 

Revenues of top 6 providers of public cloud storage services in 2016 

Presently, IDM does not have any direct competition. 

 

8.6. PRODUCT OFFERING 

Primary benefits: 

o highest quality of service; 

o solving data safety problem; 

o certainty of absolute data protection. 

Main service: Protected cloud data storage. 

Expected service: 

o complete security of stored and transmitted data; 

o fast, 24-hour data access. 

Additional service (mining): 

o renting from miners free memory in smartphones, memory cards, hard disks, gaming consoles, etc.;   

External evidence of service quality: 

o website quality; 

o transparency of service; 

o explained technology; 

o level of personnel training; 

o pricing. 

 

IDM - the next generation cloud storage service. 

o the service is designed especially for people who value safety and privacy; 

o provides for a high-quality secured data storage service; 
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8.7. MARKETING STRATEGY 
 

Marketing strategy goals: 

For the first year of operation the sales revenue is expected to be $9 million. 

For the second year, we must increase the sales revenue by at least 4 times. 

 

 TARGET SEGMENTS 
 

Corporate customers and business owners.  

Therefore, information channels for this segment will include: 

o recommendations from partners; 

o educational webinars and seminars; 

o affiliate programs; 

o online advertising (banners, retargeting); 

o direct marketing; 

o ratings; 

o official presence in social media; 

o direct advertising in the press (business and glossy magazines); 

o e-mailing lists; 

o direct sales; 

o PR activity in core and business publications 

 

Positioning is focused on working with corporate customers disappointed with the service quality of our competitors and 

ready to optout for our high-quality service. 

Safety and security shall be the focus in the work with corporate customers. These are the features clients are willing to 

pay for. Our unique feature is application of the unique patented technology SIZE. The nature of the positioning of the 

service is rationality.  
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We are positioning the IDM service as the “Reliable Protection” regarding its distinguishing features. As for the features 

that give us advantage over the competition, we choose the list of services that allows storing an unlimited volume of 

data along with an absolute protection against data losses or theft. 

The failed attempts by top-ranking hackers at the Hack in Paris conference to crack our data protection algorithm and the 

competence of our specialists will serve as an argument for customers to use our service. 

STRATEGIES 

Pricing strategy  

With corporate customers the pricing is based on market factors. We will adhere to average prices for cloud storage 

services emphasizing the unique competitive advantage of SIZE technology. 
 

Distribution strategy 

 

o our own online and offline events (webinars, seminars); 

o other online and offline events (exhibitions, webinars, seminars, conferences); 

o working with existing customers. 

 

Marketing communication strategy 

 

Our marketing communications strategy will be focused on working with corporate customers in order to form the brand 

image and promote the main competitive advantages of the product, such as: 

o unique SIZE technology; 

o distributed data storage with a guarantee against data loss. 

Goal of marketing communication strategy 

The main purpose of this strategy is to develop knowledge and awareness of the brand, make customer perceive us as 
the team of experts, and attract interest to our service through sale promotion programs. 
 
The goal of the advertising campaign for the first year is to promote knowledge of the brand among 10% of the target 
audience. 
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MARKETING MIX 
 

In 2018-2019, we will be promoting our services to corporate clients through various communication channels.  

External communication channels: 

o contextual advertising; 

o advertising on news portals; 

o advertising on IT portals; 

o advertising on business portals; 

o events (by us and by others). 

 

Communication channels with existing customers: 

o e-mail marketing; 

o loyalty program.  

MARKETING RESEARCH 

 

Research will be carried out to assess customer satisfaction with the quality of services provided by our Customer Service. 
 

STRATEGY IMPLEMENTATION 
 

Implementation of the strategy will be monitored by following indicators: 

o number of contracts signed a day/month; 

o conversion level of Internet ads; 

o number of negative reviews received by Customer Service. 

 

MARKETING ORGANIZATION 
 

The Marketing Director is responsible for implementation of marketing strategy. 

 

 

 



 
Ultra-Secure Digital Data Storage Service  

52  

 

 

 

ORGANIZATIONAL STRUCTURE OF EQUIVALENCE AG MARKETING DEPARTMENT 
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9. PROJECT TEAM 

 

Iskender 

Syrgabekov 
The inventor of the 

algorithm. Physicist.  
Studied physics at the Leningrad 
State Electrotechnical University 
"LETI", where one of his mentors 
was Nobel Prize winner Zhores 
Alferov. Worked in the Academy 
of Sciences of the USSR. Based 
in Cambridge, United Kingdom. 

Erkin  

Zadauly 
The co-inventor of the  

algorithm. Studied physics at Moscow 
University (Moscow State University). 

He worked as a researcher at the 
Physics Institute. P.N. Lebedev 

Institute of the Russian Academy of 
Sciences. 

Howard  

Sands 
A partner at Boult Wade 

Tennant and a certified patent 
attorney, the European patent 

attorney and the European 
attorney in the field of design 

at High Tech and Electrical 
Group. Based in London, United 

Kingdom. 

Victoria  

Russell 
A patent attorney at  
Boult Wade Tennant. 

Based in London, United 
Kingdom. 

 

Tony  

Dremlyuga 
Chief Strategy Officer.  
Head of Development  

Department  
"Equivalence" AG 

 

                                                                                                                                

 Drs. Daan Elffers 
CEO EMG Group BV., consulting 

company, authorized supplier for 
the United Nations. Expert in 

sustainability 
 

Gurraman  
Gill 

Senior Software Engineer, 
 University of Illinois at 
Chicago Lead Technician 
University of Texas Dallas, 
MS in Computer Science,  
Rochester Institute of 

Technology, 
Microsoft Certified  
Professional (MCP)  

John  

Radcliff 
IT Professional with 11 years’ 

Experience seeking 
Univesity of Texas Dalls – 

Master of Arts Degree  
Visual Design 

  

Paul S.  
Goldner 

Chief Executive Officer 
William E. Simon Graduate 

School of Business 
Administration, Rochester, 

NY — MBA in Accounting & 
Finance, University of 

Roshester, NY 
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10. LEGAL INFORMATION  

Risk factors 

We would like to draw the attention of all potential investors to the fact that they should carefully consider all risk factors 

before making the final decision regarding the purchase of IDM tokens. Any of these factors and uncertainties described 

below exert a negative impact on the IDM project overall and on the value of tokens. Moreover, there could be other 

additional risks the holder of crypto assets may encounter.  
 

10.1. RISKS TO THE VALUE OF IDM TOKENS 
 

Lack of IDM token market development 

Since a public sale of IDM does not yet exist, new token sale might not lead to an active market for IDM tokens and, 

accordingly, their value may fluctuate substantially. Even though required applications for exchanging and selling IDM 

tokens have been developed, and active public market might not develop, and the price of IDM tokens will be unstable, 

bringing risk to token holders. Therefore, at some point in time using or selling tokens will be impossible.  
 

Speculative overvalue of tokens 

It should be remembered, the valuation of digital tokens on the secondary market can be largely speculative and tokens 

are not backed by any tangible assets and do not give their owners rights to IDM service assets. The trading price can 

fluctuate a lot even over short time period. The worst possible situation is when the value of tokens has decreased to 

zero. In this case token holders would be threatened with a loss of the funds they have invested.  
 

IDM tokens non-reimbursable 

Partners and management of the service are not required to reimburse funds associated with IDM tokens. No promises 

are made regarding the value and effectiveness of IDM tokens and there is no guarantee that they will have a high value. 
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Value of IDM tokens might drop to zero 

There are no guarantee or forecasts for the liquidity of the tokens. Service organizers bear no responsibility for the market 

price of IDM tokens, their liquidity, accessibility on any market for IDM tokens via external organizations or other methods. 

The term “Service organizers” refers to past and present employees, administration, officials, consultants, lawyers, 
financial and economic specialists, service providers, subsidiaries and affiliates, agents, representatives, and others. 
 

10.2. BLOCKCHAIN PROGRAMMING AND TECHNOLOGY RISKS 
 

Blockchain delay 

It should be understood that during implementation of the blockchain, the period of forming blocks serves as proof of the 

completed cryptocurrency transaction. Final creation of the block can take up to several minutes and happen at any time. 

This means that the corresponding block might not include the transaction at the expected moment and the payment for 

IDM-token might not reach the right wallet on that day.  
 

Blockchain overload 

The majority of blockchain operations like Ethereum and Bitcoin are subject to periodic overloads during which 

transactions can be either lost or delayed. There are people who may deliberately occupy local network channels in order 

to gain advantage in buying tokens. This might lead to block producers not including transactions by the buyer at the time 

or a situation when buyer’s transactions are not included in the blockchain at all.  

Software incompatibility 

Software applications and platforms, and smart contract concepts at the early stages of development are not fully tested 

and do not guarantee an error-free and continuous process for creating IDM tokens. There is a risk that software contains 

errors and vulnerabilities that could lead to a partial or complete loss of IDM tokens.  

Risk of new technology 

 

Inherently innovative, the IDM service and tokens may be not completed, created, implemented, or accepted. There is a 

probability that no blockchain with IDM service will be launched. If the IDM service is completed, implemented, and 
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accepted, it might not function as expected and IDM tokens might not have expected values. It is also possible, as is the 

case with quickly changing technology, that the IDM service will become obsolete. 
 

10.3. SECURITY RISKS 

Loss of private keys 

Are kept in digital wallets accessed with private keys, the loss of keys will result in loss of IDM tokens, loss of access to 

the balance of tokens, and also loss of access to the initial balance of tokens in the blockchain created by third parties. 

Additionally, third parties can gain access to these private keys, including access to data wallet services or storage used 

by the owner and can take IDM tokens from the owner.  

Hacking 

IDM tokens can be the object of theft. Hackers and other groups of intruders can try interfering with creation of IDM 

tokens, smart contracts, and issued tokens with attacks using malware and other methods like smurfing and spoofing, 

consensus attacks, or Sybil. Blockchain platforms (Ethereum, for example) rely on open source programs and there is a 

risk that the program contains incidental errors that negatively affect IDM tokens.  

 

Since the Ethereum platform relies on open source software, there is a risk that Ethereum based smart contracts may 

contain intentional or unintentional errors and shortcoming that could have negative effects. If there is a software error 

or failure, there may not be any legal remedies and token holders will not be reimbursed for lost funds. 

Smart contract attacks 

The blockchain used for smart contract with IDM tokens is vulnerable to mining attacks such as double spending, 51% 

attack, selfish mining, and race condition. Any successful attack presents a danger to a token-based smart contract as 

orderly execution and ordering of token transactions is expected as is proper execution and ordering of contract 

calculations. 

Public keys and buyer’s account 

The fact that IDM token buyers are not able to match public keys to their accounts might result in third parties not being 

able to find out the buyer’s token balance in the Ethereum blockchain when and if they generate initial balances of a new 

blockchain based on the IDM service. 
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Incompatibility of wallets 

Wallets used to purchase and store IDM tokens must be technically compatible with IDM tokens. If compatibility is not 

ensured, the buyer will not be able to access his tokens. 

 

 

 
 

10.4. RISKS ASSOCIATED WITH DEVELOPMENT OF THE SERVICE 
 

Dependency on third parties 

 Implementation, refining, and other kinds of support for IDM service depends fully or partially on third party development 

and involvement. Guarantees that third parties fulfil their obligations are not certain and this will affect the quality of IDM 

service. 

Dependency on management 

A negative impact on the operation and use of IDM service could be caused by a loss or reduction of services provided by 

its senior management team, which is responsible for keeping up the competitive status of IDM service. 

Dependency on other factors 

IDM service’s development may be cancelled for a number of reasons including a lack of public interest, lack of funding, 

lack of commercial success and perspectives, and if key staff members have decided to leave.  

Loss of interest 

When development finishes up and IDM service is authorized and launched, its successful operation will depend on the 

interest and participation of third party developers. There is no guarantee that interest in continued participation will exist. 

Changes in IDM service 

IDM service can withstand significant changes during the development process. The project management team is 

interested in implementing the functions and features described in this document, but both functional and technical 
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features might change for several reasons. Each change could result in IDM service not meeting the expectations of IDM 

token holders.  

Alternative use of IDM service 

IDM service can lead to other alternative projects supported by third parties. IDM tokens will not have the same value for 

these projects.  

Fluctuations in the value of cryptocurrency 

Revenue from IDM token sale will be shown in cryptocurrency and can be converted into other currencies. If the value of 

cryptocurrency fluctuates unfavorably either during or after IDM token sale, the project management team will not be 

able to finance development of or support IDM service as has been planned. 

 

10.5. RISKS RELATED TO BUSINESS ACTIVITIES OF PROJECT ORGANIZERS 

Conflict of interests 

Participating companies will participate in transactions connected to interested parties including those with the relevant 

majority shareholder and those with companies that have control or shares in them as well as other affiliated entities. 

Conflicts of interest might arise between the participating companies and parties affiliated. This may lead to deals made 

on non-market terms. 

Invalid transactions 

Some of the actions of participating companies might be invalidated or result in imposed obligations with the participating 

companies if these actions are successfully challenged based upon non-compliance with legal requirements. This can 

ultimately have a significant adverse effect on IDM service. 

 

Risk on emerging markets 

Participating companies or some of them can work on emerging markets. These markets are at greater risk than more 

developed ones. Risks include those legal, economic, and political in nature. Emerging economies are subject to quick 

changes and the information contained in this document may also become obsolete.  
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10.6. GOVERNMENT RISKS 

 

Ambiguous regulatory framework 

The legal status of cryptographic tokens, digital assets, and blockchain technology is not clear or defined at all in many 

jurisdictions. It is currently impossible to predict how, and which governmental bodies will be regulating this technology. 

It is hard to guess what changes in existing laws, rules and restrictions that deal with cryptographic tokens, digital assets, 

and blockchain technology will be made by any government agency. These changes can negatively affect tokens for many 

reasons, including a situation in which tokens become a regulated financial instrument requiring registration. The company 

might stop distributing IDM tokens, developing IDM service, or ceasing operation in a jurisdiction if a government makes 

it illegal or it is simply not desirable to continue activity in that location.  

 

Inabilities to obtain, retain, or renew licenses and permits 

As of the date the IDM token sale is to commence, there are no regulatory requirements that make it necessary to obtain 

any licenses or permits to conduct business, but there is a risk that these requirements will be required in the future. If 

this situation, development of the project will be dependent upon these licenses and permits and fulfilment or them by 

participants. Requirements imposed by regulatory bodies will include numerous standards, new personnel, technical 

equipment, operations tracking, application support, and, upon request, providing information to relevant authorities. This 

will all entail significant financial investments and could lead to delays in either launching or continuing IDM service. 

 

Additionally, individuals and the public at large have the right to comment on and participate in the process of licensing 

including court appeals and political pressure. This is why necessary licenses might not be issued or renewed, or extended, 

and may impose requirements that limit the service from continuing to operate or to do so at profit.  

Actions by government and law enforcement bodies 

IDM service is working in a new market, which is why it can be subject to increased surveillance and control, including 

investigations and attention paid by law enforcement. There is no guarantee that government agencies won’t be closely 

following operations made in the service and (or) implement law enforcement action accordingly. This can result in 

negative verdicts, penalties, fines, and punishments for service participants and might force them to reorganize their 

activities. This could damage the service’s reputation or lead to additional costs that may have a significant negative 

impact on IDM tokens and development of IDM service. 
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Risk of new laws, regulations and standards 

Failure to comply with existing laws and regulations and results of inspections carried out by governmental agencies or 

an imposition of government regulation over transactions carried out by the participation companies and IDM service. The 

activity and property of participating companies are regulated by different state bodies and institutions connected with 

continuously adhering to existing laws, regulations, and standards. Regulatory bodies have considerable freedom of action 

when it comes to how the law is enforced and how existing laws, regulations, and standards are interpreted. Relevant 

authorities have the right (and often use it) to conduct period inspections on the activities and property of participating 

companies throughout the year. Any check could determine that a participating company has violated laws, decrees, or 

rules and the participating company might not be able to disprove any such accusations or fix them. Any mistake made 

by a participating company regarding compliance to applicable laws, regulations, or results of government inspections 

can result in fines, penalties, and more severe sanctions or demands, which may include termination of certain activities 

of the participating company as well as criminal and administrative sanctions from relevant officials. This kind of 

decisions, demands, and sanctions and strengthening of state regulations on relevant activities might increase the costs 

for participating companies and have an extremely unfavorable impact on both the business of participating companies 

and the whole IDM service. 

 

Illegal and arbitrary actions by government 

Governmental authorities have a high level of freedom and sometimes can act selectively and independently, without 

prior notice, under the influence of political and commercial considerations and sometimes in ways that do not follow the 

law. The government also has the power in certain situations to intervene in production and nullify and terminate contracts 

by issuing regulatory acts. Illegal, selective, and arbitrary actions by government include refusal or withdrawal of 

licenses, sudden tax inspections, and bringing about criminal and administrative cases. Federal and local governments 

have also used confusing items surrounding token sales as an excuse for lawsuits and other claims in order to cancel 

transaction, often out of political motivation. 

 

 


