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2 DISCLAIMER 

2.1  DISCLAIMER 

This document is a technical whitepaper setting out the current and future developments of DoC by Blue Bike Holdings Pty Ltd 

(ACN 611 782 882) (BBH). This paper is for information purposes only and is not a statement of future intent. Unless expressly 

specified otherwise, the products and innovations set out in this paper are currently under development and are not currently in 

deployment. BBH makes no warranties or representations as to the successful development or implementation of such 

technologies and innovations, or achievement of any other activities noted in this paper, and disclaims any warranties implied by 

law or otherwise, to the extent permitted by law. No person is entitled to rely on the contents of this paper or any inferences 

drawn from it, including in relation to any interactions with BBH, DoC, VDOC Tokens or the technologies mentioned in this paper. 

BBH disclaims all liability for any loss or damage of whatsoever kind (whether foreseeable or not) which may arise from any person 

acting on any information and opinions relating to BBH, DoC, VDOC Tokens or any information which is made available in 

connection with any further enquiries, notwithstanding any negligence, default or lack of care.  

The information contained in this publication is derived from data obtained from sources believed by BBH to be reliable and is 

given in good faith, but no warranties or guarantees, representations are made by BBH with regard to the accuracy, completeness 

or suitability of the information presented. It should not be relied upon, and shall not confer rights or remedies upon, you or any 

of your employees, creditors, holders of securities or other equity holders or any other person. Any opinions expressed reflect the 

current judgment of the authors of this paper and do not necessarily represent the opinion of BBH. The opinions reflected herein 

may change without notice and the opinions do not necessarily correspond to the opinions of BBH. BBH does not have an 

obligation to amend, modify or update this paper or to otherwise notify a reader or recipient thereof in the event that any matter 

stated herein, or any opinion, projection, forecast or estimate set forth herein, changes or subsequently becomes inaccurate.  

BBH, its directors, employees, contractors and representatives do not have any responsibility or liability to any person or recipient 

(whether by reason of negligence, negligent misstatement or otherwise) arising from any statement, opinion or information, 

expressed or implied, arising out of, contained in or derived from or omission from this paper. Neither BBH nor its advisors have 

independently verified any of the information, including the forecasts, prospects and projections contained in this paper.  

Each recipient is to rely solely on its own knowledge, investigation, judgment and assessment of the matters which are the subject 

of this report and any information which is made available in connection with any further enquiries and to satisfy itself as to the 

accuracy and completeness of such matters. Each recipient should obtain their own independent advice (including without 

limitation taxation, financial and legal advice), and make their own assessment of the information described in this paper. 

Whilst every effort is made to ensure that statements of facts made in this paper are accurate, all estimates, projections, forecasts, 

prospects, expressions of opinion and other subjective judgments contained in this paper are based on assumptions considered 

to be reasonable as of the date of the document in which they are contained and must not be construed as a representation that 

the matters referred to therein will occur. Any plans, projections or forecasts mentioned in this paper may not be achieved due 

to multiple risk factors including without limitation defects in technology developments, legal or regulatory exposure, market 

volatility, sector volatility, corporate actions, or the unavailability of complete and accurate information.  

BBH may provide hyperlinks to websites of entities mentioned in this paper, however the inclusion of a link does not imply that 

BBH endorses, recommends or approves any material on the linked page or accessible from it. Such linked websites are accessed 

entirely at your own risk. BBH does not accept responsibility whatsoever for any such material, nor for consequences of its use.  

This paper is not directed to, or intended for distribution to or use by, any person or entity who is a citizen or resident of or 

located in any state, country or other jurisdiction where such distribution, publication, availability or use would be contrary to law 

or regulation.  

This paper may not be redistributed, reproduced or passed on to any other person or published, in part or in whole, for any 

purpose, without the prior, written consent of BBH. The manner of distributing this paper may be restricted by law or regulation 

in certain countries. Persons into whose possession this paper may come are required to inform themselves about and to observe 

such restrictions. By accessing this paper, a recipient hereof agrees to be bound by the foregoing limitations. 

2.2  CONFLICTS OF INTEREST 

The directors of BBH and its employees and the separate entity Blue Bike Solutions (Aust) – sharing ownership structure - nor its 

employees have any other conflict of interest to note in regard to this offering. 
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3 DOCUMENT PURPOSE AND AUDIENCE 

This whitepaper provides information to organisations who are considering adopting the 

dutyof.care platform in order to better protect both the people they care for and their own 

organisation. 

The accompanying dutyof.care Token Launch Offer Paper provides information to potential 

contributors to the VDOC Token fundraising initiative.  Both papers should be read together to get 

a complete picture of the offering.  Both documents, together with further information, can be 

found at https://dutyof.care/token-launch. 

3.1  THE PROBLEM SPACE- PROTECTING VULNERABLE PEOPLE 

This opportunity arose as a passion project. We see a future for society where vulnerable people 

will be at a lower risk of harm, when organisations with a duty of care embrace technologies that 

help make their environments safer. 

Society isn’t yet adequately protecting vulnerable people, even though more stringent compliance 

obligations for organisations are now in place in some regions. Today’s technology systems cannot 

meet the due diligence requirements that new ‘best practice’ legislation demands.  

The statistics are alarming; Australia’s Royal 

Commission into Institutional Responses to Child Sexual 

Abuse (referred to as the “Royal Commission” in this 

document) has uncovered the tragic scale of child 

sexual abuse and the associated cover-ups. Current 

estimates suggest over 60,000 Australians 1  (one in 

every 400 citizens) were sexually abused when they 

were children, under the care of an organisation.  In 

one regional city in Victoria, over 15% of all Catholic 

priests were accused perpetrators2. 

                                                                 
1
 https://www.childabuseroyalcommission.gov.au/sites/default/files/file-list/national_redress_scheme_participant_and_cost_estimates_report.pdf  

2 http://www.abc.net.au/news/2017-02-06/child-sex-abuse-royal-commission:-data-reveals-catholic-abuse/8243890 

Figure 1 - Image Source: Australian Broadcasting Corporation Website 

using Royal Commission published data 

 

This whitepaper regularly references an Australian market and industry context, but this is demonstrably a 

global issue and consequently a global opportunity for extensive us of the dutyof.care platform. We will 

initially make dutyof.care available to Australian organisations; Australia is a world-leading and relatively 

large market, where the product can be refined before scaling out globally thereafter. 

 

Wikipedia details the recent US Gymnastics case in the US of “one of the biggest sexual abuse scandals in 

sports history”, with “hundreds of lawsuits” about abuse “under the pretense of providing medical treatment”, 

with the perpetrator now to spend the rest of his life in prison.  Cases such as this will continue to force more 

systemic and structural changes, and it is not hard to see a platform such as dutyof.care quickly becoming 

the de facto standard across the Western world. 

https://dutyof.care/token-launch
http://www.childabuseroyalcommission.gov.au/
http://www.childabuseroyalcommission.gov.au/
http://www.childabuseroyalcommission.gov.au/
https://www.childabuseroyalcommission.gov.au/sites/default/files/file-list/national_redress_scheme_participant_and_cost_estimates_report.pdf
http://www.abc.net.au/news/2017-02-06/child-sex-abuse-royal-commission:-data-reveals-catholic-abuse/8243890
https://en.wikipedia.org/wiki/USA_Gymnastics_sex_abuse_scandal
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The Royal Commission, and associated Parliamentary Enquiries, have made breakthrough 

recommendations that are making their way into law across Australia’s States and Territories. In 

many regards, Victoria, our home State, is leading Australia, and Australia is leading the world in 

confronting these issues. 

According to the Australian Bureau of Statistics 3, there are more than five million professionals 

working in sectors where staff come into contact with vulnerable people. Those organisations 

must demonstrate compliance to stringent regulatory demands, however current available 

compliance tools are poor and incomplete for this purpose. 

 

3.2  OUR SOLUTION 

We are building a platform that will help organisations achieve and maintain compliance to meet 

their duty of care for vulnerable people. 

The dutyof.care platform allows organisations to verify and re-verify the credentials of their people 

as often as needed. Users will be immediately notified through multiple channels when dutyof.care 

detects that a compliance accreditation has been revoked, lapsed or expired.  The platform 

provides one system of record that can be used many times, without compromising people’s 

privacy, providing organisations with an auditable snapshot of their compliance and risk.   

Dutyof.care is anchored on fundamental principles of trust (and distrust).  All critical verification 

records (proof that accreditations have been verified) will be stored securely in Blockchain smart 

contracts, providing the most robust and tamper-resistant capability available today. The data we 

                                                                 
3 http://www.abs.gov.au/AUSSTATS/abs@.nsf/DetailsPage/6291.0.55.003Nov%202017?OpenDocument  

http://www.justice.vic.gov.au/home/safer+communities/protecting+children+and+families/betrayal+of+trust+implementation
https://www.childabuseroyalcommission.gov.au/preface-and-executive-summary
http://www.abs.gov.au/AUSSTATS/abs@.nsf/DetailsPage/6291.0.55.003Nov%202017?OpenDocument
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store will contribute to an overall record-keeping continuum; a permanent ledger of organisational 

compliance into the future. 

 

Figure 2 - High Level System Architecture 

The platform will provide a frictionless sign-up process, targeting less than 2 minutes.  This will 

enable users to immediately verify constituents’ accreditations, empowering the organisation’s 

leadership and governance with real-time visibility and alerts about their compliance posture. 

Data input during the verification process will remain private, and is not captured or shared on the 

Blockchain or elsewhere in dutyof.care.  Credential verification results are published to 

organisations with an appropriate relationship with the verified constituent. 

3.3  DUTYOF.CARE FEE MODEL 

We will enable a ‘pay per use’ model allowing various control points for organisations to manage 

cost.  We aim to provide the platform to smaller NFPs for free. For profit and larger NFP subscribers 

will need to pay for their use of the system through transaction fees. Organisations who share their 

verification outcomes on the Blockchain may receive rewards for participating in the eco-system.  

3.4  CURRENT STATE OF DEVELOPMENT –  BETA TESTING 

The dutyof.care platform is real. At the time of writing in February 2018, the dutyof.care software 

is running as an invitation-only private beta with a carefully selected group of organisations from 

the human and community services sector.  The organisations participating in the private beta test 

group include: 

1. A people centred, community-based disability service organisation providing services 

to over 130 individuals and their parents and carers 

2. An independent community service organisation with a 150-year history of working to 

help those who need it most 

3. A parish of a large Christian denomination in Victoria 
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4. A range of other organisations representing a broad array of future client types 

Launch of a revenue-ready Minimum Viable Product public beta is on-track to be achieved by Q2, 

2018. 

3.5  POTENTIAL DUTYOF.CAR E USER ORGANISATIONS 

Potential dutyof.care user organisations include any context where an organisation is trusted with 

the care of vulnerable people.  These include non-profit and private sector operators in disabilities, 

education and para-education, aged care, community groups, sporting clubs, and a broad array of 

other organisations. 

On the best available combined statistics, there are upwards of 15,000 organisations in Australia 

that could become dutyof.care users, with over 5-7 million active staff and volunteers, representing 

about 20% of Australia’s current population. Our modelling indicates that the potential global 

dutyof.care market is well in excess of 400,000,000 people.  

3.6  THE OPPORTUNITY 

There are a clear set of both tangible and intangible reasons for contributing to dutyof.care: 

• The increasingly stringent compliance obligations for organisations interacting with 

vulnerable persons is mandated by law, prompting organisation to seek compliance 

solutions.  

• Once operational processes in organisations are improved and entrenched using 

dutyof.care, we consider that turnover risk of DoC customers to be very low. 

• We consider that we have a superior solution to the other options in the market that have 

been birthed in similar areas and adapted to cater for this use-case, but are not purpose 

built. See “competitors” section of this document for more details. 

• We are playing an active role in the sector, seeking to influence the national agenda as 

governments transition from fragmented State based accreditations to National 

frameworks. We are in discussions with various government departments in understanding 

and influencing their technology roadmap. 

• As national “certification” for these tools is likely in the future, we are well connected to be 

aware of that change and will work with government agencies to support it. 
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4 THE CONTEXT OF DUTYOF.CARE - BUSINESS AND INDUSTRY OVERVIEW 

Compliance for many organisations’ leadership and board may be considered a “necessary evil”, 

however the reasons that those obligations exist is to ensure safety and integrity for all involved. 

It’s an indictment on our society that there is even a need for compliance controls to protect 

vulnerable people, be they children, minority groups, the frail and elderly and those living with 

various physical, mental or emotional impediments. Sadly, this is the world we live in. Those 

members of society are at the highest-risk of being harmed by an abuser and the people with a 

job of protecting them have failed to get the basics right, time and again. 

Over the past decade there has been an increasing awareness and understanding of the tragic 

impact on lives from physical, sexual, emotional, financial and other forms of victimisation. In 

Australia, at least, previously taboo topics like child sexual abuse and mental health issues have 

finally become “mainstream”, with daily reporting in the media and online. Our Royal Commission, 

the world’s largest, 5-year, $500m investigation into the systemic causes of child sexual 

abuse in institutions, has been a spotlight and a loud-speaker for raising awareness of this topic 

in Australian society. 

 

CALL TO ACTION FROM THE LEADER OF AUSTRALIA’S $500M, 5-YEAR ROYAL COMMISSION 

 

“it is important that the momentum for change which has been initiated by the Royal 

Commission’s work is not lost and that lasting changes to protect children are 

implemented.” 

In Australia, nationally and in each of the respective State Governments, there have been various 

responses through Royal Commissions, Parliamentary enquiries, legislative changes and ongoing 

authoritative bodies setup to help ensure that particularly young people, but more broadly 

vulnerable people in society, are protected from predatory and exploitative behaviour. 

In this arena, the State of Victoria is leading Australia, who in turn are leading the world in this new 

era of transparency, scrutiny and organisational accountability. 

Every State and Territory Government in Australia is already actively extending the regulatory 

“dragnet” (i.e. the levels of compliance mandated for organisations) in the hope of minimising the 

risk of vulnerable people being harmed. The Australian Federal Government is now gearing up to 

act on the hundreds of recommendations to be tabled from Australia’s Royal Commissions into 

Institutional Child Sexual Abuse. Billions of dollars4 will be invested by the organisations in the 

                                                                 
4 https://www.childabuseroyalcommission.gov.au/sites/default/files/file-list/national_redress_scheme_participant_and_cost_estimates_report.pdf  

https://www.childabuseroyalcommission.gov.au/sites/default/files/file-list/national_redress_scheme_participant_and_cost_estimates_report.pdf
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sector over the next 3-5 years, implementing those recommendations for the future and redressing 

the wrongs of the past. 

Australian’s Royal Commission recommendations to Parliament include “10 child safe standards” with 

a call to action for a nationally consistent, best-practice, approach to creating safer institutions. 

Separately, the Royal Commission has published a paper with a strategy and recommendations for 

a single, National ‘working with children’ approach, to replace today’s fragmented State-based 

schemes. 

Recently, this has been underscored by the issuing of a new Royal Commission report that 

concludes “The evidence revealed in this supplementary report adds further weight to the 

Royal Commission’s recommendations for a nationally consistent scheme contained in our 

Working with Children Checks report, published on 17 August 2015”5 

In Australia, the National Disability Insurance Scheme (NDIS) unfortunately creates higher risks for 

people with disability due to a combination of factors; low set prices for service plan fulfilment, 

service worker staff churn and increased subcontractor usage (outsourcing) by service providers. 

One in five new jobs in Australia in the next five years6 are predicted to be in this service sector, 

providing assistance to the disabled and elderly. 

                                                                 
5 http://www.childabuseroyalcommission.gov.au/getattachment/bd37bd22-88ff-4a3c-94a8-4689e5037d34/Supplementary-Report-of-Case-Study-No-34 
6 https://www.pc.gov.au/inquiries/completed/ndis-costs/report/ndis-costs.pdf  

https://www.childabuseroyalcommission.gov.au/getattachment/5d0dc659-68c2-46f9-847b-fafd52f58673/Creating-child-safe-institutions
http://www.childabuseroyalcommission.gov.au/getattachment/bd37bd22-88ff-4a3c-94a8-4689e5037d34/Supplementary-Report-of-Case-Study-No-34
https://www.pc.gov.au/inquiries/completed/ndis-costs/report/ndis-costs.pdf
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5 THE NEED FOR THE DUTYOF.CARE PLATFORM 

5.1  OPERATIONALISING THE RECOMMENDATIONS FROM THE ROYAL COMMISSION 

Recommendations from the Commission have now been stood up by the Councils of Australian 

Governments with Victoria taking a lead on the rigour applied. 

Whilst the initial legislative focus has been on children, there is recognition of the applicability of 

these recommendations to adults with various challenges requiring support. That is why at 

dutyof.care, we refer to “vulnerable people”, not a specific cohort – they all have the same 

fundamental needs. 

The National recommendations and 10 “child-safe” standards are: 

1. Child safety is embedded in institutional leadership, governance and culture 

2. Children participate in decisions affecting them and are taken seriously 

3. Families and communities are informed and involved 

4. Equity is promoted and diversity respected 

5. People working with children are suitable and supported 

6. Processes to respond to complaints of child sexual abuse are child focussed 

7. Staff are equipped with the knowledge, skills and awareness to keep children safe through 

continual education and training 

8. Physical and online environments minimise the opportunity for abuse to occur 

9. Implementation of child safe standards is continuously reviewed and improved 

10. Policies and procedures document how the institution is child safe 

Sourced from the Child Abuse Royal Commission website 

Whilst recommendations 1-10 demand solutions across policy, process and possibly 

technology, ”improving” compliance isn’t good enough and national recommendation #5, 

specifically the screening of personnel, can be significantly enhanced with the introduction 

of innovative technology solutions. 

Something fundamental must change; spreadsheets, and the siloed government provided online 

systems like the Department of Justice Working With Children Check websites, aren’t robust 

enough to ensure organisations are meeting their obligations. 

From our experience, working across the not-for-profit and community sector, we have identified 

an opportunity where increasingly stringent compliance expectations, especially regarding child 

safety and duty of care, are difficult for organisations to meet – what’s more, no clear offering in 

the market is well placed to help them.  

As part of exploring the potential to provide an offering in this space, BBH has been incubating 

this concept and how to take the right solution to market, since 2016. 

A variety of “end user” needs for a software system exist in the problem space, which can be clearly 

articulated. We consider that a ‘best practice’ solution must be: 

• A system of trust 

• Provides proactive expiry management 

https://www.childabuseroyalcommission.gov.au/getattachment/5d0dc659-68c2-46f9-847b-fafd52f58673/Creating-child-safe-institutions
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• A common reporting engine for organisations to address this type of “clearance” or 

“qualification” style reference about their staff, volunteers and other participants 

• An avenue to significantly simplify the need for individuals to keep their information up to 

date and organisations to remain vigilant in their record-keeping obligations 

• A mechanism to allow permissions to be managed around who can see the data of an 

individual 

• A secure way to ensure the encoded data stream of events is permanently archived and is 

tamper resistant 

When it comes to seeking justice for past wrongs, the most crucial evidence in the form of 

documented records, are too often ‘lost’. This must change, now. 

It is a truism that no government will ‘cut red tape’ when it comes to protecting vulnerable 

people.  How could they justify it, in this current climate, with what we know now? Our product 

will be delivered into a growing regulatory and reporting context, that could only be expected to 

become more stringent, pervasive and frequent in the future. 

Future Duty of Care (Dutyof.care) customers are those 

organisations with a moral and legal obligation to ensure 

they are offering a service to clients which is staffed by 

people of integrity, who are not known to be at risk of 

offending. Whilst this cannot provide a guarantee that there 

won’t be instances of abuse or attempts to abuse, or a 

hidden past, it does lift the obligation on organisations to 

demonstrate their diligence in applying the standards. 

Of particular note is the shift in the burden of proof. In some territories (e.g. Victoria) organisations 

are now assumed to have failed in their screening and management processes unless they can 

demonstrate otherwise – presumed guilty until they can prove their innocence. Not only will 

organisations face fines and irreparable brand damage, their directors will be held criminally liable 

for any systemic failing that they could have prevented. These changes will drive motivations in 

behaviour, even though the motivation is driven from an obligation. 

It is this burden of proof, which dutyof.care seeks to help organisations meet, in the hope that it 

will in turn lower the frequency of abuse in society. It is this outcome we seek, to ultimately help 

vulnerable people live safer, and better, lives. 

5.2  WHY DUTYOF.CARE? 

For BBH the motivation for providing a platform to support organisations in their compliance 

obligations and management in this regard is because of the following drivers: 

1. We see that the tools which are available do not sufficiently help organisations 

demonstrate their compliance to the key 10 standards (see section 4.1), specifically 

standard 5: people working with children are suitable and supported. 

2. One or more of our team has personally experienced both the repercussions of abuse and 

the breakdown in organisational processes that should have stood with integrity to 

manage the incidents and remove the perpetrators, but instead chose to cover it up. This 

 

Phase 1 Addressable Market 

(Australia) 

➢ >10,000-15,000 Organisations 

(conservative) 

➢ >5,000,000 Individuals 

➢ Millions of credentials re-validated 

weekly-to-annually 
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experience was provided as evidence to the Royal Commission, highlighting a number of 

systemic, institutional issues. 

As such, we are passionate about ensuring that the vulnerable are not preyed upon by people who 

are not appropriate to provide services to them a safe environment. Further, we see the regulatory 

burden on organisations growing without effective tools to help them manage and would like to 

lower the efforts they need to expend to do so. 

It is these aspects that form our intrinsic motivation. 

5.2.1  A TRUSTLESS SOLUTION 

We are using a publicly verifiable, distributed ledger technology, as the storage mechanism for 

recording each time accreditations are verified, so that, without breaching privacy laws, other 

dutyof.care organisations can ‘see’ the validity of these accreditations; furthermore, organisations 

will be able to differentiate themselves by opting-in to transparently publish their compliance 

status, like they might today for various ISO standards (e.g. ISO 9001). 

For these aspects of the solution we propose to use “smart contracts” stored on a Blockchain as a 

distributed ledger, embracing the trustworthiness of a solution because of the trustless elements it 

is built on.  
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6 THE MARKET FOR DUTYOF.CARE 

6.1  MARKET SIZE AND RECENT MARKET CHANGES 

The size of the market is difficult to gauge, as we consider that any organisation providing services 

to children and vulnerable people as potential dutyof.care customers. This includes every school, 

kindergarten, playgroup, church, sporting club, adventure and member organisations like Scouts, 

Guides, martial arts, hospitals, dance schools and music schools with a mix of paid employees and 

volunteers. In addition, our addressable market includes all service providers who run (either 

privately, or publicly) services for vulnerable people entrusted in their care for disability, respite, 

aged care including personal care attendants and in-home care, bus drivers, cleaners, hospitality 

staff etc. 

Reliable ‘addressable market’ data is difficult to secure, but a 2015 snapshot of Australian charities 

(source: http://data.gov.au/dataset/acnc-register), who work with vulnerable people, suggests in the 

order of 5000 Australian not-for-profit organisations alone are potential dutyof.care customers. 

 

Figure 3 - Australian Charities working with Vulnerable People, 2015 

We consider a conservative estimate of 10,000-15,000 organisations in Australia who could 

become “paying dutyof.care customers”, as a reasonable extrapolation from available data. 

Globally, this figure would extend to hundreds of thousands of candidate organisations. 

6.1.1  STATISTICAL/POPULATION ANALYSIS –  WORKING WITH CHILDREN CHECKS  

Victoria first implemented its Working with Children Check in 2006. Many of the other States and 

Territories have followed suit, rolling out their own systems. Victoria, with a population over 6 

million, provides a sensible representative sample from which to extrapolate for the rest of 

Australia. 

• 75% of the total Victorian population are eligible to hold some form of ‘vulnerable people’ 

accreditation (Adults, over 18 and under 85) – Source ABS Victorian Age Bracket Population 

http://data.gov.au/dataset/acnc-register
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• Almost 10% of eligible Victorians are processed each year for a working with children check 

(apply/renew) – NOTE: A 30% surge of new applications emerged in 2017 when the child 

safe standards came into effect – Source Victorian Department of Justice (VDoJ) Annual 

Reports 

• In 2017, there are approximately 1.4m WWCC card holders in Victoria in a total population 

of approximately 6.1m, however, not all of these will be “actively involved” in organisations.  

In the most recent report for the previous 12 months, there were 320,000 new card 

applications. 

• We would derive therefore that every day, in Victoria and NSW, there are about 2,000 to 

3,000 WWCC applications and renewals processed. 

6.2  CURRENT COMPETITORS AND TODAY’S SOLUTIONS  

Dutyof.care is launching in a burgeoning market. A small number of parties are present in this 

market and offer a degree of capability. They each, however, have vulnerabilities and limitations 

that indicate they aren’t solving this need as completely as is required to achieve the outcome for 

organisations and ultimately vulnerable people. 

Governments stipulate a range of best-practice controls around these types of compliance 

obligations. Tools and processes have been voluntarily adopted by organisations, but current 

technology options are insufficient and rely on people doing manual tasks to stay compliant. 

As an example, the Victorian Department of Justice (VDoJ) which manages the issuing of “Working 

with Children Clearances” (WWCC) in that state facilitates the WWCC website check. To that end: 

• The tooling is insufficient: there is a “tool” provided on the VDoJ website –an empty table 

in an un-editable PDF Document – this is the suggested “tool” for organisations to capture 

their members card details. This is not an effective way to manage this information and 

allow organisations to report meaningfully to their board and the public. 

• The process itself has weaknesses: in Victoria, the department relies on individuals 

registering organisations that they work with on the web-portal to support notifications to 

relevant parties in the event of an incident or revocation. This is an extreme weakness in 

the process as people confuse “showing” a valid card with being deemed to have a valid 

credentials and organisations need to manually check the website to attest the ongoing 

validity of the card (via the number). 

There are a small number of providers operating in relevant or related areas. 

• Everproof (formerly BlueQ) – an Australian based company allowing individuals to manage 

their accreditations and licenses online and share them with organisations. They regularly 

validate against the issuing authorities that support it the ongoing validity of the cards. The 

genesis of this concept can support first aid and other training related accreditations in 

addition to clearances for working with vulnerable people including (but certainly not 

limited to) the Victorian WWCC and the Queensland Blue and Yellow Cards. We consider 

that this implementation falls short in helping organisations with weaknesses in the 

validation points used to ensure people are who they say they are and possess 

accreditations themselves as opposed to possibly being able to use the accreditations of 
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significant others. We understand Everproof has tens of thousands of registered users and 

have recently reached the 1,000th organisation on the platform. 

• Safety Management Online (SMO) – is a system which has been around for several years, 

the genesis of which seems to be more broadly around risk, training and incident 

management for organisations of any type. They support the tracking of checks including 

Police Checks and WWCC etc in an older style system covering occupational health and 

safety through to compliance obligations.  We understand that SMO has tens of thousands 

of individuals being managed by thousands of organisations but is not being actively 

expanded in its functionality and we consider that it does not offer a modern, web-based 

user experience. 

The opportunity is wide-open for dutyof.care to achieve rapid adoption and a market-shaping 

position across Australia and the world. 



DUTYOF.CARE – Platform Whitepaper  

Blue Bike Holdings Pty Ltd © 2018  Page 17 of 37 

7 SOLUTION ARCHITECTURE 

A maturing architecture has been devised for the key dutyof.care platform components. 

BBH are actively building out the functional capability of the software in incremental releases 

commencing with a Minimum Viable Product. Our internal thought leadership is supported by an 

engaged focus group of candidate organisations who are helping us mature the offering to be as 

relevant as possible to our target market. 

The platform contains two major functional components, one of which is centralised and under the 

stewardship of BBH (“the Oracle”), the other is fully distributed and de-centralised (“the 

Blockchain”). Ultimately, we aspire to build a fully decentralised version of dutyof.care but must do 

so in stages because of key constraints. 

7.1  THE ORACLE 

An “Oracle” is one of the key Blockchain building-block concepts.  A host of web sources including 

https://Blockchainhub.net/Blockchain-oracles/ can provide readers necessary background context 

and definition.  Usage of the term “Oracle” in this document refers to the Blockchain Oracle, unless 

explicitly stated otherwise. 

At this stage, it is not possible to deploy a fully decentralised application (a “DAPP”) for dutyof.care, 

relying solely on the Blockchain. This is because a Blockchain has no knowledge about conditions 

in the real world, such as the current temperature, a stock price or whether a person’s credentials 

to work with vulnerable people are still valid. As such, we must look outside the Blockchain to solve 

for those needs. 

Our application acts as an “Oracle”, attesting on behalf of ourselves and the end users (paying 

dutyof.care customers) that the information being written to the Blockchain is accurate and has 

complete integrity (i.e. hasn’t been interfered with by a ‘man in the middle’) before being 

permanently recorded. 

The solution includes components that are used to automatically retrieve the live status of a 

credential (verify stage) and depending on the response (i.e. OK, not OK) publish the results to the 

Blockchain. These messages are queued up and processed asynchronously, to ensure that any lag 

experienced in writing to the Blockchain does not result in loss of data. Users will receive 

instantaneous confirmation that a credential is valid/invalid, but writing the result to the Blockchain 

could take minutes, under certain circumstances.  

7.2  THE BLOCKCHAIN 

Until privacy laws are relaxed to allow increased data sharing across organisations (recommended 

by the Royal Commission), there is strictly limited information that we can encode on the 

Blockchain. For now, this will only include the information relating to a successful or unsuccessful 

‘verification event’ (akin to a log file entry) as well as various encrypted identifiers and encrypted 

metadata about the transaction. 

NOTE: Whilst references are made throughout this document to the Ethereum Blockchain, we may 

move dutyof.care to the most suitable, secure and cost-effective Blockchain in the future, if 

https://blockchainhub.net/blockchain-oracles/
https://www.childabuseroyalcommission.gov.au/sites/default/files/final_report_-_recommendations.pdf
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circumstances change. This transition would be managed in such a way that we would assure no 

loss or compromised integrity for our customer’s data, or financial impacts for token holders. 

THE OVERALL SOLUTION 

Key architectural relationships of platform components are described diagrammatically as: 

 

 Figure 4 – Conceptual dutyof.care Architecture 

Key features of the architecture include: 

• APP.DUTYOF.CARE - An Oracle, cloud hosted application, automatically verifying and 

attesting the validity of accreditations before sending that critical ‘event’ to a Blockchain 

for permanent record keeping. 

• An organisation-centric process that automates the management of proof of accreditation 

for the staff and volunteers that they use to provide services to vulnerable people. 

• An internal dashboard available for organisations to provide current reporting to key 

governance forums like their leadership and board, with ease. 

• For those that opt-in, the ability to publish a summary of that dashboard publicly. 

• A frictionless, but highly secure on-boarding process. 

• Open, flexible integration to the accreditation issuing parties (where they support it) to 

regularly re-check the validity of credentials. 

• An open, independently verifiable data store for the validity of the check applied to an 

individual when working with an organisation, embracing the trustworthiness of the trust-

less solution 
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• Automated verification of accreditations and ‘re-verification’ run as a regular routine, with 

the frequency controlled by the end user 

• We target a tablet’s web browser as a preferred day-to-day end user interface, but support 

full desktop browsers and mobile browsers will also be available. 

• When needed, we will provide a mobile ‘companion’ application to support strong 

integration with the inbuilt cameras to handle proof-of-life style capture of accreditations 

(i.e. “Selfie holding ID”) with an intention to create a richer algorithm for ‘confidence based’ 

ratings on their validity, in the future. This mobile app would also provide a limited-

functionality ‘offline mode’ for people moving through areas without internet coverage.  

• Support for an incentive-based approach for rewarding the first organisation for validating 

accreditations when the individual member participates, who is subsequently re-attested 

by other organisations – promoting the community, network effect and collaborative 

behaviours that we consider will increase safety and reduce sector and geography hopping. 

Smart contracts will also include controls and functionality for the distribution of other 

‘ecosystem rewards’ in the future. 

• A scalable, secure web platform built on leading-edge open source components including 

Kubernetes, Docker, REST, React, responsive frontend and the Ethereum Blockchain for our 

smart contracts. Our systems (that we control) are hosted across multiple tier-1 

datacentres. 
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8 DUTYOF.CARE PLATFORM TECHNOLOGY OVERVIEW 

The platform is realised by utilising several proven technology elements, predominantly from the 

open source ecosystem of tools developed and deployed by some of the largest technology 

companies globally (e.g. Facebook, Google, Dropbox, etc). At the time of writing, “Infrastructure as 

a Service” hosting services for the platform are provided by Amazon Web services (AWS). 

The following ‘vendor agnostic’ diagram shows the main technology items in the solution ‘stack’. 

The specific mix of technologies used in the platform will change over time, as required. This ‘stack’ 

can be readily deployed into other datacentres, globally, when the platform is required in those 

regions. 

 

Figure 5 - Simplified, Logical View of the dutyof.care "stack" 

 

8.1  USE OF A BLOCKCHAIN 

In dutyof.care, we use a Blockchain to store the affirmation of a “verification” events by an 

organisation of an individual’s accreditation based on the best information they can source. We do 

not provide or master the data of any of the accreditations in behalf of the issuing bodies. 

The Blockchain is realised as an Ethereum-based ERC20 Digital Assets for two key reasons: 

1. Storage of smart contracts for the verification events (see below) 

2. Storage of virtual wallets for VDOC Tokens (see below) and supporting the Business 

Operating Model of running the platform 

https://en.wikipedia.org/wiki/Ethereum
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8.2  SMART CONTRACTS 

A key aspect of the trust-less model is the ability to store “verifications” of accreditations and 

support a mechanism for us (BBH) as the platform managers to be transparent, yet still in a secure 

way.  We intend to use smart contracts, stored on the Blockchain to act as a distributed ledger for 

the storage of these key information artefacts. 

We will provide open source code to support the independent verification of the smart contracts 

whilst preserving privacy for those who are sufficiently interested and capable to do so. 

8.3  SHARING VERIFICATION EVENTS VIA BLOCKCHAIN 

Trust being a pillar of our platform and the problem space in which we operate, we are taking every 

measure we can to preserve individuals’ privacy. 

On the Blockchain, for each “verification event” we anticipate storing key actions and events which 

will enable a publicly verifiable, but not personally identifying record.  Fields may include: 

• Accreditation number 

• Last validated  

• Accreditation status – this will support fulfilment of the workflow 

• Verifier ID – a non-identifying alias for the organisation which performed the verification 

• Notification of events which can be achieved by subscribing to a contract 

The accreditation number information is identifying, normally only when it is connected with other 

elements of information which typically include the name of the individual. We will not be storing 

these elements together, but they would be available to organisations with whom an individual 

has shared that detail, as it is today. 

This will promote a network effect of increasing strength on verified identity, when a critical mass 

of organisations are covered with each successive verification, each adding weight to the previously 

conducted checks. The details will be stored as part of a block in the chain and exhibit the usual 

tamper-evident characteristics of blocks in a chian. 

Further, our solution contributes to the Royal Commission’s vision for both an “Australian 

Information Exchange”7 and a “continuum” of record keeping8. There will be other aspects in 

                                                                 
7 https://www.childabuseroyalcommission.gov.au/recommendations  

8 In its reports and research, the Royal Commission identified stakeholders and advocates promoting a new record keeping 

“continuum” culture, as opposed to a “lifecycle” of data. In simple terms, records (like WWCC checks, incident reports, case notes, 

etc) should no longer be seen as things that are created, retained and then destroyed. The “continuum” approach says all data is 

useful forever, to somebody. 

a) Present day dutyof.care data is useful to the CEO of an organisation and their board 

b) When we reach critical mass, dutyof.care data could useful to people building other systems that leverage the 

dutyof.care API and Blockchain smart contracts 

c) In years to come, dutyof.care data could be useful to the various departments like (Department Human Services) 

investigators responding to a critical case 

 

https://www.childabuseroyalcommission.gov.au/recommendations


DUTYOF.CARE – Platform Whitepaper  

Blue Bike Holdings Pty Ltd © 2018  Page 22 of 37 

dutyof.care which we expect will not ever “delete” data, but rather inactivate individuals, to support 

richer trending and business intelligence in the future. 

Should it be relevant for dutyof.care to make this information available in an anonymised way, then 

we will have several interesting metrics to explore, for researchers, analysts and agencies. 

                                                                 

d) In 5 years, dutyof.care data could be useful for researchers, statisticians etc. Beyond, it could be crucial for delivering 

justice to adult survivors of historical abuse or for organisations defending themselves against criminal charges 
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9 VDOC TOKENS – ON THE DUTYOF.CARE PLATFORM 

VDOC Tokens provide a mechanism to incentivise and reward behaviours which promote the usage 

and expanding the user base of the dutyof.care platform. 

9.1  USING DIGITAL ASSETS  

The X-Factor for leveraging a digital asset is the rewards-based model for the pay-as-you-go 

dutyof.care users.  Credit accrues in value and can be applied to offset usage costs, reducing an 

organisation’s operational expense. Being a tradeable asset, the number of Checkers (the atomic 

unit of a VDOC) required to support that usage will change as the asset shifts relative value over 

time. 

 

Figure 6 – Visualisation of the dutyof.care fee model, incentive, and independently tradeable assets 

9.2  ETHEREUM ERC20 DIGITAL ASSET 

BBH intend to leverage Ethereum ERC20 as an extensible digital asset to create VDOC Tokens.   

The Ethereum Wallet is a gateway to decentralized applications on the Ethereum Blockchain. It allows 

you to hold and secure ether and other crypto-assets built on Ethereum, as well as write, deploy and 

use smart contracts. Ethereum is a decentralized platform that runs smart contracts: applications that 

run exactly as programmed without any possibility of downtime, censorship, fraud or third-party 

interference.  These apps run on a custom built Blockchain, an enormously powerful shared global 

infrastructure that can move value around and represent the ownership of property.  This enables 

developers to create markets, store registries of debts or promises, move funds in accordance with 

instructions given long in the past (like a will or a futures contract) and many other things that have 

not been invented yet, all without a middleman or counterparty risk.  

https://www.ethereum.org/ 

9.3  THE ROLE OF DOC TOKENS 

VDOC and their atomic unit “Checkers“, will be used for the following key activities within the 

dutyof.care platform: 

dutyof.care
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Subscription via $
Blockchain
(Ethereum)

User

Contributor
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https://www.ethereum.org/
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1) Disbursement of funds from this token launch to investing parties as a tradeable item 

2) Granted as platform “credits” to the dutyof.care platform users for an entitlement of usage. 

For example, signup to the mid-organisation level (for say $30 per month) will entitle them to 

500 “credits” on the platform to cover verification activities 

3) Granted to organisations that verify accreditations which are then reused by others, 

continually adding another layer of verification to the strength of the authenticity of the 

accreditation of a member 

4) User-pays charges for payment of key activities on the dutyof.care platform including: 

i. Verifying a person’s accreditation – this will involve writing to the Blockchain and 

therefore have charges associated with it 

ii. Re-asserting accreditations – these can be either automatic (wherever possible) or 

may be manual. There will be charges associated with these 

iii. Integration from HR (and other) systems through web hooks 

iv. Authentication of users with an organisations’ credentials. If there is a need for 

leverage of technologies like Azure AD as a cloud-only, or synchronised directories 

option (for users of Office 365) or more broadly ADFS (for on-premise Active 

Directory Federated Security) then this will come at a higher charge 

v. Reporting on the dashboard, managing users, groups and other functionality to 

facilitate the above 

vi. We may support an advertising-based cost offset where advertising space is 

available to reduce the cost of running the platform. We would do this to lower the 

barriers to entry for organisations and get them using the system quickly 

vii. BBH will still need to manage some ETH for pay Gas and support other charges. 

5) Our intention is that as organisations receive VDOC for executing in the system it creates an 

economy which in turns increases the value of a VDOC itself as a digital asset. The model is 

analogous to a toll-road operator, providing a mechanism for electronic tags to be “topped 

up” automatically, that can be used to travel on the road network over time. The model 

differs, however, in two major aspects: 

i. There is an infinite amount of “credits” (call them “toll tokens”) that can be created by 

the toll road operator. VDOC is finite and will be in demand from users of dutyof.care, 

as well as other parties (investors, charities, merchants, etc) 

ii.  “Toll tokens” are not redeemable. Once purchased, they can only be used to drive on 

the road, and typically expire with non-use. VDOC can be traded in minutes into 

traditional, local currency and will never expire 

Pre-paid phone credit, frequent flyer points and gift cards are also similar to VDOC, but they are all less 

flexible from a consumer perspective. VDOC and all of these other approaches mean to abstract, or 

tokenise a traditional fiat-based currency transaction for the benefits of speed, convenience, automation, 

pay-per-use, micro-transactions and associated other benefits. 
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10 ACHIEVEMENTS TO DATE 

We have been running a small team for several months: 

• Establish the foundational elements of the functional model and roadmap 

• Engaged a focus group of organisations who are wrestling with these obligations to act as 

a sounding board, advisory group, and when ready a pilot group 

• Established a backlog of stories and user journeys to progress the functional delivery 

• Established a set of MVP capabilities to take to market 

• Established the foundation elements of the infrastructure platform (currently finalising for 

Production deployment) 

• Established a draft of the expected operating model 

• Commenced build of the stories (functionality) in iterative, agile sprints. Currently, we are 

nearing MVP completion. 

• Go-to-market strategy, marketing and branding 

• Created Social Media footprint 

• Soft launch of the product (pre-registrations) held at the annual CEO’s National Disability 

Services conference in Sydney, in late 2017 

 

IMAGE: Blue Bike Managing Director, Daniel Muggeridge (left), ‘cuts the ribbon’ on dutyof.care with AFL Football Hall of Fame player, 

Jude Bolton (right) – Jude is now the APAC Partner Executive for Domo Inc, partners with Blue Bike and providers of the dutyof.care 

enterprise dashboard capability. 
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11 DUTYOF.CARE DEVELOPMENT ROADMAP  

11.1  PRODUCT (FUNCTIONAL) 

 We will follow a “crawl before we walk, before we run” style of incremental maturity.

 

Key functionality enabled first to be effective, before we pursue efficiency. We will seek feedback 

from organisations using the system after its deployment to help enrich this. 

Critical Goals: 

• Help organisations by enabling a dashboard of the readiness to provide services to 

vulnerable people 

• Therefore, organisations need to be registered 

• Users need to administer those organisations, with an immutable audit history of who was 

given what permissions, when, and by whom 

• Accreditations needs to be established and captured for individuals as members, or 

constituents of those organisations 

• A “proof of life” style check will be required for each constituent who will provide services 

to vulnerable people 

• Accreditations need to be verified (some will be possible automatically, once initially 

sighted) to ensure they continue to be valid 

• Our application will capture and maintain a collection of auditable events, including 

organisation and user management and changes. 
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Later, we anticipate: 

• Enabling a card scanning facility from a mobile phone.  

• Allowing individuals to login and manage their accreditations  

• Grow the movement of VDOC Tokens (see Section Error! Reference source not found.) 

associated with actions in dutyof.care.  This will promote the dutyof.care economy and 

incentivise organisations to see and track the VDOC they have accrued 

• Allow organisations to pick the frequency of automated checking of accreditations to help 

control their subscription fees 

• Expand the accreditation types available to include broader training certificate tracking and 

expiry dates (these can’t be revoked – so are an easier, more pervasive kind of 

accreditation).  

• Expand the API integration to other companion or complementary systems to enable a 

more seamless on-boarding process for staff in organisations. This might include: 

• Integration via web hooks/API from HR systems to automatically notify dutyof.care when 

a new staff member or volunteer is added to the organisations key HR system 

• Authentication to enable Seamless if not Single Sign On 

• Streamlining on-boarding by allowing migration from existing incident management 

systems into dutyof.care. Examples may include CRIS which is used in Victoria 

11.1.1  MANAGE THE FREQUENCY OF RE-CHECKING OF ACCREDITATIONS 

The ongoing continuing currency of accreditations is key to the protection of vulnerable people. 

We intend to provide a capability for organisations to self-select the frequency of checks. We 

envisage a setup similar to that outlined in the table below. 

 

Check Scheduled (Y/N) Staff Frequency  Volunteer 

Frequency  

Type 

Accreditation A Y D/W/M/Q/Y10 D/W/M/Q/Y Auto 

Accreditation B N - - - 

Accreditation C Y D/W/M/Q/Y D/W/M/Q/Y Manual 

 

                                                                 
10 Daily / Weekly / Monthly / Quarterly / Yearly 
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The charge is a factor of the frequency and number of users involved. For example, we may 

specify the pricing similar to the below. 

 

Frequency Yearly Quarterly Monthly Weekly Daily 

Automatic 

Check 

Checkers 0 

per person 

(for first 10 

members) 

Checkers 25 

per person 

Checkers 100 

per person 

Checkers 500 

per person 

Checkers 1000 

per person 

Manual Check $50 per 

person 

$50 per 

person 

$50 per 

person 

Not provided Not provided 

 

With this approach, we intend to have an increasing cost for scanning an individual’s accreditations, 

based on the frequency of scanning. Laid out in a graph, we anticipate the increase in cost for an 

average organisation with it might look like this. The graph below was worked up in a reducing 

cost per scan frequency however the pricing aspects of this is subject to confirmation and change. 

 

This will allow organisations to control their own platform fees, as a usage charge. This allows 

organisations to pick a rhythm of scanning that is relative to their: 

• Risk (based on the clients they serve, and environment or circumstances under which they 

offer it) 

• Brand perception (what message they want project into the market) 

• Value drivers they may have for doing the right thing 

We anticipate that if there is an individual who is linked to multiple organisations, any update and 

notification of revocation of that individuals’ accreditation will be based on the MOST frequent 

check. Therefore, the above frequencies suggest that this would be the minimum frequency each 

individual in that organisation would be checked. 

We would also be ensuring that we do not do unnecessary checks, but de-duplicate checks on a 

given cycle so that each person is only checked once (even though each organisation they are 

linked to will pay for the check). 
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11.2  DUTY OF CARE BUSINESS VALUE CHAIN 

The business value chain has several key elements to it. From a lifecycle perspective, the flow is 

simple. There are some on-boarding activities that happen once-off, then ongoing cyclical activities 

happening on a combination of events occurring or time passing. 

 

 

 

 

 

 

 

 

 

 

 

Figure 7 - Simple Value Chain 

Figure 7 above captures the sequential start-up, then continuous nature of the ongoing 

verification.  

 

Figure 8 – Organisation Journey 
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Verifying Persons is a continual activity, and this is best demonstrated by this further journey 

 

Figure 9 – Continuous Monitoring of Accreditations 
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12 COMPANY AND TEAM 

12.1  COMPANY 

Blue Bike Solutions (BBS) was established in 2009 and has evolved to provide a broad suite of 

strategic, organisational and IT consulting services. We are a senior and flexible team focused on 

fuelling the fire of our clients’ vision and mission. 

Our passion and purpose is to serve organisations that create a dividend in the community, rather 

than only on the Stock Exchange. We exist primarily to serve Not-For-Profit, Community and 

Government clients. Serving organisations that are positioned to make a positive difference to 

society gets us out of bed in the morning! 

BBS launched Blue Bike Holdings (BBH) in 2016 with a vision to bring scale to the BBS passion and 

help raise the bar for innovation that really matters.  Dutyof.care is our first, exciting initiative – 

providing a better way to make vulnerable people safer. 

Details of BBS can be found at http://bluebike.com.au. 

Details of BBH’s VDOC offering can be found at https://dutyof.care/token-launch. 

12.2  KEY LEADERSHIP  

 

 

Details of team at https://dutyof.care/team. 

http://bluebike.com.au/
https://dutyof.care/token-launch
https://dutyof.care/team
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13 RISKS 

Warning: Only purchase VDOC tokens if you are experienced and knowledgeable in 

Blockchain-based systems.  

You should have functional understanding of storage and transmission mechanisms associated 

with other cryptographic tokens. In no way does this offer or process around the offer constitute 

advice.  Blue Bike Holdings, Blue Bike Solutions and dutyof.care will not be responsible for lost 

BTC, ETH, VDOC Tokens or cash resulting from actions taken by, or omitted by you. 

There are risks with the dutyof.care platform, and with the VDOC Token sale process, some of 

which are included here, divided into relevant categories.  This list of risks is not exhaustive. 

13.1  BLOCKCHAIN  

 

# Risk Comment 

1 Smart contract hacked, and 

funds stolen 
Code audit mitigates this (hopefully), as does using 

‘templated’ smart contracts – see section 6.1 of the Offer 

Paper. 

2 Risk of Ethereum (token, 

network and foundation) 

not scaling or completely 

failing, long term 

dutyof.care would move to a different public Blockchain 

such as EOS, build our own, or move to a consortium 

Blockchain model 

3 Mining attacks As with other decentralized cryptographic tokens based on 

the Ethereum ERC-20 protocol, VDOC are susceptible to 

attacks by miners in the course of validating VDOC token 

transactions on the Ethereum Blockchain, including, but 

not limited to, double-spend attacks, majority mining 

power attacks, selfish-mining attacks and race condition 

attacks. Any successful attacks present a risk to the 

Platform and VDOC Tokens. 

4 Ethereum protocol failures Any malfunction, unexpected functioning, forking, 

breakdown or abandonment of the Ethereum protocol 

may have a material adverse effect on VDOC or the 

Platform, including, but not limited to, impacting your 

ability to transfer or securely hold VDOC. Such impact 

could adversely affect the value of VDOC.   Advances in 

cryptography, or technical advances such as the 

development of quantum computing, could present risks 

to VDOC and the Platform by rendering ineffective the 

cryptographic consensus mechanism, underpinning the 

Ethereum protocols. 

13.2  LAUNCH ACTIVITY SECRUTIY 

 

# Risk Comment 

1 Chat rooms hacked Chat rooms (we’ve previously discussed using Slack) being 

hacked where someone pretends to be one of us, and 

provides fake information to community members (like 

fake wallet addresses) 
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Looking at alternatives to Slack. Telegram is more popular 

now, but isn’t that much better. 

Probably we will spin up a highly secure, open source chat 

server as an alternative 

2 dutyof.care website hacked 

and contributors are told to 

send funds to someone 

else’s wallet 

Looking at how we can ‘partition’ our website away from 

the rest of our AWS infrastructure 

Potentially spinning up a separate AWS account, no 

automation, all user accounts locked down to the extreme 

3 Email and other 

infrastructure hacked 

Only used for hosting the DoC website and dutyof.care 

DNS (the ‘platform’ would still run from our normal 

cluster).  We may have to ask everyone to enable two 

factor authentication; at a minimum, anyone with elevated 

permissions.  The email list in Mailchimp of the ‘KYC’ 

registered contributors will have to be extremely locked 

down, including no emailing of address lists, limited 

access, etc 

4 Risk that BBH wallets will be 

hacked and funds stolen 

Multiple wallet strategy.  All online channels locked down, 

best practice, etc 

5 Risk of losing access to 

VDOC Token due to loss of 

private keys  

Tokens may be stored in a wallet or vault, which can only 

be accessed with a password selected by you. The wallet 

will hold a private key, or a combination of private keys, 

required to control and dispose of the VDOC. 

You must safely store your password in one or more 

backup locations that are well separated from the primary 

location. If you do not have such experience or expertise, 

then you should not participate or purchase VDOC Tokens. 

6 More Exchanges = More 

Opportunity for Funds to be 

Hacked 

The increasing number of exchanges, not required to meet 

regulatory requirements, creates an increased ‘threat 

vector’ for hackers looking to steal funds from exchanges. 

13.3  DUTYOF.CARE PLATFORM 

 

# Risk Comment 

1 Problems encountered with 

the platform development 

and maintenance 

The Platform is currently under development and may 

undergo significant changes before release and over time, 

including a change in direction at Blue Bike Holdings’s 

discretion. Although Blue Bike Holdings intends for VDOC 

Tokens and the Platform to follow the indications set out 

in this white paper, and intends to take commercially 

reasonable steps toward those objectives, Blue Bike 

Holdings may have to make changes to the specifications 

of VDOC Tokens or the Platform for any number of 

legitimate reasons including, but not limited to, a change 

in the design, implementation plans and execution of the 

implementation of the Platform for global release. This 

could create the risk that the Platform or VDOC Tokens, as 

further developed and maintained, may not meet your 

expectations at the time of purchase of the VDOC Token. 

Furthermore, despite Blue Bike Holdings’s efforts to 

develop and maintain the Platform, it is still possible that 
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the Platform will experience malfunctions or otherwise fail 

to be adequately developed or maintained, which may 

negatively impact the Platform and VDOC Tokens.  

 

While Blue Bike Holdings will make reasonable efforts to 

complete the Platform software for global release, due to 

circumstances beyond Blue Bike Holdings’s control it is 

possible that an official completed global version of the 

Platform may not be released globally, a limited release 

occurs or, in the worst case, a functioning operational 

global Platform may not be created at all.  

2 Cloud storage issues As Blue Bike Holdings uses a decentralised cloud storage 

service to host the Platform and related Applications, the 

Platform is susceptible to a number of risks related to the 

storage of data in the cloud. Such data may include large 

amounts of sensitive and or proprietary information, which 

may be compromised in the event of a cyber-attack or 

other malicious activity. Similarly, the Platform may be 

interrupted and files may become temporarily unavailable 

in the event of such an attack or malicious activity. As 

users can use a variety of hardware and software that may 

interface with the Platform, there is the risk that the 

Platform may become unavailable or interrupted, based on 

a failure of interoperability or an inability to integrate 

these third- party systems and devices that Blue Bike 

Holdings does not control with the Platform. The risk that 

the Platform may face increasing interruptions and 

additional security vulnerabilities could adversely affect the 

Platform, and therefore the future utility of any VDOC 

Tokens that you hold.  

3 Governance rights conflicts As ownership of a VDOC Token confers no governance 

rights of any kind with respect to the Platform or Blue Bike 

Holdings, all decisions involving the Platform or Blue Bike 

Holdings will be made by Blue Bike Holdings at its sole 

discretion, including, but not limited to, decisions to 

discontinue the Platform, to create and sell more VDOC 

Tokens for use in the Platform, or to sell or liquidate Blue 

Bike Holdings. These decisions could adversely affect the 

Platform and any VDOC Tokens you hold.  

13.4  SAFETY 

 

# Risk Comment 

1 Vulnerable person abused, 

despite use of DoC platform 

or where DoC failed to 

correctly notify of breaches 

Organisation who use DoC are accountable for that 

person’s safety, not BBH.. Investigation would be needed 

to determine where in the chain the failure occurred (could 

be an upstream Gov data error, and same issue would 

have occurred without DoC) 
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13.5  COMMERCIAL RISK  

 

# Risk Comment 

1 Insufficient interest and 

custom in dutyof.care 

platform 

It is possible that the Platform will not be used by a large 

number of external businesses, individuals, and other 

organisations and that there will be limited public interest 

in the use of VDOC Tokens. Such a lack of interest could 

impact the development of the Platform for global release. 

Blue Bike Holdings cannot predict the success of its own 

marketing efforts or the efforts of other third parties.  It is 

possible that, due to any number of reasons, including 

without limitation, the failure of business relationships or 

marketing strategies, that the Blue Bike Holdings Platform 

and all subsequent marketing of the sale of VDOC tokens 

from Blue Bike Holdings, may fail to achieve success.  

2 There are currently no exit 

constraints for customers, 

who can therefore leave and 

always access their ‘proof’ 

on the Blockchain, for the 

time they used DoC 

Customers will be encouraged to stay with the platform 

through rich functionality and ongoing user benefits 

3 Presence of ‘credit’ in the 

market 

Some exchanges permit purchasing cryptocurrency with 

credit cards. Others offer leveraging services (margin 

accounts). There is a risk of people/institutions defaulting 

on their ‘loans’ (not repaying debt), creating instability and 

uncertainty in the market 

4 Market volatility for VDOC The VDOC Tokens are intended to be used solely within 

the Platform. Even if secondary trading of VDOC Tokens is 

facilitated by third party exchanges, such exchanges may 

be relatively new and subject to little or no regulatory 

oversight, making them more susceptible to fraud or 

manipulation. Furthermore, to the extent that third parties 

do ascribe an external exchange value to VDOC Tokens 

(e.g. as denominated in a digital or fiat currency), such 

value may be extremely volatile and diminish to zero. If 

you chose to use VDOC Tokens on exchanges it is at your 

own risk. Exchanges are independent of and not operated 

by Blue Bike Holdings.  

5 Issues on cryptocurrency 

exchanges 

Cryptocurrency exchanges on which VDOC Tokens may 

trade may be relatively new and largely unregulated and 

may therefore be more exposed to fraud and failure than 

established regulated exchanges. To the extent that the 

cryptocurrency exchanges representing a substantial 

portion of the volume in VDOC Token trading are involved 

in fraud or experience security failures or other operational 

issues, such cryptocurrency exchange failures may result in 

a reduction in the price and can adversely affect the value 

of VDOC Tokens. A lack of stability in the cryptocurrency 

exchanges and the closure or temporary shutdown of 

cryptocurrency exchanges due to fraud, business failure, 
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hackers or malware, or government-mandated regulation 

may reduce confidence in the Platform and result in 

greater volatility in the price of VDOC Tokens.  

6 Uninsured transaction losses Unlike cash reserves held in bank accounts or accounts at 

some other financial institutions, VDOC Tokens are 

uninsured unless you specifically obtain private insurance 

to insure those held by you. In the event of loss or loss of 

utility value, there is no public insurer or private insurance 

arranged by Blue Bike Holdings to offer recourse to you.  

VDOC Token transactions are irrevocable. If tokens are 

stolen or incorrectly transferred, such transfer may be 

irreversible.  

7 Dissolution of Blue Bike 

Holdings  

It is possible, due to any number of reasons including, but 

not limited to, an unfavourable fluctuation in the value of 

Ether (or other cryptographic and fiat currencies), decrease 

in the Platform’s utility, the failure of commercial 

relationships, or intellectual property ownership 

challenges, that the Platform may no longer be viable to 

operate, and Blue Bike Holdings may dissolve or be wound 

up or face an uncertain or changing regulatory regime.  

13.6  LEGAL AND REGULATORY 

 

# Risk Comment 

1 Risk of cryptocurrency 

ownership being outlawed 

in major territories 

If it’s basically ‘global’, our software would be plugged into 

a different backend (probably a ‘consortium’ Blockchain of 

trusted orgs) 

2 Increased regulation of 

Exchanges 

The view is that increasing regulation would lock down the 

money launderers (reduced capital entering the market) 

and scare off other (legitimate contributors) from 

purchasing cryptocurrencies 

3 Risk that governments 

change ID verification 

systems and break 

dutyof.care functionality 

Will happen. We will be investing in a quick response 

capability, so that we can restore service rapidly 

 

Major changes to how accreditations are managed 

Nationally will happen and is in our roadmap 

4 Taxation changes, and 

differences across 

geographies 

The tax characterization of Tokens is uncertain in many 

jurisdictions. You must seek your own tax advice in 

connection with purchasing Tokens, which may result in 

adverse tax consequences to you, including but not limited 

to withholding taxes, income taxes and tax reporting 

requirements. You bear the sole responsibility for any 

taxation requirements, in purchasing, using and holding 

VDOC Tokens.  

5 Intellectual property rights 

claims 

Intellectual property rights claims may adversely affect the 

operation of the Platform. Third parties may assert 

intellectual property ownership claims relating to the 

holding and transfer of cryptographic tokens and their 

source code. Regardless of the merit of any intellectual 

property claim or other legal action, any threatened action 
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that reduces confidence in the Platform’s long- term 

viability or the ability of end-users to hold and transfer 

VDOC Tokens, may adversely affect the value of VDOC. 

Additionally, a meritorious intellectual property claim 

could prevent you from accessing the Platform, holding or 

transferring your VDOC Tokens.  

13.7  TEAM 

 

# Risk Comment 

1 Talent leakage Attracting and retaining great talent will be critical to the 

platform’s success.  We have built a great company 

culture, and need to maintain that.  We need to ensure we 

remunerate and reward the team well to help motivate 

and retain the best people. 

13.8  UNANTICIPATED RISKS  

Cryptographic tokens such as the VDOC Tokens are a new and relatively untested technology. In 

addition to the risks noted above, there are other risks associated with your purchase, holding and 

use of VDOC Tokens, including those that Blue Bike Holdings cannot anticipate. Such risks may 

further materialise as unanticipated variations or combinations of the risks set out above. 


	1
	1 dOCument Control
	1.1 DOCument Control History

	1
	1
	2 Disclaimer
	2.1 Disclaimer
	2.2 Conflicts of Interest

	3 document Purpose and audience
	3.1 The problem space- protecting vulnerable people
	3.2 Our Solution
	3.3 DUTYOF.CARE FEE MODEL
	3.4 CURRENT STATE OF DEVELOPMENT – Beta testing
	3.5 Potential dutyof.care user organisations
	3.6 The Opportunity

	4 the context of dutyof.care - Business and Industry Overview
	5 THE NEED FOR THE DUTYOF.CARE PLATFORM
	5.1 Operationalising the Recommendations from the Royal Commission
	5.2 Why dutyof.care?
	5.2.1 A Trustless Solution


	6 the market FOR DUTYOF.CARE
	6.1 Market Size and Recent Market Changes
	6.1.1 Statistical/Population Analysis – Working With Children Checks

	1.1
	6.2 Current Competitors and Today’s Solutions

	7 Solution Architecture
	7.1 The Oracle
	7.2 The Blockchain
	1.1
	7.3 The Overall Solution

	8 dutyof.care Platform Technology Overview
	8.1 USE OF A Blockchain
	8.2 Smart Contracts
	8.3 Sharing Verification events via Blockchain

	9 VDoc tokens – on the dutyof.care platform
	9.1 Using Digital Assets
	9.2 ETHEREUM ERC20 DIGITAL ASSET
	9.3 The role of DOC Tokens

	10 Achievements to Date
	11 DUTYOF.CARE DEVELOPMENT Roadmap
	11.1 Product (Functional)
	11.1.1 Manage the Frequency of re-checking of accreditations

	11.2 Duty of care Business Value Chain

	12 company and team
	12.1 Company
	12.2 Key leadership

	13 risks
	13.1 blockchain
	13.2 launch activity secrutiy
	13.3 dutyof.care platform
	13.4 safety
	13.5 Commercial risk
	13.6 legal and regulatory
	1.1
	1.1
	13.7 team
	13.8 UNANTICIPATED RISKS


