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EXECUTIVE SUMMARY - WHY R3SEC?

R3Sec is a next-generation cybersecurity solution utilising a moving target defense technology (“MTD”) 
concept. R3Sec stands for Restoration, Resilience, Recovery and Security. Our MTD technology will allow 
for a paradigm shift in the way we fight cybersecurity threats. This Executive Summary introduces the 
R3Sec technology and how our upcoming products and services will provide a more resilient and secure 
digital realm.

Cybersecurity threats and intrusions are a global problem that feature significantly in everyday media, 
politics, business and even the private lives of individuals. By 2021, cybersecurity breaches are estimated 
to result in costs over $6 trillion in costs, up from $3 trillion in 2015. Spending on cybersecurity protection 
is expected to grow by 12 to 15% per year with global accumulated expenditure exceeding $1 trillion in the 
coming 5 years. In 2017 the average cost of breach for a company was $3 million. The new technologies 
within the decentralized economies and systems, the API economy and Internet of Things (IoT) need also 
to be prepared for the increasing dangers of cyber threats.

One of the reasons for the current state of dilemma is that most applications, such as data access 
portals, internet of things (IoT) appliances, systems, servers, and so on, are still built on highly stationary 
infrastructure, even when cloud-based. This offers hackers and intruders an increasing amount of time 
to learn and succeed in understanding their target, identify possible security weaknesses and to exploit 
the system whilst going undetected. Intruders typically breach systems for an average of about 100 days 
before being detected. Cybersecurity is often a highly reactive process, with defense always lagging new 
methods of intrusion; and with an anticipated shortfall of 3.5 million cybersecurity staff needed to meet 
threat levels by 2021, this is a pressing issue on a personal, business and greater economic level. 

Our mission at R3Sec is to provide a paradigm shift in how we fight cyber security threats. We thereby 
endow systems with more resilient qualities, giving them the capability of fast recovery from any issues 
that might cause applications and systems security breaches and downtime. How is this done? Our Moving 
Target Defence (MTD) technology places systems, such as servers, applications, services, APIs, IoT services 
and appliances (“Systems”) into several identical holographic/virtual instances. These are then put into a 
constant state of virtual rotation where some are active and some are inactive. Every minute, the active 
instance (such as a website or server) is replaced with a clean instance (of that website or server) while 
the initial instance is inactivated, wiped and reset into clean state by our self-cleansing technology. So 
due to the constant rotation of instances, the system becomes highly resilient against potential security 
breaches and downtime (ie. DDoS attacks, website defacement, nuke attacks, wrong patching, etc) as 
damaged or troubled Systems are constantly being replaced with a functioning instance. In addition, 
inactive instances can be scanned for abnormal changes to more easily detect potential or attempted 
breaches. While this method and technology will not stop targeted attacks from being attempted, it can 
drastically minimize the time any introducers can actively be doing damage within a System such that 
they ought not have enough time to achieve their goals before the System is rotated to safety. It thereby 
lowers the cost and time of fighting intrusion whilst making it exponentially more difficult for intruders 
to succeed. So, it provides a complete change of game: we provide a powerful, proactive cyber-resiliency 
solution for the web, applications, cyber world, services, APIs, IoT and corporate world. R3Sec is adding 
a new (r)evolutionary concept into cyber security world.

Does this sound too simple to be true? It certainly is easier said than done. Reality is that our Moving Target 
Defense Technology is inspired by previous, very expensive high-tech R&D projects delivered together 
with universities by members of the R3Sec founding team for government and military customers over 
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the past six years. After having been tested and optimized as a proof-of-concept, we have now newly 
designed a system that makes us capable of delivering a solution at a cost that is actually affordable by 
the general and larger public independent to decentralized cloud solution providers. This is where we 
would need your support. 

The reward for contributors to our utility token during the ICO lies in graded discounts relative to the 
intended price of purchasing the product once it publicly made available. Each token will entitle the holder 
the following:

 • Certain number of rotations on our MTD on a massively discounted price in terms of cloud hosting

 • Take part of the ecosystem and earn rewards for validation threat intelligence transactions

 • The only way to do MTD on decentralised hosting is through tokens

Team and Advisors. Our management team consists of serial entrepreneurs within the space of IT Security 
and Cloud Solutions. They have successfully built and executed several companies since the turn of the 
decade while also holding important and relevant positions in large corporations such as LogMeIn and 
Google.  Together with the COO/CFO we have successfully funded over 25 companies, exited more than 
7 companies, and helped to raise more than $50m in capital while building company value exceeding 
$200m in the last 15 years. Combined that is +40 years of company building, +50 years of engineering 
experience and +25 years of experience in the cybersecurity industry. This project is hence a natural 
progression of previous collaborations amongst the team that now share the vision to build an even more 
ambitious solution to one of the most ailing issues of today’s ever-connected world. 

In addition, R3Sec has gained the support from a handful of advisors, consisting of renowned experts 
from the field of IT architecture, IT Services, cybersecurity, cryptocurrency, blockchain, and the IoT Sector, 
plus serial entrepreneurs, investors and experienced mentors of early stage and growth companies. These 
will all help to provide industry insights, networks to customers & partners as well as sound experience 
to accelerate our development. 

Follow us on this journey and be an early adopter of this game-changing technology that will help prevent 
cyber-attacks and create a more resilient and secure digital realm.
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MISSION & VISION STATEMENT

Our mission is to reduce cybersecurity intrusion risks and costs 
to a minimum. 

Our vision is to become a leading provider of proactive cyber resiliency 
solutions for web, decentralized hosting, cloud applications and services, 
APIs,  IoT, industry solutions and appliances and businesses. 
 

“ This is the only MTD 
I stumbled upon that 
prevents or disrupts 
vulnerability or exploit, 
while still providing 
identical functionality”

- Melissa Ho (DHS S&T)

“ This technology 
shifts the cyber 
security focus from 
vulnerability elimination 
to consequence 
management”

- former director of NSA
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THE PROBLEM

Cyber threats are a global challenge 
 
The digital connect has become a fundament of everyday life. Having a mobile device in the hand means 
that you have the whole world just a “swap” away. Once complex and tedious processes such as money 
transactions, shopping, organising events, exchanging contracts & documents, hotel and travel bookings 
etc. can now be completed via the digital realm. Even more and more homes, health sensors and machines 
depend on electronic and digital interactions. All this makes our life simpler and easier to manage while 
contributing to the productivity and well being of our society. 

However, the very same technology that makes our lives so much more convenient can also be stolen, 
broken and infected, thereby causing great damage to our safety and well being. Most recent data theft and 
other security problems have made the public aware of the inherent threats that emerge when an increasing 
amount of interconnectedness and sharing of information and data takes place. For instance, recent 
breaches in corporates like Equifax, Yahoo, LinkedIn, Uber have led to over 1 billion identity exposures 
in 2016-2017 alone. And this does not include any non-reported breaches within governments, NGOs, 
universities, the mid-sized and small enterprises. Here are some additional examples of cyber security 
breaches that have hit the headlines in recent times:

 •  In 2011 hackers hacked one of the top security companies RSA and showed the world that not only 
banks but also security experts could be hacked and robbed1.

 •  In August 2015 about 10GB of data was stolen from a discreet adult dating website. Customers began 
receiving blackmail letters demanding they pay $2500 in Bitcoin or have their infidelity exposed2 . 

 •  In 2016 Uber was hacked and information from 57 million user accounts were stolen.3 

 •  In October 2016 there was a large scale DDoS attack against a domain service provider bringing 
down major corporate website in the US4 .

 •  In 2017 we faced several attacks which even brought life in danger since there were hospitals attacked 
and the attack proved impossible to stop. Patient records, appointment schedules, internal phone lines 
and emails were rendered inaccessible and connections between computers 
and medical equipment were brought down5 6.  

Having a look at cryptocurrency alone as a target market for cyber threats, it 
becomes evident that many current market exchanges and mining companies 
are in real danger of facing security breaches. According to a study by Tyler 
Moore about a third of all cryptocurrency exchanges have been hacked since 
2009. The total stolen cryptocurrency already amounts to about $14.5bn. Here 
are some of the more recent attacks with real value stolen7:

 •  Mt. Gox in Japan in 2014 was hacked and 650.000 bitcoins were stolen. 

1 https://bits.blogs.nytimes.com/2011/04/02/the-rsa-hack-how-they-did-it/
2 http://www.darkreading.com/cloud/cybercrime-a-black-market-price-list-from-the-dark-web/d/d-id/1324895?image_number=8
3 https://www.databreachtoday.com/uber-concealed-breach-57-million-accounts-for-year-a-10467
4 https://www.theguardian.com/technology/2016/oct/26/ddos-attack-dyn-mirai-botnet
5 https://www.recode.net/2017/6/27/15881666/global-eu-cyber-attack-us-hackers-nsa-hospitals
6 https://www.theguardian.com/society/2017/may/12/hospitals-across-england-hit-by-large-scale-cyber-attack
7 https://diepresse.com/home/techscience/technews/5334716/Hacker-erbeuten-fast-70-Millionen-Dollar-in-Bitcoins

“99% of the 
hacked websites 
are comprised of 
blogs, non-profit 
and sme sites.”

- SiteLock
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Today they are worth about $9.4bn dollars.

 •  Bitfindex a Hong Kong based exchange was hacked in August 2016. About $70mn worth of 
cryptocurrency was stolen today worth $1.7bn. 

 •  Cryptsy was hacked in July 2017 and 11,325 bitcoins were stolen today worth over $100mn.

 •  Kraken was hacked in July 2017 leading to a loss of about $5mn.

 •  Tether was hacked in November 2017 with cryptocurrency stolen worth over $31mn dollars. 

 •  Nicehash was hacked in December 2017 and about 4700 bitcoins were stolen worth about $68mn. 

Cybersecurity threats and intrusion are hence a global problem that dominates everyday media, politics, 
business and even the private life of individuals in our society. Just to give you a simple overview of the 
current global trends within cyber theft and breach: 

 •  There are about 22 web attacks per day per website

 •  Once hackers have entered systems, they have 3 to 4 month access time per breach, before 
becoming detected. 

 •  About 930,000 identities are exposed per breach in 2016 (100% Y/Y)

 •  In 2017 ~2 New Zero-Day vulnerabilities per week appear (~100% Y/Y). A Zero-Day Vulnerablility 
is an unknown vulnerability for there is no available and/or developed protection. 

 •  In recent years there are about ~6,000 new vulnerabilities per year.

 •  Since 2017 >50% of all attacks are targeting SMEs.

When putting this situation into simple economic context: By 2021 cybersecurity breaches are estimated 
to cost us over USD 6 trillion in costs up from $3 trillion in 20158. This is about 7% of the current global 
economic output!  It hence is a real problem that humanity needs to get a grip upon. According to the 
National Cyber Security Alliance, one in five small businesses fell victim to cybercrime in 2015. Of 
those, about 60% go out of business within six months after such an attack9. Since 2017, over 50% of all 
attacks are targeting SMEs. In 2017, the average cost of a data breach in North America is $1.3 million for 
enterprises and $117,000 for small and medium-sized businesses (SMBs)10. A most recent Accenture survey 
in 2017 of over 250 international companies with 1000 employees or above came to ro result that the 
annual cost of cyber attacks was around $11.2 million per organisation11.

As a consequence of this trend, costs for cyber security protection are 
hence expected to grow by 12 to 15% per year, with global accumulated 
expenditure exceeding $1 trillion in the coming 5 years. The new 
technologies within API Economy and IoT, may this be Smart Home, 

8 https://www.prnewswire.com/news-releases/cybercrime-damages-are-predicted-to-cost-the-world-6-trillion-annually-
by-2021-300540158.html

9 https://www.optimalnetworks.com/2015/04/11/it-security-spend-small-business/
10 https://www.csoonline.com/article/3227065/security/cyber-attacks-cost-us-enterprises-13-million-on-average-in-2017.html
11 https://www.accenture.com/us-en/insight-cost-of-cybercrime-2017

“ By 2021 cybersecurity 
breaches are estimated 
to cost us over USD 6 
trillion in costs, up from 
$3 trillion in 20151.”
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Smart City or Industrial Systems and Appliances part of Industry 4.0 and Smart Factories  need also to be 
prepared for the increasing dangers of cyber threats, intrusions and breach as more and more sensitive 
data is being shared in our decentralized systems. A Bain & Company sponsored survey of over 500 
corporate IoT buyers concluded that the number one barrier to accelerating industrial IoT adoption is 
indeed the concern of insufficient security12.

Current solutions grow on sitting ducks

One of the biggest reasons for the current state of dilemma is today’s current affairs of the web and its 
underlying communication of applications, cloud services, APIs  and IoT. For servers, applications and 
appliances are all built on highly stationary infrastructure configurations. For example, addresses, names, 
software stacks, networks and various configuration parameters remain more or less the same over long 
periods of time. This static approach is a legacy of information technology systems designed for simplicity 
from a time when malicious exploitation of system vulnerabilities were not of concern13. This however 
offers hackers and intruders an increasing amount of time to learn and succeed in understanding their 
target, identify possible loopholes and to exploit the system while going undetected. Currently intruders 
breach systems for an average more than 100 days before being detected14. 

Cybersecurity prevention thus becomes a highly reactive process with defense always lagging behind 
methods of intrusions. Hence there also has been an explosion of software and hardware solutions that try 
provide protection against attacks, intrusion and breaches within the growing complexities of software, 
server and system interactions within the last two decades. As a result, protection has thus become 
a highly complex, fragmented and chaotic business where organisations, institutions, corporates and 
small companies alike are facing growing difficulties in constantly reacting to new methods of intrusion 
that lie around the corner. During our professional work in the field, we’ve met clients have more than 
80 different security products from more than 40 different vendors!

Just to give you an idea, here is a incomplete list of security technologies available and frequently in use: 
Data Access Control, Security Analytics, Fraud protection, Vulnerability management, Application 
Security management, Criminal detection, Thread detection, Anomaly detection, Firewalls, Privileged 
user management, Incident response, Identity governance,  Identity administration, Network forensics, 
Thread management, Sandboxing, Content Security, Device management, IDaaS, Threat haring, Data 
Protection, Access management, Endpoint patching, Endpoint management, Malware protection, User 
behavior analytics, Transaction protection, Mainframe security, Application scanning, Indicators of 
compromise, Endpoint detection and response, Threat hunting and investigation etc.

All of them have to be installed, configured, learned, managed, patched 
and upgraded; No matter to all this high tech technology we are still 
seeing situations where users are using basic logging, ignoring privileges, 
building more basic barricades, just adding another tool, not identifying 
critical data, not getting value from existing tools due to lack of knowledge, 
skills and personal, having no incident response plan, etc.

12 http://www.bain.com/publications/articles/how-providers-can-succeed-in-the-internet-of-things.aspx
13 https://www.dhs.gov/science-and-technology/csd-mtd
14 https://www.fireeye.com/current-threats/annual-threat-report/mtrends.html
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There is simply too many technologies and too much data to be analyzed and effectively used to detect 
security attacks and vulnerabilities. At the same time, regulations and standards opposed upon companies 
are also growing in complexity of standards (ie. ISO, PCI) but also in enforcement of protecting individual 
data. One example is the upcoming General Data Protection Regulation (GDPR) that imposes fines upto 
4% of annual revenue of corporates that mishandle customer data15 16.

So it is not a surprise that reports by experts claim that demand for cybersecurity professionals will 
increase considerably over coming years, thereby creating an expected shortage of about 3.5 million 
security staff worldwide by 202117. Global spending on security awareness training for employees is thus 
predicted to reach $10 billion in the next ten years18. As a consequence of this global shortage of trained 
experts there will be an even larger uncertainty and inequity in regards to the safety and protection of 
data. Those who cannot afford to pay for the expensive resources, especially people and ventures in 
emerging markets, will be exposed19. Cybersecurity threats and intrusion is hence one of the most pressing 
national and economic issues in our current time.

To summarize: 

 • The digital cyber world is a part of everyday business and private life.

 • Global cyber attacks, intrusions and breaches lead to $6 trillion USD in costs.

 • Stationary infrastructure is an easy target. Cyber-attackers can learn and have increasing success 
over time. 

 • Explosions of different solutions have lead to fragmentation, complexity and growing costs. 

 • Reactive prevention of new threats keeps defense always lagging. 

 • Asymmetric resource war: Increasing expenses but only marginal improvements within a ever 
growing patchwork environment.

 • Lack of security experts raise complexity and cost of “being safe” threatening to create more inequity.

So all these current trends point to future where safety, health, equity, new ideas and businesses, especially 
in this fast growing  crypto-age, all could be heavily affected and even destroyed by insufficient or “just 
not the right” security steps. This is major reason why we researched and developed a new (re)volutionary 
solution in the security world…

 

15 https://www.welivesecurity.com/2017/05/23/gdpr-is-world-ready-cybersecurity-impact/
16 https://www2.deloitte.com/nl/nl/pages/risk/articles/the-general-data-protection-regulation.html
17 https://cybersecurityventures.com/hackerpocalypse-cybercrime-report-2016/
18 http://www.silicon.co.uk/security/europe-must-broaden-hiring-skills-security-214003?inf_by=5a19be6d671db8be438b4860 and 

https://www.infosecurity-magazine.com/news/global-infosec-workforce-2020/
19 https://www.csoonline.com/article/3226392/security/future-cyber-security-threats-and-challenges-are-you-ready-for-whats-coming.

html
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SOLUTION - R3SEC MOVING TARGET DEFENCE

R3Sec emerged out of a pool of people within the IT Security and company building space that have worked 
together on a diverse set of projects providing optimal cyber protection and/or building up companies 
providing innovative IT solutions. Thereby work from renowned universities like the Fraunhofer Institute 
in Europe as well as the George Mason University (Virginia) within the fields of IT Security took an ever 
increasing role within this group during the attempt to find a more optimal solution to the current growing 
issues of cyber threats and intrusion.

In our highly connected world, systems are expected to be online at all times while maintaining a high 
degree of security and performance. However, no matter what kind of solution we are currently using, 
we cannot avoid failures or successful attacks on our data and systems all of the time. This is the reason 
why security experts and businesses began to ask themselves the major question: “How can one be back 
to business if a successful attack and/or any major failure has taken place?”. This simple question has 
brought us to even more detailed questions like: 

 • How can the continued safe operation in a compromised environment be enabled? 

 • How can a quick return of a system to its healthy initial state be ensured after it has been 
compromised? 

 • How can mechanisms and strategies of protection be deployed that are diverse, continually shifting 
and changing over time?

 • How can such mechanisms help to a) limit the exposure of vulnerabilities and opportunities for attack 
and b) thereby increasing complexity and cost for attackers while c) allowing for a better detection 
of traces during  attacks? 

So rather than trying to attain a impossibly perfect security system, more emphasis was put on the 
capacity of the system to return to its initial healthy state within a very short period of time. Thus our push 
was to design resilient and secure systems in tandem. Resilience is a broad term but basically describes 
a system and/or service that is able to withstand a major disruption due to unknown events, thereby 
restoring itself quickly to a state where it can provide the initial level of service. The term resilience has 
its roots from complex system theory but also from studies on ecological systems and their fascinating 
capacity to be withstanding shocks. 

To summarize - While accepting that stopping targeted attacks 
is impossible we can however develop systems that:

 •  Minimise intruder access time 

 •  Minimise effect of breach

 •  Lower cost and time of fighting intrusion

 •  Increase the cost & time for intruders

 •  Increase the resiliency of the system (ie. the capacity for the 
system to return to its initial state) 

 

“Dynamically shifting the 
attack surface - it would 
make the intruders life 
much harder”

- former CTO of Lockheed Martin
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R3Sec technology in a nutshell

We at R3Sec hence began designing a technology architecture that deploys a diverse set of security 
mechanisms and strategies and continually shifting and changing these over time in order to increase 
complexity and cost for attackers, limit their time to explore a hacked system and limit the exposure of 
vulnerabilities and limit opportunities for attack. At the same time, in case of disruption, the system 
should be capable of quickly recovering, thereby restoring its original pristine state. How is this done? 
Our Moving Target Defence (MTD) technology places core systems, such as server, applications, services, 
APIs, IoT services and appliances into several identical holographic/virtual instances. These are then put 
into a constant state of virtual rotation where some are active and some are inactive. Every minute, the 
active instance (such as a website or server) is replaced with a clean instance (of that website or server) 
while the initial instance is being inactivated, wiped and reset into clean state by our self-cleansing 
technology. The end user thereby never notices any difference in comparison to when connecting to a 
static/steady server.

Due to the constant rotation of instances, the system becomes highly resilient against potential security 
breaks and down time (ie. DDoS attacks, website defacement, nuke attacks, wrong patching, etc) as 
damaged or troubled systems are constantly being replaced with a functioning pristine instance. In 
addition, inactive instances can be scanned for abnormal changes to more easily detect potential breaches. 
While this method and technology will not stop targeted attacks from being attempted, it can drastically 
minimize the time any introducers can be actively be doing damage within a system from months to just 
a matter of seconds. It therefore is a game changer. 

R3Sec thereby takes advantage of multi-core, virtualized environments, turning them into dynamic moving 
targets. Using a combination of ultra-low persistence times and configurable virtual machine (VM) in 
rotation, the attack surface of your systems is continuously changed. To the attacker, the system appears 
static. Under the covers, the VMs are being continuously rotated, returning to a pristine state configurable 
intervals as low as a minute. Within current steady-state server systems, attackers can (and usually do) 
remain in a compromised system for days, months, or even years. R3Sec rotations can however occur in 
1-minute intervals. R3Sec has been designed for virtual technologies usage, like VMware and will soon 
support other VM solutions like Docker, HyperV, etc. 

This rapid frequency of rotations severely impacts an attacker’s ability to persist within the system. 
Their access time to make needed modifications is severely reduced and the attack has to be constantly 
re-initiated. Not only does this decrease the period of time in which a server is vulnerable to attack. It 
also decreases the time where a breach, such as data theft can take place. To put it into simple words: 

Moving Target Defence Technology
 (MTD)Step 1 Step 2
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R3Sec Moving Target Defence Solution brings the science of and practice of holograms and holodecks 
into the cyber security environment. We make users interact with virtual and simulated instances (ie. 
copies) rather then with the original instance. With R3Sec we are hence enabling the joint of both worlds: 
“standard security solutions/systems” and new “resilient Holodeck system” (see “John’s house security 
story” in Appendix). There are many additional advantages to our approach. The following table shows 
just a few of them.

Does this sound too simple to be true? It certainly is easier said than done. The reality is that our Moving 
Target Defense Technology is inspired by previous very expensive high-tech R&D projects together with 
universities for government and military customers within the past 6 years. After having been tested 
and optimized as a proof-of-concept, we have now newly designed a system that makes us capable of 
develivering a solution at a cost that is actually affordable by the general and larger public independent 
to decentralized cloud solution providers and any size of business or personal needs. We can thus no 
provide a most powerful proactive cyber resiliency solution for the web, applications, cyber world, 
services, APIs, IoT and corporate world. With R3Sec solution, we are adding a new (r)evolutionary concept 
into cyber security world. 

While stopping targeted attacks is impossible R3Sec security can:

 •  Minimise intruder access time 

 -  Enables constant rotation of virtual machines in short intervals (ie. 5 online and 3 offline servers)

 •  Minimise effect of breach

 -  Short intrusion time allows for very little damage or little amount of stolen information

 •  Lower cost and time of fighting intrusion

 -  Offline servers are being cleansed from malware & damage

 -  Better Zero Days & Incident Detection

 •  Increase the cost & time for intruders

 -  Intruders constantly interrupted and forced to re-initiate attacks

 -  Cost asymmetry is now on their side. 

 •  Increase the resiliency of the system. That is the capacity for the system to return to its initial state. 

System setup

Protection approach

A priori information required

Applying Patches

System Admin workload

Design metric

Packet/Data stream monitoring

Higher traffic volume requires

Risk Management Approach Reactive Proactive (R3Sec MTD)

Firewall, IDS, IPS

Prevent all intrusions

Attack models. Software
vulnerabilities

Must be applied immediately

High; manage reaction rules; 
manage false alarms

Unspecified

Required

More computations

Intrusion tolerance

Limit losses

Exposure time. Length of longest 
transaction

Can be planned

Less; no falvse alarm generated

Exposure time

Not required

same computation volume
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Multiple benefits to customers

R3S was initially developed and designed for the use as a on-premise solution for a few designated 
partners and customers. This implementation was highly consulting driven and began in 2011. However, in 
the last 7 years the infrastructure landscape has also developed rapidly with cloud services taking a ever 
increasing role for hosting websites, portals, new applications, industry platforms and servers. Especially 
new services and concepts like API economy and microservices has led to a much more modular based 
ecosystem of service provision. While working on other IT Security providing ventures, startups or the 
IT space in general, we observed this closely and began planning how we can drive the original R3S 
Technology forward so we can make it available to the broader public. To summarize, we have built the 
R3S Technology in such a way that it:

 • is based on proven research and on award winning Self Cleansing Intrusion Tolerance Technology.

 • uses off-the shelf technologies, like VMware, Docker (planned), etc.

 • has ultra low intruder residence (rotation) time

Ultra Low Intruder 
Residence Time:

1 minute to 30 
minutes rotation 

minimize the attack 

Proven Technology:

Award winning Self 
Cleansing Intrusion 

Tolerance Technology

Uses Virtualization 
Technology:

Using off-the shelf 
technologies like 

VMware, etc

Easy to integrate and use, Instant proactive protection 

As a result of our IT architecture design, the benefits for hosting providers and end users will be manifold. 
Any user of our service will experience more overall resilience of their system. Since servers are restored 
to a pristine state based on configurable rotation times as low as every minute, downtime due intrusion 
or other system errors are quickly remedied. Consequential costs of such failures, in terms of lost income 
and unhappy customers, can hence be kept very low. Due to quick rotation times, potential exposure 
times of successful intruders is minimized which considerably lowers the risk of breach. Through the 
constant rotation of virtual servers, malware is deleted in the offline without the need to detect it or know 
it’s signature. Yet, the attacker visibility is increased by forcing the attacker to apply multiple attacks in an 
attempt to gain access to digital assets. This leaves more detectable traces and allow for faster incident 
response, even during Zero Days Attacks. 
For hosting partners, may these be a on-premise system builders for enterprises, a centralized cloud 
hosting partner or even a decentralized hosting system such as the ones provided by Storj, FileCoin or 
Sonm, our technology has been designed in such a way that it integrates in most existing eco-system 
environments in a very simple manner. No new initial investments need to be made and it does not 
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intervene with the functionality of the existing setup. Hence, hosting providers will instantly be able to 
provide our MTD solution as a value add to their customers over their marketplaces or other means as 
if out-of-the-box. 

On a more technical level, the following benefits can be listed:

 • Servers are restored to a pristine state based on configurable 
rotation times as low as 1-minute intervals, providing for more 
stability:

 - Elimination or reduction in server failures due to errors like 
memory leaks

 - Near real-time management of digital assets supporting 
reconfiguration and application of patches and upgrades 
without rebooting servers supporting mitigation of zero 
day vulnerabilities

 -  Parameters can be tailored based on the security posture 
of your digital assets - high value assets can have different 
parameters than low value assets

 •  Through the constant rotation of virtual servers

 -  Malware is deleted without the need to detect it or know it’s 
signature

 -  Attacker visibility is increased by forcing the attacker to 
apply multiple attacks in an attempt to gain access to digital 
assets

 -  Applications are harder to corrupt, disable or remove

 -  Better planning of software deployment and patch management

 -  Increased security of user dense and application dense cloud environments

For All Users

Resilience through minimized 
exposure �me  

Restora�on & Recovery in case
of intrusion

Less overall cost for protec�on
through faster response (IR)

For Hos�ng Partners

No ini�al investment needed  

Straightforward integra�on

Instant value add for their
customers

Increase of pro�t

“ There are billions of 
addressable targets on 
the internet today, and 
most of them are sitting 
ducks. The challenge 
for researchers and 
innovative startups is 
to ‘move the target’ ... In 
order to change the game 
on the adversary this is an 
example of such moving 
target defence approach.”

- CTO, HP Enterprise
Security Products
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MARKET OPPORTUNITY

Large Cyber Security market and growing demand 

So how large is the market demand for our solution? The world-wide IT-Security market reached about 
$75 billion in 2015. In 2017 it was about $85 billion and is expected to grow by 9.6% in the next 5 years to 
reach about $120 billion in 202125 26. Within the subsegments of IT-security spending, about 80% goes to 
software and services providers. R3Sec will operate within these categories, especially endpoint security 
and vulnerability management. New and upcoming General Data Protection Regulation that imposes 
fines on corporations that do not sufficiently protect their customer data is an additional prospective 
driver within this segment. As we can help our customers to cut costs in manifold ways we see our market 
opportunity within this space as extremely attractive. 

Based on insights from structured interviews 
with 130+ enterprises in a recent report27, 
cybersecurity was identified as one of the 
top priorities among upcoming technology 
investments (see Figure: EDS 2017 Enterprises’ 
Technology Investment Priorities)28. On average 
companies spend about 5 to 10% of their 
annual IT Budget on cybersecurity solutions. 
However, the story does not end there. If we take 
the future growing demand for cybersecurity 
within new technologies and services, like 
Blockchain, API Economy, microservices, IoT 
of smart homes, smart cities, industrial IoT solutions and appliances, industrial control systems (ICS) 
and transportation security the market takes yet another dimension (= the whole cybersecurity market). 

25 https://finance.yahoo.com/news/idc-spending-guide-forecasts-nearly-123000450.html
26 https://www.gartner.com/newsroom/id/3784965
27 https://www2.everestgrp.com/reportaction/EGR-2017-4-R-2077/Marketing
28 http://www.zdnet.com/article/businesses-increasing-their-cybersecurity-budgets-but-spend-it-in-the-wrong-places/
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Accumulated spending within this whole Cybersecurity Market (incl. IT-Security) amount to over $1 
trillion in spending over the next five years. With a growth rate of 12 to 15% the total market size for in 
2021 is thus estimated to be above $300 billion. While we see this as plenty of opportunity for us as 
a company we strive to provide a solution that makes the world a more stable, resilient and safer place 
while allowing our customers to be spending (smarter) and less than intended. 

Many verticals in need 

We have further identified several verticals in need for our solution. Especially corporates within the 
so called regulated industries have a big need for our solution. They have to adhere to more stringent 
regulatory standards that demand better safety measures of their customer data.  Examples of such 
industries are:

 • Financial Services (Banks, Payment Providers, etc spending $16.3bn on cybersecurity in 2017 with 
10.2% CAGR).

 • Healthcare Industries (estimated to spend $65bn on cyber security in the next 5 years29)

 • Energy (ie. Nuclear, Solar, Wind, Utility Stations)

 • Telecommunications Sector

 • Public and Private Transportation & Infrastructure

 • Military and Governmental Institutions. 

However, since many corporates are shifting from on-premise data storage to building on cloud 
infrastructure among corporates and SMEs, we have set out to cooperate and serve customers over a 
diverse set of cloud hosting providers: 

 •  Central Cloud Hosting Providers (ie. AWS, Google, IBM)

 •  Decentralized Cloud Hosting Providers (ie Storj)

 •  Decentralized Cloud Processing Platforms (ie Sonm)

Especially within the two latter cloud solution types we have intensified our discussions with a multiple 
of global players in order to fast-track our solution to the market. 

To summarize; cyber security market with R3Sec solution:

 •  Cyber Security is one of the top IT Technology and investment priorities

 • The global Cyber-Security market, including the IT-Security and also wider Cloud services, API 
Economy and IoT-Security market, is estimated to reach about $260 billion in 2021 due to a expected 
annual growth rate of 12 to 15% in the next 5 years. 

 • By 2021 it is expected that there will be a shortage of about 3.5 million cyber-security staff worldwide

 • R3Sec is introducing a totally new concept in Cybersecurity and is not just another piece in the 
security puzzle => R3Sec provides a paradigm shift within cybersecurity

 • R3Sec is helping to solve the problem with cybersecurity skills shortage

 • R3Sec provides great value for you and future customers 

29 https://www.herjavecgroup.com/cybersecurity-ventures-herjavec-group-2017-healthcare-cybersecurity-report/
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Competitors
 
While the Moving Target Defence itself is still in the early phase, the concept itself is not an exclusive 
idea. On the contrary, even the U.S. Government is communicating the concept (https://www.dhs.gov/
science-and-technology/csd-mtd). And since the technology has the potential to provide such immense 
value to a broad range of customers, we are not surprised by the fact that a number of other co-players 
have entered the market as of late. Here we have listed some of them. 

 •  Morphisec - Morphisec is an Israel based security company established in 2014, focused on B2B 
market. Their focus lies in in-memory attack prevention and zero-day forensics.

 -  https://www.morphisec.com/how-it-works/

 -  https://www.crunchbase.com/organization/morphisec

 •  CryptoMove - CryptoMove is a US based security company established in 2015, with solution of 
dynamic moving target datastore. They are early stage but technology is closer to R3.

 -  https://www.cryptomove.com/

 -  https://www.crunchbase.com/organization/cryptomove

 •  Shape Security - Shape Security is US based Security Company established in 2011, with defense 
against malicious automated cyber-attacks on web and mobile applications. While they appear to 
have a similar product/service they rather focus on providing “deception” technology which involves 
the method of letting intruders run into a fake virtual set up in order to study their behaviours.  

 -  https://www.shapesecurity.com/

 -  https://www.crunchbase.com/organization/shape-security

 •  Polyverse - Polyverse is a US based security company focusing on easily deployable containerized 
moving target defense. Their solution is based on easy yum installation letting the containers launch 
different open source project hoping to mislead the attacker. This approach is more a traditional 
honey pot method than proper defense solution. 

 -  https://www.polyverse.io/

 -  https://www.crunchbase.com/organization/polyverse 
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So while there are a few additional players on the market, the technology/service of Moving Target Defence 
is fairly fresh. Together with the above players we see ourselves as first movers in this exciting segment. 
Based on research as early as 2005, R3Sec team members have been involved with projects working 
with select customers in stealth mode since 2011 to develop, test and establish a MTD like solution. As 
mentioned earlier, some of these are government institutions as well as military organisations. Hence 
we are well equipped with know-how, experience and technical expertise to become a leading provider 
of cybersecurity systems that give customers a more resilient security experience. To summarize, we 
have set several key differentiating elements vs. the mentioned co-players that convince us to be a truly 
genuine solution provider on the market:

 • We have participated +10 years of university research projects that have resulted in 7 granted patents.

 • Solutions delivered to customers of first generation projects, prove the value of our solution and 
further development.

 • Already signed letters of intents with new IT partners.

 • Highly scalable and flexible solution, capable of serving current and future technology trends, like 
decentralized hosting, API Economy, microservices, IoT, Industry 4.0 and Blockchain Technologies. 

 • Cloud vendor independent strategy, providing clients flexibility in choosing “best of breed” provider 
by their choice.

 • International company building team with customer development track record in USA, SEA and 
Europe with experience from different relevant customer segments (ie. government, healthcare, 
finance, telecommunications etc.)

 • Straight forward strategy and development vision to provide additional services.
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EXECUTION - TURNING IDEAS INTO REALITY

Existing and upcoming traction

R3Sec solution is inspired by technology developed in previous projects that eventually was deployed,  
tested and used by several clients and customers for the past 5 years. Some of these customers were 
Lockheed Martin, United States Navy, U.S. Department of Homeland Security, Northrop Grumman and 
HP. These were singular expensive large scale projects that proved that the technology can work. Now 
we are moving into the mainstream and have already been talking to broad set of potential customers 
within the corporate, government and cloud hosting providing space. Our goal is to make this game-
changing technology available for all business level types. May this be SMB or large enterprises, or new 
modern cloud services, API Economy, Blockchain or IoT solutions within Smart Homes, Smart Cities or 
Industrial Appliance.
 

One of our identified users groups are decentralized hosting and data storage provides. There are many 
IT-security advantages of decentralized hosting over traditional solutions, however, they also face the 
challenge of cyber threat intrusions and data leakage. We have already spoken to several of the major 
players such as SONM, Storj.io and Filecoin.

Go-to-Market and Business Model

The core focus during the first 6 months after the token sale will be the development and completion of 
our first solution. But we will already intensify our sales, marketing and business development activities 
in early Q1 of 2018, and as soon as we finished the token sale we will proceed with the following budget 
areas: 

 • Focus on both in-house and third-party sales, offline and digital marketing, development, promotional 
work, growth hacking, public relations and affiliate program partnerships.

 • Marketing to expand awareness and adoption of the initial product and subsequent R3Sec products 
and services.

 • Broader development, growth and maintenance of the R3Sec community
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Our sales, marketing and business development activities will first target any organisation in the cloud, 
thereby targeting static website providers (ie. Wordpress) including SMEs, Corporates, Governments and 
NGOs. This also involves working with providers of decentralized storage solutions but also intensifying 
current talks with centralized cloud hosting providers. We then intend to proceed to more dynamic 
database hosting solutions. This also involves stock exchanges, financial service industry, domain name 
system providers,  cryptocurrency exchanges, mining operations etc. We can also serve corporates that 
demand a on-premise solution. However will only do this on a highly select manner as we intend to target 
the cloud market first. 

To enhance global market penetration in a shorter time-frame, we will seek and engage with strategic 
partners within the group of first-tier cyber security providers. Among these will also be centralized 
and decentralized cloud space hosting providers that can resell our service to the SME and enterprise 
customers. In the past we have cooperated with cyber security providers as well as hosting providers in 
several projects. Hence we are already now have had initial conversation to define the scope of cooperation. 
Follow up conversations have already been scheduled for Q1 and Q2 of 2018. 

Business Model
We at R3Sec have looked at several different ways of charging our customers for our MTD Service. And 
since our roadmap (see next section) entails the release of additional services, we still are in the process 
of defining exact prices for these.

We anticipate that R3Sec will generate revenue from the following pricing structures:

 • licence subscriptions of our cloud services (from direct customers and distribution partners). 

 • on-premise solutions 

 • validation of threat intelligence and data breach reports and incidents

 • rewards are shared with community (in R3S tokens) 

Pricing
Based on over 25 years of experience in the cybersecurity industry we have reliable knowledge of feasible 
market prices of cybersecurity services. We however want to bring more flexible and accessible pricing to 
the industry and so our first service for decentralized storage hosting solutions will charge the users per 
rotation instance. We have set a target price of 1 USD for one hundred rotations of a instance (ie server, 
image or container). A company with highly sensitive data can choose to rotate their data image every 
minute. If the customer rotates at such frequency this implies 1440 rotations a day and costs about 14,40 
USD/day. If a customer chooses to rotate their data image once every hour, it will cost them 0,24 USD/
day. In such a case the monthly fee would be about 7,20 USD. So for the price of a quick lunch a client 
will gain basic MTD protection for a month! 

Token holders will have these benefits:

 • Priority over non-token holders in traditional cloud hosted environments

 • 7.2 USD worth of service for non -token holder equals 1 USD (1R3S) for token holders

 • Being part of the ecosystem - earning tokens by validating transactions (threat intelligence and 
security breach reports)
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Roadmap Overview

 

Our Roadmap consists of 5 core milestones:

1. -  Static Sites  in Q1 of 2018

-  Until Q1 2018 we developed our MVP and tests were already done. It serves as a demonstration 
but we are still working on scalability over cloud hosting providers.

-  After the ITO, first customers will be onboarded doing thorough testing of automation and 
scalability in Q1. 

-  This solution is then serviceable to sites like Wordpress, WIX, Drupal and Joomla sites (HTML 
driven sites).

-  We already have deep conversations with wordpress hosters who are ready to implement our 
service as soon as we can provide it. 

-  Since we really want to do thorough testing before launch this release will most likely take place 
at the end of Q1 of 2018 

2. -   Initial launch of MTD decentralized hosting solutions in Q3 2018. 

-  First rollout will target a group of  select partners (such Storj, FileCoin, MaidSafe, etc.). 

-  It will involve a small test group but quickly aim to roll out to their broader customer group

-  At the end of 2018 Q4 we will then be onboarding additional potential customers whom we have 
accrued from our already existing network within the next 12 months. Many of these have already 
pursued business with one of our earlier ventures in one way or the other.

3. -   Initial Launch of R3S MTD for dynamic sites + containers in 2019

-  First rollout will target a group of select partners (such as Shopify, Magento, Shopware etc.). 

Q2 ‘18 Q1 ‘19 Q3 ‘19

Q3 ‘18 Q2 ‘19

static sites 
ready

MTD for 
dynamic sites 
+ containers

MTD for industrial 
control systems

MTD for 
decentralized

MTD for 
IoT
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-  It will involve a small test group but quickly target a roll out to their broader customer group.

-  At the end of Q2 of 2019 we will then be targeting additional customers who we accrued from 
our existing network within the next 12 months. Many of these have already done business with 
one of our earlier ventures in one way or the other. 

4. -   First beta Launch of R3 IoT MTD Solution & Industrial Control System MTD Solution to select 
projects

-  In early Q2 2019 we will make first testing with select innovative customers. 

-  Some potential partners have been mentioned in earlier chapters. 

-  While we have already designed initial technical architecture we need to fine tune the solution 
together with our first select partners before offering our service to a broader set of IoT partners 
in the beginning of Q3 2019.
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TEAM AND ADVISORY

Team

Our management team consists of serial entrepreneurs within the space of IT Security, IT Architecture 
and Cloud Solutions. They have successfully built and executed several companies since the turn of the 
decade while also holding important and relevant positions in large corporations such as LogMeIn and 
Google. Together with the COO/CFO we have successfully funded over 25 companies, exited more than 
seven companies, helped to raise more than $50m in capital while building company value exceeding 
$200m in the last 15 years. Combined that is +40 years of company building, +50 years of engineering 
experience and +25 years of experience in the cybersecurity industry. This project is hence a natural 
progression of previous joint working experiences among the team that now share the vision to build 
an even more ambitious solution to one of the most ailing issues of cyber security resilience in today’s 
evermore connected world. Here are brief descriptions of the core team. 

Zsolt Nemeth - CEO
Serial Entrepreneur and Technologist

Mathematician by training, in cyber security for 10+ years, built up and run 
five companies, three exits. Worked with most of the major players in security.

Adam H. Martin - Head of Architecture
Serial Entrepreneur / Investor

Adam’s entrepreneurial spirit has driven him to travel the world, being 
part of multiple startups as a technical founder, crucial investor and board 
member. He participated in companies which were top ranked as well as rising 
startups, filling the need for a CTO that builds the technical infrastructure 
needed for scaling products and services. With a keen eye for creating value, 
collaborating with startups both financially and managerially is his goal and 
vision. Adam holds a Bachelor in Engineering from the Queensland University 
of Technology. He enjoys travelling, innovation and spending time with his 
family. 
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Boris Kolar
Head of Development

Developer with +16 years of development experience in financial sector, 
security, gaming, and blockchain technology. Participated in developing the 
first online banking system in Slovenia. Developed games and platforms for 
gambling industry. Currently developing blockchain applications.

          Marietta Buczo
       Head of Social Media

     David Galambos  
           Head of Marketing

      Viktoria Kovacs 
   Head of Customer Support
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Advisors and mentors

In addition, R3Sec has gained the support from a handful of advisors that consists of renowned experts 
from the field of IT Security and IoT Sector, Serial Entrepreneurs, Investors and experienced company 
mentors. These will all help to provide industry insight, networks to customers & partners as well as 
experienced advice in order to accelerate our development in the the years to come. 

Jeff Burton
Mentor & Strategic Advisor

Jeff Burton co-founded Electronic Arts in 1982. and led the international 
expansion from inception until its IPO. As a follow up, he founded and/or 
led a series of software companies including License to Mail, Cardsmith, The 
Hive Group and Just Arrive. He served as the Executive Director of SkyDeck, 
a cross-discipline startup accelerator at UC Berkely. He is currently also is a 
Co-Founder of HoloDeck VR and Strategic Advisor at BitDegree. Jeff obtained 
his undergraduate education and MBA at Stanford University and has lived 
in the Bay Area for the past 40 years.
https://www.linkedin.com/in/jeff-burton-0672/

Dr. Damiano Bolzoni
IT Security Expert & Mentor

Dr. Bolzoni is CEO & Founder of SecurityMatters since 2009. It is a providers 
of cutting-edge technologies in the field of computer network security and 
is a Gartner Cool Vendor nominated Security Company in 2014. Dr. Bolzoni 
has a background in software development with a PhD on Network Intrusion 
Detection Systems based on anomaly-detection as well as Risk Management 
in Information Systems. 
https://www.linkedin.com/in/damianobolzoni/

Gideon Marks
IT Security Expert & Strategic Advisor

A seasoned executive in high tech companies with strong background in 
finance, business & corporate development. Took 3 companies public on 
NASDAQ and led 4 others to successful M&A transactions. Been involved 
in building numerous companies, growth initiatives, funding from Venture 
funds and the public. Strong operational background, good business skills, 
deal maker. Successful private investor in start-up companies. 
https://www.linkedin.com/in/gideonmarks/
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Dr. Peter Merc
Legal Expertise and Blockchain Mentorship

Dr. Peter Merc is sharing economy and blockchain enthusiast. He is a 
cofounder of Lemur Legal (www.lemurlegal.com), a legal consultancy 
company in Slovenia. Peter is also the lead coordinator of Blockchain Think 
Tank Slovenia, with the main goal to serve as a platform for blockchain 
knowledge, and as a link between private and public sector. He established 
Circular and Sharing Economy Committee, and acts as a co-chair.  Peter 
previously worked in banking sector was appointed to the position of a 
member of supervisory board of Slovenian systemic bank (ABanka d.d.).
Peter is advisor in several ITO projects:
https://www.linkedin.com/in/peter-merc-ph-d-550b212/ 

Aleš Gros
Cloud Expert and IT Advisory

IBM Senior IT Architect with wide experiences and projects, mentor to several 
IT Specialists and start-ups. He has received several accomplished awards for 
his work in business development, sales and innovative approaches (ie. IBM 
Client Value Outstanding Technical Achievement Award for first Cognitive 
project in SEE, IBM Sales Eminence Award, IBM CEE, and GMT Software 
Group Merit Award etc. He also held senior positions working for EMC. 
https://www.linkedin.com/in/ales-gros-67483b6/ 

Prof. Arun Sood
Movint Target Defence Pioneer and Expert

Professor of Computer Science in the Department of Computer Science, and 
Co-Director of the International Cyber Center at George Mason University, 
Fairfax, VA. His research interests are in security architectures; image and 
multimedia computing; performance modeling and evaluation; simulation, 
modeling, and optimization. 
https://www.linkedin.com/in/arunsood/

Alex Kreilein
IT Security Expert & Startup Mentor

Currently a Managing Partner of Darkfield, a cybersecurity accelerator. He 
engages all relevant stakeholder to develop and implement strategies. He 
brings enormous value to startups through focused product development, 
customer acquisition, fundraising and company strategy. Previously, Alex was 
a strategist at the Department of Homeland Security and a Guest Researcher 
to the NIST. His work advanced goals in cybersecurity, national security and 
emergency communications, thereby oversighting multi-billion dollar grant 
programs. 
https://www.linkedin.com/in/alexkreilein/
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Andreas Petersson
Smart Contract/Decentralized Hosting Expert 

Andreas has been working as a professional software engineer for 17 years. 
In 2011 he co-founded bitcoin-austria.at, a registered non-profit organisation. 
From 2012 to 2014 he worked with Mycelium, where he co-created the popular 
Mycelium Wallet for Android, which is used by more than half a million people 
to secure their savings. He co-founded the Minebox Project in 2015, which 
was rebranded to Capacity in 2017. Andreas is also an external advisor to 
multiple Blockchain companies in the industry.
https://www.linkedin.com/in/andreas-petersson-202293b5/

Tariq Khan
Startup Mentor & Compliance Expert

Tariq holds a number of advisory roles for blockchain-based companies and 
actively mentors and invests in tech startups and cryptocurrencies/ICOs.  
He is also Entrepreneur in Residence at the Techstars fintech accelerator 
in London. Until 2014 he was Chief Legal & Compliance Officer at Marlin 
Financial Group, as one of the leadership team that built the company from 
ground up through to successful exit. During this time he was also elected 
to the Board of the Credit Services Association, overseeing industry-wide 
compliance and regulator relationships. Prior to Marlin, Tariq was Legal 
Counsel at GE Money. He was called to the Bar of England and Wales in 1998.
 https://www.linkedin.com/in/tariq-khan-3280b83/

Miklos Denkler
Cryptocurrency Advocate, Sales Expert and Mentor

17+ years experience in banking, insurance and investment industry, he has 
found his passion in the Fintech, Blockchain, Cryptocurrency world.  As a 
Pioneer of Corion.io he provides knowledge on blockchain, smart contracts, 
initial token offerings, cryptocurrency, product sales and communication. 
He is advising several ventures around blockchain and ICOs. Miklos is an 
innovations-hunter, enthusiastically looking for new solutions that can 
make the world a better place. He has a high teachability index, admirable 
perseverance, enjoys innovation, investment & life-long learning.
https://www.linkedin.com/in/miklosdenkler/
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R3S TOKEN SALE
R3Sec is offering a new token named R3S. It is an opportunity to help develop and experience the next 
paradigm shift within cyber security protection. The idea of R3Sec Moving Target Defence Solution has 
been inspired by +10yrs of proven technology and a team of +25 years within the cybersecurity industry. 
With its powerful IP and experienced team and advisors, R3Sec is in a very strong position to become 
a leading provider of MTD solutions for the larger masses within decentralized and centralized cloud 
hosting providers and users, but also for small and larger businesses. 

Due to the ever-increasing speed and ingenuity of cyber attacks, R3Sec wants to deliver this (re)volutionary 
service to the market much faster than traditional methods. A token sale is like a kickstarter built on 
blockchain, that lets you seek global support in an extremely rapid time frame. So the R3S token is not a 
security. R3S is a utility (service) token, more like a prepurchase credit, to buy our services (eg. Amazon 
store credit). Since R3Sec is offering a solution to most pressing security issues, we are convinced that most 
of the web hosting and data storage companies will want to join our mission all over the world very soon 

What’s in it for you?

We are pre-selling our service up to 30M USD in purchase cost as this will help to finalize our technical 
solution and set up the needed sales and distribution network, as well as value-added partnerships. We 
acknowledge that contributors will be purchasing produced value before it can be delivered, so we will 
reward your trust to us by giving bonuses as follows:  purchasers of our R3S utility token during the 
preITO will receive 30% bonus of our services, and purchased of the R3S token during our ITO will receive 
up to 5% bonus of our services (in comparison to the level of services offered with our intended target 
price with the official release). After the R3S token sale, contributors to the R3S token will be among the 
first that can utilise our service once it has been launched according to our development timeline (ie. in 
about 4 to 6 months).  

Use of Funds 

The following is a planned allocation of these budget for 36 months. Our goal is it to deliver our services 
as effectively and swiftly as possible. Hence some adaptation of the budget might take place according 
to business needs.

Product Development and Staff (estimated 42% of proceeds):

 •  TFund the company’s team and third-party development partners to develop the R3Sec product 
and services as laid out in the roadmap. 

 •  Explore and build other value-added services and functionalities for the Products.

 •  Development and provide token, ITO module and wallet.

Sales, Marketing and Business Development (estimated 48% of proceeds):

 •  Focus on both in-house and third-party sales, offline and digital marketing, development, promotional 
work, growth hacking, public relations and affiliate program partnerships.

 •  Marketing to expand awareness and adoption of the initial product and upcoming R3Sec products 
and services.

 •  Broader development, growth and maintenance of the R3Sec community.
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Administration (estimated 5% of proceeds):

 •  This budget item will entail accounting and other professional and project management services 
fees.

 •  Physical infrastructure and security costs.

 •  Other associated administration costs.

Legal (estimated 5% of proceeds):

 • Will be for legal and regulatory advice in our endevour to comply with all applicable laws and 
regulations. 

 • Legal advice on contracts, client negotiations and corporate matters.

Token Distribution and Auditing

 Post round use of funds over the next 12 moths:

Sales and distribution

Technical development

Operation costs

Other

          
         Projected Token Distribution:

Available in ITO

Bounty, referral program, company (buy back and options)

Token and wallet developers, providers, advisors

Team

Token is already deployed - https://kovan.etherscan.io/token/0x79aab0c67878b19ee03648606c4023cebc216b81

8.34%

4.17%
4.17%

83.33%

42%

5%

5%

48%
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Every six months following the token issue end date, we will provide a semi-annual report to token 
holders (via our website) that will summarize the performance of R3Sec’s product development. This 
report will be prepared by the R3Sec management team, reviewed by R3Sec independent auditors and 
published to R3Sec.com. In addition R3Sec will provide regular updates though blog postings on our 
activities at events and conferences, as well as articles on the topic of cybersecurity in relation to our 
product, services and potential customers. 

We are present at important:

Launch Summary

R3S Token Sale Info
Token Name: R3S
Total R3S Tokens generated: 47.880.000
Available during token event (Private Placement + 
pre ITO + ITO): 39.900.000
Reissuance: Never
Un-issued tokens will be burnt

ERC 20 Token built on ETH
Fundraising Goal: $30 million USD
Soft Cap Goal: $9 million USD

ICO Timeline
Token preSale Starts: 5th March 2018
R3S preSale Token Bonus: 30%
PreSale Ends: 19th March 2018
R3S available in Private Placement and preSale: up 
to 70% of tokens

Token ICO Starts: 20th March 2018
Initial R3S Sale Price: $1.00
R3S Token Sale Bonus: up to 13.33%
Token Event Ends: 5th April 2018
Extra Token Bonus: 5% if paid by COR 

Referral program is established.

Accepted currencies: All major cryptocurrencies 
(BTC, BCH, LTC, ETH, COR).

Token wallet address: r3s.r3sec.com

R3S Exchange Rate
Users will be able to purchase R3Sec products and 
services using 3RS to a large premium. In the future 
we see a target price of 100 rotations pers USD.  

Intended Potential Future Revenue Streams
In the development phase, all costs will be fully paid 
by R3Sec. In the production phase, product and 
service sales, are intended to provide for additional 
revenue. This revenue will be reinvested back into 
further product development of R3Sec.

As consumers become aware of R3Sec products 
and services through our marketing campaigns, 
network effects through direct sales and 
partnership should increase demand and result in 
further revenue growth from product and app sales. 
Our marketing efforts will focus on expanding the 
R3Sec brand and increasing revenue from our 
offerings.

Projected Token Distribution
83.33% available during token sale (Private 
Placement, preITO & ITO)
4.17% Bounty, referral program
4.17% Team
4.17% Development Partners
4.17% Company

If the intended Soft Cap Goal is not reached, all 
payments will be returned to the return addresses 
provided by purchasers.  

 

https://www.linkedin.com/company/r3security/
https://twitter.com/R3Sec_Official
https://t.me/joinchat/HM6zGxCKehkdzqXZ1mMXfg
https://www.reddit.com/user/R3Sec/
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APPENDIX

Explaining R3Sec Solution with “Home protection” metaphor
 
Just imagine that your digital data, your pictures, files, personal data, bank account information, 
applications, electronic/crypto wallets and money, health data, data from different sensors  and appliances 
in your home. 

You invest a lot of money, time and energy to adapt the house to your needs and wishes. You know that 
you need to protect your house and living style.

Protecting doors and access with different keys, combination could protect from unwanted access but 
sometimes people are lazy or just not careful enough (ie. https://www.youtube.com/watch?v=UzvPP6_
LRHc and  https://www.youtube.com/watch?v=opRMrEfAIiI). Good keys and doors could protect us from 
simple amateur burglars, who are searching for fast and easy to grab opportunities, but not from some 
of the more advanced hackers. Those are not checking only doors but try to enter house through other 
ways (ie. the windows) and are capable of monitoring when you are home or not home.
 
So to protect the house as whole, you decid to invest more money on full house security. A house security 
consist from solutions such as:

 •  Unbreakable doors and windows (in 
cyber world could be presented with 
firewalls, etc.)

 •  Smart keys/lockers with keypad or 
fingerprint etc. (in cyber world are 
presented with passwords and keys, 
etc.)

 •  Different sensors, like glass break 
sensors, door sensors etc. (in cyber 
world could be presented with 
different log collectors and event 
monitoring systems, etc.) motion 
detectors (in cyber world could be 
presented with intrusion detection system (IDS), etc)

 •  Cameras (in cyber world could be presented with intrusion protection system (IPS), etc.)

 •  Electric power outage detector, etc. (in cyber world could be presented with different event and 
monitoring alarms, etc.)

 •  Central alarm system with all logs and activities (in cyber world could be presented with Security 
Information and Event Management (SIEM) and other Security monitoring systems, etc.)

 •  Connection to security company (in cyber world could be presented with managed services or 
Security Operations Center services, etc.)

Best case is if you have a complete solution out-of-the-box from one provider, but even then, the 
provider has assembled its solution from different sub systems which requires different skills, set-up, 
configurations, maintenance etc.
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Does such security set provide you with sufficient security?
Yes, as long as your security is better than the neighbor’s one as burglars/hackers will tend to orient 
on the easiest targets.  But in the cyber world security checking and hacking is much faster than in the 
physical world and all potential holes are much easier to discover. So you will be monitored and challenged 
at all times and having a better and newer security system than the neighbor’s one is not enough any 
more. Upgrading and renewing your security systems with new types of keys, doors/firewalls, cameras/
event monitoring systems, even physical guards or dogs is not enough any more. Burglars/Hackers will 
always search for new ways to enter your house and your place where your life and memories are stored. 
And since your house and its security is stationary, potential intruders/hackers have time to learn your 
system and hence increasing chance over time to success in intruding. 
 
What can you do?
You can be update your security all the time and hope 
that you have all latest patches and traps installed and 
that burglers/hackers will not find new ones or will 
just miss them ….or you can step in with R3Sec in a 
new era in the “future world of holograms”. In 1974 
the science fiction (animated) episode Star Trek first 
presented the idea of hologram – Holodeck, a fictional 
plot device presented as a staging environment in 
which participants may engage with different virtual 
reality environments.

R3Sec will bring to your house the revolutionary additional security that works similar like a Holodeck 
concept, that controlled by you.
 
Can you imagine a burglar/hacker braking all security traps and entering your house?
When he enters a room and starts to look around, the room simply disappears. The burglar/hacker appears 
in empty place… He tries once more and finds another door to the house and room ….and it disappears again.

R3Sec enables your room to be in a constant state of movement.
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Future use case example and broader vision 

Centralized and decentralized cloud storage, as well as on-premise solutions are the first initial 
customer groups that we strive to serve throughout our first 3 milestones in our development plan (see 
Roadmap Overview). Thereby we are only scratching the tip of an iceberg. Due to the ever increasing 
interconnectedness, the growth of Internet of Things (IoT) among gadgets in the household, within 
consumer appliances, industrial systems and in the public space (ie. private/public transportation) we 
will also need to address the threats of cyber intrusion on another scale. It is estimated that the IoT world 
will explode from 2 billion objects (smart devices which communicate wirelessly) in 2016 to more than 
200 billion IoT objects by 202020. That is about 26 smart objects per person21. A very recent McKinsey 
report makes the statement that  “Interoperability is critical to maximizing the value of the IoT. On average, 
40 percent of the total value that can be unlocked requires different IoT systems to work together.”22 
However, as stated earlier in this document, a Bain & Company sponsored survey of over 500 corporate 
IoT buyers concluded that the #1 barrier to accelerating industrial IoT adoption is indeed the concern of 
insufficient security23.

Hence we at R3Sec strive to broaden the use of our solution to use cases within the area of smart homes, 
smart appliances, smart cities and  industrial IoT so our world can develop within an overall more resilient 
digital interaction and communication systems, with R3Sec being an important facilitating component. 

To give you an idea within the field of smart homes, the protection of an entire home will require:

 •  Unbreakable doors and windows that 

 -  yet can be opened by smart devices/Smart keys/lockers with keypad or fingerprint etc.

 •  Different safety sensors (ie. glass break sensors, door sensors, air quality sensors) 

 -  each with log collectors and event monitoring systems

 •  Motion detectors and cameras

 •  Smart appliances such as temperature controls, fridges, garage doors, lightning switches, media 
networks & storage units, electricity appliances (battery, solar panels, gas-heaters) etc.

 •  Electric power outage detectors, etc. 

 •  Central alarm system with all logs and activities 

 •  Connection to security company for maintenance 

Burglars/Hackers will always search for new ways to enter or hack your smart house. And since your 
house and its IoT infrastructure is stationary, potential intruders/hackers have time to learn your system 
and hence increasing the chance over time to intrude. Once inside and not detected damages can be 
detrimental.

So system providers as well as individuals will be confronted with the challenge of constantly updating 

20 https://www.intel.com/content/www/us/en/internet-of-things/infographics/guide-to-iot.html
21 https://www.gartner.com/newsroom/id/3598917
22 https://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/the-internet-of-things-the-value-of-digitizing-the-

physical-world
23 http://www.bain.com/publications/articles/how-providers-can-succeed-in-the-internet-of-things.aspx
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his/her security, hoping that he has all latest patches and traps installed and that burgles/hackers will 
not find new ones. By applying our innovative R3Sec technology, we can embed subsystems and whole 
smart home systems in a system of rotating virtual instances. Even if an attacker succeeds in intruding 
the system, maybe even crashing it, our solution can ensure quick recovery of the whole system. Thereby 
intrusion time is minimized and any potential damage and/or data breach can be limited.  

As IoT is a large component of the Industry 4.0 transformation towards smart factories of the future, a 
similar solution can be provided within these systems as well  (ie. IoT of smart cities, Industry, mobility 
and transportation space). With the R3Sec solution we believe that we can take part in this upcoming 
transformation and successfully contribute to resolve one of the most pressing obstacles of that economic 
development24.

 

24 https://www-01.ibm.com/common/ssi/cgi-bin/ssialias?htmlfid=GBE03717USEN
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LEGAL NOTICE
This whitepaper (“Whitepaper”), in current form, is being circulated by R3Sec (as referred to in this 
Whitepaper) for general information and to invite community feedback only on the R3Sec project as 
presently conceived. The Whitepaper is subject to review and revision by the Managment and the Advisory 
Board (as referred to in this Whitepaper), the board of advisers and/or legal advisers of R3Sec. Please do 
not replicate or distribute any part of this Whitepaper without this legal notice. No part of this Whitepaper 
is intended to create legal relations with the recipients of this Whitepaper or to be legally binding or 
enforceable by such recipient against R3Sec. An updated version of this Whitepaper may be published 
and announced by R3Sec operating in its sole and absolute discretion.

PLEASE READ THIS SECTION AND THE FOLLOWING SECTIONS ENTITLED “DISCLAIMER OF LIABILITY”, 
“NO REPRESENTATIONS AND WARRANTIES”, “REPRESENTATIONS AND WARRANTIES BY YOU”, 
“CAUTIONARY NOTE ON FORWARD-LOOKING STATEMENTS”, “THIRD PARTY INFORMATION AND 
NO CONSENT OF OTHER PERSONS”, “TERMS USED”, “NO ADVICE”, “NO FURTHER INFORMATION OR 
UPDATE”, “RESTRICTIONS ON DISTRIBUTION AND DISSEMINATION”, “NO OFFER OF INVESTMENT 
OR REGISTRATION” AND “RISKS AND UNCERTAINTIES” CAREFULLY.
IF YOU ARE IN ANY DOUBT AS TO THE ACTION YOU SHOULD TAKE, YOU SHOULD CONSULT YOUR 
LEGAL, FINANCIAL, TAX OR OTHER PROFESSIONAL ADVISOR(S).

R3Sec (R3S) tokens are not intended to constitute securities of any form, units in a business trust, units 
in a collective investment scheme or any other form of investment in any jurisdiction. This Whitepaper 
does not constitute a prospectus or offer document of any sort and is not intended to constitute an offer 
of securities of any form, units in a business trust, units in a collective investment scheme or any other 
form of investment, or a solicitation for any form of investment in any jurisdiction.

No R3S token should be construed, interpreted, classified or treated as enabling, or according any 
opportunity to, purchasers to participate in or receive profits, income, or other payments or returns 
arising from or in connection with the R3Sec platform or products, R3S tokens or the proceeds of the 
R3S token generation event (as described in this Whitepaper), or to receive sums paid out of such profits, 
income, or other payments or returns.

This Whitepaper does not constitute or form part of any opinion on any advice to sell, or any solicitation of 
any offer by R3Sec to purchase any R3S tokens nor shall it or any part of it nor the fact of its presentation 
form the basis of, or be relied upon in connection with, any contract or investment decision.

R3Sec will deploy all proceeds of sale of the R3S tokens to support ongoing development of the R3Sec 
products and ecosystem.

No person is obligated to enter into any contract or binding legal commitment in relation to the sale and 
purchase of the R3S tokens and no cryptocurrency nor other form of payment is to be accepted on the 
basis of this Whitepaper.

Any agreement as between R3Sec and you as a purchaser, and in relation to any sale and purchase of 
R3S tokens (as referred to in this Whitepaper) is to be governed by only a separate document setting out 
the terms and conditions (the “T&Cs”) of such agreement. In the event of any inconsistencies between 
the T&Cs and this Whitepaper, the former shall prevail.
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THE R3S TOKEN GENERATION EVENT (AS REFERRED TO IN THIS WHITEPAPER) IS INTENDED 
FOR, MADE TO OR DIRECTED AT ONLY PERSONS OUTSIDE THE UNITED STATES OF AMERICA, THE 
REPUBLIC OF SINGAPORE, THE PEOPLE’S REPUBLIC OF CHINA AND ANY OTHER TERRITORY WHERE 
THE PURCHASE OF TOKENS IS PROHIBITED BY LAW AND MAY BE ACTED UPON ONLY BY PERSONS 
OUTSIDE THE UNITED STATES OF AMERICA, THE REPUBLIC OF SINGAPORE, THE PEOPLE’S REPUBLIC 
OF CHINA AND ANY OTHER TERRITORY WHERE THE PURCHASE OF TOKENS IS PROHIBITED BY 
LAW. ACCORDINGLY, YOU ARE NOT ELIGIBLE AND YOU ARE NOT TO PURCHASE ANY R3S TOKENS 
IN THE R3SEC TOKEN GENERATION EVENT (R3S TGE) IF YOU ARE LOCATED IN THE UNITED STATES 
OF AMERICA, THE REPUBLIC OF SINGAPORE, THE PEOPLE’S REPUBLIC OF CHINA OR ANY OTHER 
TERRITORY WHERE THE PURCHASE OF TOKENS IS PROHIBITED BY LAW AT THE TIME OF YOUR 
INTENDED PURCHASE OF R3SEC TOKENS IN THE TOKEN GENERATION EVENT. YOU ARE ALSO NOT 
ELIGIBLE AND YOU ARE NOT TO PURCHASE ANY R3S TOKENS IN THE R3S TOKEN GENERATION 
EVENT IF YOU ARE A CITIZEN, RESIDENT (TAX OR OTHERWISE), DOMICILED IN, OR GREEN CARD 
HOLDER OF THE UNITED STATES OF AMERICA OR A CITIZEN, DOMICILED IN, OR RESIDENT OF THE 
REPUBLIC OF SINGAPORE, OR A CITIZEN, DOMICILED IN, OR RESIDENT OF THE PEOPLE’S REPUBLIC 
OF CHINA OR ANY OTHER TERRITORY WHERE THE PURCHASE OF TOKENS IS PROHIBITED BY LAW.

No regulatory authority has examined or approved of any of the information set out in this Whitepaper. No 
such action has been or will be taken under the laws, regulatory requirements or rules of any jurisdiction. 
The publication, distribution or dissemination of this Whitepaper does not imply that the applicable laws, 
regulatory requirements or rules have been complied with.

There are risks and uncertainties associated with R3Sec and its business and operations, the R3S tokens.
This Whitepaper, any part thereof and any copy thereof must not be taken or transmitted to any country 
where distribution or dissemination of this Whitepaper is prohibited or restricted.

No part of this Whitepaper is to be reproduced, distributed or disseminated without including this 
section and the following sections entitled “Disclaimer of Liability”, “No Representations and Warranties”, 
“Representations and Warranties By You”, “Cautionary Note On Forward-Looking Statements”, “Third 
Party Information and No Consent of Other Persons”, “Terms Used”, “No Advice”, “No Further Information 
or Update”, “Restrictions On Distribution and Dissemination”, “No Offer of Investment Or Registration” 
and “Risks and Uncertainties”.
 
DISCLAIMER OF LIABILITY
To the maximum extent permitted by the applicable laws, regulations and rules, R3Sec shall not be liable 
for any indirect, special, incidental, consequential or other losses of any kind, in tort, contract or otherwise 
(including but not limited to loss of revenue, income or profits, and loss of use or data), arising out of or 
in connection with any acceptance of or reliance on this Whitepaper or any part thereof by you.

R3Sec LIABILITY
Any liability for any direct, indirect or consequential loss or damage incurred by any user in connection 
with the Site or in connection with the use, inability to use, or results or the use of this Site, any websites 
linked to it and any materials posted on it, including, without limitation any liability for: Loss of income 
or revenue; Loss of business; Loss of profits or contracts; Loss of anticipated savings; Loss of data; Loss 
of goodwill; Wasted management or office time;  and for any other loss or damage of any kind, however 
arising and whether caused by breach of contract or otherwise, even if foreseeable.

We will not be liable for any loss or damage caused by a denial-of-service attack or viruses that may 
infect your computer equipment, computer programs, data or other proprietary material due to your use 
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of this Site or to your downloading of any material posted on it, or on any website linked to it.
NO REPRESENTATIONS AND WARRANTIES
R3Sec does not make or purport to make, and hereby disclaims, any representation, warranty or 
undertaking in any form whatsoever to any entity or person, including any representation, warranty or 
undertaking in relation to the truth, accuracy and completeness of any of the information set out in this 
Whitepaper.
REPRESENTATIONS AND WARRANTIES BY YOU
By accessing and/or accepting possession of any information in this Whitepaper or such part thereof (as 
the case may be), you represent and warrant to R3Sec as follows:
(a) you agree and acknowledge that the R3S tokens do not constitute securities of any form, units in a 
business trust, units in a collective investment scheme or any other form of investment in any jurisdiction;
(b) you agree and acknowledge that this Whitepaper does not constitute a prospectus or offer document 
of any sort and is not intended to constitute an offer of securities of any form, units in a business trust, 
units in a collective investment scheme or any other form of investment in any jurisdiction, or a solicitation 
for any form
of investment, and you are not obligated to enter into any contract or binding legal commitment and no 
cryptocurrency or other form of payment is to be accepted on the basis of this Whitepaper;
(c) you acknowledge and understand that:
(i) while this Whitepaper does not preclude R3Sec from offering holders of R3S tokens a share of the fees 
and revenue generated from the commercial applications of R3Sec’s products or ecosystem, such offer, 
if any, and the extent thereof, will be at the sole and absolute discretion of R3Sec;
(ii) there is no assurance whatsoever as to whether such offer will be made and holders of R3S tokens 
should have no expectation of receiving any such offer; and
(iii) no R3S token should be construed, interpreted, classified or treated as enabling, or according any 
opportunity to, purchasers to participate in or receive profits, income, or other payments or returns 
arising from or in connection with the R3Sec ecosystem, the R3S token, or to receive sums paid out of 
such profits, income, or other payments or returns;
(d) you agree and acknowledge that no regulatory authority has examined or approved the information 
set out in this Whitepaper, no action has been or will be taken under the laws, regulatory requirements 
or rules of any jurisdiction and the publication, distribution or dissemination of this Whitepaper to you 
does not imply that the applicable laws, regulatory requirements or rules have been complied with;
(e) you agree and acknowledge that this Whitepaper, the undertaking and/or the completion of the R3S 
or future trading of the R3S tokens on any cryptocurrency exchange, shall not be construed, interpreted 
or deemed by you as an indication of the merits of R3Sec, the R3S tokens, the R3S products.
(f) the distribution or dissemination of this Whitepaper, any part thereof or any copy thereof, or acceptance 
of the same by you, is not prohibited or restricted by the applicable laws, regulations or rules in your 
jurisdiction, and where any restrictions in relation to possession are applicable, you have observed and 
complied with all such restrictions at your own expense and without liability to R3Sec;
(g) you agree and acknowledge that in the case where you wish to purchase any R3S tokens that the R3S 
tokens are not to be construed, interpreted, classified or treated as:
(i) any kind of currency other than cryptocurrency;
(ii) debentures, stocks or shares issued by any person or entity;
(iii) rights, options or derivatives in respect of such debentures, stocks or shares;
(iv) rights under a contract for differences or under any other contract the purpose or pretended purpose 
of which is to secure a profit or avoid a loss;
(v) units in a collective investment scheme;
(vi) units in a business trust;
(vii) derivatives of units in a business trust; or
(viii) any other security, class of securities or form of investment;
(h) you are fully aware of and understand that you are not eligible to purchase any R3S tokens if you are 
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a citizen, resident (tax or otherwise), domiciled in, or green card holder of the United States of America, 
a citizen, domiciled in, or resident (tax or otherwise) of the Republic of Singapore, a citizen, domiciled in, 
or resident (tax or otherwise) of the People’s Republic of China or a person who is located in the United 
States of America, the Republic of Singapore or the People’s Republic of China at the time of your intended 
purchase of R3S tokens;
(i) you have a basic degree of understanding of the operation, functionality, usage, storage, transmission 
mechanisms and other material characteristics of cryptocurrencies, blockchain-based software systems, 
cryptocurrency wallets or other related token storage mechanisms, blockchain technology and smart 
contract technology;
(j) you are fully aware and understand that in the case where you wish to purchase any R3S tokens, there 
are risks associated with R3Sec and its respective business and operations, and the R3S tokens;
(k) you agree and acknowledge that R3Sec is not liable for any indirect, special, incidental, consequential 
or other losses of any kind, in tort, contract or otherwise (including but not limited to loss of revenue, 
income or profits, and loss of use or data), arising out of or in connection with any acceptance of or reliance 
on this Whitepaper or any part thereof by you;
(l) all of the above representations and warranties are true, complete, accurate and non-misleading from 
the time of your access to and/or acceptance of possession this Whitepaper or such part thereof (as the 
case may be); and
(m) all of the above representations and warranties are to be repeated at any time that you interact with 
R3Sec.
CAUTIONARY NOTE ON FORWARD-LOOKING STATEMENTS
All statements contained in this Whitepaper, statements made in press releases or in any place accessible 
by the public and oral statements that may be made by R3Sec or its directors, executive officers, advisers 
or employees acting on behalf of R3Sec, that are not statements of historical fact, constitute “forward-
looking statements.”
Some of these statements can be identified by forward-looking terms such as “aim”, “target”, “anticipate”, 
“believe”, “could”, “estimate”, “expect”, “if”, “intend”, “may”, “plan”, “possible”, “probable”, “project”, “should”, 
“would”, “will” or other similar terms. However, these terms are not the exclusive means of identifying 
forward- looking statements. All statements regarding R3Sec’s financial position, business strategies, 
plans and prospects and the future prospects of the industry which R3Sec is in are forward-looking 
statements. These forward-looking statements, including but not limited to statements as to R3Sec’s 
current or future revenue and profitability, prospects, future plans, other expected industry trends and 
other matters discussed in this Whitepaper regarding R3Sec are matters that are not historic facts, but 
only predictions.
These forward-looking statements involve known and unknown risks, uncertainties and other factors 
that may cause the actual future results, performance or achievements of R3Sec to be materially different 
from any future results, performance or achievements expected, expressed or implied by such forward-
looking statements. These factors include, amongst others:
(a) changes in political, social, economic, stock or cryptocurrency market conditions, and the regulatory 
environment in the countries in which R3Sec conducts its respective businesses and operations;
(b) the risk that R3Sec may be unable to execute or implement its business strategies and future plans;
(c) changes in interest rates and exchange rates of fiat currencies and cryptocurrencies;
(d) changes in the anticipated growth strategies and expected internal growth of R3Sec;
(e) changes in the availability and fees payable to R3Sec in connection to its anticipated products, 
businesses and operations;
(f) changes in the availability and salaries of employees who are required by R3Sec to operate its respective 
businesses and operations;
(g) changes in preferences of users of R3Sec products;
(h) changes in competitive conditions under which R3Sec operates, and the ability of R3Sec to compete 
under such conditions;
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(i) changes in the future capital needs of R3Sec and the availability of financing and capital to fund such 
needs; 
(j) war or acts of international or domestic terrorism;
(k) occurrences of catastrophic events, natural disasters and acts of God that affect the businesses and/
or operations of R3Sec;
(l) other factors beyond the control of R3Sec; and
(m) any risk and uncertainties associated with R3Sec and its businesses and operations, the R3S tokens.
All forward-looking statements made by or attributable to R3Sec or persons acting on behalf of R3Sec 
are expressly qualified in their entirety by such factors. Given that risks and uncertainties that may cause 
the actual future results, performance or achievements of R3Sec to be materially different from that 
expected, expressed or implied by the forward-looking statements in this Whitepaper, undue reliance 
must not be placed on these statements. These forward-looking statements are applicable only as of 
the date of this Whitepaper.
Neither R3Sec nor any other person represents, warrants and/or undertakes that the actual future results, 
performance or achievements of R3Sec will be as discussed in those forward-looking statements. The 
actual results, performance or achievements of R3Sec may differ materially from those anticipated in 
these forward- looking statements.
Nothing contained in this Whitepaper is or may be relied upon as a promise, representation or undertaking 
as to the future performance or policies of R3Sec.
Further, R3Sec disclaims any responsibility to update any of those forward-looking statements or publicly 
announce any revisions to those forward-looking statements to reflect future developments, events or 
circumstances, even if new information becomes available or other events occur in the future.
THIRD PARTY INFORMATION AND NO CONSENT OF OTHER PERSONS
This Whitepaper includes information obtained from various third party sources (“Third Party 
Information”). None of the publishers of the Third Party Information has consented to the inclusion of 
the Third Party Information in this Whitepaper and is therefore not liable for the Third Party Information. 
While R3Sec has taken reasonable action to ensure that the Third Party Information have been included in 
their proper form and context, neither R3Sec, nor its directors, executive officers, advisors and employees 
acting on its behalf, has independently verified the accuracy, reliability, completeness of the contents, or 
ascertained any applicable underlying assumption, of the relevant Third Party Information. Consequently, 
neither R3Sec nor its directors, executive officers, advisers and employees acting on their behalf makes 
any representation or warranty as to the accuracy, reliability or completeness of such information and 
shall not be obliged to provide any updates on the same.
TERMS USED
To facilitate a better understanding of the R3S tokens being offered for purchase by R3Sec, and the 
businesses and operations of R3Sec, certain technical terms and abbreviations, as well as, in certain 
instances, their descriptions, have been used in this Whitepaper. These descriptions and assigned 
meanings should not be treated as being definitive of their meanings and may not correspond to standard 
industry meanings or usage.
References to persons made in this Whitepaper shall include corporations and other legal entities.
NO ADVICE
No information in this Whitepaper should be considered to be business, legal, financial or tax advice 
regarding R3Sec, and the R3S tokens. 
You should consult your own legal, financial, tax or other professional adviser regarding R3Sec and its 
businesses and operations, the R3S tokens.. Further, you should be aware that you may be required to 
bear the financial risk of any purchase of R3S tokens for an indefinite period of time.
NO FURTHER INFORMATION OR UPDATE
No person has been or is authorised to give any information or representation not contained in this 
Whitepaper in connection with R3Sec and its businesses and operations, the R3S tokens and, if given, 
such information or representation must not be relied upon as having been authorised by or on behalf 
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of R3Sec. 
RESTRICTIONS ON DISTRIBUTION AND DISSEMINATION
The distribution or dissemination of this Whitepaper or any part thereof may be prohibited or restricted 
by the laws, regulatory requirements and rules of any jurisdiction. In the case where any restriction 
applies, you are to inform yourself about, and to observe, any restrictions which are applicable to your 
possession of this Whitepaper or such part thereof (as the case may be) at your own expense and without 
liability to R3Sec.
Persons to whom a copy of this Whitepaper has been distributed or disseminated, provided access to 
or who otherwise has the White paper in their possession shall not circulate it to any other persons, 
reproduce or otherwise distribute this Whitepaper or any information contained herein for any purpose 
whatsoever nor permit or cause the same to occur.
NO OFFER OF INVESTMENT OR REGISTRATION
This Whitepaper does not constitute a prospectus or offer document of any sort and is not intended to 
constitute an offer of securities of any form, units in a business trust, units in a collective investment 
scheme or any other form of investment, or a solicitation for any form of investment in any jurisdiction. 
No person is obligated to enter into any contract or binding legal commitment and no cryptocurrency or 
other form of payment is to be accepted on the basis of this Whitepaper.
THE R3SEC TOKEN GENERATION EVENT (AS REFERRED TO IN THIS WHITEPAPER) IS INTENDED 
FOR, MADE TO OR DIRECTED AT ONLY PERSONS OUTSIDE THE UNITED STATES OF AMERICA, THE 
REPUBLIC OF SINGAPORE AND THE PEOPLE’S REPUBLIC OF CHINA AND MAY BE ACTED UPON 
ONLY BY PERSONS OUTSIDE THE UNITED STATES OF AMERICA, THE REPUBLIC OF SINGAPORE AND 
THE PEOPLE’S REPUBLIC OF CHINA. ACCORDINGLY, YOU ARE NOT ELIGIBLE AND YOU ARE NOT TO 
PURCHASE ANY R3SEC TOKENS IN THE R3SEC GENERATION EVENT IF YOU ARE LOCATED IN THE 
UNITED STATES OF AMERICA, THE REPUBLIC OF SINGAPORE, THE PEOPLE’S REPUBLIC OF CHINA 
OR ANY OTHER TERRITORY WHERE THE PURCHASE OF TOKENS IS PROHIBITED BY LAW AT THE 
TIME OF YOUR INTENDED PURCHASE OF R3SEC TOKENS IN THE TOKEN GENERATION EVENT. YOU 
ARE ALSO NOT ELIGIBLE AND YOU ARE NOT TO PURCHASE ANY R3SEC TOKENS IN THE R3SEC 
TOKEN GENERATION EVENT IF YOU ARE A CITIZEN, RESIDENT (TAX OR OTHERWISE), DOMICILED 
IN, OR GREEN CARD HOLDER OF THE UNITED STATES OF AMERICA OR A CITIZEN, DOMICILED IN, OR 
RESIDENT OF THE REPUBLIC OF SINGAPORE OR A CITIZEN, DOMICILED IN, OR RESIDENT OF THE 
PEOPLE’S REPUBLIC OF CHINA OR ANY OTHER TERRITORY WHERE THE PURCHASE OF TOKENS 
IS PROHIBITED BY LAW.
No regulatory authority has examined or approved of any of the information set out in this Whitepaper. No 
such action has been or will be taken under the laws, regulatory requirements or rules of any jurisdiction. 
The publication, distribution or dissemination of this Whitepaper does not imply that the applicable laws, 
regulatory requirements or rules have been complied with.
RISKS AND UNCERTAINTIES
Prospective purchasers of R3Sec tokens (as referred to in this Whitepaper) should carefully consider and 
evaluate all risks and uncertainties associated with R3Sec and its respective businesses and operations, 
the R3Sec tokens, the R3Sec TGE, and R3Sec’s anticipated products and eco-system (each as referred 
to in the Whitepaper), all information set out in this Whitepaper and the T&Cs prior to any purchase of 
R3Sec tokens. If any of such risks and uncertainties develops into actual events, the business, financial 
condition, results of operations and prospects of R3Sec could be materially and adversely affected. In 
such cases, you may lose all or part of the value of the R3Sec tokens.
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