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Datareum’s platform provides a marketplace for high quality data. Data Providers 
continuously earn DTN as the data they have provided is resold. Data Requesters pay for 

customized data, which can be resold for profit.
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Abstract
Datareum is a decentralized marketplace that will enable individuals to monetize their 

personal data, selling it directly to market researchers, academic researchers, and other 

interested parties. Built on the Ethereum public blockchain, Datareum’s platform will 

facilitate this peer-to-peer transaction of sensitive personal information securely, without 

the risk of hacking. Using online surveys as a starting point for building the marketplace, 

Datareum will employ incentive mechanisms that, over the long-term, will ensure the 

availability of superior quality custom data, providing an indispensable tool for 

researchers of all kinds.researchers of all kinds.

Background
Operating largely behind the scenes, data 
brokering is a business that collects and stores 
personal information about consumers and sells it 
to organizations who require that data to design 
their marketing strategies. A 2014 US Federal Trade 
Commission report identified data brokers as 
companies that “obtain and share vast amounts of 
consumer information, typically behind the scenes, 
without consumer knowledge.” 

The data brokers collect this information from a 
variety of sources such as government records, 
The data brokers collect this information from a 
variety of sources such as government records, 
browser cookies and credit/debit card transactions. 
Various data types associated with this market 
include consumer data, commercial data, scientific 
data, real-estate data and geo-location data.

The Value of Data
Actually quantifying the true value of data is not 
easy because the applications for its use are rapidly 
evolving. But as an example we can see that in 2016 
Microsoft acquired the online professional network 
LinkedIn for $26.2 billion. Globally, LinkedIn had 
about 100 million active users per month prior to 
the acquisition. A simple calculation tells us that 
Microsoft paid about $260 per monthly active user 

To a company seeking profit then, data has 
significant value. In 2013, analysts predicted that 
To a company seeking profit then, data has 
significant value. In 2013, analysts predicted that 
the ROI of investment in Big Data would increase 
from 50 cents per dollar invested at that time to 
$3.50 per dollar in three to five years’ time 2. 
According to McKinsey Research, better use of data 
analytics by marketers can improve ROI by 10-20% 3. 
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Size of the Data Broker Market
The data brokerage market, which can be seen as a metric for valuing data as a whole, is estimated to be a $200Bn 
industry. The market is dominated by large international players such as Axciom, Equifax and Experian that offer the 
most sophisticated data sets. Equifax is said to hold information on 800 million individuals around the world, 
generating revenues of $3.1 billion in 2016 4. A subsection of data brokerage, the market research industry - which 
includes players like Neilson and Ipsos - generated $44 billion in revenue in 2015 5. Focusing specifically on perhaps the 
fastest growing component of this industry - online market research using surveys - we find $21 billion in annual 
revenue 
$2B, conducting approximately 3 million surveys per day 7. 
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1.

2.

3.

4.

5.

6.

www.sloanreview.mit.edu/article/whats-your-data-worth/
www.readwrite.com/2013/09/19/big-data-investments-currently-earn-50-cents-for-every-dollar-invested/
www.mckinsey.com/business-functions/marketing-and-sales/our-insights/infographic-big-data-big-profits
www.statista.com/topics/1293/market-research/
www.ibisworld.com/industry/default.aspx?indid=1442
www.cnbc.com/2017/05/15/surveymonkey-2017-disruptor-50.html

4000+
Data brokers world wide

by 2019 there will be 30B IoT 
enabled devices

Data may be the most valuable resource on Earth by 2022

Sources: 
State of the Market: Internet of Things 2016, Verizon
www.statista.com/topics/1293/market-research

www.webpagefx.co

Data brokering is a $200 
billion industry and growing at 
27% per year

$79
price for a list of a thousand people with 
health conditions like anorexia, substance 
abuse, or depression

Equifax has information on 800 million 
individuals around the world

Better use of data analytics by markets 
can improve ROI by 10-20%

9 billion IoT enabled sensors 
deployed globally

What is the data worth when 
we process it?

Acxiom, one of the largest data 
brokering companies, has: 

23k servers collecting and analyzing 
consumer data

Data for 500 million consumers 
worldwide

1.5k data points per person



Massive Growth Potential
An often quoted statistic is that 90% of all data currently in existence has been created in just the past two 
years. Some say that by 2022 data will be the most valuable resource on Earth. 

The data broker market specifically is predicted to grow 27% per year as more and more sources of data The data broker market specifically is predicted to grow 27% per year as more and more sources of data 
that can monetized are added to the ecosystem 8. The biggest sources of data in the coming years will be 
those generated by Internet of Things (IoT) devices including personal fitness devices, appliance 
monitoring devices, devices monitoring all aspects of motor vehicles, and so on. In 2016, there were 9 
billion IoT enabled sensors deployed globally. This number is expected to grow to 33 billion by 2019, 
creating a market worth approximately 1.2 trillion USD 9.   

Exabytes (billions of gigabytes)

 “Data are becoming the new raw material of business.”
- Craig Mundie, Senior Advisor to the CEO at Microsoft
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8.

9.

www.insidebigdata.com/2017/02/16/the-exponential-growth-of-data/
State of the Market: Internet of Things 2016, Verizon 



The Issue
Our personal online data is an economic asset generated by a combination of our basic 
identity (includes age, location, gender), our behavior (includes interests, attitudes, and 
opinions), and our purchases. We personally generate this information yet we do not 
seem to own it, and we certainly do not profit from it directly. 

The data broker industry, as we have seen, is a rapidly growing sector that aggregates 
our data, largely without our knowledge, reselling it for massive profit. 
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10.

11.

www.pewinternet.org
www.adweek.com/digital/study-pew-public-perceptions-privacy

Pew Research found that 91 percent of respondents “agree” or “strongly agree” that 
consumers have lost control over how personal information is collected and used by 
companies. 81 percent of respondents said they felt “not very” or “not at all secure” 
using social media sites when sharing private information with other trusted people or 
organizations 10. 

Of respondents “agree” 
that consumers have lost 
control over how personal 
information is collected 
and used by companies.

Of Respondents said they 
are “not at all secure” 
using social media sites 
when sharing private 
information with other 
trusted people or 
organizations.

91%
Of Respondents said they 
are “not at all secure” 
using social media sites 
when sharing private 
information with other 
trusted people or 
organizations.

81%
Of respondents “agree” 
that consumers have lost 
control over how personal 
information is collected 
and used by companies.

91%
Of respondents “agree” 
that consumers have lost 
control over how personal 
information is collected 
and used by companies.

Of Respondents said they 
are “not at all secure” 
using social media sites 
when sharing private 
information with other 
trusted people or 
organizations.

PRIVATE
INFORMATION

At the same time, most people agree that in many cases it’s important 
for scientific research and the development of society as a whole for 
people to freely share data. In many cases people are willing to share 
intimate data about themselves for such benevolent research 
purposes, as long as it remains anonymous. 



Data in Silos
Companies like Facebook and Google already make 
billions because they know everything about us via 
our online habits. Most of the information collected 
by these “data custodians” remains out of reach of 
both individuals and researchers. This means that 
we are missing out on the potential value of that 
data. Beyond strictly monetary value, this data may 
contribute to the advancement of society itself by 
giving academic researchers the required 
information to conduct studies.  

 “Hiding within those mounds of data is knowledge that 
could change the life of a patient, or change the world”

-Atut Butte, Stanford University

There’s even a case to be made that the data we 
generate may one day be used to make important 
predictions about ourselves, such as whether we 
are at risk of heart attack or mental disease. 
Additionally data custodians typically use the 
gathered data to attract advertisers but, among 
advertisers,there is a growing feeling that data 
custodians should relinquish control over the data 
generated on the platform considering it's the 
advertiser’s products being bought and their ad 
dollars being spent that enable the data custodian’s 
platform to function in the first place. 
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12.

13.

Individuals can’t fully utilize 
the data they generate

Companies can’t fully profit 
off of this data

www.cbc.ca/news/business/unilever-google-facebook-ads-social-media-1.4531777
www.forbes.com/sites/adamtanner/2014/03/26/different-customers-different-prices-thanks-to-big-data/#d0defce57305



RISKS

Not having control over our personal data, we face serious risks beyond merely 
not profiting from it. 

Differential Pricing
The potential risks of not being in control of our own data extend well beyond hacking. We also face the 
possibility of the data custodians purposely using our information in ways that are not beneficial to us. For 
example, insurance companies use data aggregations to build pricing models for new customers based on 
perceived willingness of similar customers to pay. Online vendors similarly profile customers based on, for 
example, whether they are located in the suburbs or the city-center, adjusting displayed prices accordingly. 
Algorithms using data collected on customers to produce “differential pricing” is now an established but 
decidedly secretive industry practice. 13

Opportunity
What if we could own and sell or give away our data directly? In a world where people have full control of 
their data, a fair and transparent data marketplace can be created. In such an open marketplace, data 
providers are incentivized to make available - even expressly produce - higher quality data in larger 
quantities. This has positive implications for research of all kinds.

Data purchasers meanwhile gain access to higher quality data at lower cost due to the elimination of Data purchasers meanwhile gain access to higher quality data at lower cost due to the elimination of 
intermediaries. Additionally, since data in such a marketplace is by definition given voluntarily, researchers 
are assured access to ethically sourced data. Both the quality and quantity of data in such a marketplace, 
therefore, represents a vast improvement over the status quo.

DATA SECURITY

The Equifax hack in September 2017, which allowed attackers to obtain crucial 
personal identity information for 143 million people, shows that it is unsafe to 
share consumer information with centralized companies in centralized 
databases.
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14. www.forbes.com/sites/adamtanner/2014/03/26/different-customers-different-prices-thanks-to-big-data/#d0defce57305



Eliminating the Data Broker in 
Favor of Peer-to-Peer
Transfer of Data
The rise of the sharing economy has led to an emerging new ethos concerning 
the nature of ownership. Some call it the decentralization movement as it 
represents a move away from centralized corporations and government as 
custodians of information or money, towards decentralized peer-to-peer 
interactions. 
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HOW “BLOCKCHAIN” 
WILL CHANGE THE 
MARKETPLACE FOR DATA

Not having control over our 
personal data, we face serious risks 
beyond merely not profiting 
from it. 

VASTLY IMPROVED SECURITY

Blockchain additionally eliminates the security cost 
of warehousing data by storing it not in a 
centralized location, but rather in a distributed 
network. Data stored in such a away becomes 
practically immune to attack by raising the cost of 
attack to an amount much higher than the value of 
the information potentially gained. 

“TRUSTLESS” AND IMMUTABLE INFORMATION

The first key advancement brought by blockchain and its associated technologies is the 
ability to verify information such as transactions between two parties without needing to 
rely on a centralized authority. Instead of having to trust a centralized authority, we can 
now know that transactions have taken place - or not – because they have been agreed 
upon through a verifiable consensus algorithm. Information, once agreed upon as truth 
in this manner is then recorded in such a way that it cannot be changed. Blockchain 
architecture thus ensures the immutability of information recorded in it.



Relatively Frictionless 
Exchange of Monetary Value

One form of information exchanged in the decentralized blockchain environment is, of course, 
monetary value. Exchanging even very small monetary value in this way can be done at low 
transaction cost across borders.

The basic features of blockchain technology thus facilitate transactions that previously were either too 
risky or outright impossible. Building a platform and ecosystem in which ownership over data 
generated can be retained and, if desired, sold or given away is now therefore within reach thanks to 
these advances. 
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BUILDING A SUCCESSFUL BLOCKCHAIN ENTERPRISE SOLUTION

Drawing on the lessons 14 from R3’s multi-year collaborative blockchain research investigation (the world’s 
largest research programme of its kind thus far) into the likelihood of success of a given enterprise 
blockchain project, the Datareum ecosystem is designed to satisfy in both its initial form and long term 
rollout of additional features, the key recommendations of the report.  These are:

The rest of this whitepaper lays out a roadmap for satisfying the above recommendations.

Provide an integrated application, messaging, workflow and data management architecture.

Build on an existing technology “mega-ecosystem” to maximise skills and code reuse.

Eliminate unnecessary data “silos” to unlock new business opportunities by allowing 
real-world assets to move freely between all legitimate potential owners.

Embed legal entity-level identification into the programming model to enable legally 
enforceable and secure transactions.

Support inter-firm workflows for negotiating updates to the shared ledger to support 
real-world business scenarios.

Enable the inevitable move to the public cloud without requiring high-risk technology bets.













15. www.gendal.me



Getting Started: Surveys
The marketplace for data envisioned by Datareum will ideally have the ability to encompass everything from the full 
range of data generated by web browsing, social media usage, and online shopping, to all data generated by your IoT 
enabled devices. This is our long-term goal for the platform. However, Datareum has identified, within the larger data 
marketplace, online surveys to be a suitably accessible starting point because:
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they can be managed within a contained platform, thus drastically simplifying the initial rollout.

permission to complete surveys can be easily obtained and managed (no need to access outside data)





they represent a specific and manageable request from data requesters.

the metrics of survey results are well known, meaning no additional analytical software is 
required.



there is already a proven and established marketplace for online surveys.

In addition to this high degree of accessibility, the legacy online survey industry is 
a good target for disruption because:

It lacks guaranteed security and privacy of information.

Information gathered is stored on centralized servers and as such is vulnerable to hacking.

By joining a membership site, there is a good chance users have allowed it or its "marketing partners" to 
solicit them.



There are potentially several tiers of intermediaries.

Online paid surveys are typically conducted by market research companies acting as intermediaries 
between the client company and the data provider. These market research companies may in-turn employ 
smaller companies to carry out surveys for them, adding another intermediary layer. Even if the payout by 
the original client companies is generous, the many layers of commissions reduce the profit margin for 
everyone involved.

A decentralized online survey marketplace built on blockchain architecture has the potential to solve the above problems by offering 
secure, peer-to-peer access between data requesters and data providers.

To build such a system, however, we must first define the requirements for the static architecture on which the platform can be built. 
We must ensure that the architecture of this platform contains appropriate dynamic interaction protocols among stakeholders in 
order to enable the desired mutually beneficial data exchange economy. The following sections of this whitepaper layout a plan to 
achieve this.



There is a high degree of payment friction.

Due to high transaction fees within legacy banking infrastructures, minimum payments are often set at 
prohibitively high levels.



Payments in most cases are available only to residents of a certain country.
Payouts are commonly offered in the form of vouchers rather than cash.



Definitions
The following is a list of terms that will be used to describe key components of the 
proposed platform:

Data and Basic DTN Token Flow for Direct Survey Commission:

The chart below represents a simplified version of the basic flow of data and DTN for the 
initial use case:

Requester publishes a survey, indicating target demographics such as age, 
gender, location, salary etc. The conditions of the survey become the 
conditions of the smart contract in the data marketplace. The requester 
deposits sufficient DTN tokens to pay for providers to answer the survey. 

DTN are held in escrow in the smart contract.

Providers who fit the 
demographic are reached via 
push notification. They may 

complete the survey and enter it 
into the data marketplace.

Data entered into the data marketplace is analyzed and, according to the rules of the smart contract that govern the 
survey, the data is either passed on to the requester or rejected. If the conditions are met, the results are passed on and 
payment is transferred from its location in escrow, to the data provider. When DTN is released from escrow, a small 
commission is paid to the Datareum network. This commission represents Datareum’s main revenue source. 

Requesters are those who request and / or purchase data. Requesters may commission 
a survey directly or they may purchase survey results that have been resold on the data 
marketplace

Providers are those who provide data for free or for sale. Providers are generally 
individuals but they may also previously be requesters who are providing data through 
its resale.

Data Marketplace is an architecture of smart contracts that confirms or denies the 
legitimacy of data entered and determines whether it is delivered or rejected. If 
delivered, payment is exchanged between parties. 

My DataVault is the secure location where data providers can enter basic information 
about themselves. Such information can be monetized according to their preferences.

DTN is the abbreviation or “ticker” for the native token of the Datareum platform. All 
transactions on the platform will be conducted using DTN.
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Basic Use Case
Surveys could be commissioned by marketers, pollsters, academics, and A/B testers.

Example: A manufacturer tests two label designs

A sports drink manufacturer wishes to test two label designs among its target market.  The manufacturer offers providers 10 DTN to 
choose between the labels, then transfers 1000 DTN to the Datereum Marketplace smart contract, meaning a total of 100 providers 
can participate. The manufacturer is notified when the 1000 DTN have been used up. The manufacturer then closes the study, and 
downloads the results from the Datareum web application, sorting them based on gender, age, nationality, and other categories.

Data providers who fit the demographic are push notified (if that’s how they have setup the application) or can browse available Data providers who fit the demographic are push notified (if that’s how they have setup the application) or can browse available 
surveys in their free time. In this case the survey is a simple choice between two labels and so takes seconds to complete. They submit 

the completed survey to the Datareum marketplace smart contract and immediately receive 10 DTN in their wallet.
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Benefits for Data Providers

Benefits for Requesters

Consent

Data is only collected with provider’s explicit permission.
Provider chooses whether or not to make data available for resale.

Control

Providers choose exactly what data to make available for purchase or offer for free.

Relevant data from specified demographics only.

Trustworthy data taken by real human, not a bot.

Speed and convenience.

Ethically sourced data.

Maintain control of their funds without transferring to a central agent.

Specify exact research budget.















Anonymity

Only demographic details that have been stripped of personal information are passed on to requesters. 

Immediate Payment

Once the smart contract has executed, providers have immediate access to their DTN. This may be 
exchanged on open cryptocurrency markets or sold back to requesters in exchange for goods and services 
vouchers.



Residual Payment

A provider who has made their data available for resale is entitled to residual payment as described in 
section 10.1 (Reselling Survey Data)





THE ECOSYSTEM RESELLING SURVEY DATA

Expanding upon the basic 
initial use-case, Datareum 
creates an ecosystem that, 
as we shall see, 
encompasses the flow of 
data, tokens, and goods 
and services offered by 
requesters through the 
selling of vouchers.

A requester, if they choose, may resell data. To do so, they 
simply enter data they’ve already paid for back into the 
data marketplace, setting whatever price they choose for 
the data. Another requester may then choose to buy the 
data. The proceeds for the sold data are split between the 
reseller and the original data providers with the usual 
commission extracted into the Datareum fund. In this way, 
the original data requester thus subsidizes and potentially 
even profits from the data they have commissioned. The 
data providers meanwhile are compensated for any 
additional sales. Note that only original data that has been 
commissioned within the platform can be resold to 
additional requesters (data cannot be brought in from 
outside the platform and offered for sale within it).
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THE FOLLOWING IS AN EXAMPLE OF HOW 
SURVEY DATA CAN BE RESOLD:

Result: Requester A has thus recouped 75% of the cost of the original survey commission while providers 
have earned an additional 75% for no additional work or data sold.

REQUESTER A COMMISSIONS A SURVEY 
FOR 1000 PROVIDERS

ALL 1000 PROVIDERS ARE PAID THE 
AGREED UPON DTN AS WRITTEN IN 
SMART CONTRACT (FOR SIMPLICITY 1 

DTN EACH)

REQUESTER D BUYS SURVEY RESULTS. 250 DTN GO TO REQUESTER A. 
250 DTH GO PROVIDERS (.25 DTN EACH)

REQUESTER C BUYS SURVEY RESULTS. 250 DTN GO TO REQUESTER A. 
250 DTN GO PROVIDERS (.25 DTH EACH)

REQUESTER A POSTS SURVEY RESULTS IN 
DATA MARKET SETTING A PRICE OF 500 

DTN

REQUESTER B BUYS SURVEY RESULTS. 
250 DTN GO TO REQUESTER A. 250 DTN 
GO TO PROVIDERS (.25 DTH EACH)



Market for Goods and Services
Offered by Requesters
Requesters, if they choose, may offer goods and services in exchange for DTN. For example, if 100 DTN = $100 a 
requester may offer to purchase 75 DTN ($75) from a provider in exchange for a product that is normally sold for $100. 
This makes sense for the provider if they are in need of the product being offered because they’ll get it a discount. It 
also makes sense for the requester because they can guarantee that a portion of money spent on research is 
reinvested into the purchase of their product.

While Datareum’s long-term vision includes a mechanism to enable these kinds of purchases directly within the While Datareum’s long-term vision includes a mechanism to enable these kinds of purchases directly within the 
platform, at first we will only allow the exchange of vouchers, with actual purchases being made off-platform. 

Requester A is a vendor of running 
shoes that operates an online store. 
Requester A offers to buy 75 DTN in 
exchange for a $100 voucher that 
can be spent in their online store.

Provider A has been gradually accumulating DTN by filling out surveys and 
otherwise selling their data. They now have 75 DTN and are considering 
exchanging it for cash (by sending to an external exchange). However, they 
notice Requester A has posted an offer to buy 75 DTN in exchange for a 
voucher to their online store. Provider A is in need of running shoes and so 
decides to choose this option.
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For example:

EASE OF USE FEATURES







iOS and Android App

Easy to use interface including the ability to 
search for available surveys by payout, 
estimated time taken, etc

Facebook login profile

FOR PROVIDERS





Minimal setup fee

Ability to set amount of DTN to conduct a 
research campaign with excess returned

 Ability to set requirement for quality of data 
with higher quality data sold at higher prices

 In platform tools to build questionaires and 
polls

 Ability to import questionaire via csv/excel

 Portal to view real-time result

 Exportable format

FOR REQUESTERS



Additional Features to Drive Rapid 
Adoption / Build Initial User Base
Datareum recognizes that the data marketplace needs a base of providers and requesters to kick-start the 
marketplace. In addition to the standard community building methods such as a bounty campaign and 
advertising, the following tactics will also be employed:

PROVIDERS EASILY EARN DTN 
IN EARLY NETWORK 
KICK-START

Datereum has set aside 15% of token distribution for community 
growth and early partners. Some of these tokens will be given away 
to early adopters of the platform. DTN set aside for this purpose is 
distributed to early data providers who:

Connect social media and other accounts to the 
platform



Refer other users

Data providers whose referred users complete 
at least 1 survey can earn bonus tokens



MARKETING STRATEGIES 
TO INCENTIVIZE 
REQUESTERS

Requesters bulk campaign tokens

Discounted set up fee if thresholds
are met



Power investigator badge enables 
prioritization in listing ranking
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DATAREUM’S PROFIT MODEL

Written into all smart contracts on the data marketplace is a transaction fee taken whenever there is a successful trade 
of data for DTN. This transaction fee presents Datareum’s principle method of profit from the infrastructure it is 
creating. While it is not lost on Datareum that it is, in this regard acting as an intermediary, the essential difference is 
that the network envisioned is distributed and decentralized. Datareum does not maintain centralized servers of 
sensitive information but instead merely builds the infrastructure for a decentralized data marketplace. As such, the 
intermediary fee can be vastly reduced in comparison to legacy platforms. 

Voucher Marketplace

Datareum Marketplace

Data Provider Data Requester

Vou
che
rDTN Voucher

DTN

DTN
 fro
m r
eso
ld

sur
vey

DTN
 to 
pay
 for

sur
vey
 da
ta

DTN for resold

survey/data

DTN for direct

survey/data



LIQUID MARKET DTN TOKEN FLOW:

EXTERNAL MARKET (EXCHANGES)

DATAREUM MARKETPLACE

DATA REQUESTERESDATA PROVIDERS

Ways Providers
Earn DTN





By filling out forms

Through residual income from the 
reselling of data

Ways Providers
Spend DTN





Exchanging on open cryptocurrency 
marketplace

Purchasing vouchers for the 
products of requesters

v

Ways Requesters 
Obtain DTN Tokens







Buy DTN at market price on 
cryptocurrency exchanges

Selling vouchers for products that 
can be purchased outside of the 
platform

Reselling data that has already been 
paid for on the platform

Liquid Token Flow:
The DTN Token Marketplace
Demand for the DTN token is required for the creation of a liquid marketplace.  This 
marketplace is both a data marketplace and a goods and services marketplace. 
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Providers exchange DTN for goods and 
services vouchers from data requesters:
Example:

Data Requester A has an online store selling 
running shoes.
Data Request A offers a $100 voucher for their 
online store for $80 worth of DTN.

Data Provider A has $80 worth of DTN. Instead 
of selling it on the open market, Provider A sells 
it to Requester A for the vouncher worth $100.

Providers earn DTN for 
filling out surveys 
(selling their data)

Providers earn additional 
DTN when their data is 
resold by requesters to 
oher requesters

Requesters buy data on 
the Datareum 
Marketplace using DTN

Requesters earn DTN 
from reselling data on the 
Datareum Marketplace

Requesters buy excess 
DTN on open market

Requesters sell needed 
DTN on open market

Providers sell earned DTN 
on open market



PROVIDING QUALITY DATA

Convenience of use is essential in 
order to initially onboard large 
numbers of users and kick-start 
the network. Basic verification can 
start, then, with simple integration 
to a social network such as 
Facebook or a widely used portal 
such as Google. Datareum 
proposes requiring users to 
perform this now widely accepted 
basic step before they can use the 
platform.We recognize that widely 
used social networks such as 
Facebook, and portals such as 
Google are relatively easy to 
“cheat” by making fake accounts 
since they do not check real age or 
in fact verify anything about the 
user. We nevertheless propose it 
as a first measure among several 
that will follow

Problems

In a data marketplace, quality of data is essential. Data generated by bots, and low quality or fraudulent data generated by people 
only interested in rewards must be eliminated in order to produce a functioning marketplace. The question of how to provide and 
guarantee quality data that requesters can rely on and are willing to pay for, has several potential solutions. 

SOLUTION THAT WILL NOT WORK

BETTER SOLUTIONS FOR BASIC VALIDATION OF USERS

FACEBOOK OR GOOGLE

Another tool that can be used to validate the 
basic information of users, thus increasing the 
value of their data, is a face scanning tool that 
matches live images from a device’s camera to 
uploaded ID photos of the user. Such a tool can 
verify basic information such as skin and eye 
color and, to a large degree of certainty, 
gender. In order to protect the security of the 
data provider’s identity, information verified in 
this way can be immutably signed on the 
blockchain before being automatically deleted 
based on the implemented smart contract logic 
contained in the My DataVault component of 
the app (see below). Due to the technical 
limitations of the current blockchain solutions, 
profile information can initially be stored in a profile information can initially be stored in a 
database infrastructure such as BigchainDB. 
This architecture can be easily updated based 
on merging and evolving decentralised storage 
solutions.

FACE VERIFICATION

Identity verification is steadily going digital,with lawmakers 
finally embracing the legality of electronic identification and 
a growing list of countries implementing electronic ID cards. 

The problem of how to integrate with disparate global The problem of how to integrate with disparate global 
registries remains but, is likely to eventually be solved in part 
with the help of decentralized ecosystem developers. Uport 
has been running a pilot program in the Swiss city of Zug 
that enables citizens to have their identity, once verified in 
person at a government office, verifiable on the Ethereum 
public blockchain. Citizens can then login to services, 
verifying only those aspects of their identity that are 
required, while otherwise remaining anonymous 15.  Another 
blockchain project, Civic, uses multiple identity validation 
service providers to verify submitted data against phone, 
credit, social media, and other public records, asserting that, 
“By combining multiple reputable sources with fraud 
detection algorithms, manual auditing, and our own internal 
decision engine, Civic maintains a high pass rate for 
legitimate users while mitigating the risks of fraudulent legitimate users while mitigating the risks of fraudulent 
behavior.” 16 

INTEGRATION WITH THE EVOLVING ECOSYSTEM OF 
ONLINE IDENTITY VERIFICATION

One solution commonly implemented in peer-to-peer marketplaces is “two-sided rating.” This is a decentralized regulating system 
that has been employed with some success in sharing economy applications such as ride sharing (Uber) and property sharing 
(Airbnb). It works in such environments because the relationship between provider and requester is one to one; the provider can 
easily rate the requester and vice versa. Such a solution, however, is not practical for the data market proposed by Datareum because 
the number of ratings required is too high. While it would be easy for the provider to rate the requester, it’s not practical for the 
requester to rate all of the providers since, of course, there would ideally be hundreds or even thousands of them.

As such we propose a combination of verification mechanisms along several levels, with data that reaches the highest level having the 
most potential value in the marketplace. 

16.

17.

www.medium.com/uport/zug-id-exploring-the-first-publicly-verified-blockchain-identity-38bd0ee3702
www.civic.com/products/how-it-works
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Ways Requesters Spend DTN 



Pay for directly commissioned data.

Pay for resold data



Validating other Information

Creating Relative Value for Data

As the decentralized ecosystem develops, more and more reliable 
and secure systems of validation of user’s identity will become 
readily available. Datareum intends to watch the space closely, 
integrating with these services as they are themselves integrated 
into legal frameworks and adopted by mainstream users. Such 
services aim to merge with national data registries, forming a legal, 
provable ID that can be used to verify information such as age, 
gender, location of residence, and income (based on taxes paid). All 
of this information can be verified as true or not without giving 
away private data (remaining anonymous) and allowing data 
providers to choose exactly what to make available.

Presently the ecosystem of decentralized data verification tools is far from sufficiently advanced. Datareum 
therefore proposes in the interim that uploaded data be verified manually by Datareum, with data that has 
been verified at higher levels having higher value. For example:

Level 1: Facebook/Google only.

Level 2: Government identification uploaded and checked manually by Datareum.

Level 3: Proof of address uploaded and checked manually by Datareum.

Level 4: Proof of income uploaded and checked manually by Datareum.

Other platforms such as Indorse are building 
systems to verify credentials like skills and 
accreditation. Such information can also 
potentially be integrated in Datareum, again 
with higher value for data that has higher 
levels of verification. Another example is the 
Attores certificate issuance platform wherein 
an institution such as a university can issue 
their diplomas directly on the blockchain in the 
form of a smart contract. By integrating with 
these and other emerging systems, Datareum 
aims to build a marketplace with higher value 
data.

Moving Beyond Basic Identity Validation
Moving beyond basic verification of identification, data requesters need a way to 
determine that data providers fit the required demographics for the requested survey. 
Simple verification of ID is sufficient to eliminate bots and so will enable an initial 
marketplace for surveys. However, in the long term, to build Datareum’s envisioned 
marketplace of high value data, higher levels of data verification are desirable.
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Any data uploaded in this manner can be verified once, then recorded immutably and securely in 
the blockchain. Once verified it would not be stored on centralized servers.



As the wider ecosystem is developed, it should be possible for Datareum to remove itself 
from the manual verification process. In this case, enhanced value data
may look like this:

Level 1: Facebook/Google only.

Level 2: Government identification confirmed through third-party service such as Uport or Civic.

Level 3: Proof of address confirmed through third-party service such as Uport or Civic.

Level 4: Proof of income confirmedthrough third-party service such as Uport or Civic.

Level 5: Proof of occupation confirmed through third-party service such as Indorse.

Level 6: Proof of diploma confirmed through third-party service such as Attores.

BA
SI
C 
DA
TA
 (N
O 
EX
TR
A 
VA
LU
E)

DATA PROVIDER

VERIFICATION CHANNEL

MY DATA VAULT

DATAREUM MARKETPLACE
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+1 ID VERIFIED
+1 RESIDENCE VERIFIED
+1 INCOME VERIFIED
+1 DIPLOMA VERIFIED

DATA PROVIDER CAN:
- CHOOSE DATA THAT CAN BE SOLD
- CHOOSE DATA THAT CAN OFFERED FOR FREE TO   
   ACCREDITED, NON-PROFIT RESEARCHERS



Safe Transacting and 
Storing of Data

While this is not a technical whitepaper and thus does not delve deeply into 
the backend mechanics, the architecture of the platform will ensure that all 
exchanges described above have the following features:
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The data provider can choose exactly what data is 
being exchanged01

Data is always encrypted02

The data requester gets data that conforms to their 
specifications03

Data purchased can only be seen by the specific 
requester signified in the smart contract04



Key Features of the Advanced Platform

My DataVault
This is the where a data provider stores and manages 
information they wish to be made available on the platform. 
At first data will be manually input here by the data provider. 
As layers of verification are added to the platform, providers 
will be able to go through those verification hoops in order 
to add relative value to their data.

Datareum envisions eventual integration with legacy data Datareum envisions eventual integration with legacy data 
platform ssuch as Amazon, Facebook, Twitter and Airbnb. 
Data providers will have the option to link information from 
those accounts to their My DataVault with options to specify 
exactly what to make available. For example, a data provider 
may choose to make Likes and Retweets available, but not 
comments.

 It should be noted here that data from 
such channels is, of course, already being 
sold by legacy data silo platforms. The 
previous description is merely a way for 
users to monetize within the existing 
framework.

Data providers may also wish to make Data providers may also wish to make 
some components of their data available 
for free to accredited, non-profit research 
institutions on the condition that such 
data not be resold.

VERIFICATION CHANNEL
Examples:

+1 Facebook verification
+1 Civic verification
+1 Face verification
+1 Attores Certificate verification

DATAREUM
MARKETPLACE
- Data enters smart contract
-If requester’s conditions are met, data 
and Datareum Tokens are exchanged

REQUESTER B
Wants the same data as requester A who has 
already resold data

DATA PROVIDER

REQUESTER A
Requests specific data

$120 $864$432

-ex: a survey filled out by 1000 single
mothers in middle income bracket

Chooses level of data quality (verification)

Basic High

Bas
ic d
ata

Enhanced / Higher

value data

Basic data

Datareum Tokens
for Requester A

More Datareum Tokens
if data resold Datareum tokens

(discounted rate)

Sm
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Resold data

Datareum tokens rebate

Resold data

Datare
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Reque
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DATAREUM23   Whitepaper



DATA PROVIDER’S SIDE





Ability to send DTN to cryptocurrency exchanges or a personal ERC-20 wallet.

Ability to send DTN to the Voucher Marketplace and receive vouchers for goods and 
services that have been made available by requesters.

DATA REQUESTER’S SIDE









Ability to send and receive DTN to or from a cryptocurrency exchange or personal 
ERC-20 wallet.

Ability to send DTN to the Data Marketplace smart contract to be used for 
purchasing data.

Ability to receive excess DTN from the Data Marketplace smart contact that has not 
been used.

Ability to send vouchers to the Voucher Marketplace and receive DTN for voucher’s Ability to send vouchers to the Voucher Marketplace and receive DTN for voucher’s 
purchased.

Token Wallet

The app will have a built-in wallet for storing tokens. This wallet will 
integrate with features of the platform enabling the following:
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Road Map

Research & concept development Nov 17

Launch of DTN website, community, airdrop and bounty programMar 18

DTN Pre-SaleApr 18

Proof of ConceptMay 18

DTN Public SaleJun 18

Tokens to be unlocked after Public SaleJul 18

Tokens to be listed in exchanges

Alpha Platform on Testnet

Aug 18

Sep 18

Completion of Smart contract payment and data exchange servicesOct 2018

Wallet systemOct 2018

Launch of Provider & Requester web portalsDec 2018

Launch of IOS and Android app for both Providers & RequestersDec 2018

Continue strategic acquisitions and investments to support the 
adoption and growth of Bitcoin, Blockchain and FinTech globally.

Q1 2019

Launch of Data MarketplaceQ1 2019

E-commerce platform to list products from requesters, payable in DTNQ2 2019

Launch Marketing campaigns across Europe and United StatesQ2 2019

Launch Marketing campaigns in AsiaQ3 2019
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Team Members
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Jorge Perez
CEO

Maximiliano Garcia
CTO

John Doe
Engineer

Anna Mikhailova
Head of Finance

Jonathon Ainsworth
Head of Operation

Justin Hale
Head of Marketing

Aaron Kobeissi
Front End Engineer

Alejandro Garcia
Backend Engineer

Raphael Mateo
Lead Designer

Sofia Rocci
Community Manager
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Crowd sales

Advisors & Strategic Partners

Founders & Team Members
(Lock up 1 Year)

Future Funding (Lock up 2 Year)

Airdrops & Bounties 

60%

20%

10%

5%

5%

Application Development

Research and Operation

Marketing

Reserved

Legal

40%

25%

20%

10%

5%

Token Details

Symbol
Total Token Supply
Softcap
Pre Sale Hardcap
ICO Hardcap
Available Token for Sales
Intial Token PriceIntial Token Price

Type
Currencies Accepted

Stages

Pre-sale

Min Contribution
1 ETH to 4.9ETH
5 ETH or more
Token Available
Max. Bonus Tokens

Public SalesPublic Sales

Token Available

DTN
1 billion
$500 000
$2 000 000
$18 000 000
600 000 000
$0.03 USD$0.03 USD

ERC-20
ETH

  
1ETH
10% Bonus
20% Bonus
66 666 666
13 333 333

520 000 000 520 000 000 
+ Presale unsold
 tokens
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Legal Disclaimer

Please read the following notice carefully before proceeding to read this Whitepaper 

document issued by Datareum, a company incorporated under the laws of United 

Kingdom (hereinafter – “Distributor”). This notice applies to all persons who read this 

document. Please note this notice may be altered or updated.

The White Paper does not constitute any relations between you (hereinafter – “you” or 

“Holder”) and the Distributor. Acquisition of the Datareum(s) issued by the Distributor is 

available only after accepting the Token Sale Agreement (hereinafter – “TSA”).

Acquisition of Datareum cryptographic tokens does not present an exchange of Acquisition of Datareum cryptographic tokens does not present an exchange of 

cryptocurrencies for any form of ordinary shares of the Distributor and a Holder of 

Datareum cryptographic token is not entitled to any guaranteed form of the dividend, 

Holders of Datareum(s) are only entitled to certain rights within the TSA.

Datareum(s) are not intended to constitute securities in any jurisdiction. This Whitepaper Datareum(s) are not intended to constitute securities in any jurisdiction. This Whitepaper 

does not constitute a prospectus or offer document of any sort and is not intended to 

constitute an offer of securities or a solicitation for investments in securities in any 

jurisdiction.

This Whitepaper is for information purposes only. The contents of this Whitepaper are not 

a financial promotion. Therefore, none of the contents of this Whitepaper serves as an 

invitation or inducement to engage in any sort of investment activity.

Prospective acquirers of Datareum(s) should carefully consider and evaluate all risks and Prospective acquirers of Datareum(s) should carefully consider and evaluate all risks and 

uncertainties associated with the cryptocurrencies, Datareum   and their respective 

businesses and operations, the Datareum(s) and the Datareum Initial Coin Offering. 

Familiarise yourself with all the information set out in this Whitepaper and the TSA prior to 

any purchase of Datareum(s). 

Ensure that you are aware of all of them would be risks prior to obtaining Datareum. The Ensure that you are aware of all of them would be risks prior to obtaining Datareum. The 

Risk Statement details all potential risks that you should consider. We recommend that 

you seek out independent financial advice before engaging in any sort of business 

endeavour.
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Risk Statement

No regulatory authority has examined or approved any of the information set out in this 

Whitepaper. No such action has been or will be taken under the laws, regulatory 

requirements or rules of any jurisdiction. The publication, distribution or dissemination of 

this Whitepaper does not imply that the applicable laws, regulatory requirements, or rules 

have complied.

To the maximum extent permitted by the applicable laws, regulations and rules, To the maximum extent permitted by the applicable laws, regulations and rules, 

Datareum   and its affiliates and their respective officers, employees, advisors or agents 

will, in relation to the website and Datareum(s), not be liable for any damages of any kind, 

including, but not limited to, direct, consequential, incidental, special or indirect damages 

(including but not limited to lost profits, loss of revenue or third party loss whether 

foreseeable or otherwise, trading losses or damages that result from use or loss of use of 

the website and Datareum(s)).

For the avoidance of doubt, The Distributor expressly disclaims any and all responsibility For the avoidance of doubt, The Distributor expressly disclaims any and all responsibility 

for any direct or consequential loss or damage of any kind whatsoever arising directly or 

indirectly from: (i) reliance on any information contained in this document, (ii) any error, 

omission or inaccuracy in any such information, (iii) any action resulting therefrom, or (iv) 

usage or acquisition of products, available through the website.

You acknowledge and agree that you are not purchasing Datareum(s) for purposes of You acknowledge and agree that you are not purchasing Datareum(s) for purposes of 

investment, speculation, as some type of arbitrage strategy, for immediate resale or other 

financial purposes.

Some of the statements in the Whitepaper include forward-looking statements that 

reflect the Distributor's current views with respect to execution roadmap, financial 

performance, business strategy and future plans, both with respect to the Distributor and 

the sectors and industries in which the Distributor operates. 

Statements which include the words ''expects'', ''plans'', ''believes'', ''projects'', Statements which include the words ''expects'', ''plans'', ''believes'', ''projects'', 

''anticipates'', ''will'', ''aims'', ''may'', ''would'', ''could'', ''continue'' and similar statements are 

of a future or forward-looking nature. All forward-looking statements address matters 

that involve risks and uncertainties. Accordingly, there are or will be important factors that 

could cause the Distributor’s actual results to differ materially from those indicated in 

these statements. 
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These factors include but are not limited to those described in Articles 5 and 9 of the TSA, 

which should be read in conjunction with the other cautionary statements that are 

included in the TSA. 

Any forward-looking statements in the Whitepaper reflect the Distributor’s current views 

with respect to future events and are subject to these and other risks, uncertainties and 

assumptions relating to the Distributor’s operations, results of operations and growth 

strategy. 

These forward-looking statements speak only as of the date of the Whitepaper. These forward-looking statements speak only as of the date of the Whitepaper. 

Prospective buyers of the Datareum(s) should specifically consider the factors identified 

in the Whitepaper and TSA that could cause actual results to differ before making a 

purchase decision. No statement in the Whitepaper is intended as a profit forecast and no 

statement in the Whitepaper should be interpreted to mean that the earnings of the 

Distributor for the current or future years would be as may be implied in this Whitepaper.


