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Abstract—Sex work (or prostitution) is the business or practice
of engaging in sexual activity in exchange for payment either as
money, goods, services or some other benefit agreed upon by the
transacting parties. There is expected to be around 40-45 million
sex workers living all over the world with generated annual
revenue of almost $200 billion. There are a variety of challenging
problems faced by participants in this industry – namely, illegal
sex work, human trafficking, violence against women and chil-
dren, increased probability of transferring sexually transmitted
diseases (STDs) or false rape accusations against the clients. The
value proposition of our project is to create a decentralized
platform and to provide incentives for both sex workers and
their customers around the globe for safer engagement in paid sex
services. The solution we offer provides anonymized but verifiable
KYC compliance, professional health certification and Proof of
Consent stored on the Blockchain. In this paper we describe in
detail the problems with the status quo, our proposed solution,
roadmap, business plan and conditions of the crowdsale.

Index Terms—Escort, sex work, prostitution, blockchain, smart
contracts, utility tokens
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I. INTRODUCTION

Different societies have viewed prostitution in widely dif-
ferent ways. In some countries, sex work has been seen as
controversial profession and viewed as a threat to the moral
codes. On the other hand, in ancient Greece, prostitutes were
an integral part of religious rites. Different cultural views
on prostitution carry an influential impact when it comes to
legal regulations associated with sex work. In a globalized
word, states are more connected than ever, yet the views on
prostitution and the legal status vary greatly from country to
country.

The ramifications of legal status, moral marginalization and
discrimination against sex workers continues to be a global
problem, with many states leaving them without protection and
support, often leading to compromising or even life threatening
situations. Similarly, also the clients are in many cases left
without consumer protection and might be exposed to negative
social stigma or false rape accusations. Sex worker activists
and organizations believe the issue of sex worker human rights
is of greatest importance alongside those related to freedom
of speech, travel, immigration, work, marriage, parenthood,
insurance, health insurance, and housing. [1]

We have identified that many of the problems with execution
of this profession in a culturally stigmatizing environment can
be directly attributed to the discrepancy between the need for
privacy and the lack of trustworthiness. We see the Blockchain
as an ideal tool to remove this discrepancy by enabling all
participants to engage in a paid sex in a safe and trustworthy
way while respecting their need for the privacy without risking
the exposure of their identity.

A. Forms of sex work

Prostitution occurs in a variety of forms:
1) Brothels – establishments specifically dedicated to pros-

titution with a bigger focus on sex in private. Brothels
are sometimes located in a urban areas called red-light
district, officialy designated by authorities for legal and
regulated exercise of sex-oriented bussinesses.

2) Escorts – sex workers work independently with a bigger
focus on companionship and outings.

a) Out-call – the sexual act may take place at the
client’s residence or a hotel room.

b) In-call – the secual act take place at the escort’s
residence or a hotel room rented for the occasion
by the escort.

3) Street prostitution – strict legislation towards sex work-
ers or their clients in some countries forbids sex workers

an access to reasonable working conditions and are
forced to work directly on streets, typically in industrial
or secluded areas.

B. Legal models of sex work

Current sex laws vary from country to country. A com-
mercial exchange of sex for money, goods, service, or some
other benefit agreed upon by the transacting parties is legal
and regarded as a profession in some, while in others it is
punishable under the law. In general, there are four distinct
views on prostitution among most of the countries which we
have researched. An overview of legal models explored in this
section is depicted in Figure 1.

Fig. 1: Overview of different legal models of sex work and
their most notable characteristics.

Full criminalization (abolition): This type of regulation
attempts to prohibit all acts of prostitution by making any
involvement in an exchange of sex for money illegal. Abo-
lition is characteristic for the US and most of the 3rd world
countries. Anti-prostitution laws in these countries ensured that
sex workers are unable to report violence committed against
them to the police, because complaints coming from criminals
are not taken seriously. Criminalizing prostitution has driven
the profession underground and resulted in horrible working
conditions for the women involved.

Partial criminalization (Nordic model): This regulation tries
to solve some of the issues associated with abolition by
criminalizing only the buyers of sex instead of the sellers.
This model has its roots in Sweden and it has been applied
also in Norway, France and Canda. This law does not consider
prostitution as a profession, but rather a social ill and a form
of men’s violence against women.

This model is inherently discriminatory [2], because it
forbids women from accessing employment benefits such as
reasonable work environment, collaboration, opening a busi-
ness or advertising of their services. Thus, sex workers are
pushed back into an underground environment when it comes
to finding clients, advertising or executing of the profession.
Male or transgendered sex workers are also rarely spoken of.
Sex workers are forced to lie in order to rent premises or
have to make contracts with their customers on the street
from the fear of being discriminated against and evicted by
their landlords [3], which results in them conducting business
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transactions in secluded areas. In addition, relationships with
the police are usually tense, putting sex workers at further risk.

As a result of this legislation, sex workers say it’s hard
for them to assess clients because clients are more stressed
and scared. The negotiation about the price and terms of the
sex service must be done in a more rapid and shady manner.
Violence against prostitutes often go unpunished as they’re less
likely to seek assistance from law enforcement [3]. Due to the
criminalization placed on buyers, the number of clients seeking
sex work decreases, which drives prices of prostitution to very
low levels and encourages women to engage in dangerous
situations or to practice unsafe sex.

Decriminalization (legalization but not necessarily regu-
lation): In countries that have decriminalized prostitution,
all laws against prostitution have been abolished. Most sex
workers rights group in North America are calling for at
least decriminalization of consensual adult sex in exchange for
money. Decriminalization removes the discriminating aspects
against the buyers of sex and thus creates a safer and more
transparent environment.

However, since there is no regulation and tax laws involving
sex work, this type of regulation often stays in a shadow
economy. Sex workers are not obliged to take required health
examinations, they are not paying taxes and do not receive
social and employment benefits. Organized business activities
such as brothels are usually also forbidden.

Legalization and regulation: This system is typical for
many EU countries, notably for the DACH region (Germany,
Austria, Switzerland), Netherlands or Hungary. Sex workers
in these countries are usually self-employed and are required
to pay taxes. All sex workers are registered at the authority
(e.g. police department), are obliged to take regular medical
examinations, must comply with permissible working areas

C. Issues in the sex work industry

Engaging in sexual activity in exchange for payment is often
associated with issues such as human trafficking, violence
against women and children, the increased transferring of
STDs or false rape accusations. Some of these issues are
directly caused by laws criminalizing or discriminating sex
workers or their clients as they are pushing the industry un-
derground. International health and human rights organizations
are calling for decriminalization and better regulations in order
solve these issues. Although the regulatory efforts of many
governments have made positive progress towards regulation
of sex work, many of these issues are still present.

Human trafficking: Sex trafficking affects 4.5 million people
worldwide [4]. Most victims find themselves in coercive or
abusive situations from which escape is both difficult and
dangerous. Trafficked women and children, for instance, are
often promised work in the domestic or service industry,
but instead are sometimes taken to brothels where they are
required to undertake sex work, while their passports and other
identification papers confiscated.

Spreading of STDs: People involved in sex work are a cause
for concern from public health perspectives. In comparison to
the general population, sex providers are ten times more at risk

(a) Global map of different legal models of the
sex work.

(b) US (with exception of Nevada) and Canada
are not in favor of prostitution.

(c) The sex work is legalized or at least decrimi-
nalized in most countries in the Europe Union.

Fig. 2: Different views on prostitution. Legend: red – illegal;
orange – illegal to buy, legal to sell sex; blue – legal, but
associated activities (brothels, pimping, etc.) are illegal; green
– legal and regulated.

to contract HIV due to inability to negotiate condom use or
insufficient sex work regulations. World Health Organization
estimates that more than 1 million STDs are acquired every
day worldwide [5]. Even in countries that oblige all sex
workers to undertake regular health checks for STDs (such
as Germany or Netherlands), clients have usually no way to
check whether the sex worker fullfilled her legal obligations.

Abusive clients: Sex workers face high levels of violence,
stigma, discrimination and other human-rights violations. Most
violence against sex workers is a manifestation of gender
inequality and discrimination directed at women, or at men
and transgender individuals who do not conform to gender
and heterosexual norms, either because of their feminine
appearance or the way they express their sexuality [6]. The
violence against sex workers is not only physical or sexual,
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but also emotional or psychological and directly related to the
stigma associated with sex work.

False rape accusations: A false accusation of rape is the
reporting of a rape where no rape has occurred. It is difficult
to assess the true prevalence of false rape allegations, but it
is generally agreed that, for about 2% to 10% of rape allega-
tions, a thorough investigation establishes that no crime was
committed or attempted [7]. Many clients are often afraid to
buy sex services, because of the risk of false rape accusations
and the difficulty to prove consent after the engagement in
paid sexual activity.

Lack of digital innovations: The sex work industry is often
overlooked by digital innovators and is currently dominated
by shady ventures that do not exert enough influence to move
the industry in a particular direction. As a result, the market is
very fragmented and consists of several small to medium-sized
platforms operating mostly only on a regional level. We belive
that one of the reasons for this fragmentation is the nature of
the market itself – sex work is a touchy subject with a lot of
conflicting optinions on how to do it right. However, the fact
is that there are huge porblems in this market just waiting to
be solved on a global level.

D. Perspectives on sex work

Key findings of the Draft policy on Sex Work from Amnesty
International Research [8] were the following:

1) Criminalisation of sex work compounds stigma and
discrimination against sex workers.

2) Sex workers are criminalised and negatively affected by
a range of sex work laws, not just those on the direct
sale of sex.

3) Criminalisation gives police impunity to abuse sex work-
ers and acts as a major barrier to police protection for
sex workers.

4) The most marginalised sex workers often report the
highest levels, and worst experiences, of criminalisation.

In 2009, United Nations urged all countries to remove
bans on prostitution and homosexual sex, because “such laws
constitute major barriers to reaching key populations with HIV
services” [9]. Insights from the World Health Organization,
supported by Joint United Nations Programme on HIV/AIDS
and United Nations Development Programme [10] reached
the same conclusions, also recommending decriminalization of
brothels and procuring. A report from Global Commission on
HIV and the Law calls for “repeal laws that prohibit consenting
adults to buy or sell sex, as well as laws that otherwise prohibit
commercial sex, such as laws against immoral earnings, living
of the earnings of prostitution and brothel-keeping” [11].

Good-practice recommendations on sex work from World
Health Organization [6] are the following:

1) All countries should work toward decriminalization of
sex work and elimination of the unjust application of
non-criminal laws and regulations against sex workers.

2) Governments should establish laws to protect against
discrimination and violence, and other violations of
rights faced by sex workers in order to realize their
human rights and reduce their vulnerability to HIV

infection and the impact of AIDS. Antidiscrimination
laws and regulations should guarantee sex workers’ right
to social, health and financial services.

3) Health services should be made available, accessible and
acceptable to sex workers based on the principles of
avoidance of stigma, non-discrimination and the right to
health.

4) Violence against sex workers is a risk factor for HIV and
must be prevented and addressed in partnership with sex
workers and sex worker led organizations.

II. OUR VISION

We have a simple but clear vision – to defend the free
market and self-ownership. We believe in a future, where
all women are in control of their own sexuality, including
consensual exchange of money for sex with ability to set a fair
price, timing and circumstances of the sexual act. We believe
that sex work industry

The value proposition of HUSSY is to create a decentralized
due diligence and escorting infrastructure that is safe by de-
sign. The solution we offer provides anonymized but verifiable
KYC compliance, professional health certification and Proof
of Consent stored on the Blockchain.

A. KYC (Know Your Customer) verification

Identity verification known as KYC ensures that sex
providers are of legal age and are legally in the country.
In practice, all service providers will be asked to provide
personal data and a selfie with the passport. These data will be
manually examined by a qualified due diligence personnel. A
confirmation signed by the authority (“KYC certificate”) will
be issued to the Blockchain. Only service providers with a
valid KYC certificate will be able to advertise their services.
KYC verification will be optional for the clients.

B. Health certification

The occurence of sexually transmitted diseases (STDs) is
higher among sex providers that are unaware of their state
of health. The risk is further increased if the sex worker
engage in unprotected sex. Sex workers in most countries with
regulated sex work are legally obliged to undertake regular
blood tests for common STDs (such as chlamydia, gonorrhea,
HIV, herpes, HPV, syphilis or trichomoniasis). However, some
of them are avoiding this obligation or are not registered with
government authorities at all.

The health of all sex providers and their clients in HUSSY
platform is of great importance. All service providers will have
to take regular health checks from a doctor or other certified
health examiner. The result of this check will be sent to the
due diligence authority and after examination a confirmation
signed by the authority (“STDs check certificate”) will be
issued to the Blockchain. All clients will be then able to verify
the health status of the service provider, without exposing
any sensitive private data (such as the identity of the service
provider).
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STDs-check
Certi�cates

KYC ComplianceProof of Consent

Alice opens a recurring payment
channel with the listing platform
in order to advertise her services.

Bob explores o�ers in his area
for free. O�ers with the highest

fee are shown �rst to Bob.

Bob can pay Alice for her services directly in cash or using a 3rd party payment processor.
HUSSY listing platform does not mediate payments between these two parties.

Fig. 3: Our vision of the future of the sex work industry.

C. Proof of Consent (PoC)

Note: This is only a very minor and experimental feature
– it’s not yet decided whether it will be included in the
production release.

Consent means actively agreeing to be sexual with someone.
Sexual activity without consent is rape or sexual assault. The
idea of PoC is simple – both the client and the service provider
will have a HUSSY application open in their mobile phones.
After providing the service, the service provider will issue an
initial PoC in form of a QR code with her mobile phone and
signed by her private code. The client then scans this QR code
with his mobile phone a sign the PoC also with his private
key. The final PoC (signed by both the service provider and
the client) will be issued to the Blockchain and it serves as
a confirmation, that the meeting went well and that it was
volountary from both participants.

Fig. 4: Immutable Proof of Consent (PoC) stored on the
Blockchain. An initial PoC is issued and signed by the service
provider (SP). After signing of the PoC also by the client (C),
the final PoC is stored on the Blockchain.

D. Flexible fee schedule

Service providers can advertise their services in HUSSY
listing platform either for free or for an optional fee. However,
the higher the fee is chosen by the service provider, the more
often is the advertisement shown to the clients. Advertisements
without fee or only with very small fee will be shown on the
very end of the listings presented to the client. This flexible fee
schedule will give incentives to service providers to regularily
monitor the market in their geographic location and adapt the
prices accordingly.

In later phases of the project, there is a possibility to utilize
Machine Learning algorihms (statistical predictive analyisis)
in order to automatically adapt fees to near-optimal values in
accordance with the current demand, availability and prefered
number of clients per day.

E. Security deposits for clients

Some clients are reluctant to do the KYC verification.
Service providers may choose to accept a request only from
client that have locked a certain amount of tokens in a
smart contract. The security deposits provides incentives that
eliminate two types of unwanted clients through token burning
mechanism.

1) Time-wasters: These are clients clients that arrange a
meeting but never arrive. Before making a booking, clients
reserve a required booking deposit. In case the Proof of
Consent was not issued within 24 hours from the end of the
booking period, the service provider may burn the client’s
tokens locked in a smart contract. All unburned tokens locked
in smart contract are returned back to the client after 7 days.
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2) Abusive clients: These are clients clients that are violent,
drunk or behave inappropriately in some other way. In this
case, the service provider may report the client and immedi-
ately freeze his security deposit. If the client wants to unfreeze
the funds, he must submit the KYC verification and open a
dispute process and provide an explanation. Security deposit
of a non-ccoperative client will be burned. Since the security
deposit freezing is immediate, frequent abusing of this feature
by a service provider may lead to a permanent banning from
the platform.

III. TECHNICAL ANALYSIS

This section provide a detailed formal concept analysis of
different aspects of the HUSSY platform. An informal high-
level overview of this section is depicted in Figure 5.

A. Requirements analysis

Requirements analysis refers to the process of defining,
documenting and maintaining requirements in the technical
design of a system. Functional requirements capture the nature
of the interaction between component and its environment.
They are contrasted with non-functional requirements, that
restrict the types of solutions one might consider [12].

Functional requirements:

F.1 Access control

F.1.1 Authentication
F.1.2 Authorization

F.2 Listings management

F.2.1 Read
F.2.2 Update
F.2.3 Multimedia gallery management

F.2.3.1 Create
F.2.3.2 Read
F.2.3.3 Update
F.2.3.4 Delete

F.2.4 Submit or revoke listing

F.3 Reviews management

F.3.1 Create
F.3.2 Read
F.3.4 Delete

F.4 Profile management

F.4.1 CRUD
F.4.2 Submit KYC request
F.4.3 Submit STDs check request

F.5 Proof of Consent (PoC) management

F.5.1 Initial PoC issuance
F.5.2 Submit PoC request

F.6 Due diligence management

F.6.1 Issue certificate
F.6.2 Revoke certificate

Non-functional requirements:
NF.1 All publicly available data are stored in a decentral-

ized storage.
NF.2 End-user is able to effectively search in the data

without the need of downloading the whole database
from the distributed storage system.

NF.3 Listings platform is accessible and optimized to run
on a computer, a tablet and a mobile phone.

NF.4 Reviews of service providers can be written only by
clients that have issued a Proof of Consent with the
given service provider.

NF.5 End-user interface must flawlessly run even with very
slow or temporarily unavailable Internet connection.

B. Use-case analysis

Actors: There are two generic actors in the platform – the
system or an end-user. Actors in the HUSSY platform are
depicted in Figure 6.

Use-cases:
UC.1.* End-user can create a new wallet represented by a

mnemonic phrase stored in the device of the user.
Each user is identified by a pair of the private and
the public key, that can be deterministically gen-
erated from the mnemonic phrase. The mnemonic
phrase can be impored, exported or deleted from
the device. This use case is depicted in Figure 7
and covers the functional requirement F.1.

UC.2.* End-users can search among existing listings in the
system (in compliance with non-functional require-
ments NF.2 and N.3) and view multimedia galleries
(photos, videos, etc.). Service providers can update
the listings and manage their galleries (in compli-
ance with the non-functional requirement NF.1).
KYC-verified service providers can also request
for listing issuance or request for revokation of an
existing listing. The listings authority can decide
whether a given listing request will be accepted and
possibly issue a certificate confirming the request
acceptance. This use case is depicted in Figure 8
and covers functional requirements F.2 and F.6.

UC.3.* End-users can read reviews. Clients can write re-
views (in compliance with the non-functional re-
quirement NF.4) or delete their own reviews. There
should be a way for service providers to remove
or hide inappropriate or offensive reviews. This
use case is depicted in Figure 9 and covers the
functional requirement F.3.

UC.4.* End-users can submit KYC requests that are exam-
ined by the due dilligence authority and possibly
an acceptance certificate is issued. KYC-verified
service providers can submit STDs check request
that are examined by the due dilligence authority
and possibly an acceptance certificate is issued. All
acceptance certificates issued by the due diligence
authority should be revokable (i.e. in case a fraud
was detected). KYC-verified service providers can
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Fig. 5: Informal bird’s-eye overview of components in the HUSSY platform.

initialize a Proof of Consent (PoC) that can be
signed by the client who can subsequently submit a
PoC request to the due diligence authority. This use
case is depicted in Figure 10 and covers functional
requirements F.4, F.5 and F.6. Use cases UC.4.5
and UC.4.6 are internal and they are carried out
manually by human staff, hence they do not cover
any functional requirement.

C. Analysis of processes

This section describes a workflows of some stepwise ac-
tivities in the HUSSY platform that require some additional
explanation. We are using UML activity diagram notation for
describing processes and data flows.

Listing issuance: This process is depicted in Figure 11 and
goes as follows:

1) The service provider (SP) update the listing – writes
description, selects the offered services, updates the
multimedia gallery (photos and videos), sets the price
per hour and other details of the listing.

2) SP submits a request to publish the listing in the HUSSY
listing platform. During this step, SP is is asked to enter
an optional fee per hour of showing her listing in the
listing platform. The higher the fee is entered, the more
often will be the listing shown to clients.

3) SP opens a recurrent payment channel with the listings
authority (LA) and submits the listing.

4) LA decides according the balance in the wallet of SP:

a) If the balance is enough a listing certificate is
issued to the Blockchain.

b) If the balance is not enough, the listing certificate
is not issued.

5) All SP’s wallet balances are monitored in regular time
intervals. In case the balance is not enough for covering
the fee for extending the listing certificate, the certificate
revokation is executed by LA.

6) SP is notified about all issuances or revokations of her
listing certificates.

Submitting the Proof of Consent (PoC): This process is
depicted in Figure 12 and goes as follows:

1) The service provider (SP) and the client will arange a
meeting (this process is not depicted in Figure 12).

2) SP will issue an initial PoC. This PoC might be issued
in a form of QR code in her mobile phone.

3) The client (C) will receive the PoC and signs it with his
private key.

4) The PoC signed by both SP and C is then sent to the
due diligence authority.

5) The due diligence authority will issue a certificate to the
Blockchain.

6) Both SP and C are notified about the issuance of the
PoC certificate.

IV. TECHNICAL REALIZATION

The HUSSY infrastructure consists of two the decentral-
ized on-chain architecture with two inter-operating off-chain
services – the Due Diligence Authority (DDA) and the Listings
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System

Due diligence authority (DDA)

Listings authority (LA)

End-user

Service provider (SP)

KYC-verified SP

unverified SP

Client (C)

Fig. 6: Generalizations between actors in the HUSSY platform.

UC.1.1
Create wallet

UC.1.3
Remove wallet

UC.1.2
Import wallet

HUSSY platform

End-user

«extends»

«extends»

Fig. 7: Use cases UC.1.* are concerned with wallet and
identity management of end-users.

Authority (LA). An informal overview of the different parts of
the HUSSY platform is depicted in Figure 5. An overview
of what problems are different part of the platform solving is
listed in Table I.

A. On-chain (distributed services)

All publicly available data in HUSSY platform are stored
in a blockchain. By blockchain in this context, we understand

UC.2.8
Listing revokation

request

UC.2.6
Listing

revokation

UC.2.5
Listing issuance

LA

UC.2.2
View gallery

UC.2.4
Manage gallery

SP

UC.2.7
Listing issuance

request

KYC-verified SP

UC.2.1
Search listings

UC.2.3
Update my listing

HUSSY platform

End-user

«extends»

«extends» «extends»

«extends»

«includes»

«includes»

«includes»

Fig. 8: Use cases UC.2.* are primarily concerned with man-
aging of listings and issuing of listing certificates.

S P

C

UC.3.5
Delete review

UC.3.1
Read reviews

UC.3.4
Write review

UC.3.3
Moderation

UC.3.2
Reviewing

HUSSY platform

End-user

«extends»

«includes»

«includes»

«includes»

Fig. 9: Use cases UC.3.* are primarily concerned with reviews
management.

a distributed Merkele tree of chained blocks in which each
block contains a cryptographic hash of the prior block. We
use two blockchains in our implementation – the Ethereum
Blockchain (a consensus engine) and the IPFS (a distributed
file-system and hypermedia protocol).

Consensus engine: The foundation of the on-chain im-
plementation will be the public Ethereum Blockchain with
audited open source smart contracts enforcing the immutable
trust of the on-chain procedures. Smart contracts will be
written in Solidity programming language, externally audited
and in full compliance with Ethereum Improvement Proposals
(EIPs), acknowledged standards and best practices. Notably,
the utility tokens and their operation with wallets and services
will be compliant with the ERC20 and ERC223 [13], [14]



9

TABLE I: An overview of different part of the HUSSY platforms and what real-world problems are they solving.

Existing problem Our solution Technical realization
Human trafficking KYC certification Due diligence authority
Spreading of STDs Health certification Due diligence authority
Abusive clients Proof of Consent Due diligence authority
False rape accusations Proof of Consent Due diligence authority
Unfair advertising model Flexible fee schedule Listings platform
Technical limitations of dApps Indexing server Listings platform

C

DDA

KYC-verified SP

UC.4.7
Certificate
revokation

UC.4.5
STDs due duligence

UC.4.6
PoC request

UC.4.3
Initial PoC

UC.4.2
STDs check

request

UC.4.1
KYC request

UC.4.8
Certificate
issuance

UC.4.4
KYC due diligence

HUSSY platform

End-user

«includes»

«includes»

«includes»

«extends»

«includes»«extends»

«includes»«extends»

Fig. 10: Use cases UC.4.* are primarily concerned due dili-
gence (KYC compliance and STDs check verification), Proof
of Consent and certificate issuance.

Issue
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Fig. 11: The process of submitting a new listing by a service
provider to the listing authority.

standards. Commonly used smart contracts will adhere to the
ERC190 smart contract packaging specification [15].

Hypermedia protocol: All transactions sent to the Ethereum
Blockchain must be paid in gas. The cost of transaction
depends on the computational complexity of the procedure
in a smart contract and on data storage needed to finalize the
transaction. Storing data directly on the Ethereum Blockchain
is extremely expensive, hence we are storing them in an ex-
ternal content-addressable distributed file-system called IPFS

Certificate
notification

Certificate
notification

Issue
certificate

Submit PoCSign PoCIssue
initial PoC

Client Due diligence authoriyService provider

Fig. 12: The process of submitting new Proof of Consent that
is signed by both the service provider and the client.

[16]. Each object stored in the IPFS is identified by a hash.
When new data need to be stored, we first store them in form
of an IPFS object and only the hash referring to this object is
stored on the Ethereum Blockchain.

B. Off-chain (centralized services)

These services are not distributed on a blockchain, but
rather they run on 3rd party private centralized servers. There
are practical reasons for introducing off-chain services – to
solve technical problems of fully decentralized dApps (such as
ineffective searching in the stored data), to provide an authority
for certificate issuance by a human expert and to utilize fast
recurrent payments with cheap transaction fees. However, the
HUSSY architecture is carefully designed in a way, that allows
new independent providers and authorities to join the existing
infrastructure and use the data stored on the Blockchain.

Due Diligence Authority (DDA): This authority is an owner
of the due duligence smart contract. When an end-user send a
due diligence request (i.e. KYC verification or STDs check),
this request is manually examined by a human expert and
possibly a certification confirming the validity of the request
is stored on the server. The data send to the DDA (passport
selfies, private data, health checks, etc.) are stored privately on
a secured server – only a certificate of a validity of provided
data is issued to the blockchain. Since all data stored on the
Blockchain are immutable, a revokation mechanism is used
to invalidate already issued certificates in case of a fraud has
been detected.

Listings Authority (LA): This authority is an owner of
the listings smart contract. The LA toghether with the web
application (described in Section IV-C) is referred to as the
listings platform. There are three main functions that the LA
is responsible for:

• Payment mediation. A service provider (SP) that wants
to advertise her services in a listings platform chooses
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an optional advertising fee and opens a µRaiden [17]
payment channel with the LA. In regular time intervals,
a chosen amount of ERC20 tokens will be deducted from
SP’s deposit in the Raiden smart contract. After closing
the payment channel, the fee is settled with the LA and
transferred to the Ethereum wallet of the LA.

• Listing certificate issuance. Only advertisement with
valid listings certificate are shown in the listing platform.

• Indexing API. Although all the listings are publicly
stored on the Blockchain, searching and filtering through
the data is very ineffective for end-users. From this
reason, all data stored on the Blockchain are indexed and
monitored by the LA and provided for end-users in form
of an API. The final ordering of the listings result set
from the API is given by the fee chosen by the SP which
is the basis for creating a revenue.

C. Web application

Due to the nature of the HUSSY platform, we have decided
to provide the end-user interface in form of a web application
instead of native mobile application. The web application will
be optimized for running in a mobile browser in full compli-
ance with non-functional requirements NF.2, NF.3 and NF.5.
A local copy of the UI will be stored in the browser in form
of a ServiceWorker cache, hence most of the functionality will
be available even with unreliable Internet connection.

Progressive Web App (PWA): PWAs are web applications
that are regular web pages or websites, but can appear to the
user like traditional applications or native mobile applications.
The application type attempts to combine features offered
by most modern browsers with the benefits of a mobile
experience.

This type of application is installable into the mobile phone
of the user even without accessing the official app store.
This type of application is also auto-updated to the latest
version when the internet connection is available, even without
explicitely asking the user.

ServiceWorker API [18] provides a scriptable network
proxy in the web browser to manage HTTP requests program-
matically. ServiceWorkers lie between the network and device
to supply the content (Figure 13). They are capable of using
the cache mechanisms efficiently and allow error-free behavior
during offline periods.

Fig. 13: The process of submitting new Proof of Consent that
is signed by both the service provider and the client.

Material Design: Material Design [19] is a design language
that makes more liberal use of grid-based layouts, responsive
animations and transitions, padding, and depth effects such as

lighting and shadows. The main purpose of material design
is creation of new visual language that combines principles
of good design with technical and scientific innovation. We
utilize the material design approach for developing the web
app UI with a consistent user experience across all platforms.

V. BUSINESS PLAN

A. Market size
Providing sex services in exchange for money is a thriving

global industry. However, due to the unfavorable legislation
in some countries (more in Section I-B), only very unreliable
statistics are currently available. It is expected that there are
40-42 million sex workers all around the world [20] with
an annual global revenue of approximately $186 billion [21].
Unfortunatelly, big portion of this market consists of illegal
prostitution. In Appendix B, we provide the number of sex
workers in selected countries and annual revenues as estimated
by Havocscope research.

B. Adoption
The process of adoption over time is usually mathematically

modelled as a normal distribution of adopters (known as
Rogger’s bell curve). The adopters in different stages are
categorized as follows:

• innovators (2.5% of all adopters) – more educated, open
to new ideas, more prosperous and more risk-oriented

• early adopters (13.5% of all adopters) – community
leaders, less prosperous

• early majority (34% of all adopters) – more conservative
but open to new ideas, active in community and influence
to neighbours

• late majority (34% of all adopters) – less educated, fairly
conservative and less socially active

• laggards (16% of all adopters) – very conservative, has
small capital, not open to new ideas, least educated

C. Marketing strategy
The private and public token sale, as discussed in Section

VI-D, is primarily oriented only on innovators and risk-takers.
Our marketing strategy in this stage consists of paid adver-
tisement, participating on events (meetups, conferences, etc.),
PR and media outreach, community building or advertising in
catalogues and rating angencies.

Later stages (after the product launch) will be oriented
directly towards early clients, service providers and escorting
agencies. We reserve 3% of all issued utility tokens as a
give-away for early adoters (information on token distribution
in Section VI-C). More detailed information, analysis of
the target market, budgeting, competitors analysis, customers
analysis and other parts of the marketing strategy for this stage
are available on request.

D. Roadmap
A detailed roadmap is attached in Figure 14. Please note,

that we are applying an agile approach for the planning and
the development, hence the roadmap is preliminary and might
slightly change over time.
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Fig. 14: Preliminary roadmap

A three-years projection for HUSSY

2018 2019 2020

Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4

ITO
100% completeInitialization

100% completePromo website
100% completeWhitepaper

Milestone 1

18% completeBounty program
0% completePrivate token pre-sale

Milestone 2

0% completePublic token sale

MVP
0% completeSmart contracts

0% completeBug bounty
7% completePlatform development

Testnet deployment
Mainnet deployment

Market entry
0% completeTokens give-away

EU launch
Asia & America launch

10.000 active listings
30.000 active listings

VI. CROWDSALE

The launch of HUSSY is funded mostly through a crowd-
sourcing campaign. Crypto tokens that can be spent in HUSSY
infrastructure will be sold during this campaign.

A. Token information

ERC20-compliant contract has been deployed with the
following parameters:

Name: HUSSY
Symbol: HUS
Supply: 100,000,000
Decimals: 18
ENS: hussytoken.eth

B. Token utility

The token is used by service providers for paying of
advertising fees to the listing platform. Service providers are
competing against each other for clients by bidding fees they
are willing to pay per hour (in our whitepaper referred to as
flexible fee schedule). The token is not intended for mediating
payments between service providers and clients, which could
be classified as procuring (“pimping”) in many countries. The
token is not a share in the HUSSY OÜ company and does not
entitle the token holder to a portion of company’s profits.

C. Distribution of tokens
HUS tokens are distributed according to their intended use,

as shown in Table II.

TABLE II: Tokens distribution.

Intended use Amount
Private tokens sale 10 million HUS
Public tokens sale 50 million HUS
Treasury (reserve) 21 million HUS
Team members + advisory board 13 million HUS
Early adopters 3 million HUS
Bounty program 3 million HUS

D. Token sale
Crowdsale fundraising goals are given in terms of soft cap

(lower limit) and hard cap (upper limit). The crowdsale is
considered as successful once the soft cap has been reached.
In case of unsuccessful token sale, all funds collected during
the public sale are returned to backers. The token is sold in
two phases – private and public. HUSSY crowdsale has the
following fundraising goals:

Soft cap: $2,000,000
Hard cap: $20,000,000

Funds collected during the crowdsourcing campaign are
expected to be allocated as shown in Table III.

https://etherscan.io/address/hussytoken.eth
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TABLE III: Target allocation of funds.

Development 30%
Marketing 20%
Acquisitions and mergers 20%
Reserve 20%
Legal 5%
Administrative 5%

1) Private sale: This round is not open to the public
nor announced and only very limited amount of tokens are
reserved for private sale. There are more strict requirements
for participation and the investors are handpicked. Since
the MVP is still in development, tokens are considered as
securities (investments). Collected funds are used primarily for
developing of the MVP and marketing campaign in order to
successfully execute the public token sale. Privately negotiated
bonuses are offered during this phase. Private sale tokens are
not sold to US investors.

Amount of tokens sold in the private sale: 10,000,000 HUS
Minimal contribution: $5,000

2) Public sale: The MVP will be deployed at this stage
and the tokens can be spent directly in the HUSSY platform.
There are no special requirements for buying utility tokens
during the public sale. The tokens sold during the public sale
should not be considered as an investment, although the price
increase of HUS tokens after the public sale is likely to occur.
In case the soft cap is not reached during the public sale, the
crowdsale will be considered as failure and all tokens will be
returned to the backers.

Amount of tokens sold in the public sale: 50,000,000 HUS
Minimal contribution: $10
Price of 1 HUS in the public sale: $0.36
Public sale start date: 1.1.2019
Public sale end date: 31.1.2019

E. Experimental token valuation

Price of any asset is based on a discounting the future expec-
tations back to the present. The typical valuation framework
for equities such as Multiples or Discounted Cash Flow (DCF)
are not applicable to crypto assets due to completely different
set of fundamentals. In this section, the equation of exchange
will be used to estimate the token price instead of instead of
revenues, margins and profits.

J-Curve thesis: According to [22], cryptoasset’s price is
composed of two forms of value:

• Current Utility Value (CUV) which represents value
driven by utility and usage today.

• Discounted Expected Utility Value (DEUV) which
represents value driven by investment speculation.

When a utility token launches, its price is mostly driven
by DEUV and its speculative future value. After the initial
excitement vanishes, the DEUV starts to decline. However,
with an increasing product adoption and market maturation,
the CUV slowly increases at the exponential rate and starts
to dominate the token value. This starts a second speculative
wave, forming a J-Curve as illustrated in Figure 15.

time

va
lu

e

DEUV
CUV
token value

Fig. 15: Price projection of a fictional utility token over time
after the initial token offering (ITO). The price of the token
is composed of DEUV and CUV parts.

INET model: This model is derived from INET valuation
model proposed in [23], that tries to estimate the token value
using the Monetary Equation of Exchange given by:

M × V = P ×Q (1)

where M is the size of the asset base, V is the velocity of
the asset, P is the average price of the digital resource being
provisioned and Q is the quantity of this resource.

The asset velocity V in 1 is the average token frequency
spending per year. For instance, USD M1 velocity V ≈ 5.8
(near cash), meaning that each dollar changes its owner 5.8
times per year. Asset velocity of USD M2 (near cash + liquid
non-cash assets) or Bitcoin velocity are both V ≈ 1.5 [24].

Economists argue that a certain portion of assets are not
being used for transactions; instead, it they are held for the
convenience and security of having enough assets on hand.
This portion of assets is commonly represented as k and it
will be referred to as ”hodling rate”. It has been shown that
under certain assumptions [25], the asset velocity V can be
expressed as follows:

V = 1/k (2)

Following the Equation 1, the current utility value (CUV )
equals the projected monetary base (M ) in the future divided
by the number of tokens in circulation (at given time in future).
From Equation 2, we have:

CUV =
k × P ×Q

N
(3)

where N is the total number of tokens in circulation and k
is the hodling rate.

Finally, we discount the current utility value of the token at
time t in order to derive a the discounted present value of the
token (DPV):

DPV =
CUVt
(1 + r)t

(4)
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where CUVt is the current utility value at time t and
r is the discount rate. An appropriate discount rate can be
calculated with methods such as Weighted Average Cost of
Capital (WACC) [26] or Capital Asset Pricing Model (CAPM)
[27].

It is important to note, that this valuation method is useful
only as an illustration rather than a practical tool to make
reliable investment decisions. The assumptions that have to
be made before calculating the estimation might affect the
final DPV greatly. In Appendix D we provide several sam-
ple DPV estimations to demonstrate the differences in DPV
depending on the given initial assumptions. We provide a
calculator to estimate DPV based on different assumptions:
http://bit.ly/2DjFy4G.

F. Social media

If you want to learn more or have any additional questions,
feel free to follow us on social media. These are our official
social media channels:

• Twitter https://twitter.com/hussy io
• Facebook https://fb.me/hussy.io
• Reddit https://www.reddit.com/r/hussyio/
• Telegram https://t.me/hussy io
• Medium https://medium.com/hussy-io
• Instagram https://www.instagram.com/hussy.io/
• Linkedin https://www.linkedin.com/company/hussy/
• GitHub https://github.com/hussy-io
For private enquiries, you can reach us at info@hussy.io.

G. Frequently Asked Questions (FAQ)

Is HUSSY open-source?: Yes, HUSSY platform is fully
open-source. The source code of the listings platform and due
diligence authority will be available on our public GitHub
repository. We warmly welcome 3rd parties to modify the
existing source code, join the existing distributed infrastructure
and deploy their own platforms.

What will be the price of the HUS token during the ITO?:
Exact token price will be determined after the end of private
token pre-sale (see the roadmap in Section V-D).

What will happen if soft-cap is not reached during the
ITO?: There will be considered as a failure of this project. All
investments will be returned back to the investors immediately
after the ITO.

What are the conditions of the private pre-sale?: Tokens
offered in private pre-sale are sold with much higher bonuses
compared to the tokens sold during the ITO.

However, buying tokens in private pre-sale includes a
substantial risk and is intended only for experienced and
well-informed investors. Pre-sale investments are immediately
spend in marketing campaigns, for attending conferences and
developing of the MVP. From this reason, tokens sold during
the private pre-sale are not returned in case of the project
failure (when the soft-cap is not reached).

Exact price and conditions are negotiated on an individ-
ual case-by-case basis. For more information, contact us on
info@hussy.io.

What will happen to tokens not sold during the ITO?:
All remaining tokens that were intended for the public sale
but were not sold will be burned immediately after the ITO.

I’m interested in HUSSY platform, can I join your team?:
We are always looking for experienced software developers
and business development experts. Please send us your motiva-
tion letter and a link to your LinkedIn profile to info@hussy.io.

H. Final note

All investing involves risk (i.e. degree of uncertainty and/or
potential financial loss inherent in an investment decision). In
general, as investment risks rise, investors seek higher returns
to compensate themselves for taking such risks. Obtain as
much information as possible about HUSSY before making
the investment decision.

VII. COMPANY INFORMATION

A. Impressum

HUSSY OÜ is a private limited company (osauühing)
registered in commercial register card No. 1 in Tartu
County Court Registration Department under registry code
14472910. Address: Harju maakond, Kuusalu vald, Pudisoo
küla, Männimäe, 74626, Estonia. Phone: +43 670 6023060.
Website: www.hussy.io.
Contact person is Nordic Consult OÜ, registry code 11282740,
with address Harju maakond, Tallinn, Kesklinna linnaosa,
Kiriku tn 6, 10130, Estonia.

http://bit.ly/2DjFy4G
https://twitter.com/hussy_io
https://fb.me/hussy.io
https://www.reddit.com/r/hussyio/
https://t.me/hussy_io
https://medium.com/hussy-io
https://www.instagram.com/hussy.io/
https://www.linkedin.com/company/hussy/
https://github.com/hussy-io
info@hussy.io
info@hussy.io
info@hussy.io
https://hussy.io
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B. Core team

Peter Tulala – founder & soft-
ware engineer. Entrepreneurial
and scientific spirit from an early
age. He founded his first company
at the age of 16. Strong back-
ground in artificial intelligence
and full-stack web development.
During his career, he participated
as a data warehousing and AI
expert in many research projects

in areas of epileptogenic biomarkers analysis, heliophysics,
satellite signal processing or semiconductor industry. His
leadership skills have been shaped by volunteering in two
international organiations – IAESTE and ESN. The passion for
the Blockchain technology led him to explore new practical
use cases that have a potential to change the life of people for
better.

Mina Vucinic – marketing
manager. Experienced Project
Manager for PRINCE2, Agile
and Scrum certifications with a
demonstrated history of working
in the management consulting
industry. Involved in Crypto
world since 2016. Marketing
specialist for several ICOs and
Hedge Funds providing strategic

business consulting, brand management, and marketing
strategy dedicated to inspiring the entrepreneurial spirit and
bringing business dreams to life. Strong program and project
management professional with a Bachelors Degree focused
in Marketing/Management.

Antonio Campos – full-stack
engineer. I am an experienced
Software Engineer who is pas-
sionate about creating software
that delivers value to customers
in small and rapid increments. I
seek to fully understand a prob-
lem and business needs before
implementing a solution. I follow
practices such as test-driven de-

velopment, pair-programming, agile and scrum. I write code
that is fully unit-tested, readable, and highly extensible. I am
self-motivated, creative, and resourceful with a demonstrated
ability to function as a leader and team member. I have an
analytical and business-oriented mind with excellent commu-
nication skills and a recognized ability to translate business
needs into software solutions.

Natasha Ivanovic – content
writer. Junior Forensic Psycholo-
gist with a master’s degree in In-
vestigative and Legal Psychology
from the United Nations Crime
and Justice Research Institute.
I’m interested in cryptocurrencies
and educating the public about
this topic.

Thomas Bolleyer – commu-
nity manager. Organizer of sev-
eral crypto events and meetups
in DACH region (Germany, Aus-
tria, Switzerland). Native German
language speaker. Crypto trader
and enthusiast experienced with
community mangagement, social
networks and networking.

Lenzie Santillan – bounty
program manager. A Registered
Medical Technologist, a
researcher and a crypto-
enthusiast. She has been working
with different cryptocurrency for
almost a year focusing on trading,
promotional services, campaign
management, translation services
and community management.

C. Advisory board

Jonathan Dunsmoor – US se-
curities attorney. Jonathan’s prac-
tice helps businesses of all sizes
grow whether it is from inception
to a DPO (Direct Public Offer-
ing). We are here to provide you
and your company with excep-
tional legal service in one of the
most trying times of your busi-
ness; growth. Additionally, Dun-

smoor Law also helps clients with contract disputes, em-
ployer/employee agreements, and various other business mat-
ters. Jonathan’s prior experience includes being of counsel
for a small, international securities firm and various areas
of public interest law including a legal fellowship with the
American Civil Liberties Union of Pennsylvania. Dunsmoor
Law represents clients throughout the world regardless of size.
Experienced Advisor with a demonstrated history of working
in the law practice industry. Skilled in Investor Relations,
Securities, Legal Writing, Trials, and Mergers & Acquisitions.
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Strong professional with a Master of Laws focused in Criminal
Law from State University of New York at Buffalo – Law
School.

John D. Allen – Blockchain
consultant. C-level experience
with founders and peer-level
higher abstract decision
makers for various Blockchain
architected ventures that exhibit
high integrity of purpose.
Particular skilled on consulting
on the semantics of heavy chain
technology for new ventures

and industrial use cases, from the implementation level
of granularity to the high level impacts to the business
model core and use-case “value creation” implications that
the technology releases. Since 1998, owner of Leveridge
Systems INC, a full range consulting hroup for broad range
of stacks through time, presently with a high focus on the
Ethereum, Cardano and Burrow heavy blockchains. Prior
contract consulting work for Hitachi America - Budget
Forecast Projects, Kaiser Permanente - Medicare-Risk
Projects, Lockheed Martin Aerospace - BoM systems for
US DoD Dept, Mazda Motors of America - IT Supply side
systems for the then new intended Amati Luxury car channel.
Upon graduation in 1990, joined James Martin Associates
in London (Texas Instruments), consulting on the technical
nature of the 3GL Code generator suite called the IEF, from
meta meta model core to platforms to client toolsets. Honors
Degree in Data Processing, received from the University of
Sunderland, England.

James Kupka – business
growth expert I’m an analytical
marketer with deep experience
in digital demand generation. I
have 19 years entrepreneurial
experience with strategic design
and tactical delivery in both
B2B and B2C environments.
I’m a lover of startup culture
where delivery is critical. My

history starts in the Systems Engineering group at Netscape
Communications Corp, and has gone on to include CTO,
CMO, and CCO (“communications”) roles. I’m currently
engaged to whip and drive digital demand for Prophix.com.
At a higher, more strategic level, I’ve experience building
account-based B2B marketing operations and omnichannel-
enabled ecommerce (B2C) operations. I prefer an adtech
stack centered on eloqua, salesforce, wpengine, optimizely,
ahrefs, buzzstream, and adstage. KPIs defined and stages
managed on a modified Sirius Decisions “Demand Waterfall”
model.

Jan Dudek – adult industry
expert. Expert on the adult mar-
keting and media. After the high
school I founded the first on-
line erotic magazine in Czech
Republic XCZECH.cz. Working
in the art industry as photogra-
pher and videographer for sev-
eral years. Co-founded the most

visited czech hardware news online magazine PCtuning.cz.
Founder of the biggest Czech highschool photo agency -
fotkynatablo.cz and co-founded prestige wedding photography
agency bilacerna.cz. My current main interest is the CEO role
at a pornnography start-up RedPudding s.r.o disrupting the
classic porn business model.
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APPENDIX A
GLOSSARY

AIDS Acquired Immune Deficiency Syndrome
API Application Programming Interface
C Client (actor)
CUV Current Utility Value
CRUD Create, read, update and delete
DACH Region of Germany, Austria and Switzerland
DCF Discounted Cash Flow
DDA Due Diligence Authority (actor or off-chain service)
DEUV Discounted Expected Utility Value
EIP Ethereum Improvement Proposal
ERC Ethereum Request for Comments
FAQ Frequently Asked Questions
HIV Human Immunodeficiency Virus
HPV Human Papilloma Virus
IPFS InterPlanetary File System
ITO Initial Token Offering
HTTP Hypertext Transfer Protocol
KYC Know Your Customer
LA Listings Authority (actor or off-chain service)
PoC Proof of Consent
PPM Percent Penetration of the Market
PWA Progressive Web App
SP Service Provider (actor)
STD Sexually Transmitted Disease
TTM Total Addresable Market
UI User Interface
UML Unified Modeling Language

APPENDIX B
HAVOCSCOPE RESEARCH STATISTICS

TABLE IV: Annual revenue and number of sex workers in selected countries. Source: [21].

Country # sex workers Annual revenue
China 5 million $73 billion
Spain $26.5 billion
Japan $24 billion
Germany 400,000 $18 billion
United States 1 million $14.6 billion
South Korea 147,000 $12 billion
India 3 million $8.4 billion
Thailand 250,000 $6.4 billion
Philippines 800,000 $6 billion
Turkey 118,000 $4 billion
Switzerland 20,000 $3.5 billion
Indonesia $2.25 billion
Ukraine 67,500 $1.5 billion
Bulgaria $1.3 billion
United Kingdom 58,000 $1 billion
Hungary $1 billion
Netherlands 7,000 $800 million
Italy $600 million
Cambodia 70,000 $511 million
Israel 17,500 $800 million
Ireland 1,000 $800 million
Czech Republic $800 million
Jamaica $800 million
Australia $800 million
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APPENDIX C
COVERAGE OF FUNCTIONAL REQUIREMENTS BY USE CASES

TABLE V: Functional requrements (rows) are covered by use cases (columns). Use cases UC.4.4 and UC.4.5 are internally
carried out by human staff, hence they do not cover any functional requrement.

UC
.1.

1
UC

.1.
2

UC
.1.

3
UC

.2.
1

UC
.2.

2
UC

.2.
3

UC
.2.

4
UC

.2.
5

UC
.2.

6
UC

.2.
7

UC
.2.

8
UC

.3.
1

UC
.3.

2
UC

.3.
3

UC
.3.

4
UC

.3.
5

UC
.4.

1
UC

.4.
2

UC
.4.

3
UC

.4.
4

UC
.4.

5
UC

.4.
6

UC
.4.

7
UC

.4.
8

F.1.1 X X X
F.1.2 X X X

F.2.1 X
F.2.2 X
F.2.3.1 X
F.2.3.2 X
F.2.3.3 X
F.2.3.4 X
F.2.4 X X

F.3.1 X X
F.3.2 X
F.3.3 X X X

F.4.1 X X X
F.4.2 X
F.4.3 X

F.5.1 X
F.5.2 X

F.6.1 X
F.6.2 X
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APPENDIX D
SAMPLE TOKEN VALUATIONS

TABLE VI: Dicounted Present Value (DPV) of the utility token with different initial assumptions. The following implicit
assumption were made across all estimates: total addressable percentage of service providers = 70%, discount rate = 30%, take
over time = 15 years.

Listing cost per month (P/12) Initial “hodling rate” (k) ∆k per year Max. market saturation Discounted Present Value (DPV)
$ 50 70% -2% 5% $ 0.174

$ 100 70% -2% 5% $ 0.348
$ 150 70% -2% 5% $ 0.522
$ 200 70% -2% 5% $ 0.696

$ 50 70% -1% 5% $ 0.192
$ 100 70% -1% 5% $ 0.384
$ 150 70% -1% 5% $ 0.576
$ 200 70% -1% 5% $ 0.768

$ 50 80% -2% 5% $ 0.199
$ 100 80% -2% 5% $ 0.398
$ 150 80% -2% 5% $ 0.597
$ 200 80% -2% 5% $ 0.796

$ 50 80% -1% 5% $ 0.220
$ 100 80% -1% 5% $ 0.439
$ 150 80% -1% 5% $ 0.659
$ 200 80% -1% 5% $ 0.878

$ 50 90% -2% 5% $ 0.224
$ 100 90% -2% 5% $ 0.448
$ 150 90% -2% 5% $ 0.671
$ 200 90% -2% 5% $ 0.895

$ 50 90% -1% 5% $ 0.247
$ 100 90% -1% 5% $ 0.494
$ 150 90% -1% 5% $ 0.741
$ 200 90% -1% 5% $ 0.988

$ 50 70% -2% 10% $ 0.348
$ 100 70% -2% 10% $ 0.696
$ 150 70% -2% 10% $ 1.044
$ 200 70% -2% 10% $ 1.392

$ 50 70% -1% 10% $ 0.384
$ 100 70% -1% 10% $ 0.768
$ 150 70% -1% 10% $ 1.152
$ 200 70% -1% 10% $ 1.537

$ 50 80% -2% 10% $ 0.398
$ 100 80% -2% 10% $ 0.796
$ 150 80% -2% 10% $ 1.194
$ 200 80% -2% 10% $ 1.591

$ 50 80% -1% 10% $ 0.439
$ 100 80% -1% 10% $ 0.878
$ 150 80% -1% 10% $ 1.317
$ 200 80% -1% 10% $ 1.756

$ 50 90% -2% 10% $ 0.448
$ 100 90% -2% 10% $ 0.895
$ 150 90% -2% 10% $ 1.343
$ 200 90% -2% 10% $ 1.790

$ 50 90% -1% 10% $ 0.494
$ 100 90% -1% 10% $ 0.988
$ 150 90% -1% 10% $ 1.482
$ 200 90% -1% 10% $ 1.976

We provide a calculator that have been used to estimate values in Table VI: http://bit.ly/2DjFy4G.

http://bit.ly/2DjFy4G


A Securities Law Framework for Blockchain Tokens
To estimate how likely a particular blockchain token is be a security under US federal securities law
Refer to: full legal analysis

Instructions
Step 1: Copy to a new google sheet (File > Make a copy) or download as .xls
Step 2: Review each characteristic and determine whether or not it applies to the token
Step 3: Select Y or N for each characteristic from the drop down menu
Step 4: Review results at the bottom of this page

Element 1: Investment of Money

Is there an investment of money?
Characteristic Points Explanation Examples Y or N
There is no crowdsale. 
New tokens are given 
away for free, or are 
earned through mining 

0 Tokens which are not sold for value do not involve 
an investment of money. 

For example, if all tokens are distributed for free, or 
are only produced through mining, then there is no 
sale for value. 

There was never any token sale for Bitcoin. The only 
way to acquire new bitcoin is via mining. 

A token which is randomly distributed for free N

Tokens are sold for value 
(crowdsale)

100 Tokens which are sold in a crowdsale, at any time, 
regardless of whether sold for fiat or digital currency 
(or anything else of value) involve an investment of 
money

A token which is sold for bitcoin in a crowdsale. 

A token which is sold for ether in a crowdsale. Y

Total for Element 1 100

Element 2: Common Enterprise

What is the timing of the sale?
Characteristic Points Explanation Examples Y or N
Pre-deployment 70 A sale of tokens before any code has been deployed 

on a blockchain is more likely to result in a common 
enterprise where the profits arise from the efforts of 
others. This is because the buyers are completely 
dependent on the actions of the developers, and the 
buyers cannot actually participate in the network 
until a later time.

A developer has an idea for a new protocol, writes a 
white paper and does a crowdsale.

N

The protocol is operational 
on a test network

60 If there is a functioning network there is less likely 
there is to be a common enterprise where the profits 
arisef rom the efforts of others. The closer the sale 
is to launch of the network, the less likley there is to 
be a common enterprise.

A developer has an idea for a new protocol, writes a 
white paper and deploys a working test network 
before doing a crowdsale.

Y

Live network is operational 50 If the token is sold once there is an operational 
network using the token, or sold immediately before 
the network goes live, it is again less likely to result 
in a common enterprise

The crowdsale is done at the same time the network 
is launched. N

What do token holders have to do in order to get economic benefits from the network?
Characteristic Points Explanation Examples Y or N
All token holders will 
always receive the same 
returns

25 If returns are paid to all token holders equally (or in 
proportion to their token holdings) regardless of any 
action on the part of the token holder, then their 
interests are more likely aligned in a common 
enterprise

‘HodlToken’ holders are automatically paid an 
amount of ETH each week, based on fees 
generated by other users of the network 

‘FoldToken’ does not pay any return, and there is no 
way to earn more tokens within the network (but 
they can be bought, sold or traded)

Y

There is a possibility of 
varying returns between 
token holders, based on 
their participation or use of 
the network

-20 If token holders’ returns depend on their own efforts, 
and can vary depending on the amount of effort they 
each put in, then there is less likely to be a common 
enterprise

‘CloudToken’ holders can earn more tokens by 
providing data storage on the network, or can spend 
tokens to access data storage. Holders who do not 
provide data storage do not earn any more tokens. N

Total for Element 2 85
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Element 3: Expectation of Profit

What function does the token have?
Characteristic Points Explanation Examples Y or N
Ownership or equity 
interest in a legal entity, 
including a general 
partnership

100 Tokens which give, or purport to give, traditional 
equity, debt or other investor rights are almost 
certainly securities. 

If one or more of these characteristics apply, 
the token is almost certainly a security, 
notwithstanding the results of the other 
elements

A developer releases and sells 100 ‘BakerShares’ 
tokens. Each token entitles the holder to 1 share in 
Baker, Inc. 

A developer releases and sells 100 ‘BakerProfit’ 
tokens. Each token entitles the holder to 1% of the 
profits of Baker, Inc. for the next year. 

A developer releases and sells 100 ‘BakerDebt’ 
tokens. Each token entitles the holder to principal 
and interest repayments based on the initial token 
sale price. 

N

Entitlement to a share of 
profits and/or losses, or 
assets and/or liabilities

100

N

Gives holder status as a 
creditor or lender

100
N

A claim in bankruptcy as 
equity interest holder or 
creditor

100
N

A right to repayment of 
purchase price and/or 
payment of interest

100
N

No function other than 
mere existence

100 A token which does not have any real function, or is 
used in a network with no real function, is very likely 
to be bought with an expectation of profit from the 
efforts of others, because no real use or 
participation by token holders is possible. 

Voting rights alone do not constitute real 
functionality.

A developer releases and sells 100,000 ‘SocialCoin’ 
tokens to fund the development of a new Social 
Network. However, SocialCoin is not required to 
access the network and has no real function after 
the sale. N

Specific functionality that 
is only available to token 
holders

0 A token which has a specific function that is only 
available to token holders is more likely to be 
purchased in order to access that function and less 
likely to be purchased with an expectation of profit.

'CloudToken’ is the only way to access and use a 
decentralized file storage network.

Y

Does the holder rely on manual, off-blockchain action to realize the benefit of the token?
Characteristic Points Explanation Examples Y or N
Manual action is required 
outside of the network 
(e.g. off-blockchain) in 
order for the holder to get 
the benefit of the token

80 A token whose value depends on someone taking 
specific manual action outside of the network means 
that the token is not functional in and of itself. 
Instead, the token relies on a level of trust in a third 
party taking action off-blockchain. This sort of token 
is more likely to be bought for speculation - i.e. the 
expectation of profits.

A developer releases and sells ‘FreightCoin’, which 
will allow the holder to pay FreightCoin to access 
capacity on a new real-world freight network. The 
network relies on legal contractual relationships and 
manual actions. (This alone does not make 
FreightCoin a security)

N

All functionality is inherent 
in the token and occurs 
programmatically

0 A token which is built with all the necessary 
technical permissions means that the token holder 
does not rely on manual actions of any third party. 
This means that the buyers are more likely to 
purchase the token for use rather than with the 
expectation of profit from the efforts of others.

Holders of ‘SongVoteToken’ can sign transactions on 
the network as votes for their favorite new songs 
and earn rewards for doing so.

Y

What is the timing of the sale?
Characteristic Points Explanation Examples Y or N
Pre-deployment 20 A sale of tokens before any code has been deployed 

on a blockchain is more likely to result in buyers 
purchasing for speculative reasons with the 
expectation of profit, rather than practical use cases.

A developer has an idea for a new protocol, writes a 
white paper and does a crowdsale.

N

The protocol is operational 
on a test network

10 If the sale occurs after code has been deployed and 
tested, the token is closer to being able to be used

A developer has an idea for a new protocol, writes a 
white paper and develops a working test network 
before doing a crowdsale.

Y

Live network is operational 0 If the token is sold once there is an operational 
network using the token, or immediately before the 
network goes live, it is more likely to be purchased 
with the intention of use rather than profit.

The live network is launched before the crowdsale.

N
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Can the token holders exercise real and significant control via voting?
Characteristic Points Explanation Examples Y or N
Token holders as a whole 
are able to control the 
development team’s 
access to funds

-20 If the collective approval of token holders is required 
in order for the development team to access the 
funds raised in the crowdsale, then any value 
realized by the token holders is more closely tied to 
their own decisions, and less reliant on the efforts of 
others. 

A development team sells 100,000 Tokens for a total 
of 100,000 ETH. 

50,000 ETH will be released from the token contract 
to the development team immediately, but the 
remainder is only released once milestones are met, 
which requires approval of a majority of the token 
holders each time. If the milestones are never met, 
the remaining ETH will be returned to the token 
holders.

N

Token holders as a whole 
are able to vote on 
significant decisions for 
the protocol

-10 If the collective approval of token holders is required 
in order to make significant changes to the protocol, 
then any value realized by the token holders is more 
closely tied to their own decisions, and less reliant 
on the efforts of others. 

Changes to the protocol require a vote by token 
holders.

N

Note: Voting rights must be in addition to functionality. A token with voting rights alone and no other real functionality is very likely to satisfy element 3

How is the token sale marketed?
Characteristic Points Explanation Examples Y or N
Marketed as an 'Initial 
Coin Offering' or similar

50 It is not possible to prevent some buyers from 
buying a token purely for speculation. However, 
marketing the token as an investment leads buyers 
to believe they can profit from holding or trading the 
token, rather than from using the token in the 
network. 

Using terms like 'Initial Coin Offering' or 'ICO', and 
investment-related language like ‘returns’ and 
‘profits’ encourages buyers to buy a token for 
speculation, rather than use.

‘ProfitCoin’ includes potential of ‘high ROI’ and 
‘investor profits’ in its marketing material. 

Y

Marketed as a Token Sale 0 Marketed as a sale of tokens which give the right to 
access and use the network N

There is no economic 
return possible from using 
the network

-100 If there is genuinely no economic return possible for 
the token holders, then there is unlikely to be a 
common enterprise. This will be rare.

Backers contribute to a cause and receive a ‘thank 
you’ token which has no economic value.

N

Results
Guide Your results

Total Points How likely is the element to be satisfied?

0 or less Very unlikely Total for Element 1 100

1 - 33 Unlikely Total for Element 2 85

34 - 66 Equally likely and unlikely Total for Element 3 60

67 - 99 Likely

100 or more Very likely Overall Risk Score 60

A token will only be a security if it satisfies all three elements. The higher the point score for each element, the more likely the element is to be satisfied. 

For many blockchain tokens, the first two elements of the Howey test are likely to be met. The third element has the most variables and the most different 
outcomes depending on the characteristics of the particular token.

Important notes
Please remember that this methodology produces nothing more than an estimate.  The Overall Risk Score and the categories of likelihood are a guide only.  

The Howey test has not yet been directly applied by the courts to any digital currency or blockchain token. The Howey test as applied by the courts does not involve any 
points-based calculation. The points system is intended as a guide - to highlight the characteristics of a token which are relevant to the securities law analysis.  

Last updated December 7, 2016

This work is licensed under a Creative Commons Attribution-ShareAlike 4.0 International License.
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