
e-Indigenous Nation Whitepaper
KINWA Token

A Blockchain-based Tourism and 
Community Economy for Indigenous People

Version:  IDGO.WHITEPAPER_V1 
Date:  March 26, 2018

This White Paper is for reference only. It shall not be used for soliciting the sales of the shares or securities issued by 

e-Indigenous Nation or its subsidiaries. Contracts of such sales are subject to confidential offering memorandum and applicable 

security laws and regulations. e-Indigenous Nation reserves the full rights to revise or update this White Paper. This White Paper 

is only available in English. All translation versions are for reference only; none of them is certified by e-indigenous Nation. The 

English version shall prevail if there is any inconsistency between the English version and other translation versions.



Poverty1, environmental issues2, social issues3 4 and discrimination5 6 are widespread 

among indigenous communities. Their lands are hidden gem that masses yearn to 

visit and yet the revenue from tourists is mostly taken away from them7. Solutions 

are obvious: Self-governance, social finance, control over their tourism industry 

and identity acknowledgement. In spite of knowing this, indigenous leaders are 

mostly powerless. The tools available in finance are too expensive or simply 

inaccessible. In other fields than finance, they always play against centralized 

powers that doesn’t even allow them to take the first step. 

e-Indigenous Nation Project (IDGO) will provide blockchain tools that will be owned 

by the indigenous communities to help solving all of those issues permanently.

Based on the Ethereum technology, IDGO will issue KINWA Token to create a 

global indigenous economy on the blockchain. IDGO developed a blockchain tools 

kit specific for indigenous communities. This allows each community to issue their 

unique tokens to be used by their members, tourists and businesses. The KINWA 

Token Participants will be rewarded with community tokens to be spent in 

indigenous communities. For indigenous communities, IDGO blockchain tools will 

provide identity services, tourism incitatives and social finance. With IDGO, part of 

the generated revenues from tourism belongs to the whole indigenous community 

for environment protection, education and cultural continuity. KINWA Tokens 

support the sustainable development of the indigenous economy while benefiting 

the token holder as the communities grow.

Problems & Solutions Summary

1 https://blogs.worldbank.org/voices/poverty-and-exclusion-among-indigenous-peoples-global-evidence
2 https://www.un.org/development/desa/indigenouspeoples/mandated-areas1/environment.html
3 http://www.huffingtonpost.ca/jody-wilsonraybould/social-issues-

  indigenous-communities_b_10964396.html
4 http://www.un.org/en/development/desa/news/social/indigenous-peoples-of-asia.html
5 http://www.ohchr.org/EN/Issues/Discrimination/Pages/discrimination_indigenous.aspx
6 https://www.pmc.gov.au/sites/default/files/publications/indi

  genous/Health-Performance-Framework-2014/aboriginal-and-torres-strait-islander-

  health-performance-framework-2014-report/racism-and.html
7 http://siteresources.worldbank.org/INTLACREGTOPURBDEV/Resources/EnBreve144.pdf
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Issue of indigenous digital ID cards and 

tourist passports:

consolidate the support from individuals 

and businesses who value an indigenous 

culture/location.

Apply e-Identity, an essential 

RegTech (Regulation 

Technology), to various 

economic activities.

By applying the blockchain technology, 

communities are able to issue 

exclusive tokens within individual 

community. Community tokens can be 

used in tourism and trading activities.  

Part of the revenue will be directed to 

environment protection, education and 

indigenous cultural continuity.

Community tokens have already 

been proved effective, and 

welcomed by many community 

residents. The blockchain 

technology can further increase 

the possibilities and applications 

of community tokens.

Various tools of social finance can be 

derived from the combination of the 

smart contract technology and 

community tokens. IDGO’s first priority 

is to provide tools for smart wallet and 

decentralized credit system.

Blockchain social finance is 

independent from the 

conventional banking system. It 

has features of low cost and 

high efficiency: it is conducive 

to the community autonomy and 

development. Using financial 

technology as a substitute to 

the banking system has now 

become a major trend.

Starting with indigenous tourism, IDGO aims to expand the services to communities across the 

globe. IDGO is not a centralized system; rather, it is a blockchain platform with a set of 

software tools. With simply downloading the software and receiving basic training, the 

community can easily develop an autonomous financial system. IDGO will start the project on 

Orchid Island of Taiwan and share the developer’s and users’ experiences publicly.

e-Identity

Community
Token

Social Finance

Key Features

Future Development

Factors of Success

The Key Features and Success Factors of IDGO
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KINWA Token

Participant

e-Identity

Community Token

The utility token issued by IDGO. “Kinwa” is a South American 

dialect word for “Quinoa”. KINWA Token is named in anticipation 

of bringing prosperity to the Participants and indigenous people8.

KINWA Tokens holders

Digital Identity Cards or Digital Passports using blockchain 

technology. e-Identity enables indigenous people, individuals and 

businesses supporting indigenous culture to obtain a 

self-sovereign identity in the digital world. It strengthens the link 

between each community and their supporters and expand the 

community’s influence.

A general term for each unique token release in every indigenous 

communities participants. It’s a decentralized cryptocurrency 

based on the blockchain technology. It can be used by each 

community and companies who sign up for this Project.

Community Token 
Trading Platform

A platform for purchasing community tokens with fiat money or 

trading community tokens with ETH.

Community Alliance The alliance is in charge of the assessment of each application 

filed by communities. DTCO will play this role at the initial stage.  

Community delegates shall be appointed to join the alliance in the 

future.

Community 
Verification Entity

Entities which are approved by the Community Alliance and have 

obtained the e-Identity or authorized store status.

Definitions

8 “Kinwa” is a South American dialect word for “Quinoa”, meaning harvest.

Digital Idendity Card Registration applicants will be certified by each Community 

Verification Entity, it will issue the Digital Idendity Cards to 

applicants once approved.

v



Smart Wallet

Social Finance

Decentralized 
Autonomous 

Organization，DAO

Dowriq Utux Rudan

Provide users with the information on the balance of ETH and 

other community tokens in their accounts. Also offers services of 

currency/token exchange and payment management.

A community financial service based on the smart contract 

technology such as decentralized credit system using community 

tokens. It aims to satisfy the needs of short-term loans and allow 

the Participants and holders of extra tokens to earn interests. 

Other social finance services will be added based on the 

indigenous communities needs.

An organization which operates automatically based on a smart 

contract rules to reduce human interference and errors. This 

project will mainly use DAO for the conversion between ETH and 

community tokens to ensure that the issuance of the community 

tokens is impartial and fair.

A 2-way peg (2WP) conversion and verification technology based 

on the integration of Ethereum public chain and side chain to 

ensure a constant ratio between the amount of community tokens 

and the reserve of ETH. It is available for auditing by any third 

party at any time9.

Authorized Store Stores (including enterprises, retailers, B&Bs, travel agencies, 

event organizers, etc.) signing up for this project to support the 

sustainable development of an indigenous community or to 

increase their indigenous-sensible customers.

Digital Passport Non-indigenous individuals can apply for this Digital Passport to 

demonstrate their support to an indigenous community with the 

benefit of discounts at authorized stores.

9 “Dowriq Utux Rudan” is a term used by Atayal people, meaning ancestors’ gaze. It has an expression of reminding and 

warning. We use this term to indicate that the operation structure has to be public, transparent, and subject to scrutiny.
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There are many indigenous communities in the world. Their harmonious relationship 

with the nature and cultural heritage attract tourists from all over the world. Tourism is 

an important income source for indigenous communities.

However, traditional financial services, e.g. currency exchanges, facility setup, etc., are 

usually beyond the reach of indigenous communities due to high cost. The lack of 

financial services has limited the development in many indigenous communities. 

Meanwhile, the labours and capitals brought into the communities by outsiders have 

caused negative impacts on the environment, traditional culture, lifestyle, job 

opportunities and economic autonomy of indigenous peoples. Therefore, indigenous 

communities are urgently in need of a new financial technology to keep wealth within 

their communities and maintain the economic momentum.

According to the “Transforming Our World: the 2030 Agenda for Sustainable 

Development”10 published by the United Nations in September 2015, the UN’s mission 

for 2030 is to help indigenous people to secure land and other factors of production, 

obtain technical knowledge, access financial services and increase job opportunities in 

value-added non-agricultural markets. We believe that indigenous cultures play an 

important role in creating a sustainable world. The various services provided by IDGO 

will help indigenous communities not only to achieve autonomous economic 

development but also to preserve their culture and identity.

Introduction1.

1.1   Current Economic Activities and Mechanism

10 https://sustainabledevelopment.un.org/post2015/transformingourworld
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Money flows via the banking 

system, ATM, card reading 

facilities, etc.

Setup cost is high.

It only requires internet 

connection, handheld devices, 

and smart wallet APPs.

Basic 
facilities

Traditional 
financial services

IDGO innovative 
financial services

The verification process is long 

and laborious. The identity might 

not be applicable to different 

economic activities. The risk of 

data leakage is high.

It takes one identity verification 

process for all kinds of 

economic activities and 

provides perfect protection to 

personal data and privacy.

Identity 
verification

The exchange of non-main-

stream currencies is expensive 

and limited by the level of banks’ 

reserves. Expensive cash with-

drawal fee may be applied if 

using credit card

Conversion between different 

community tokens is free of 

charge.

Exchange 
cost

Table 1: Traditional Finance Service v.s. IDGO Finance Service

IDGO will help indigenous communities to further benefit from their tourism market 

using blockchain technology. The issuance of blockchain-based community tokens 

gives indigenous peoples easy access to autonomous financial services and new 

commercial activities.

The IDGO’s e-Identity and community token mechanisms will help to create an 

ecosystem between tourists, authorized stores and the communities. It will ensure the 

control of the indigenous community over the tourism revenue. More business models 

can be developed in the future to increase the economic activities of indigenous 

communities. For example, those can include advance financial services, new tourism 

market, fair trade, indigenous intellectual property, etc. Part of the incomes generated 

from these services will be distributed to environment protection, education, cultural 

continuity, telehealth and international communities cooperation.

The Participants of this project will benefit from the economic growth in indigenous 

communities while supporting the sustainable development of indigenous peoples.

1.2   IDGO Economic Ecosystem

2



There is a time gap between 

billings and payments for 

international credit card 

transactions.

Real-time transaction.  

Stores can receive payments 

immediately.

Trading 
time

The application process is long 

and laborious. Interest rate is 

high.

Point-to-point trading in the 

community can save time for 

credit checking. The interest 

rate is low.

Credit 
loans

The key elements of the IDGO indigenous economic ecosystem are e-Identity, 

Community Tokens and Social Finance.

1.3   Our Solutions

IDGO applies the blockchain technology on the issuance of the digital identity cards for 

indigenous people and the digital passports for tourists. The system offers indigenous 

people a self-sovereign identity.  It also leads to the development of a decentralized 

credit system which meets the financial regulatory requirements of Know Your 

Customer (KYC) and Anti-Money Laundering (AML).

The IDGO’s e-Identity has two categories:

Digital Identity Card:

The Digital Identity Card is eligible for all indigenous people upon application 

to the community. The community is responsible for the issuance and design 

of the e-Identity cards (see below for example).

Digital Passport:

The Digital Passport is eligible for all non-indigenous individuals. Digital 

Passport holders can enjoy discounts on travel activities, cultural goods, 

sightseeing tours and more.

1.

2.

e-Identity

3



A community token is an exclusive cryptocurrency that can be used in various trading 

activities in each community and its authorized stores or partners.

Some mainstream cryptocurrencies such as Bitcoin and ETH are inadequate for 

applications due to their high transaction cost and long verification process. To 

overcome those disadvantages, IDGO allows a 2-way conversion between community 

tokens and ETH using the 2-way peg (2WP) technology based on the integration of 

Ethereum public chain and side chain. Transactions of community tokens are processed 

at high speed on the side chains with zero transaction cost. The system links community 

tokens with ETH to ensure currency stability (for detailed information, please refer to 

Section 4: Product Structure and Development).

Consumers can convert ETH to community tokens or obtain the tokens by voucher.

Figure 1: An Example of e-Identity Card (featuring Tao tribe design)

Community Tokens

Figure 2: 2-Way Peg (2WP) Technology

4



Based on the e-Identity and Community Token mechanisms, IDGO develops various 

social finance services, including:

Smart wallet: To record and process the conversion between ETH and 

community tokens and to make payments.

Decentralized credit system: Holders can loan out excess tokens to those in 

need. Borrowers can enjoy a lower interest rate comparing to what 

commercial banks offer.

1.

2.

Social Finance

5



Figure 3: The Distribution of Global Indigenous Communities

Market Opportunities2.

According to the data from the “Food and Agriculture Organization of the United 

Nations” published in 201611, there are about 370 million indigenous people and over 

5,000 ethnic groups in over 90 countries.

2.1   The Distribution of Global Indigenous Communities

11 http://www.fao.org/resources/infographics/infographics-details/en/c/454472/
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Stable social environment and population size

Telecommunication infrastructure are in place; and use of smartphones is common.

The community demonstrates tourism market potentials.

This Project targets indigenous communities with approximately 500k in population.  

Our selection criterias include:

2.2   Market Analysis

Table 2: IDGO Target Countries/ regions (please refer to appendix 1-3 for more details).

Country

New Zealand High

High

High

High

High

High

High

High

High

High

Medium

Medium

Yes

Yes

No

No

Yes

Yes

Very High

Very High

Very High

Very High

High

High

Taiwan

US

Australia

Indonesia

Mexico

Market 
opportunity

Indigenous 
population (1)

Mobile internet 
subscriptions per 
100 inhabitants (2)

Regulations of 
cultural heritage

Malaysia High

High

High

High

High

High

High

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Yes

Yes

Yes

Yes

Yes

No

No

High

High

High

High

High

High

High

Peru

Bolivia

Brazil

South Africa

Canada

Argentina

High Low Yes MediumIndia

High Low Yes MediumVietnam

High Low Yes MediumPhilippines
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Data Sources: 

“The Indigenous World 2017” by International Work Group for Indigenous Affairs12, “ICT 

Development Index (IDI) 2017” by International Telecommunication Union (ITU)13 and the World 

Intellectual Property Organization (WIPO)14. Data organized by IDGO.

(1)High (over 500,000), Medium (100,000~500,000), Low (under 100,000)
(2)High (over 100), Medium (50~100), Low (under 50)

12 https://www.iwgia.org/images/documents/indigenous-world/indigenous-world-2017.pdf

13 https://www.itu.int/en/ITU-D/Statistics/Documents/publications/misr2017/MISR2017_Volume2.pdf

14 http://www.wipo.int/tk/en/databases/tklaws/

High

High

Medium

Low

Low

Low

Low

Low

Low

Low

Medium

High

N/A

N/A

Yes

Yes

No

No

No

No

Yes

Medium

Medium

Medium

Medium 
to Low

Medium 
to Low

Medium 
to Low

Medium 
to Low

Venezuela

Nicaragua

Panama

Russia 
Federation

Japan

Greenland

Sami

8

https://www.iwgia.org/images/documents/indigenous-world/indigenous-world-2017.pdf
https://www.itu.int/en/ITU-D/Statistics/Documents/publications/misr2017/MISR2017_Volume2.pdf
http://www.wipo.int/tk/en/databases/tklaws/


Figure 4: The Growth of Tourist Numbers and Tourism Revenue in Orchard Island

Data Source: Taitung County Tourist Information Center, Taiwan

The Orchid Island, Taiwan, has a population of 5,000. Over the years, Orchid has been 

increasingly popular with its traditional canoe culture and unique sceneries. There are 

approximately 140,000 tourists are attracted to the Island every year. Assuming each 

tourist spends USD 400, it will bring at least USD 56 million tourism revenue to Orchid 

Island annually:

2.3   Economic Potential from Tourism - Starting from Orchard Island

9



IDGO Operating Model3.

IDGO will issue two currencies:

Community tokens can be converted back to ETH via the “Community Token Trading 

Platform”. The operation model of the platform is illustrated in Figure 5 below:

3.1   The Operating Models of KINWA Token and Community Token

KINWA Token:  IDGO will invite new communities to join the economic 

ecosystem and KINWA Tokens will be made available for purchase to all the 

Participants. There will be a transaction fee charged each time a tourist 

convert ETH or his/her own currency to community tokens. The transaction fee 

will be converted to community tokens and distributed to KINWA Token 

holders for tourism spending.

Community Token:  Tourists can purchase community tokens with ETH or fiat 

money. Different kinds of community tokens can be mutually converted at a 

fixed exchange rate. For those with verified e-Identity can also enjoy further 

community financial services, e.g. decentralized credit system, etc.

1.

2.

Figure 5:  The Operating Model of KINWA Token and Community Token
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The “Dowriq Utux Rudan” created by IDGO maintains a constant ratio between the 

amount of Community Tokens and the reserve of ETH. It is available for auditing by any 

third party at any time. All transactions are verified in the blockchain ledger without 

requiring any third party verification. All transactions between ETH and Community 

Tokens are available for access on the public ledger of the “Dowriq Utux Rudan” as 

illustrated in Figure 6 below.

3.3   Transparent Mechanism

Figure 6:  An Illustration of the Enquiry Page of the “Dowriq Utux Rudan”

The IDGO economic ecosystem is a set of retailing and financial services derived from 

the issuance of KINWA Token and Community Token. It involves tourists, community 

residents, authorized stores, hotels, travel agents, restaurants, etc., as well as all 

external stores and individuals who support indigenous communities.

Please visit IDGO official website if you are interested in participating in IDGO Project. 

Find relevant information below:

For individuals and enterprises, they can join the IDGO Project via the approved 

organizations mentioned in the preceding paragraph. They can obtain 

e-identities, access social finance tools, and support the development of 

indigenous communities.

For indigenous communities across the globe including registered associations 

or legal person, applications can be submitted via the IDGO official website. 

Approvals will be granted to those who pass the Community Alliance’s 

assessment. All approved applicants will have free access to e-Identity and 

community financial tools.

3.2   Who Can Join the IDGO Economic Ecosystem?

11



Figure 7: A Safe and Transparent Governance Structure

DTCO is the core management team of this project, responsible for its promotion and 

execution. DTCO will provide training to indigenous communities who pass the 

assessment in addition to the required software. The community token’s application 

have an open-source structure that allow external developers to create different 

applications. E-Identity is managed by the autonomous community while financial 

transactions are verified by the blockchain ledger.

3.4   Governance Principles and Sustainable Development

Our products can be put in two major categories: e-Identity and Social Finance with 

descriptions below:

3.5   Product Introduction – e-Identity and Social Finance

Table 3: A Description of IDGO Product Development

Products

e-Identity
(Public Chain)

Digital 

Identity Card

Digital 

Passport

Features

How:  Community Verification Entities are in charge 
of the verification and issuance of the ID cards.

Why:  Used for identification and authorization of 
personal data.

How:  Community Verification Entities are in charge 
of the verification and issuance of the passports.

Why:  Passport holders can enjoy discounts at 
authorized stores and on tourism activities, travel 
packages, etc.

12



Decentralized 

Credit System

Coupons

Voucher

Social Finance
(Side Chain)

Authorized 

Store 

Certification

Smart Wallet

15 Coupons are to be issued by batches. The total amount community tokens received by each person shall 

not exceed USD 90 in value.

e-Identity
(Public Chain)

How:  Community Verification Entities are in 
charge of the certification and authorization.

Why:  Consumers can identify products 
associated with the indigenous community. The 
certification is not restricted to the stores 
located in the communities.  It is available to 
any store worldwide. The mechanism is similar 
to “Fair Trade” and allows consumers to identify 
certified products.

How:  This service is available for everyone to 
download. It can be used to convert community 

tokens with ETH as well as to make and collect 
payments. All transactions are processed on the 
blockchain.

Why:  Supports the community’s finance and 
allows users to check transaction records, add 
or delete community token types, etc.

How:  The developer team will help communities 
to design and print the vouchers.

Why:  Enables tourists to quickly convert fiat 
money to community tokens and to boost the 
indigenous economy.

How:  Depending on each community’s 
circumstances15, coupons may be issued based 
on the crowdfunding budget for marketing and 
promotion. Gift coupons are given to community 
residents who meet certain criterias.

Why:  Using coupons to encourage the use of 
community tokens and to boost its circulation by 
increasing internal demand.

How:  Once the balance of the community 
tokens has reached a certain amount, smart 
wallet holders can loan the tokens to their 
relatives or friends who are in financial need.

Why:  It allows holders of excess tokens to earn 
interests while those in financial need are 
exempt from the laborious application process 
and the high interest rate imposed by the 
traditional banking system. After clearing the 
debts, borrowers are eligible to borrow again.

13



Table 4: Services and Fee Charges

The services and fee charges corresponding to the aforementioned products are as 

listed below:

“As the indigenous economic activities expands and the demand of 

community tokens increases, the Participants will also see an increase of 

return in value from the transactions of community tokens. The transaction 

fees and service charges will be converted into community tokens and 

given to every Participant as an incentive to visit indigenous communities 

and spend the tokens. The extra spending will further help communities in 

education, cultural continuity and environmental protection.”

Indigenous communities can obtain community tokens by issuing tourist passports and 

certifying stores.

3.6   Services and Fee Charge

e-Identity

Smart 
Wallet

Services Fee Charges

Digital Identity Cards:  Community Verification Entities is 
responsible for any fee associated to card issuance and identity 
certification.

A 1.5% transaction fee will be applied to each transaction 
between community tokens and ETH via the Smart Wallet. The 
transaction fee will be converted into community tokens and 
distributed among the KINWA Tokens holders. The conversion 
between different types of community tokens is free of charge.

Decentralized 
Credit System

The annual interest rate is preliminarily set at 8% as a minimum.  
After the receipt of the full repayment and interests, 1% of the 
interest rate (about 12.5% of the interest) will be allocated to the 
Participants. The remaining 7% of the interest rate will go to the 
lenders.

Digital Passport:  Application fees (about USD 35) will be used 
to cover the costs of production, identity verification, community 
operation, etc. Any remaining amount will be returned to the 
indigenous community issuing the passport.

Authorized Store Certification:  The cost of each certification is 
preliminarily set at USD 35 per year. After deducting the auditing 
and certification expenses, any remaining amount will be returned 
to the indigenous community that is in charge of the certification.

14



Product Structure and Development4.

IDGO is based on the Ethereum technology. Ethereum is an open-source and 

decentralized public blockchain featuring smart contract. Through the Internet, 

Ethereum connects individuals from all over the world as “nodes”. Those thousands of 

nodes jointly maintain a public ledger which can be read, written and edited. IDGO use 

the smart contract to record the transactions between ETH, KINWA Tokens and all kinds 

of community tokens. IDGO is also able to create a decentralized autonomous 

organization (DAO) on the blockchain to automatically perform functions on 

pre-defined conditions. Those include fee charges, settlements and the maintenance of 

a constant exchange rate between community tokens and ETH. The whole procedure is 

transparent, public, automatic and inalterable.  Therefore, it protects the interests and 

rights of the Participants, indigenous people, tourists and all interested parties.

4.1   Ethereum and Smart Contract

15



The design consists of two Ethereum-based smart contracts: Secured DAO on public 

chain and Community DAOs on side chain. ETH that we receive will be stored on the 

Secured Dao while the Community Dao will produce a respective amount of Community 

Tokens. “Dowriq Utux Rudan”, on the other hand, is composed by numerous Ethereum 

Oracles including arbitrators and voters. “Dowriq Utux Rudan” confirm the conversion 

ratio between ETH and Community Tokens and will perform the conversion if it is valid. 

The overall structure is illustrated below:

4.2   Core Structure and Workflows

Figure 8:  The Operating Structure of the “Dowriq Utux Rudan”

16



The Crowdfunding Smart Contract for KINWA Token created on the Ethereum public 

chain will record the amount of KINWA Tokens sold and the addresses of those who 

purchase KINWA Tokens. When the crowdfunding is completed, all collected ETH will be 

secured in a multi-signature wallet. The raised fund will be used in R&D, marketing and 

promotion. This will be done according to the proposed ratio as specified in this 

whitepaper.  Financial statements will be regularly published on the official website.

Individual operating procedures are described below:

4.2.1   Crowdfunding KINWA Tokens and Usage

Figure 9: Use of Funds Raised by KINWA Tokens

The e-Identity verification procedure is as follow: Indigenous people, tourists, stores, 

etc. apply the identity verification at the Community Verification Entity. The verification 

results will be recorded on the Ethereum public chain. We will issue authentication keys 

and generate the corresponding wallet addresses for applicants. As for Social Finance, 

the conversion between ETH and community tokens is based on the 2-way peg (2WP) 

technology. 2WP maintains a stable conversion ratio of 1:1000 on the ETH to the 

community tokens. When users save ETH in their smart wallets and convert them to 

community tokens, the “Dowriq Utux Rudan” will verify the transaction. After deducting 

necessary transaction fees, the system will temporarily lock the incoming ETH on the 

Ethereum public chain, generate the equivalent community tokens through the 

Community DAO and then add the community tokens to the users’ smart wallets.

4.2.2   e-Identity and Social Finance
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Figure 10: The Procedure for Verifying the Identities of Indigenous Peoples/ Tourists

Figure 11: The Procedure for Purchasing Community Tokens by Indigenous Peoples/Tourists
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Figure 12:  The Procedure for Converting Community Tokens Back to ETH

When users decide to convert community tokens back to ETH, the “Dowriq Utux Rudan” 

will once again verify the transaction. After the verification, the community tokens will 

be burned from the community side chain. The system will return the ETH (previously 

locked on the public chain) to the users after deducting necessary transaction fees. 

This operating model will solve the problems of high transaction cost and slow 

transaction speed encountered by digital cryptocurrency on the public chain.  Also, in 

order to encourage the use of community tokens, general token transactions occurring 

on individual community side chains will be exempt from transaction fee.
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In the IDGO Project, the “Dowriq Utux Rudan” verifies the conversion between ETH and 

community tokens. The same mechanism will also apply to the issuance of coupons. The 

difference is that coupons are community tokens converted from ETH collected through 

crowdfunding. Coupons can only be issued by indigenous people whose e-Identities are 

verified on the Ethereum public chain.

Figure 13: The Procedures for the Verification of Indigenous Identity and the 

Issuance of Community Token Coupons
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Token Sales5.

The IDGO Economic Ecosystem and its application software are developed based on 

the Ethereum structure. The design of KINWA Token meets the ERC20 Token Standard.

KINWA Token is a digital utility asset. Its value mainly comes from the economic growth 

in the indigenous communities, tourist number, application software, participating 

community number, circulation of community tokens and degree of the cultural 

popularity. Also, the transaction fees charged on the conversion between ETH and 

community tokens will be converted into community tokens and distributed to the 

Participants in proportion to their KINWA Token holding.

The advantages of issuing tokens on the Ethereum platform are:

The basic information of KINWA Token can be found on Etherscan at:

https://etherscan.io/token/0x5eec85dc63dd62bdb492ac1012b71201396945d0

5.1   About KINWA Token

The Ethereum Smart Contract provides the Participants with transparent and 

safe methods for distributing, converting and crowdfunding tokens.

Ethereum already has a strong loyal client base. Issuing tokens on Ethereum 

allows the clients to use their Ethereum official accounts to manage tokens.

Tokens are high-liquidity assets. It is easier to list tokens on the exchanges and 

tokens can be easier to convert to other major cryptocurrencies, such as Bitcoin 

and Ether.
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IDGO’s crowdfunding token, KINWA Token, is a deployment of the Ethereum Smart 

Contract. The Participants can purchase KINWA Token by transferring ETH to a 

specified address. The address and the price of KINWA Token are to be announced on 

the IDGO official website. The Participants will receive KINWA Tokens after the 

transaction of ETH is completed.

5.2   Token Sales Rules

Token Allocation

42% 24%Pre-Sale (%)

22%
(1 year lock-up 

period)

Tokens Issued to the 
Team of Developers 

and Advisors

Crowdfunding (%)

12%
Bounty Programs, 
Promotions and 

Partnerships

Code KINWA

600,000,000Total Token Number

ERC20Type

31 days or until reach the capCrowdfunding Period

120,000 ETHCrowdfunding Cap

20,000 ETHCrowdfunding Floor

The amount of KINWA Tokens converted from Ether will 
be announced on the IDGO official website.

Token Price

Holders will receive IDGO token transaction fees 

proportional to their KINWA Token balance.
Business Model

Pre-sale: To be announced on the IDGO official website

Crowdfunding: To be announced on the IDGO official website
Funding Schedule

Tokens are available for transactions in 2-4 weeks 
from the end of the crowdfunding period. The exact 
date will be announced on the IDGO official website.

Transaction 
Restrictions

Table 5: A Summary of the Crowdfunding Token

22

http://idgo.im


The distribution of KINWA Token is illustrated below:

42% and 24% of KINWA Tokens are allocated to pre-sale and crowdfunding 

respectively.  Tokens reserved for the team of developers and advisors will be locked 

for 1 year.

5.3   Token Distribution

KINWA Token meets the Ethereum ERC20 standard, which is widely accepted by 

exchange markets. Our target is to have KINWA Token listed in the world’s major 

exchange markets so that the Participants can easily trade their KINWA Tokens.  KINWA 

Tokens sold in the pre-sale and the crowdfunding period will be locked until the end of 

the crowdfunding period.  It takes 2 to 4 weeks to prepare for the listing of KINWA 

Token on the market exchanges.  The exact listing date will be announced on the IDGO 

official website and via social media, such as Twitter, Facebook, Telegram.

5.4   Token Liquidity

Figure 14: The Allocation of KINWA Tokens

IDGO Participants need to ensure that their KINWA Tokens are stored in Ethereum 

smart wallets that support ERC20 tokens so that community tokens can be successfully 

distributed to the wallets in the future.  The Participants should also keep their private 

keys safe. 

Please note it is possible that the distribution of community tokens would fail if 

Participant’s wallet does not support ERC20 tokens.
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Our first target is to reach 500,000 indigenous participants. The funds raised by IDGO 

are mainly used for the expansion of indigenous communities, partnership with stores 

and tourism promotion:

5.5   Funds Allocation

R&D:  For the development of blockchain-based e-Identity verification, 

community financial services, the integration of hardware and software, system 

maintenance, etc. The major costs are of R&D personnel and testing.

Marketing & Promotion:

1. Promotions in indigenous communities and marketing expenses for promoting 

to tourists. 

2. Expenses on staffs dispatched to communities for technical support, 

promotional activities and education (e.g. ID verification, rental of temporary 

kiosks, wages, etc.).

Accounting and Management:  Wages for financial and accounting staff and 

the costs of publication for financial statements.

Legal Affairs:  Costs of legal advices and consultations.

Table 6: Uses of Funds

*In situations where IDGO fails to reach the minimum fundraising amount of 20,000 ETH 

(approximately USD 10 million) at the end of the fundraising period, a refund will be made to the 

Participants. Transaction fees are excluded.

Soft cap
55K Indigenous People

Hard cap
550K Indigenous People

Development 
Use

Marketing & 
Promotion Use

Management

Law 
Compliance

Total

2,600,000

6,790,000

410,000

200,000

10,000,000

6,500,000

51,600,000

1,300,000

600,000

60,000,000

26%

68%

4%

2%

100%

11%

86%

2%

1%

100%

Unit: USD
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Product development progress:  quarterly update of product development.

Promotion:  In situation where a new community joins this project, or any 

significant change in the partnership conditions, statement about the new 

community and new partnership conditions will be announced within one month.  

IDGO will also release annual reports on the progress of activities in each 

community, e.g. community token issuance conditions, etc.

Financial reports:  Financial reports to explain the uses of funds will be 

published annually.

Contact:  IDGO Team is available via Email (info@idgo.im) or social media (e.g. 

Twitter, Facebook or Telegram).

After fundraising, IDGO will continue to update the following information on its official 

website:

5.6   Transparency Policy
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Roadmap6.

After IDGO introduced the indigenous community ecosystem, many blockchain services 

will be added progressively such as product certification, farming contract and cultural 

property. Those services will promote the economic strength and independence. 

Meanwhile, the token holders will benefit along with the community’s growth.
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Figure 15: Project Development Roadmap
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The Team7.

DTCO (Digital Treasury Corporation) was founded in 2014 with blockchain technology 

experts and specialists in finance, ICT and biotech.  DTCO focuses on the application 

of the blockchain technology in businesses. We provide blockchain services for 

pharmaceutical R&D, healthcare, digital identity and smart contracts.  Our major clients 

include biotech companies, hospitals, finance and insurance companies, green energy 

companies, etc.

In 2017, DTCO launched “IPSeeds”, a world’s leading blockchain-based platform for 

biomedical IP sharing. Since its launch, IPSeeds has attracted numerous international 

research institutes and pharmaceutical companies to sign up for collaboration. In 

October 2017, DTCO and Taipei Medical University Hospital jointly released “phrOS”, a 

blockchain operating system designed for the healthcare industry.  This system has won 

support across the healthcare and insurance industries.  DTCO has become a 

blockchain leading company in global healthcare service. 

DTCO continues to evolve and pursue technology innovation, covering the Bitcoin 

blockchain technology in 2015, the distributed ledger technology in 2016, the Ethereum 

permission based blockchain, the IPFS distributed file storage technology, the 

self-sovereign identity technology in 2017, etc.  DTCO has successfully applied these 

new technologies to various industries. 

In the future, DTCO will maintain its leading role in the biotech and healthcare industries 

by swiftly adapting to the changes in the global market.  DTCO will also increase its 

capacities in cryptocurrency and digital assets by focusing on ITS (Initial Token Sale) 

applications, forming alliances, launching smart contract consultation services, 

expanding the applications in financial technology, etc. Through collaborating with the 

industry partners, we believe that the blockchain technology will bring great value to the 

society.
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Advisors

Syaman Rapongan

Oceanic Literary writer, Researcher of Taiwan Ocean 

Research Institute, Advisory Committee of Gongong 

Television Station.

Syaman Rapongan’s wikipedia

Tuwak·Tuyaw

Bamboo and Rattan Weaving, Lamp and Furniture Design, 

Public Art, Director of PateRongan Handmade Studio (Light 

in Texture)

A-Wen

Chairman of Orchid Island Environmental Education 

Association 台灣說蘭嶼環境教育協會, Founder of Kasiboan, 

Orchid Island.

Maraos

CEO of Lan An Cultural and Educational Foundation. 

Former Director of Taiwan Indigenous Television.

Su-Yen Chen

Artist / Weaving and Natural Dye / Environmental Art (Light 

in Texture)
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Carol Cheng

COO of Taiwan Research-based Biopharmaceutical 

Manufacturers Association, Chief Government Affairs, 

Orient Europharma Co., Former Director of Government 

Affairs of Novartis Asia Pacific.

Ray Chen

Superintendent of the Taipei Medical University Hospital. 

Former CEO of Taipei Medical University Center for 

Management and Development, Chairman of Formosa 

Association for the Surgery of Trauma.

Soushan Wu

Independent Director of Yuanta Financial Holdings, Advisor 

of Taiwan Institute of Economic Research. Former 

Chairman of Taipei Exchange, Dean of College of 

Management, Chang Gung University.

Sheng-shi Wu

Independent Director of Thunder Tiger, CEO of TsaiDie 

Baseball Association. Founder of Yousei Fantastic 

Association (台灣采蝶棒球產業育成協會)

Smart Contract Audit Token Sale Partners
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Conclusion8.

IDGO plans to use blockchain technology to help indigenous communities in building 

their self-governed economy.  However, promoting financial services is not our only 

focus. IDGO will also leverage blockchain features to strengthen communities’ 

autonomy and culture preservation.

We sincerely invite you to join us in connecting the indigenous 

groups and creating sustainable communities.

In the aspect of autonomy, we believe each indigenous community should be in 

charge when it comes to verifying indigenous identities. Digital identity will 

strengthen the younger generation’s sense of belonging to the community.

Part of the tourism revenue will be returned to the indigenous community to 

reduce the negative impacts that tourism brings to the environment and culture. 

Communities will be able to utilize this resouce to preserve other natural 

resouces, improve public infrastratures, develop self-governance, and minimize 

pollution.

Transaction revenue can also be used on cultural heritage preservation and 

promotion. Apart from emergency aids, indigenous communities can use it to 

encourage artistic creation, inventions, and entrepreneurship. In the near future, 

we hope to expand our services to intellectural property certification in which 

indigenous people can benefit from the system financially while preventing their 

rights from being neglected.
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Legal Implications & Risk Disclaimers9.

PLEASE READ THIS SECTION CAREFULLY. IF YOU ARE IN ANY DOUBT AS TO THE 

ACTION YOU SHOULD TAKE, YOU SHOULD CONSULT YOUR LEGAL, FINANCIAL, 

TAX OR OTHER PROFESSIONAL ADVISOR(S).

The KINWA Tokens are not intended to constitute securities in any jurisdiction. This 

Whitepaper does not constitute a prospectus or offer document of any sort and is not 

intended to constitute an offer of securities or a solicitation for investment in securities 

in any jurisdiction.

This Whitepaper does not constitute or form part of any opinion on any advice to sell, 

or any solicitation of any offer by the distributor/vendor of the KINWA Tokens to 

purchase any KINWA Tokens nor shall it or any part of it nor the fact of its presentation 

form the basis of, or be relied upon in connection with, any contract or investment 

decision.

NON REFUNDABLE

All purchases of KINWA Token are final and non-refundable. By participating in the 

IDGO e-Indigenous Nation Initial Token Sale, you acknowledge that IDGO e-Indigenous 

Nation is not required to provide a refund for any reason, and that you will not receive 

money or other compensation in lieu of a refund. 

TAXATION 

Any IDGO e-Indigenous Nation party makes no representations concerning the tax 

implications of participating in the crowdsale, making donations, or receiving and 

holding Tokens. You bear the sole responsibility for determining or assessing the tax 

implications of your participation in the IDGO e-Indigenous Nation Initial Token Sale. By 

participating in the IDGO e-Indigenous Nation Initial Token Sale, you agree that no 

other party (including, without limitation to any IDGO e-Indigenous Nation party) may be 

held liable for any loss arising out of, or in any way connected to. 

REPRESENTATIONS AND WARRANTIES BY YOU

By accessing and/or accepting possession of any information in this Whitepaper or 

such part thereof (as the case may be), you represent and warrant to IDGO 

e-Indigenous Nation and/or the Distributor as follows:
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you agree and acknowledge that the KINWA Tokens do not constitute securities 

in any form in any jurisdiction;

you are prohibited to participate in this IDGO e-Indigenous Nation token 

Pre-sale and Initial Token Sale to purchase any KINWA Tokens if you are a US 

citizen or resident (taxpayer or related party) or US green card holder or China 

residents or citizens.

(a)

(b)

you agree and acknowledge that no regulator has reviewed or approved any 

information on the whitepaper. We have not followed any rules or regulations in 

any jurisdictions. The publishing, distribution or dissemination of this whitepaper 

does not mean the whitepaper has complied with the applicable laws and 

relevant regulations. There are certain operational and business risks in KINWA 

Tokens, the crowdsale of KINWA Tokens, and the KINWA Token distributors.

(c)

you agree and acknowledge that business operations involve known and 

unknown risks, uncertainties and other factors that may cause the actual future 

results, performance or achievements of IDGO e-Indigenous Nation to be 

materially different from any future results, performance or achievements 

expected, expressed or implied by such forward-looking statements. These 

factors include, amongst others:

(d)

changes in interest rates and exchange rates of fiat currencies and 

cryptocurrencies;

changes in political, social, economic and stock or cryptocurrency market 

conditions, and the regulatory environment;

the risk that IDGO e-Indigenous Nation may be unable or execute or 

implement its respective business strategies and future plans;

changes in the availability and salaries of employees who are required by 

IDGO e-Indigenous Nation to operate its respective businesses and 

operations.

(i)

(ii)

(iv)

(iii)
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Appendix 1

Region Country/region Official Data

Arctic 
Circle

North 
America

Greenland Population of about 50,000

Population of about 50,000

Population of about 100,000 mainly located in Sweden, Norway 
and Finland (with a small number in Russia)

Sami

Russian 
Federation

Canada Population of about 1.4 millions (including Indian, Inuit and 
Métis from 1982)

US Population of about 6.6 millions (including Indian, Alaskan, etc.)

Central 
America

Mexico Population of about 16.93 million

Population of about 560,000 indigenous people and 45,000 
non-African communities

Population of about 417,000Panama

Nicaragua

South 
America

Venezuela Population of about 840,000

Population of about 950,000

Population of about 890,000Brazil

Argentina

Pacific 
Ocean

New Zealand Population of about 4.5 millions

Population of about 745,000Australia

Population of about 2.8 millions (Bolivia is a multi-race country 
pursuant to its new Constitution.)

Population of about 4 millionPeru

Bolivia

Asia Japan Population of about 17,000 (do not include Okinawa people)

Africa South Africa Population of about 500,000

Population of about 4.36 millions

Population of about 10 millions to 20 millionsPhilippines

Malaysia

Population of about 550,000

Population of about 140 millions (Indian government does not 
adopt the concept of indigenous people)

India

Population of about 50 millions to 70 millionsIndonesia

Population of about 12.3 millions Vietnam

Taiwan
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Appendix 2

Region/Country

ICT Development Index 

(IDI) 2017

Rank/Score

IDI Sub-Index

Russia Federation

Canada

US

Mexico

Panama

Nicaragua

Venezuela

Brazil

Argentina

 New Zealand

Australia

Peru

Bolivia

Japan 10/8.43

14/8.24

16/8.18

N/A

13/8.33

63/6.38

66/6.12

51/6.79

45/7.07

111/4.33

29/7.77

96/4.85

87/5.16

92/4.96

112/4.31

108/4.43

101/4.67

86/5.17

94/4.91

130/3.27

134/3.03

129.75

109.61

127.16

121.94

124.98

141.17

118.92

150.67

163.26

149.13

84.06

117.06

88.23

142.38

90.75

128.04

109.17

86.99

172.3

122.14

86.95

131.91

130.22

120.04

104.16

101.27

91.73

89.51

80.52

75.03

67.3

66.08

62.04

58.84

58.62

57.56

46.63

46.28

44.56

29.74

22.76

16.76

South Africa

Philippines

Malaysia

India

Indonesia

Vietnam

Taiwan16

Mobile telephone subscriptions 
per 100 inhabitants

Mobile internet subscriptions 
per 100 inhabitants

*Data is sorted by the number of mobile internet subscriptions per 100 inhabitants.

*ITU data are not available for Greenland and Sami.

16 As Taiwan is not a member of ITU, the data is collected from the websites of the National Communications 
Commission and the Ministry of Interior Affairs of Taiwan.
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Appendix 3

Country/
Organization Regulation Title

Russia Federation

Mexico

Panama

Nicaragua

Brazil

New Zealand

Peru

Bolivia Law No.1322 of April 13, 1992 on Copyright

Law No. 19 of July 29, 2002 on Copyright

Protection of New Plant Varieties Act No. 634 of 2004

Federal Law on Copyright (as amended up to January 14, 2016)

Law on Copyright and Neighboring Rights (No.312)

Protection Act for the traditional intellectual creations of indigenous peoples

Law No. 9.610 of February 19, 1998 on Copyright and Neighboring Rights

Provisional Act No. 2.186-16, dated August 23, 2001

Biological Diversity Act, 2002 No. 18

Patents Act 1970 as amended by Patents (Amendments) Act 2005

Part IV of the Civil Code of the Russian Federation (as last amended on 

December 8, 2011)

Biodiversity Law, No. 20/2008/QH12, 2009

Law No. 50/2005/QH11 of November 29, 2005, on Intellectual Property

National Environmental Management Biodiversity Act 2004

Patents Amendment Act 2005

Copyright Act 1994 (reprinted as at 1 March 2016)

Patents Act 2013

Trademarks Act 2002

Law No. 35 of May 10, 1996 on Industrial Property

Special System for the Collective Intellectual Property Rights of Indigenous 

Peoples

Law No. 35 of May 10, 1996 on Industrial Property

Special System for the Collective Intellectual Property Rights of Indigenous 

Peoples

Implementing Rules and Regulations of Republic Act No. 10055 (Joint 

Administrative Order No. 02-2010)

The Indigenous Peoples Rights Act of 1997 (Republic Act No. 8371)

South Africa

Philippines

Malaysia

India

Indonesia

Vietnam

Taiwan
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