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Abstract

Blockchain-based applications and currencies have made a substan-
tial impact on the field of financial technologies. However, blockchain
technology applies to many other sectors, and is particularly suited to
the management of Electronic Health Records (EHRs), a field where
authentication, accountability, and the maintenance of an unchang-
ing, secure log is extremely important. The volumes of data being
generated by modern medical technology are often scattered across
medical practitioners, inaccessible to the patient, and stored using in-
secure and impermanent methods. On the contrary, in a blockchain
based model patient care such as medical tests, interventions and out-
comes can be decentralized across providers, giving patients access
to their comprehensive record and preventing duplication and infor-
mation loss. Agents in the medical sphere such as researchers and
governments, as well as insurance providers and pharmaceutical com-
panies, are incentivized to participate by the reward of access to ag-
gregate, anonymized medical data, which they can access by buying
and trading Iris Tokens on a designated marketplace. The adoption of
blockchain technology into the EHR sphere has the potential to revolu-
tionize patient-centered care as well as provide big data to researchers
working on important healthcare breakthroughs.

This Whitepaper is subject to the disclaimer set out in the Annex.
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1 Introduction

We present the Iris blockchain network, a decentralized electronic health-
care record (Iris EHR) system currently under development. Using public
key cryptography, a time-stamped, unalterable chain of records is created
by users (“Miners”) who upload personal healthcare data and earn Iris To-
kens. An Iris EHR Marketplace is created to enable interested third parties
to purchase healthcare data from the database using Iris Tokens. Miners or
supporters possessing tokens can further sell them to buyers on existing cryp-
tocurrency exchanges. Blockchain technology ensures sensitive medical data
is decentralized, confidential, robust against deletion or alteration, yet able
to be shared and accessed with ease and rapidity. In this paper, we introduce
the Iris ecosystem, formalize key terms, agents and modes of operation, and
present details of the underlying technology along with use cases.

1.1 Blockchain Technology

Blockchain technology refers to the use of cryptography to link and secure a
continually growing list of digital records. These records are called blocks,
and form a distributed and decentralized ledger which, once authenticated
via verifiable computation, is trusted by an entire network of users. Origi-
nally designed as a financial ledger, blockchain technology is the bedrock of
cryptocurrencies such as Bitcoin[2]. However, due to the inherent security
of blockchain networks against alteration and fraud, the technology read-
ily lends itself to the recording of events and the management of records.
Past transactions determine the current state of the network in a verifiable
manner. A nonce block in the chain can contain metadata about record own-
ership and permissions, and carry cryptographically secured instructions for
its governance. In addition, given the peer-to-peer, decentralized nature of
the network, the entire blockchain is always securely stored and duplicated,
preventing accidental or malicious alteration of information.

1.2 Existing EHR Infrastructure

Existing Electronic Healthcare Records (EHRs) are a relic of a non-globalized
age where information was fragmented, impermanent, and obfuscated from
the patients who generate that information[1]. Healthcare data today is lo-
calized to provider and/or insurance networks, which leads to the scattering
and loss of this data as a patient moves between healthcare providers and
payers, limiting the quality of their care. Hospitals and doctors spend inordi-
nate amounts of time and money setting up involved information storage and
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management systems, which are typically non-shareable between providers,
inaccessible to patients, and vulnerable to data loss and alteration. This
erodes patient trust and potentially makes them unwilling to seek treatment
or disclose sensitive medical information. Perhaps most dangerously, doc-
tors and patients are often unable to obtain the complete and chronological
picture of the care they provide and receive, putting lives at risk.

On the other side of the healthcare spectrum, researchers working to
combat diseases and public health crises need access to current, verified and
consensually provided data from all sections of the population. Currently, the
difficulty of sharing large amounts of data while maintaining confidentiality
means that researchers are restricted to small amounts of data from sources
such as volunteers, surveys and clinical studies. A blockchain network will
generate large, decentralized database of indexed and accurate medical data
which will be invaluable to biomedical and public health researchers, and a
means for patients to consensually provide their data for these purposes. The
assurance of responsible and respectful sharing of data, backed by a secure
and verified record, could usher in a revolution in the conduct of clinical
trials and the development of new treatments.

A blockchain-based EHR takes the work of maintaining medical records
from the hands of hospitals and providers, who are in no way specialized
for it, into the realm of a fault-tolerant, decentralized, distributed comput-
ing network. Taking the distributed ledger aspect of bitcoin, and the smart
contract aspect of currencies such as Ethereum, we can begin to construct
an EHR distributed over a private, peer-to-peer network. Patient-provider
relationships are recorded in the form of transactions, with each block en-
coding associated viewing and sharing permissions. This provides fast access
to patient data in situations where such access may constitute a matter of
life-and-death. In addition, it creates a permanent, time-stamped record of
transactions, preventing record-related malpractice and providing a verifiable
history of care. Patients can view their own records without obfuscation, as
well as provide access and sharing permissions to different providers, keeping
them engaged in their own care.

1.3 This Work

In this work, we present our implementation of a blockchain-based EHR
system, and introduce the Iris Token, which incentivizes the upload, mainte-
nance and sharing of healthcare data. The paper is organized as follows. In
Section 2 we describe in detail the benefits of a blockchain EHR through the
lens of five key issues for medical recordkeeping today. In Section 3 we define
and present concrete details of the technology, the platform and the various
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agents involved in the Iris EHR. Section 4 visualises and describes the Iris
Token as a cryptocurrency, as well as the marketplaces where Iris Tokens can
be bought and traded, while in Section 5 we speculatively explore the future
applications of the technology, with particular focus on the huge potential of
big data analytics of healthcare data. In Section 6 we review our regulatory
compliance and risk management techniques. Section 7 discusses Iris token
allocation procedures. In Section 8 we discuss our Target Markets and in
Section 9 we conclude with a discussion of future work.

2 The Blockchain EHR

In this Section, we present five compelling issues for current EHR infrastruc-
ture which can be alleviated or nullified by the adoption of the blockchain-
based Iris system.

Security and Privacy

In May 2017, a cyber attack on the UK’s National Health Service (the NHS)
brought hospital trusts to their knees, with some disruptions lasting weeks.
While patient records are not known to be compromised yet, the scale and
ease of the attack was a cautionary tale against the storage of centralized
banks of sensitive medical data using the near-obsolete IT technology avail-
able to hospitals. The incident cast the importance of securing medical data
and protecting the privacy of patients.

A blockchain implementation enjoys several key advantages over standard
EHRs in use today, in terms of security and privacy. The decentralization
of data into a chain of blocks over a peer-to peer network is an inherently
fault-tolerant model, since there is no single target for a malicious attack.
Medical records can continue to be stored locally in separate provider or in
patient databases, while copies of validation logs and transactions are stored
on each user in the network. This ensures that the raw medical data is
decentralized in different databases, while similarly the validated transactions
are distributed as they are in the blockchain.

The issue of privacy, another important concern for sensitive medical
data, can be addressed by making the blockchain a structure where only
pre-approved, known users (for example, agents such as providers, patients
and insurance companies) are allowed read access to the distributed ledger.
This would prevent both unauthorized access to patient data as well as rogue
actors running analytics on the database and obtaining aggregate data. In
addition, an encryption step can be added when the data is synced to the
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blockchain, preventing accidental or malicious content access.
Lastly, security of another kind, namely an unalterable chronological

record of care, is provided by the Iris EHR. In legacy EHR systems, anyone
with access to the EHR can add, alter or delete medical data and records
of interventions; this is not possible in a blockchain implementation, since
transactions are append-only, validated with timestamps and immediately
mirrored across multiple users.

Fragmentation of data

The fragmentation of patient data across both providers’ and insurance com-
panies’ networks prevents doctors and patients from accessing a longitudinal
and comprehensive record of care. This erodes the quality of care, and may
put lives at risk (for example, consider an unconscious patient brought in to
the emergency room, prescribed a medicine she is allergic to in the absence of
access to her records). In addition, it wastes valuable physician time, turning
them into data entry clerks who must duplicate every new patient’s entire
medical record.

The Iris EHR system would address this fragmentation of data by provid-
ing patients and providers with a long-term, trusted log of medical data and
patient-provider transactions, fulfilling the Office of the National Coordina-
tor for Health Information Technology (”ONC”) Interoperability Roadmap’s
first Outcome: “Individuals have access to longitudinal electronic health in-
formation, can contribute to the information, and can direct it to any elec-
tronic location”[4]. In a blockchain-based architecture, data does not need to
be sent back and forth between providers, a slow and cumbersome process;
providers just need to point to the common, distributed ledger.

An additional advantage of such a democratized blockchain-based database
would be the inclusion of health data that is not accessible to providers. The
growing popularity of personal health monitors such as the Fitbit, Apple
Healthkit as well as DNA testing services has generated a wealth of data that
is accessed and managed by patients but not visible to traditional healthcare
providers. Such technology can enable patients to build a holistic record of
their medical data, which they can authorize providers or care guardians to
view.

Lastly, with access to a patient’s unified records via a database such as the
Iris EHR, machine learning and data analysis tools could be used to enable
predictive analysis, basic diagnoses, and life-saving alerts for the progression
of diseases or symptoms. On the public health level, this unified picture
could provide tools for disease surveillance across the population, as well as
alerts indicating prescription abuse (invaluable for the current narcotic pill
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epidemic[5], for instance).

System Interoperability

Existing EHR systems are based on credential validation based architectures
in which patient data is kept in separate silos, which other providers (and
indeed patients themselves) have limited powers to access or amend. This
makes the coordination of care across providers extremely difficult and results
in onerous overhead costs.

However, a blockchain EHR would be a major force in the standardization
of EHRs. Under a blockchain EHR the patient can become the primary user
for the transfer of records across providers, and many forms of data can be up-
loaded (for example, from doctors, hospitals, patient self-monitoring devices,
family history and genetic data). EHR formats and credentials can then
be standardized and rendered applicable throughout the entire blockchain,
vastly reducing overheads.

Patient Agency

An increasing amount of attention has been paid to the patient care expe-
rience and on providing patient-focused outcomes and management of dis-
ease. However, traditional EHRs have not kept up with this trend and are
strongly obfuscatory towards patients. Adding to this, there is resistance
amongst providers towards allowing patients total access to their records,
but no mechanism for providing them with effective access. All of this re-
sults in the disengagement of patients from the process of care, resulting in
them feeling a lack of control and ownership over their health. On the other
end, the information generated from wearable devices and mobile apps which
enables patients to monitor their health typically does not find its way into
the hands of doctors, further reducing patient agency and input. Patients
are also often removed from the process of deciding who gets to access their
health records, at least at the inter-institutional level.

Under a blockchain EHR, patients are provided with a long-term trusted
log of their healthcare information, which they can share with care providers
as they see fit, putting responsibility and agency back into the patients’
hands. Smart contracts facilitate novel applications which could include a
user pre-approving access to their records in the case of an emergency such
as an accident (but only to certain providers such as emergency room staff),
or even pre-approvals for organ donation. Patients can contribute to their
own healthcare log using their own medical tests, genetic screening, as well
as data from wearable devices. Patients therefore become powerful agents
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with a full stake in their own recovery and care.

Quality and Quantity of Medical Data

Currently, medical data that is available to be analyzed by interested third
parties is sparse and of poor quality, obtained from clinical studies, surveys
and volunteers. The lack of high quality medical data can slow the pace
of research and hinder public health initiatives, among other undesirable
outcomes.

The Iris ecosystem would revolutionize the supply of medical data by
incentivizing patients and providers to upload valuable medical records to
the Iris EHR. Miners will earn Iris Tokens for such activities, which can be
exchanged for fiat currency or used to finance doctor visits, medications or
health insurance. In addition, a wide range of data not currently available
will be added to the database, since patients will be allowed to transmit data
they have collected via at-home wearable health devices. This data can be
aggregated and anonymized, and sold to interested third parties.

We expect buyers of health data to include healthcare researchers (pri-
vate and public), insurance companies, governments, non-governmental orga-
nizations (NGOs) and pharmaceutical companies, for whom it is a valuable
resource. For example, in the research and public health domains, this high-
quality data can promote innovation and help achieve goals for precision
medicine and evidence-based research and intervention. It would be much
easier to perform longitudinal studies, and patients within a particular clin-
ical cohort could be connected with their granular and long-term medical
history. Public health agencies on the other hand could study, for exam-
ple, disease transmission across a population and act strategically to prevent
outbreaks.

3 A technical description of the Iris EHR

In this section, we detail the Iris-Electronic Heathcare Record (Iris EHR).
We discuss the storage of information, the uploading of medical data, and
the handling of access and data integrity via smart contracts.

3.1 Overview

Two main components of a peer-to-peer blockchain network are the content
of each block and the types of smart contracts allowed and implemented. The
Iris EHR defines a block to include data viewership permissions and a record
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of the ownership of said data. A blockchain such as Ethereum[6] enables the
use of smart contracts, which allow transactions, for example the granting
of an access permission, to be generated and tracked. A block will encode a
patient-provider interaction or relationship, with a pointer to the data (typ-
ically stored in an external database), as well as viewership authorizations.
Data integrity is maintained by including an encrypted hash of the record on
the block, which prevents alteration of the data. The authorization to share
records between providers is given by patients, involving them in their own
care.

A longitudinal log of a patient’s data is implemented using a PD Contract,
which keeps track of all references to a patient’s transactions and relation-
ships with providers. We also ensure identity protection using public key
cryptography, by connecting existing forms of identity such as a national
identity number to a person’s Ethereum address. In the following sections
we discuss the different parts of the Iris EHR and how they fit together.

3.2 Smart Contracts

One of the advantages of this technology is that many kinds of contractual
clauses may be made partially or fully self-executing via a computerized
transaction protocol. Among other things, this reduces transaction costs
and eliminates human input errors. For the Iris EHR, we use cryptographi-
cally signed instructions to transact with the blockchain; users (patients and
providers) can interact with the smart contracts by sending transactions to
the ledger which trigger actions in the contract, such as an update of a record
or a request for permission. Below, we describe three kinds of smart contract
structures and the relationships between them.

Historical Contract

The Historical Contract (HC) functions as a comprehensive record of medical
history for users in the system. It acts as a resource holding references to
Direct Contracts (DCs, described below) between providers and patients,
and therefore holds all the past and present transactions between the user it
belongs to and other users in the system. For example, a HC for a particular
patient would have references to provider relationships and transactions, with
the ability to leave and rejoin the system without losing their history, which is
always stored and up-to-date within their HC. HCs are backed up within the
distributed network, as long as there is even one user participating, guarding
against the loss of the historical record.
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Since the HC holds references to DCs, which are relationships between
patients and providers, patient approval and status updates can be imple-
mented through this contract, with each relationship being given a variable
denoting its status. Patients can view their existing relationships, be notified
when a new relationship is initiated, and most importantly, they can accept,
reject, or remove DCs, retaining fine-grained control and agency over their
records.

Lead Contract

The Lead Contract (LC) is an important feature linking practical applica-
tion, with the Iris Network, which assigns an Ethereum address to a user,
be it patient or provider. These addresses are cryptographically secured
public keys, mapped onto strings, which allows the use of existing forms of
ID, for example a social security number, passport or a registration number
in the case of a provider. The contract includes provisions for adding and
re-assigning identities, and restricts this important process to certified orga-
nizations (such as governmental ones), who have the proper procedures in
place. These identity strings are then mapped on to the blockchain address,
linking the user’s identity to the relevant Historical Contract.

Direct Contract

The Direct Contract (DC) is a bilateral contract between two entities, where
one of the parties manages medical records for the other. The DC encodes
pointers[7], each to a subset of a patient’s medical data, including the data’s
access permission, which together identifies each of the provider’s records.
As described in Section 2, a cryptographic hash of the data is appended
to the query string, which ensures that the data is unaltered. Patients can
share records, or a subset of records, with other providers by looking up the
viewers’ addresses in a hash table, much like a dictionary.

The entire data query, information and hashed record is kept up-to-date
by the care provider. In our prototypical system [GTH LNK], we demon-
strate this protocol using SQL, where a simple SELECT query based on the
patient’s address can be used by the provider to reference that patient’s data.
This can be encapsulated easily into a GUI (as demonstrated here [LNK])
where patients can check off exactly which data fields they want to share,
while the system back-end translates into SQL and generates or modifies the
DC. Existing provider EHRs usually use string queries as well, so a generic
string query system as we have described will aid interoperability between
providers and implementation by groups of providers.

10



3.3 System Nodes

Two important profiles in our system are patients and providers. For patient
users, ease of use and compatibility between desktop, mobile and tablet apps
is important in order to increase patient engagement in their own health.
Since the Historical Contract is up-to-date and complete at all times, any
local database implementation can be light and fast, serving only as a cache
for the medical data.

In the case of providers, we assume the existence of legacy EHR systems,
which are already stored on servers connected to secure networks. In our
prototype, we provide an implementation that connects to these existing
EHR systems by integrating with an SQL database and can be executed on
a server (as demonstrated here [LNK]). An interoperability protocol is defined
through the blockchain contracts defined above, so that provider backends
can connect to the Iris EHR simply by following the protocol, without any
major changes.

In terms of software, our design includes five components, the Ethereum
Client, API Backend, Access Interface (Patient and Provider), Marketplace
and Database Manager. Next, we describe these software modules in more
detail.

3.4 Software

Software for a universal healthcare system needs to be web-accessible, mobile-
friendly and should prioritize clean and intuitive design. It needs to render
data from SQL databases for easy viewing, present the users with update
notifications, and provide data sharing and retrieval options. Different com-
ponents of our software design, as well as a typical use-cases, are described
below.

Iris Network Client

This module, built on an Ethereum framework, handles many tasks such as
connecting to the peer-to-peer network, encrypting transactions and sending
them, as well as the maintenance of a validated copy of the blockchain. In
concrete terms, IR-PYETH and the IR-PYTHAP client are used (as demon-
strated here [GTH LNK]). The client is modified for our mapping of identity
to address; the Lead Contract provides us with the address which links to the
user’s Historical Contract. It runs in the background, monitoring changes to
the HC, so that if an update occurs, it can notify the user via the Iris UP
(below) and sync the local database if the update is approved.
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Backend Implementation

The Backend Implementation includes utilities which handle the communica-
tions with the blockchain and provides an API with functions available. Indi-
vidual EHR softwares then do not need to directly handle the blockchain, pre-
venting overhead and errors. For example, the Backend handles uncertainties
around transaction mining timestamps. It also interacts with the Blockchain
Network Client described above to parse and format the Ethereum protocol.
Typically, it is not a module which users will need to come into contact with
directly.

Access Control

The Access Control Server provides off-blockchain, local-database access for
a user; however, this is decided by authorizations that are themselves stored
on the blockchain. The server monitors clients on the network for crypto-
graphically signed query requests (a string with a reference to the Direct
Contract giving permission to run it). The encrypted sign allows the check-
ing of the user’s identity; once this is accomplished, the blockchain contracts
are checked to verify if the requester is allowed access to run the query. If this
is granted, the query is run on the local database and the result is transferred
to the requesting client.

Iris UP

The Iris UP is the user-facing side of the program, which renders data from
the database for users to view. Via a simple graphical interface with a ruby
backend, which is designed to be easy-to-use as well as mobile-compatible,
users can share and retrieve data, and receive notifications when their data
is altered or updated.

3.5 A Use Case

For further clarity, we present a typical use-case for the Iris EHR, involving
the creation of a new patient record. When a provider adds a new patient’s
record, his Lead Contract (LC) can be used to match the patient to his Iris
EHR address, so that his Historical Contract (HC) can be located. Once
this is done, the provider indicates that they are generating the data for
the patient and establishes their relationship, by uploading a new Direct
Contract (DC) to the blockchain referencing this Ethereum address. A query
is crafted to reference the new data and update the Direct Contract, followed
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a transaction linking the new DC to the patient’s Historical Contract, with
a timestamp.

From the patient’s point of view, his Blockchain Network Client, which
is monitoring his HC, notifies him via the Iris UP that a new block has been
mined with the newly linked DC. This notification prompts the patient to
approve or reject the provider request, based on which the HC is modified. An
approved transaction results in an automatic query to retrieve the medical
data. To accomplish this, the client uses the new DC information to find
the provider, locate it, and pass control to the Access Control server for
verification.

The Access Control Server now allows patients to retrieve their data (a
similar method can be followed for providers) by checking the permissions on
the current chain, but also to share this data with a third party. To do this,
the patient can select data on their Iris UP and update the new Direct Con-
tract with the third party’s blockchain address, using their Lead Contract.
The DC is then linked with both the care provider as well as the third party
(for example, a bloodwork lab or a doctor providing a second opinion), who
is notified of the granted access, and can retrieve the information.

We now move on to our system’s Iris Tokens, touching on their mining,
trade and usage.

4 The Iris Ecosystem

The Iris ecosystem extends beyond just the records database described above.
We now present the various components of the Iris Ecosystem, most impor-
tantly the Iris Token.

4.1 The Iris Token

The Iris Ecosystem is developed and managed using the Ethereum proto-
col.“Miners” are users of the system who earn Iris Tokens by uploading
healthcare data to the Iris EHR. They may be patients or providers, and
the Iris Token gives them an incentive layer to integrate their data into the
Iris EHR, providing the data that fuels the Iris ecosystem. “Buyers”, who
are third parties interested in the stored data, may use Iris Tokens to pur-
chase it, and miners can sell earned Iris Tokens to Buyers and Supporters
on the Iris Token Exchange, described later. Eventually, Iris Tokens could
be used to pay for healthcare-related services, forming a healthcare cryotcur-
rency serving the needs of the entire community. It could also be exchanged
for other cryptocurrency or for fiat currency.
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4.2 Core features of the Iris EHR

The Iris EHR is a crucial part of the ecosystem. It is a database built on two
core principles; individualized healthcare which is tailored to a patient and is
part of their comprehensive record, and preventative, long-term wellness and
the maintenance of health instead of a reactionary model treating episodic
illness. Other features will include the standardization and integration of
existing provider health records across institutions and countries. With AI,
machine learning and a critical mass of accumulated information, providers’
focus could shift away from treatment to prevention, using predictive models
and an automated primary care service.

• Patients will be able to upload health records, as well as self-generated
data from wearables, implants, and health tracking apps via a user-
friendly application. They will have access to a Personal Health Record,
including all data generated by the patient, their provider, or their test
results. An Episodic Healthcare Management system will arrange vir-
tual consultations (e-visits), coordinate pre- and post-follow up ques-
tions, include inpatient functionality such as hospital visits, and sched-
ule appointments. A Personal Healthcare Management system will
monitor a patient’s health data. Fine-grained permissions controls will
allow patients to tailor access to their data for different categories of
people, for example for their family, provider, payer (perhaps an insur-
ance company) and even for buyers in the Iris Marketplace.

• Providers will be able to upload data they generate (with permission,
if a patient is involved). While we have mentioned the reduction of data
storage, backup and management overload due to blockchain technol-
ogy, other features such as practice management, reduction of negli-
gence, time savings for clinicians and simple recordkeeping integrity
will be powerful tools. Handling of outpatient care, remote virtual
care (reducing unnecessary doctor visits), automated and remote pa-
tient monitoring, as well as facilitated peer-to-peer interactions will be
strong incentives for providers to use the Iris EHR. Care management
as well as utilization management for physicians will be a welcome light-
ening of their workload, as well as provide safety benefits by reducing
overworked doctors. The creation of the Iris Marketplace where health-
care vendors can bid on patients needing services will also improve the
quality of care.

• Payers could greatly reduce overheads by implementing features of
the Iris EHR, including immediate and automated claims validation
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and processing, as well as a simplified revenue cycle with paperless
billing and payment plans. Proof of insurance would be automatic as
well, and fraud prevention would become easier if diagnostic machines
registered on the secure distributed ledger could append onto it the
validated tests they perform, with bills sent directly to the payer. The
ledger would provide drug traceability (a major concern for pharmaceu-
ticals companies, who lose an estimated USD 12 billion annually due
to the sale of counterfeit chemicals). Medication non adherence costs
drug companies an estimated USD 637 billion annually, and could be
prevented, or at least detected, via the Iris EHR. Payers (such as gov-
ernments or research institutions) could also incentivize members of
the populace to perform designated activities (for example, exercise or
preventative care) by offering Iris Tokens.

Apart from these features, public health bodies would be able to provide
health documentation and validate them, aiding in drug traceability as well
as in the running of vaccination programs.

The initial focus will be on data collection in the clinical context, fol-
lowed by data collection from other, non-traditional sources such as at-home
wearable health devices. The Iris EHR will become a database of healthcare
data, which can be aggregated and anonymized to varying degrees, and sold
to Buyers.

4.3 The Iris Marketplace

The Iris Marketplace is the platform on which healthcare data is bought and
sold. Built using blockchain technology, it would include the functionality for
a broad range of customizable data services and big data analytics offered to
Buyers. Control is retained by the individual, and they can decide which of
their healthcare data they wish to be made available for purchase by Buyers;
for which they will earn Iris Tokens. The Iris Marketplace is therefore the
primary market for the generated healthcare data. Healthcare data will
generally be aggregated and anonymized; in future, however, Miners could
potentially make certain aspects of their identity available, in return for Iris
Token incentives.

4.4 The Iris Token Exchange

The Iris Token Exchange is defined as a conglomeration of existing market-
places, which are platforms on which cryptocurrencies (including Iris Tokens)
can be bought and sold. On these platforms, existing cryptocurrencies such
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as Bitcoin and Ethereum, as well as fiat currency, will be able to be exchanged
for Iris Tokens.

Sellers on these marketplaces will be holders of Iris Tokens, obtained
through TGE participation or initial investment, mining, performing desig-
nated activities commissioned by third parties and by selling their healthcare
data on the Iris Marketplace.

Buyers will be third parties desiring access to healthcare data. Buyers will
also be service providers who wish to purchase advertising space on the Iris
EHR, which as a centralized medical tool will see a heavy virtual footfall. Dif-
ferent categories of buyers could be healthcare researchers, both public and
private, insurance companies, governments, non-governmental organizations,
and pharmaceutical companies.

4.5 Principal Agents

The following are the key principal agents who will participate in the Iris
ecosystem:

• Miners will be individuals who will upload healthcare data to the Iris
EHR, and will earn Iris Tokens as an incentive for doing so. They may
be providers, or individual patients.

• Buyers can be any third parties wishing to purchase healthcare data,
including insurance companies, researchers, governments and pharma-
ceutical companies.

• Public will be individuals purchasing Iris Tokens in the TGE, or on a
Iris Token Exchange, as described above, after the TGE.

• Iris Operations constitutes the operating entity/ies, owned by founders
and equity supporters, and expected to be incorporated in Singapore,
Switzerland, the United States or other crypto friendly jurisdiction; re-
ceiving proceeds of the TGE (by way of grant from the Token Issuer),
developing and owning the Iris EHR and its related marketplace, sell-
ing healthcare data to Buyers on the Iris Marketplace, holding Iris
Tokens for future liquidation and generally developing and promoting
blockchain technology.

• Token Issuer is Iris TGE Limited, a Singapore company limited by
guaranteed established for the purpose of issuing Iris Tokens during the
TGE, and granting TGE proceeds in accordance with the purposes set
out in its Constitution.
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4.6 The Ecosystem as a Whole

Fig.4.5 above shows a map of interactions between different agents partici-
pating in the Iris Ecosystem. In the central circle, the patient or doctor is
situated as the source of healthcare data- they earn Iris Tokens by uploading
data, buy healthcare services using Iris Tokens they hold, and exchange Iris
Tokens for other cryptocurrencies or fiat, on the Iris Token Exchange. The
service provider, in turn, can buy Iris Tokens on the Iris Token Exchange,
earn them for services rendered, and use them to pay for advertising space on
the Iris EHR. Organizations can similarly buy Iris Tokens for many purposes,
for example to gain the right to monitor a participant individual via the Iris
EHR. A data purchaser, on the other hand, can buy anonymized healthcare
data on the Iris Marketplace (using Iris Tokens bought from the Iris Token
Exchange), which is transferred from the Iris EHR database to the purchaser
in exchange for Iris Tokens.

While these are the core functionalities of the Iris Ecosystem, other novel
applications may also emerge out of the secure yet agile web of connections
that is offered. In the next section, we discuss some of these possibilities.

5 Future Applications

In the first instance, the goal of a blockchain-based EHR is to alleviate the
urgent needs of the healthcare industry for a secure, comprehensive, inter-
operable and indelible database of electronic healthcare records. However,
in the longer term, the potential benefits and applications of Iris could ex-
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tend well beyond these capabilities. In particular, Iris may play a significant
role in enabling all participants in the healthcare arena, be they patients,
providers or payers, to take part in the big-data revolution spreading across
other industries.

5.1 Big data analytics

While the healthcare industry has always generated huge amounts of data,
only recently has this data started to become available in digital form, trig-
gering a veritable avalanche of useful data which needs to be managed. In
healthcare and elsewhere, these massive quantities of data, characterized by
high velocity, complexity, and variability, are colloquially called “big data”.
The growth of big data is rapidly outpacing our storage, distribution, process-
ing and analysis capabilities, while simultaneously kicking off an information
revolution.

Big data in healthcare, in particular, has shown great promise in tackling
some of the most common issues facing us today, such as clinical decision
support, disease surveillance, and public health management. However, while
there is opportunity, medical big data is overwhelming because of the volume,
as well as the diversity of data types and the speed at which they are created
(in many cases, in real time). While traditional EHR systems are faltering
in the face of this challenge, the blockchain-based Iris ecosystem provides us
with a number of tools to manage this large and complex resource.

Big data in healthcare

Big data analytics enables us to discover associations, patterns and trends
within healthcare data that was previously siloed, fragmented, or inaccessi-
ble. These patterns can improve care, lower overhead costs and save lives.
The insights extracted from the explosion of available data have the potential
to engineer better outcomes and more informed decisions in several problem
areas of the health arena:

• Care Analysis: A detailed record of patient data, and the cost and
outcome of care, obtained from the blockchain, could be analyzed using
big-data techniques to identity the most effective interventions, both
clinically and in terms of cost.

• Patient Information: Data on medical procedures and their effi-
cacy could be analyzed and transmitted to patients, thus arming them
with the information required to make healthcare choices (for example
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choosing the best-value treatment) and countering the varied sources
of misinformation proliferating today.

• Fraud Minimization: Advanced analytic systems, with real-time
monitoring, could identify, predict and minimize healthcare fraud (cur-
rently costing billions of dollars[3]) and the accuracy of insurance claims.

• Claim Management: Big-data analytics could help process and ad-
judicate claims, resulting in close to real time claim approvals.

• Data from new technologies: New wearables such as mobile and
wrist trackers are providing a steady stream of patient-led data which
is currently excluded from healthcare analysis. Big-data processing of
this kind of data from the blockchain could be used for a myriad of
purposes, such as monitoring drug adherence, and detecting variables
such as amount of exercise which are currently patient-reported and
often inaccurate.

• Disease Monitoring: As a consequence of the patient-led wearable
monitoring described in the previous point, big-data scientists could
write analytic modules (using techniques such as segmentation and
predictive modeling) to detect diseases at earlier stages, when they can
be treated more easily and effectively, and at lower cost.

• Disease Profiling: Not just at the individual level, a truly big-data
problem is making sense of the volumes of healthcare data across an
entire country’s population. However, solving this problem would make
disease profiling, prevention of the spread of disease, and bolstering
population health (for example, through monitoring herd immunity)
much easier for governments.

• New Revenue Streams: These could be created, as described in ear-
lier sections of this paper, by aggregating patients’ clinical and claims
records and bundling this information as a valuable dataset to third
parties, for example for the identification of patients for clinical trials
by pharmaceutical companies.

• Historical data: Apart from current data, vast amounts of historical
data today are left untapped; taking these into account could imme-
diately provide a longitudinal picture of variables such as the efficacy
of certain treatments (as opposed to starting longitudinal studies only
when a study is designed, and waiting for years for the results), espe-
cially if the data is trustworthy and easily accessible on the blockchain.
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The healthcare market

It is important to note that in these fast-moving times, overhauling the cur-
rent EHR management systems used by the healthcare industry is not a
choice but an imperative. Healthcare organizations need to acquire the fast-
developing tools and techniques to leverage big data effectively; failing this,
they risk losing potentially millions of dollars in revenue and profits. At the
current rate of growth, big data from the U.S. healthcare system will soon
reach the zettabyte (1021 gigabytes), followed shortly by the yottabyte (1024
gigabytes). These data sets are so large and complex that they are simply too
difficult to manage with traditional hardware and software. However, there
is an upside to this data-avalanche; it creates great opportunity for big-data
researchers as well as companies investing ideas and resources in the emer-
gent market of big data analytics in healthcare. McKinsey estimates that
each year, big data analytics could enable more than USD 300 billion in sav-
ings in the U.S. alone. Clinical operations and research and development, in
particular are two areas where great strides can be made, since they repre-
sent USD 165 billion and USD 108 billion of those savings. Together, big
data can reduce U.S. national healthcare expenditure by approximately 8%.
Beyond the U.S. in the emergent markets, between three and five billion new
consumers will be connected to the internet for the first time over the next
five years, representing the “rising billion” who will be patients in need of
both medical care and the analytical tools of big-data experts.

5.2 Other applications

As we have touched upon in previous sections, apart from big-data analyt-
ics there are a multitude of other applications that could emerge from the
healthcare blockchain, and Iris in particular. We have laid particular em-
phasis on integration and interoperability throughout this paper, since it is
one of the most important advantages of a blockchain model. A seamless
healthcare experience for users and providers allows doctors to do what they
are trained to do, treat the patient; who in turn can focus on getting better.

Payments from pharmaceutical companies (or perhaps from the provider
institution he visited, wishing to overview their service standards), bene-
fiting from his own medical data, as and when they perform big data
analytics on his anonymized record. All these applications could interact in
the future, to make the entire process smooth and efficient.
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6 Regulatory Matters

With the increased popularity of cryptocurrencies, regulators have been fo-
cusing on the benefits, challenges and risks posed by the technology and how
it fits within the existing legal and regulatory framework. A number of reg-
ulatory initiatives have been announced across the globe and a patchwork
of legislation and regulation has begun to emerge. However, there is a great
deal of variation in the regulation of cryptocurrencies around the world.

In recent years, Singapore has emerged as one of the most cryptocurrency
friendly jurisdictions. In the last two years a large number of cryptocurrency
launches have occurred from the Singapore market. Most recently, author-
ities have sought to clarify the regulatory position of cryptocurrencies; in
essence, a cryptocurrency in Singapore will require regulatory approval prior
to launch if it constitutes a “Product” under the Securities and Futures Act.

This clarification, providing regulatory certainty for the Iris team and
supporters, has been extremely useful. It has also provided our legal team
with the framework against which to confirm regulatory compliance. To this
end, Iris (and / or its Founders) has appointed Singaporean legal counsel to
provide regulatory advice on all aspects of the issuance (including corporate
structuring, the Iris ecosystem, pre-TGE investments, and TGE investments
and process). A summary of the legal opinion (prepared by our legal team),
which will be issued prior to the TGE, is set out below.

Legal Opinion on Regulatory Compliance

On 1 August 2017, the Monetary Authority of Singapore (“MAS”) clarified
that the offer or issue of digital tokens in Singapore will be regulated if the
digital tokens go beyond the function of a virtual currency and constitute
products regulated under the Securities and Futures Act, Chapter 289 of
Singapore (“SFA”), specifically securities or a collective investment scheme.

Based on Singapore law applicable as at 29 September 2017, we do not
believe the Iris Tokens constitute “securities” or a “collective investment
scheme” within the SFA, taking into account (among other things) the fol-
lowing features of Iris:

1. Iris Tokens function primarily as a form of payment, or a medium of
exchange, within the Iris EHR ecosystem, particularly for the purchase
of healthcare data uploaded onto the Iris EHR, purchase of advertising
on the Iris EHR and, in the purchase of health-care related services on
the Iris EHR.

2. Iris Tokens do not, directly or indirectly, confer any ownership, equity
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or other right or interest in, or any right to vote in respect of any busi-
ness, corporation or other entity or fund (including the Token issuer,
Iris Operations and/or its affiliates).

3. Iris Tokens do not, directly or indirectly, confer any ownership, security
or other right or interest in any assets or property, whether of the Token
issuer, Iris Operations, any of its affiliates and/or any other person
(including the Iris EHR system).

4. Iris Tokens do not, directly or indirectly, confer any right to any prof-
its, income, returns or other payments (whether present, conditional,
contingent or otherwise and whether arising from or in connection with
the operations of the Token issuer, Iris Operations, any of its affiliates
and/or any other person, or the Iris EHR system or otherwise).

5. Iris Tokens do not, directly or indirectly, confer any right to repayment
of any sum of money or any right to sell the Iris Tokens to any person
(including the Token issuer, Iris Operations, its affiliates and/or any
other person) in the future.

7 Iris Token Allocation

An initial token generation is required to launch Iris Tokens for general use.
The Iris Token will be distributed to four groups within the Iris network,
described in this section. It is worth noting that this is a forward-looking
draft, prepared with a view to distributing information about Iris to pre-
TGE supporters only. Accordingly, it is intentionally general, so that it
can accommodate amendments following consultation with advisors, early
supporters, and market sentiment. Iris Token sales will be in two stages: a
sale to early supporters (including a Pre TGE sale), and a broader token
generating event (TGE) to the general public.

Token allocation

Iris Token allocation will be in the following proportions:

• 60% for sale to the community and for allocation to token miners (for
uploading personal healthcare data to the Iris EHR).

• 30% for ecosystem reserve (for ongoing research and software develop-
ment, business development, marketing, adoption initiatives, partner-
ships etc).
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• 10% for Founders and early employees (to incentivize the alignment of
long term goals and strategy).

Iris Tokens will be issued by the Token Issuer, and all sale proceeds from
the distribution of Iris Tokens will be deployed to Iris Operations, to be
utilized for the development of the Iris EHR, as well as for general operations.

Sale to early supporters

Recognizing the time, resources and expertise invested into Iris Operations
by our pre-TGE supporter group, we allocate a certain amount of Iris Tokens
for pre-TGE sale to early supporters. These are individuals, organizations
and advisors who have helped us develop the Iris network and concept, and
have made a strong commitment to the future. In order to secure the long-
term commitment, goodwill and advice of these early supporters, we offered
a discount of 0-40%, depending on their level of commitment, the vesting
schedule and the future partnership potential.

TGE

Token generating events for cryptocurrency launches are similar to IPOs
for a company. During a TGE campaign, enthusiasts and supporters buy
the tokens allocated to the TGE, using either virtual or fiat currency. The
cryptocurrency project, in this way, sells part of its token to supporters, but
receives funding in turn to build and launch the project.

In the case of Iris, we have already built a functioning Iris EHR. How-
ever, developing this into a universally available, multifaceted EHR (includ-
ing broad third-party integrations, patient and provider facing platforms), as
well as the infrastructure for Iris (including mining software and third-party
wallet integrations), will require significant ongoing software development
and funding. We expect the TGE to be fruitful in this regard, and have
scheduled the launch for May 2018. Purchases under the TGE will be gov-
erned by separate terms and conditions, provided independently from this
White Paper. We will structure the sale to reward early investments, and
the price and vesting schedule will differ depending on purchase date and
volume. TGE purchases will be accepted in the cryptocurrencies Ethereum
and Bitcoin (among other options).
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8 Target markets

As part of the roll out of the Iris EHR, we have assessed target markets where
we anticipate a strong impact. A primary strategy will be targeting emerging
markets, where EHR penetration in general is very low, as compared to
developing countries.

In Europe and the USA, the so-called developed countries are increas-
ingly moving towards electronic healthcare records to help improve health-
care quality, while abandoning paper records which are prone to data loss,
inaccuracy and storage issues. However, many developing countries are faced
with multiple challenges such as the lack of a robust healthcare infrastruc-
ture, information and communications technology, low literacy levels, and
large-scale disasters such as epidemics, civil wars and natural disasters. The
continuity and accuracy of patient health records is therefore often impacted
by the antiquated paper-based recordkeeping of individual hospitals and doc-
tors. This issue not only impacts individuals at a micro level, at a macro
level the governments of emerging economies are also affected, since pub-
lic health is essential to achieving sustainable economic development and
growth, eliminating poverty, as well as effective using resources. While these
countries have significant strain on their health systems, they are also regions
where rapid progress can be made, and as a result, they constitute untapped
markets for investment in EHR systems.

A growing population

The growing population of developing countries is fast outpacing the available
healthcare infrastructure, and many Asia-Pacific countries are yet to reach
their peak populations. Two-thirds of the global middle class will be in
the Asia-Pacific region by 2030. By 2035 the global shortage of healthcare
professionals will reach 13 million from 7 million today, and over 1/3 of the
shortage will be faced by emerging countries. A growing population entails
an exponentially growing number of healthcare data sets and an increasing
investment in recordkeeping.

An aging population

Another factor contributing to the increase in healthcare demand in emerg-
ing markets is the aging populations of these countries; with some countries
facing a significant increase in the 65+ age bracket between 2015 and 2050.
By 2050, emerging markets will account for 80% of the world?s elderly. Elder
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care and end-of-life care are set to increase healthcare expenditure exponen-
tially in developing countries.

Non-communicable diseases

In addition to the challenges of demographic changes, non-communicable dis-
eases (NCDs) such as diabetes, cardiovascular diseases, and cancer are occur-
ring with increasing prevalence in emerging markets, partly due to changing
lifestyles and longer lifespans. Almost 200 million of the world?s 370 million
people diagnosed with diabetes live in Asia, and 75% of NCD-related deaths
occur in emerging markets.

However, a positive aspect to the challenges facing emerging markets is
that the growing middle class can afford to allocate their rising incomes to-
wards healthcare costs. In addition, governments in developing countries
are spending an increasing proportion of GDP on public healthcare, with
a significant allocation towards healthcare record-keeping, particularly to-
wards EHRs. Advancements in technology must be considered while making
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these investments; disruptive models are required to implement learnings
from costly and slow EHR implementations in the past in developed coun-
tries.

In the world of information technology, wireless solutions have allowed de-
veloping countries to skip the installation of line infrastructure investments
for broadband access, and mobile phones have preceded landlines installation
in large regions of these countries, a process named leapfrogging. Similarly,
emerging markets need to consider innovative EHR solutions that will allow
them to leap towards improved EHR solutions, such as blockchain technol-
ogy, instead of investing in siloed, fragmented and expensive traditional EHR
systems. By targeting emerging markets with the Iris EHR, we will be par-
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ticipating in the leapfrogging of the healthcare infrastructure of these huge
markets, indicted by the fact that emerging economies are unlikely to adopt
traditional digital health models. Private sector providers in emerging mar-
kets are already opting for cloud-based solutions over hospital-based data
servers and centers. We believe blockchain is a disruptive force exceeding
the potential of the cloud for EHRs, and that Iris has the potential to revo-
lutionize healthcare in emerging markets.

9 Conclusion

Blockchain technology has the potential to revolutionize healthcare IT, with
ramifications beyond EHR management, towards a centralized holistic health
system invaluable to patients, providers, and to the world health community.
Just as in the world of currency, blockchain will increasingly add a welcome
disruption and an improvement in efficiency to the bloated and stagnant
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healthcare ecosystem currently used. We look forward to a new generation of
blockchain applications, strongly standards-compliant, secure and innovative,
which will invite a paradigm shift in the way we think about and interact
with our health.

The purpose of this whitepaper has been twofold. First, it is essential for
the coming technological revolution that healthcare organizations, patients
and doctors understand blockchain technology, and how it applies to health-
care, so that they are ready for the fast-moving changes necessary; we have
tried to provide some of this information in Sec. 2. Second, we have intro-
duced a powerful blockchain-based EHR management tool, the Iris system,
which via a cryptocurrency token (the Iris Token) facilitates the process of
setting up a secure Iris EHR network for health records, as well as incen-
tivized adoption of the network via Iris Tokens. The Iris EHR, with its
smart contracts, nodes and backend software, was described in Sec. 3, while
the Iris Token and its ecosystem were discussed in Sec. 4. In Sec. 5 we set
out some applications of the project, with emphasis on the importance of big
data in healthcare, while Sec. 6 and 7 dealt with regulatory compliance and
the allocation of the Iris Token.

We expect that the combination of a cryptocurrency token (valuable for
rewarding patients and providers, as well as for providing a currency accepted
in the healthcare world by third parties like pharmaceutical companies, sup-
porters and government organizations) and a blockchain-based secure, inter-
operable EHR network, will galvanize the healthcare industry in multiple
ways. While the current document constitutes a draft for informational pur-
poses, we are confident in our time-line and technical implementation and
aim for May 2018 launch date.
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DISCLAIMER 
 
This whitepaper (this “Whitepaper”) in current form is being circulated by Iris TGE Limited (the “Company”) 
for general information and to invite community feedback only on the Iris Token project as presently conceived, 
and is subject to review and revision by the board of advisers and/or legal advisers of the Company. Please do 
not replicate or distribute any part of this Whitepaper without a copy of this Disclaimer. No part of this 
Whitepaper is intended to create legal relations with a recipient of this Whitepaper or to be legally binding or 
enforceable by such recipient against the Company. An updated version of this Whitepaper may be published on 
a date to be determined and announced by the Company in due course.  
 
PLEASE READ THIS SECTION AND THE FOLLOWING SECTIONS ENTITLED “DISCLAIMER OF 
LIABILITY”, “NO REPRESENTATIONS AND WARRANTIES”, “REPRESENTATIONS AND 
WARRANTIES BY YOU”, “CAUTIONARY NOTE ON FORWARD-LOOKING STATEMENTS”, “THIRD 
PARTY INFORMATION AND NO CONSENT OF OTHER PERSONS”, “TERMS USED”, “NO ADVICE”, 
“NO FURTHER INFORMATION OR UPDATE”, “RESTRICTIONS ON DISTRIBUTION AND 
DISSEMINATION”, “NO OFFER OF INVESTMENT OR REGISTRATION” AND “RISKS AND 
UNCERTAINTIES” CAREFULLY.  
 
IF YOU ARE IN ANY DOUBT AS TO THE ACTION YOU SHOULD TAKE, YOU SHOULD CONSULT 
YOUR LEGAL, FINANCIAL, TAX OR OTHER PROFESSIONAL ADVISOR(S).  
 
NOTWITHSTANDING ANYTHING HEREIN, IRIS TOKENS ARE NOT INVESTMENTS AND YOU 
SHOULD NOT CONSTRUE IRIS TOKENS AS INVESTMENTS.  
 
Without prejudice to the foregoing, Iris Tokens are not intended to constitute securities of any form, units in a 
business trust, units in a collective investment scheme or any other form of investment in any jurisdiction. This 
Whitepaper and any other related documents (including the T&Cs, as defined below) do not constitute a 
prospectus or offer document of any sort and is not intended to constitute an offer or sale, or invitation for 
purchase, of securities of any form, units in a business trust, units in a collective investment scheme or any other 
form of investment, or a solicitation for any form of investment in any jurisdiction.  This Whitepaper and any 
other related documents (including the T&Cs, as defined below) may not be used for the purpose of an offer or 
sale to, or invitation or solicitation by, anyone in any jurisdiction or in any circumstances in which such offer or 
solicitation is not authorised or is unlawful. 
 
Iris Tokens should not be construed, interpreted, classified or treated as enabling, or according any opportunity 
to, purchasers to participate in or receive profits, income, or other payments or returns arising from or in 
connection with the Iris Token ecosystem, Iris Tokens or the proceeds of the Iris Token sale (as described in this 
Whitepaper), or to receive sums paid out of such profits, income, or other payments or returns.  
 
This Whitepaper does not constitute or form part of any opinion on any advice to sell, or any solicitation of any 
offer by the Company to purchase any Iris Tokens nor shall it or any part of it nor the fact of its presentation 
form the basis of, or be relied upon in connection with, any contract or investment decision.  
 
Any agreement as between the Company and you as a purchaser, and in relation to any sale and purchase, of Iris 
Tokens (as referred to in this Whitepaper) is to be governed by only a separate document setting out the terms 
and conditions (the “T&Cs”) of such agreement. In the event of any inconsistencies between the T&Cs and this 
Whitepaper, the former shall prevail.  
 
IRIS TOKEN SALE (AS REFERRED TO IN THIS WHITEPAPER) IS INTENDED FOR, MADE TO OR 
DIRECTED AT ONLY PERSONS OUTSIDE THE UNITED STATES OF AMERICA AND MAY BE 
ACTED UPON ONLY BY PERSONS OUTSIDE THE UNITED STATES OF AMERICA. ACCORDINGLY, 
YOU ARE NOT ELIGIBLE AND YOU ARE NOT TO PURCHASE ANY IRIS TOKENS IN THE IRIS 
TOKEN SALE IF YOU ARE LOCATED IN THE UNITED STATES OF AMERICA AT THE TIME OF 
YOUR INTENDED PURCHASE/PURCHASE OF IRIS TOKENS IN THE IRIS TOKEN SALE. YOU ARE 
ALSO NOT ELIGIBLE AND YOU ARE NOT TO PURCHASE ANY IRIS TOKENS IN THE IRIS TOKEN 
SALE IF YOU ARE A CITIZEN, RESIDENT (TAX OR OTHERWISE), DOMICILED IN, OR GREEN 
CARD HOLDER OF THE UNITED STATES OF AMERICA.  
 
No regulatory authority has examined or approved of any of the information set out in this Whitepaper. No such 
action has been or will be taken under the laws, regulatory requirements or rules of any jurisdiction. The 



publication, distribution or dissemination of this Whitepaper does not imply that the applicable laws, regulatory 
requirements or rules have been complied with.  
 
There are risks and uncertainties associated with the Company and its business and operations, Iris Tokens, the 
Iris Token sale and the Iris Token ecosystem (each as referred to in this Whitepaper).  
 
This Whitepaper, any part thereof and any copy thereof must not be taken or transmitted to any country where 
distribution or dissemination of this Whitepaper is prohibited or restricted. No part of this Whitepaper is to be 
reproduced, distributed or disseminated without including this section and the following sections entitled 
“Disclaimer of Liability”, “No Representations and Warranties”, “Representations and Warranties By You”, 
“Cautionary Note On Forward-Looking Statements”, “Third Party Information and No Consent of Other 
Persons”, “Terms Used”, “No Advice”, “No Further Information or Update”, “Restrictions On Distribution and 
Dissemination”, “No Offer of Investment Or Registration” and “Risks and Uncertainties”.  
 
DISCLAIMER OF LIABILITY  
 
To the maximum extent permitted by the applicable laws, regulations and rules, the Company shall not be liable 
for any damages (including, but not limited to, direct, indirect, special, incidental, consequential or other losses 
of any kind, whether arising in tort, contract or otherwise (including but not limited to loss of revenue, income 
or profits, and loss of use or data)), arising out of or in connection with any acceptance of or reliance on this 
Whitepaper or any part thereof by you.  
 
NO REPRESENTATIONS AND WARRANTIES  
 
The Company does not make, or purport to make, and hereby disclaims, any representation, warranty or 
undertaking in any form whatsoever to any entity or person, including any representation, warranty or 
undertaking in relation to the truth, accuracy and completeness of any of the information set out in this 
Whitepaper.  
 
REPRESENTATIONS AND WARRANTIES BY YOU  
 
By accessing and/or accepting possession of any information in this Whitepaper or such part thereof (as the case 
may be), you represent and warrant to the Company as follows:  
 

(a) you agree and acknowledge that Iris Tokens do not constitute securities of any form, units in a business 
trust, units in a collective investment scheme or any other form of investment in any jurisdiction;  

(b) you agree and acknowledge that this Whitepaper does not constitute a prospectus or offer document of 
any sort and is not intended to constitute an offer of securities of any form, units in a business trust, 
units in a collective investment scheme or any other form of investment in any jurisdiction, or a 
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Whitepaper;  
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treated as enabling, or according any opportunity to, purchasers to participate in or receive profits, 
income, or other payments or returns arising from or in connection with the Iris Token ecosystem, Iris 
Tokens or the proceeds of the Iris Token sale (as described in this Whitepaper), or to receive sums paid 
out of such profits, income, or other payments or returns; 

(d) you agree and acknowledge that no regulatory authority has examined or approved of the information 
set out in this Whitepaper, no action has been or will be taken under the laws, regulatory requirements 
or rules of any jurisdiction and the publication, distribution or dissemination of this Whitepaper to you 
does not imply that the applicable laws, regulatory requirements or rules have been complied with;  

(e) you agree and acknowledge that this Whitepaper, the undertaking and/or the completion of Iris Token 
sale, or future trading of Iris Tokens on any cryptocurrency exchange, shall not be construed, 
interpreted or deemed by you as an indication of the merits of the Company, Iris Tokens, the Iris Token 
sale or the Iris Token network (each as referred to in this Whitepaper);  

(f) the distribution or dissemination of this Whitepaper, any part thereof or any copy thereof, or 
acceptance of the same by you, is not prohibited or restricted by the applicable laws, regulations or 
rules in your jurisdiction, and where any restrictions in relation to possession are applicable, you have 
observed and complied with all such restrictions at your own expense and without liability to 
Company;  



(g) you agree and acknowledge that in the case where you wish to purchase any Iris Tokens, the Iris 
Tokens are not to be construed, interpreted, classified or treated as: (i) any kind of currency other than 
cryptocurrency; (ii) debentures, stocks or shares issued by any person or entity; (iii) rights, options or 
derivatives in respect of such debentures, stocks or shares; (iv) rights under a contract for differences or 
under any other contract the purpose or pretended purpose of which is to secure a profit or avoid a loss; 
(v) units in a collective investment scheme; (vi) units in a business trust; (vii) derivatives of units in a 
business trust; or (viii) any other security, class of securities or form of investment;  

(h) you are fully aware of and understand that you are not eligible to purchase any Iris Tokens if you are a 
citizen, resident (tax or otherwise), domiciled in, or green card holder of the United States of America 
or a citizen, or a person who is located in the United States of America or the Republic of Singapore at 
the time of your intended purchase of Iris Tokens;  

(i) you have a sufficient degree of understanding of the operation, functionality, usage, storage, 
transmission mechanisms and other material characteristics of cryptocurrencies, blockchain-based 
software systems, cryptocurrency wallets or other related token storage mechanisms, blockchain 
technology and smart contract technology; 

(j) you are fully aware and understand that in the case where you wish to purchase any Iris Tokens, there 
are risks associated with the Company and its respective business and operations, Iris Tokens, the Iris 
Token sale, and the Iris Token ecosystem (each as referred to in the Whitepaper);  

(k) you are fully aware and agree that all proceeds obtained by the Company (either during the token 
generating event, direct investment, or otherwise) may be granted by the Company to third party 
entities in accordance with the Constitutional documents of the Company. Such grants may be to third 
party entities in which the Company has no legal or equitable ownership interest or control.  

(l) you agree and acknowledge that the Company is not liable for any indirect, special, incidental, 
consequential or other losses of any kind, in tort, contract or otherwise (including but not limited to 
loss of revenue, income or profits, and loss of use or data), arising out of or in connection with any 
acceptance of or reliance on this Whitepaper or any part thereof by you; and 

(m) all of the above representations and warranties are true, complete, accurate and non-misleading from 
the time of your access to and/or acceptance of possession this Whitepaper or such part thereof (as the 
case may be).  

 
CAUTIONARY NOTE ON FORWARD-LOOKING STATEMENTS  
 
All statements contained in this Whitepaper, statements made in press releases or in any place accessible by the 
public and oral statements that may be made by the Company, or its directors, executive officers or employees 
acting on behalf of the Company (as the case may be), that are not statements of historical fact, constitute 
“forward-looking statements”. Some of these statements can be identified by forward-looking terms such as 
“aim”, “target”, “anticipate”, “believe”, “could”, “estimate”, “expect”, “if”, “intend”, “may”, “plan”, “possible”, 
“probable”, “project”, “should”, “would”, “will” or other similar terms. However, these terms are not the 
exclusive means of identifying forward-looking statements. All statements regarding the Company’s financial 
position, business strategies, plans and prospects and the future prospects of the industry in which the Company 
operates are forward-looking statements. These forward-looking statements, including but not limited to 
statements as to the Company’s revenue and profitability, prospects, future plans, other expected industry trends 
and other matters discussed in this Whitepaper regarding the Company are matters that are not historic facts, but 
only predictions.  
 
These forward-looking statements involve known and unknown risks, uncertainties and other factors that may 
cause the actual future results, performance or achievements of the Company to be materially different from any 
future results, performance or achievements expected, expressed or implied by such forward-looking statements. 
These factors include, amongst others:  
 

(a) changes in political, social, economic and stock or cryptocurrency market conditions, and the 
regulatory environment in the countries in which the Company conducts its respective businesses and 
operations;  

(b) the risk that the Company may be unable to execute or implement their respective business strategies 
and future plans; 

(c) changes in interest rates and exchange rates of fiat currencies and cryptocurrencies; 
(d) changes in the anticipated growth strategies and expected internal growth of the Company;  
(e) changes in the availability and fees payable to the Company in connection with its businesses and 

operations; 



(f) changes in the availability and salaries of employees who are required by the Company to operate their 
respective businesses and operations; 

(g) changes in preferences of users of the Iris Token ecosystem; 
(h) changes in competitive conditions under which the Company operate, and the ability of the Company 

to compete under such conditions; 
(i) changes in the future capital needs of the Company and the availability of financing and capital to fund 

such needs; 
(j) war or acts of international or domestic terrorism; 
(k) occurrences of catastrophic events, natural disasters and acts of God that affect the businesses and/or 

operations of the Company;  
(l) other factors beyond the control of the Company;  
(m) any risk and uncertainties associated with the Company and its businesses and operations, Iris Tokens, 

the Iris Token sale and the Iris Token ecosystem (each as referred to in the Whitepaper).  
 

All forward-looking statements made by or attributable to the Company or persons acting on behalf of the 
Company are expressly qualified in their entirety by such factors. Given that risks and uncertainties that may 
cause the actual future results, performance or achievements of the Company to be materially different from that 
expected, expressed or implied by the forward-looking statements in this Whitepaper, undue reliance must not 
be placed on these statements. These forward-looking statements are applicable only as of the date of this 
Whitepaper.  

 
Neither the Company nor any other person represents, warrants and/or undertakes that the actual future results, 
performance or achievements of the Company will be as discussed in those forward-looking statements. The 
actual results, performance or achievements of Company may differ materially from those anticipated in these 
forward-looking statements.  
 
Nothing contained in this Whitepaper is or may be relied upon as a promise, representation or undertaking as to 
the future performance or policies of the Company. Further, the Company disclaims any responsibility to update 
any of those forward-looking statements or publicly announce any revisions to those forward-looking statements 
to reflect future developments, events or circumstances, even if new information becomes available or other 
events occur in the future.  
 
THIRD PARTY INFORMATION AND NO CONSENT OF OTHER PERSONS  
 
This Whitepaper includes information obtained from various third-party sources (“Third Party Information”). 
None of the publishers of the Third-Party Information has consented to the inclusion of the Third-Party 
Information in this Whitepaper and is therefore not liable for the Third-Party Information. While the Company 
has taken reasonable action to ensure that the Third-Party Information have been included in their proper form 
and context, neither the Company, nor its directors, executive officers and employees acting on its behalf, has 
independently verified the accuracy, reliability, completeness of the contents, or ascertained any applicable 
underlying assumption, of the relevant Third-Party Information. Consequently, neither the Company nor its 
directors, executive officers and employees acting on their behalf makes any representation or warranty as to the 
accuracy, reliability or completeness of such information and shall not be obliged to provide any updates on the 
same.  
 
TERMS USED  
 
To facilitate a better understanding of the Iris Tokens being offered for purchase by the Company, and the 
businesses and operations of Company, certain technical terms and abbreviations, as well as, in certain 
instances, their descriptions, have been used in this Whitepaper. These descriptions and assigned meanings 
should not be treated as being definitive of their meanings and may not correspond to standard industry 
meanings or usage. Words importing the singular shall, where applicable, include the plural and vice versa and 
words importing the masculine gender shall, where applicable, include the feminine and neuter genders and vice 
versa. References to persons shall include corporations.  
 
NO ADVICE  
 
No information in this Whitepaper should be considered to be business, legal, financial or tax advice regarding 
the Company, Iris Tokens, the Iris Token sale, or the Iris Token ecosystem (each as referred to in the 
Whitepaper). You should consult your own legal, financial, tax or other professional adviser regarding the 



Company and its businesses and operations, Iris Tokens, the Iris Token sale, and the Iris Token ecosystem (each 
as referred to in the Whitepaper). You should be aware that you may be required to bear the financial risk of any 
purchase Iris Tokens for an indefinite period of time.  
 
NO FURTHER INFORMATION OR UPDATE  
 
No person has been or is authorised to give any information or representation not contained in this Whitepaper 
in connection with the Company and its businesses and operations, Iris Tokens, the Iris Token sale, and the Iris 
Token ecosystem (each as referred to in the Whitepaper) and, if given, such information or representation must 
not be relied upon as having been authorised by or on behalf of the Company. The Iris Token sale (as referred to 
in the Whitepaper) shall not, under any circumstances, constitute a continuing representation or create any 
suggestion or implication that there has been no change, or development reasonably likely to involve a material 
change in the affairs, conditions and prospects of the Company or in any statement of fact or information 
contained in this Whitepaper since the date hereof.  
 
RESTRICTIONS ON DISTRIBUTION AND DISSEMINATION  
 
The distribution or dissemination of this Whitepaper or any part thereof may be prohibited or restricted by the 
laws, regulatory requirements and rules of any jurisdiction. In the case where any restriction applies, you are to 
inform yourself about, and to observe, any restrictions which are applicable to your possession of this 
Whitepaper or such part thereof (as the case may be) at your own expense and without liability to the Company. 
Persons to whom a copy of this Whitepaper has been distributed or disseminated, provided access to or who 
otherwise have the Whitepaper in their possession shall not circulate it to any other persons, reproduce or 
otherwise distribute this Whitepaper or any information contained herein for any purpose whatsoever nor permit 
or cause the same to occur.  
 
NO OFFER OF INVESTMENT OR REGISTRATION  
 
This Whitepaper does not constitute a prospectus or offer document of any sort and is not intended to constitute 
an offer of securities of any form, units in a business trust, units in a collective investment scheme or any other 
form of investment, or a solicitation for any form of investment in any jurisdiction. No person is bound to enter 
into any contract or binding legal commitment and no cryptocurrency or other form of payment is to be accepted 
on the basis of this Whitepaper.  
 
No regulatory authority has examined or approved of any of the information set out in this Whitepaper. No such 
action has been or will be taken under the laws, regulatory requirements or rules of any jurisdiction. The 
publication, distribution or dissemination of this Whitepaper does not imply that the applicable laws, regulatory 
requirements or rules have been complied with.  
 
RISKS AND UNCERTAINTIES  
 
Prospective purchasers of Iris Tokens (as referred to in this Whitepaper) should carefully consider and evaluate 
all risks and uncertainties associated with the Company and its businesses and operations, Iris Tokens, the Iris 
Token sale, and the Iris Token ecosystem (each as referred to in the Whitepaper), all information set out in this 
Whitepaper and the T&Cs prior to any purchase of Iris Tokens. If any of such risks and uncertainties develops 
into actual events, the business, financial condition, results of operations and prospects of the Company could be 
materially and adversely affected. In such cases, you may lose all or part of the value of Iris Tokens.  
 


	Introduction
	Blockchain Technology
	Existing EHR Infrastructure
	This Work

	The Blockchain EHR
	A technical description of the Iris EHR
	Overview
	Smart Contracts
	System Nodes
	Software
	A Use Case

	The Iris Ecosystem
	The Iris Token
	Core features of the Iris EHR
	The Iris Marketplace
	The Iris Token Exchange
	Principal Agents
	The Ecosystem as a Whole

	Future Applications
	Big data analytics
	Other applications

	Regulatory Matters
	Iris Token Allocation
	Target markets
	Conclusion
	References

