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Dark Paper

The more social we become online, the harder it is to keep our private lives 
truly private. Social networking sites like Facebook and Instagram make it 
nearly impossible for users to safeguard personal information and these 
networks continue to exploit our information to attract more advertisers to the 
platform. 1

We often hear about the growing popularity of these social media
platforms, but what’s less often reported is that the top global instant 
messaging apps (e.g. WhatsApp, WeChat, KakaoTalk, etc.) actually 
have more users and are growing at a faster rate than the top social 
media platforms. 2

One of the reasons that chat apps are attractive is that they are 
encrypted (for the most part) and offer better security and privacy 
than text messaging. Chat apps like Signal and Telegram in particular 
do a good job of encrypting data to prevent messages from being 
intercepted remotely by hackers. However, they fail to protect our 
data from people who, with or without our permission, gain access to 
our mobile device. Ravn addresses this security vulnerability. 
Ravn does not require your name, phone number or email 
address and doesn’t collect any data. It’s 100% anonymous.

Ravn makes you anonymous AND invisible.
Ravn has world class encryption AND is coupled with 

blockchain & smart contract technology.
Ravn is unlike any other.



RAVN IS THE WORLD'S FIRST AND 
ONLY PRIVATE, ENCRYPTED, 

ANONYMOUS, AND INVISIBLE 
INSTANT MESSAGING APP

      
         

       
      

         
        
         

        
  

All KRX transactions within Ravn will be anonymous and 
secure due to the nature of blockchain technology. Since 

the Ravn app is completely hidden on your mobile device, 
your KRX balance will remain secure even if somebody 

gains unauthorized access to your device. We use stealth 
technology and ‘cloaked apps’ for Ravn login and 

notifications to ensure you and only you can ever access 
your encrypted data and cryptocurrency  balance.

Press  
Local Weather  

(Cloaked- 
Invisible app)

Long Press  
Top  

App  
Launches
Enter PIN

Start Chatting  
with Friends
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    Super Group 
Chats

Furthermore, with the addition of blockchain technology 
to the Ravn network, it will become the world's first

invisible chat app with a built-in cryptocurrency token.
The utility of the Korrax token (known as ‘KRX’)

will be featured inside the Ravn app as; RavnPay,
RavnBet, RavnLotto, RavnWallet and also be able to
transfer it to other users, or send it to an exchange to
trade for other crypto or fiat currencies, and use it to

create/execute smart contracts.



YOUR RAVN INVESTMENT  
OPPORTUNITY
Ravn has completed a successful beta launch of the core Ravn 
chat app. More than 20,000 users signed up for our beta program in 
Latin America, Russia and India, sending over 2.5 million private 
messages and spent over an average of 8 minutes inside the app 
per day.
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tokens will be issued; 60% are reserved for ICO and early adopters.

Buyers now have an opportunity to participate in Ravn’s platform token - the 
Korrax Initial Coin Offering (ICO). Since we already have a working app, we 
plan to heavily invest in marketing, AI and smart contract technology to rapidly 
increase adoption in Latin America, where we already have a foothold, then 
move into the more competitive North American and European markets.

           
          

       

The Ravn chat app will be live and 100% ready to download on both IOS and 
Android on or before June 7, 2018, for peer reviews and global messaging.
This will mark the first phase of Ravn’s evolution in becoming the world’s first 
chat app that allows users to have anonymous exchanges of cryptocurrency 
and the ability to create and execute smart contracts within the app.

Ravn’s Pre-ICO begins on June 7, 2018 and ends on July 4, 2018. The main 
ICO starts September 19, 2018 and ends October 16, 2018. Please visit the 
Ravn ICO website to participate. https://ico.ravnapp.com

https://ico.ravnapp.com


Ravn was built to give the world’s 2.2 billion 
smartphone users a completely secure, private and 
anonymous alternative to popular instant 
messaging apps. Now, with the introduction of 
Korrax, our proprietary cryptocurrency built on the 
Stellar network, Ravn users will benefit from even 
better security and enhanced functionality like the 
ability to transfer cryptocurrency to other users 
and create/execute smart contracts.  

When we set out to build the Ravn app, our goal 
was to restore real privacy to the world of instant 
messaging. Leading chat apps protect our 
conversations using various encryption techniques.  
They all have different pros/cons to their proprietary 
encryption methods. Ravn is different.

RAVN & KORRAX
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The more we use our 
smartphones for both business 
and personal purposes, the more 
information we tend to carry on 
our mobile devices. Every time 
you unlock your phone, either 
willingly or unwillingly (see 
Current State of Messaging 
section), you risk giving access 
to sensitive text messages, 
photos, documents, passwords 
to social media, banking 
accounts and more recently, 
cryptocurrency wallets. This is a 
growing problem…



   Ravn is effectively invisible and inaccessible unless you know 
exactly where to find it. We use our own cloaking technology as 
gateways to the Ravn chat network.

   To access the Ravn app, touch the cloaked icon, then touch the 
secret entry spot and enter your PIN code. In Q3 2018 a 
blockchain-based fingerprint scan will be an option. This option 
upholds Ravn’s foundation of being completely data free and 
anonymous since we are matching fingerprints to pseudonyms 
only and not real identity-related data.

   Incoming notifications are protected - they are disguised.

   Ravn uses end-to-end Multi End Message and Object Encryption 
(OMEMO) for all messages and files transferred in the app. If 
both users are online when a message is sent, no message data 
is ever stored on our servers. If a recipient is offline, the message 
is delivered as soon as they come online and all associated data 
is instantly deleted from our servers.

   Ravn is an anonymous ecosystem.  Users simply choose a 
username and can then start chatting and sharing files with 
invited connections only. To add a new connection, you must 
either know the username of the other person or receive a unique 
invite link from them. Ultimately both users must agree to connect 
before chatting.

Blockchain is the next natural step for our company. The 
addition of blockchain technology to the Ravn app will 
further enhance security and privacy, while maintaining full 
anonymity within the app. It will also introduce more 
transparency into the app experience, which will give rise 
to new ways to communicate and share with other users.

RAVN & KORRAX
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Ravn eliminates vulnerability.  Here’s how…
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The addition of blockchain technology to the 
Ravn app will create a decentralized 
network for transactions powered by our 
own proprietary cryptocurrency called 
Korrax (KRX). Users will be able to spend 
KRX on premium features within the app, 
transfer KRX to other users, exchange KRX 
for other crypto or fiat currencies, and use 
KRX in smart contracts.

          
     
       

     
    

The Korrax stealth wallet will sit within the Ravn app, which 
is hidden by cloaking technology and secured by PIN or 
fingerprint scan. This will make KRX the world’s first and 
only anonymous, private, secure and hidden cryptocurrency 
within an invisible anonymous 
chat messenger ecosystem.



1. Introduce the invisible Ravn chat app  
and the Korrax cryptocurrency

2. Explain the value of our unique technology

3. Share our vision for the future of Ravn 

4. Provide details about our Initial Coin Offering 
(ICO), including how to get involved

THE PURPOSE OF THIS  
DARK PAPER IS TO:
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Private media is on the rise. The top messaging apps are  
growing faster than the top social media platforms.

Source: Business Insider
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Social media companies are aware of the trend displayed on the 
chart to the right. 3 Instagram added a private direct message 
function in 2014. Twitter has expanded its character limit for 
direct messages. Facebook Messenger added functionality for 
unique Messenger URLs that will make it easier for people to 
discover other users and businesses within the app. Snapchat’s 
rise in popularity, which as its founders insist is not a social
network, is telling.

       
        

          
      

       
        

          
      

THE CURRENT STATE OF  
MESSAGING

The reality is that today’s messengers haven't evolved 
much beyond ICQ and MSN Messenger, which were 
popular in the 90’s. The systems that power those 
applications have been around since the 70’s.

Vast improvements in internet connection speeds and 
introduction of mobile connectivity have pushed the 
majority of messaging to smartphones. It makes
sense, since pretty much everybody has one with them all 
the time.

http://www.businessinsider.com/the-messaging-app-report-2015-11


    
     

  
      
    
   

    
    

     

     
       
     

   
      

     
      

       
     

   
       

    
     

      
     

     
   

   
       

    
     

    
  

      
   

     
     

    
     

       
    

   
    

    
    

  

Several apps tried to solve this problem 
by giving messages an expiry date. 
Sort of like in the movie Mission 
Impossible, messages would not self-
destruct, but simply disappear without a 
trace once read. These apps were 
useless for relaying important 
information that you’d have to refer to 
more than once.
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Because we’re increasingly reliant on our 
smartphones for work and personal
purposes, there are more and more 
opportunities to expose our private 
information to curious eyes, whether that be 
a sibling, your employer, a co-worker,
spouse, etc. If we use our phones at work, 
we may lend to a coworker with the 
expectation that they’re using it for work and 
not to pry. Of course, for those who have 
kids who easily master touchscreen
devices, they have opportunities to access 
information not meant for their eyes.

THE CURRENT STATE OF 
MESSAGING
It started with Blackberry… They set the 
standard for messaging with the
built-in keyboard. That design quickly 
became obsolete as Apple (with their iOS- 
powered iPhone) and competitors like 
Samsung (with Android software) 
introduced touchscreen phones. Now 
pretty much everyone sends instant 
messages with a touchscreen smartphone.

The hardware used for messaging hasn’t 
changed much since 2007, when the iPhone 
was introduced. The big players in social 
media, mainly Facebook with their acquisition 
of WhatsApp, have taken over the chat 
space. Through a Facebook-powered instant 
messaging platform, it became easy to 
communicate with any of the 2 billion people 
who have a public Facebook profile. Through 
Facebook’s messaging platform, it’s common 
in today’s world to share all sorts of
information, both private and business-
related. But just how secure is this
information?

Innovation in messaging started to turn 
toward privacy. Apps like Telegram and 
Signal emerged, with hyper-encryption that 
made them effectively hacker-proof. For the 
privacy-minded, these apps worked pretty
well. The conversation soon moved to 
protecting privacy from the people around 
you or the people watching over you.



RAVN TIMELINE

Gordon and 
Vlad start to 
explore true 
mobile 
privacy
concepts. 
Numerous 
prototypes 
built.

2015

Ravn is born. A 
true privacy 
concept is 
created and 
validated by 
industry leaders. 
A bootstrapped 
Alpha 
development 
begins.

2016

After several 
alpha builds a 
true beta is 
created. Beta 
Program 
starts mid 
2017. 
20,000+ 
users join the 
beta within a 
few months.

2017

Ravn 
explores 
blockchain 
possibilities.

DEC’17

Ravn 
crosses 2 
million 
messages 
sent.

JAN’18

Product 
development 
nears 
completion with 
OMEMO 
encryption and 
support sharing 
and storing all 
document types.

FEB 15

 

FEB’18

  

MAR’18

Whisper 
Campaign

APR’18
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goes live.
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Jun 7
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Release 
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Most of the growth in mobile messaging usage has 
come from young consumers. Business users have 
been much slower to adopt mobile messaging, but 
this could change in the near future, especially with 
the introduction of privacy and security-focused 
apps like Ravn. Businesses need to be confident all 
data their employees are transferring will be kept 
secure and hidden from unauthorized or intrusive
eyes. At present, no instant messaging app can 
guarantee that level of privacy.

Finally, unlike many ICOs in the last year, our product is 
already built and ready to go live (chat functionality). 
There’s no need for buyers to wait and hope our team 
delivers on its promise. We’ve already completed the 
beta phase and have plans to rollout the fully functional 
chat platform June 7 2018.



      
    

   
    

   
     

      
    

    

ENTER  
RAVN

In addition, the Ravn app hides in plain 
sight. It’s activated by one of several 
‘cloaked apps’, so the Ravn app icon never 
actually appears on the phone. You won’t 
find it in the phone’s history, the app drawer, 
or the file explore. Only you know how to 
access it. 

Every conversation is completely encrypted 
and never synced or shared with Ravn 
servers. In fact, no user device data 
(including IP addresses) are ever shared 
with our messaging server. Ravn users can 
be confident their data is private, secure, 
and only ever shared with the intended 
recipient. Your name, phone number and 
email are not required - only a user name 
and a PIN # that you set up.13 Dark Paper
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Ravn gives users the same features 
offered by the mainstream messaging 
applications (Facebook Messenger 
and WhatsApp, for example) and 
powerful encryption technology like 
Signal and Telegram. However, Ravn 
adds an extra layer of security that no 
other app has… Invisibility combined 
with anonymity.



In the U.S., Customs and Border Protection agents have 
the legal right to search your phone before letting you into 
the country. They don’t have the legal right to force you to 
unlock your phone, but they can prevent from you from 
entering/leaving the country if you don’t comply. They can 
also seize your phone and copy your data against your 
will. 4

Security officials at borders or airports have already 
started scrutinizing the content on our phones in order to 
assess whether we can be trusted to cross the border or 
get on a plane. In one case, a woman was denied entry to 
the U.S. from Canada because border patrol staff found 
muslim prayers in her message history.5 In another case, 
a man traveling from Los Angeles to Saudi Arabia was 
stopped, handcuffed, and held for 3 hours until he finally 
agreed to unlock his phone so border security could view 
his contacts, photos, apps, and social media accounts.6

CROSS-BORDER TRAVEL 
AND SMARTPHONES

    
  

        
       

       
       

     
        

       
      
          

     
     

“Keeping America safe and 
enforcing our nation's laws in an 

increasingly digital world depends 
on our ability to lawfully examine all 

materials entering the U.S.”9
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Text

With businesses increasingly handing out smartphones to
employees, border security becomes a business risk as
well. Last year, a NASA employee was detained at 
customs in Houston after returning from a personal trip to
Chile. Border agents forced him to give up the access PIN 
to his smartphone issued and owned by NASA, which 
contained several sensitive documents owned by NASA. 7
Journalists, too, working on behalf of established media 
companies have been victim to U.S. Customs’ breach of 
privacy.  Canadian photojournalist Ed Ou was blocked 
from entering the U.S. in October 2016 when he was sent 
to cover the protests over the Dakota Access Pipeline.  
The U.S. Customs and Border Protection’s official 
comment on the matter was as follows...



CROSS-BORDER TRAVEL 
AND SMARTPHONES
Customs agents in the U.S. inspected 
about 4,750 cellphones and other 
electronic devices in 2015; In 2016, the 
number of inspections rose to 23,000. 
Clearly this is a problem that’s getting 
worse.

There’s really no limit to what border 
security can find once they gain access 
to your phone. They can scrutinize your 
text messages, photos and videos, and 
personal documents. Really, the only 
solution is to travel with a burner phone 
that doesn’t contain any personal 
information and can’t access you social 
media accounts… That is, unless you 
keep all sensitive personal data within 
the Ravn app.

        
    

    
      

      
     

     
    

       
        

  

      
     

      
         

       
     

   
  

       
     

    
     

      
      

    

These are just a handful of examples to show 
that the risks associated with carrying sensitive 
data and cryptocurrency on your smartphone 
are very real. Wouldn’t it be nice if there was a 
way to keep sensitive data and cryptocurrency 
balances truly private and secure?
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While this is still a legal gray area, it’s not just 
border control agents you have to worry about. 
Having apps that can access your cryptocurrency 
balances is a risk no matter where you are. A man 
in Moscow was recently attacked and had $1M 
worth in cryptocurrencies stolen. 12 In Phuket, 
Thailand, armed assailants interrogated a young 
Russian man into his own apartment, blindfolded 
him, then forced him to transfer $100,000 worth of 
Bitcoin to an online wallet. 13 This is a powerful 
reason to use RavnWallet.

Customs agents may also have to the 
right to view your cryptocurrencies and
crypto-assets. 10 If traveling in or out of the 
U.S., you may be obligated to declare 
your crypto balances if you have more 
than $10,000 worth accessible via your
smartphone. U.S. Bill S.1241 was 
proposed in May 2017 to force all people 
entering the U.S. to declare the amount of 
all “digital currencies” they own. 11

       
     

       
        

Of course traveling to a country where 
cryptocurrencies are illegal could be an 
even greater risk. In rare cases you could 
even be sent to jail if you’re caught using 
it.
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Telegram
Telegram is an open-source, cloud-based instant messaging app that lets 
users send text, voice, and video messages, as well as files of any type. 
Telegram had 180 million users as of December 2017.14

The app became known for its security. But its security model has been 
criticized by many cryptography experts. The main concerns are:

1.The app’s client-side software is open-source
2.All messages are stored on its servers
3.End-to-end encryption is not enabled by default
4.Group chat is not encrypted

MARKET CONTEXT 

Telegram seems to be moving away from what was its initial value proposition. Its 
original vision as an app for safe and secure communications has not been fully 
realized. Telegram doesn’t go far enough to ensure privacy and the security of 
user data.
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Signal
Signal is an encrypted instant messaging app used for one-to-one and group 
text, voice, and video messages. As with Telegram, users can also send files of 
any type through Signal.

Signal uses cell phone numbers, rather than usernames, as identifiers. This 
feature is seen as a major problem for privacy-minded users, and a security risk 
in the event that an attacker gains access to a user’s phone number. All 
conversations use end-to-end encryption and allows users to verify the identity 
of the person with which they’re communicating. So, while Signal provides 
strong encryption to safeguard data, privacy remains an unresolved issue.
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WhatsApp
WhatsApp is an instant messaging platform owned by Facebook. It’s the most 
widely used instant messaging service with a user base of more than one and a 
half billion people.15

In 2016, WhatsApp partnered with Open Whisper Systems, the developer of 
Signal, to provide end-to-end encryption using the same technology employed by 
Signal. While Whatsapp messages are encrypted, users have little privacy because 
their accounts remain tied to their phone number. Furthermore, WhatsApp stores 
undelivered messages temporarily on their servers for up to 30 days.
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Kik Messenger
Kik is a free instant messaging app developed by Kik Interactive with over 300 
million users. It uses smartphone data plans of Wi-Fi connections to transmit text 
messages, photo, video, sketches and other forms of content. It’s very popular 
among teenagers in the U.S.

Kik is known for its anonymity features. Users can register a username without 
providing a phone number. However, that doesn’t mean privacy is maintained: Kik 
logs user IP addresses and uses this data to determine the user’s location. 
Furthermore, the company has drawn criticism for creating an unsafe space for 
minors. The app is basically a chatroom where users can message any other 
user anonymously, and there have been many reported cases of cyber-bullying16 
and even a murder related to the platform.
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Status
Mercury Protocol and Status have focussed on building platforms rather than products on 
the Ethereum Network. Obsidian has done the same based on the STRAT coin.

These platforms include instant messaging functionality but suffer from an ‘us too’ 
mentality that delivers only standard messaging features, but on the blockchain. As such, 
their only true value proposition is that they leverage blockchain technology. None of 
them are private, secure and anonymous.

Additionally, as we explain in the Overview of the Platform Technology section, they 
invariably suffer from the limitations of the Ethereum network which include slow and 
expensive transactions and not a truly decentralized network. 
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Our goal is to use blockchain technology to build the market’s most 
secure, private, and anonymous instant messaging app.

       
 

Ravn Strengths

       
         

 
       

      
     

     
        

      
    

Ravn Weaknesses

Due to privacy protocols, users cannot login with 
Facebook or Google credentials – this makes the login 
process more onerous but ultimately more secure.

Ravn does not collect personal information, so there is 
little potential for selling targeted marketing ads.
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23 Dark Paper

our goal $57 Million

Abstract
Introduction
Current State of Messaging
Ravn Timeline
Marketing Rollout
Enter Ravn
Cross Border Travel
Market Comparables
ICO Comparables

   Market Context
Ravn as a Multiplatform  
Blockchain Company
Introducing Korrax (KRX) –  
The Stealth Cryptocurrency
Why Purchase Korrax
The Korrax Stealth Wallet
Ravn Stealth Protocol 
Smart Contract Ecosystem (RavnPay)
The AI-Based Oracle
Overview of Platform Technology
Roadmap
Team
The ICO
Coin Distribution
Disclaimer

         
    

     

         
     

        
   

        

            
         

              
             

          
          
  
• Security in layers: Users are the only ones that know where to
 access their Ravn app where they enter their PIN or fingerprint.
     

         
     

        
   

     
            

         

          
          
  

• Personal information is never stored (or even sent) to our servers –
 all data is stored locally on the user ’s device.

• Anonymous profiles for identity protection.

• Double verification process for all new contact requests.
• All data protected end-to-end with the best-possible encryption
 technology. (OMEMO 18)
• Low customer acquisition cost (CAC) due to LATAM (Latin
 America) market and niche marketing.

• Ravn has built the world’s only fully secure, private and  
   anonymous instant messaging app on the market.  There are 
   no direct competitors.

Ravn has several strengths and some weaknesses compared to the 
predecessor listed above.
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RAVN PROTECTS ITS USERS.
IT EXISTS FOR THOSE WHO 
REQUIRE ULTIMATE PRIVACY.

     
     

     
    

     
 

       
     

     
      

   
    

        
         

      
     

     
   

 

DATA BREACH SAMPLING

Ravn is the only application that can keep sensitive data and cryptocurrency 
balances truly private and secure, so long as the user doesn’t share their user 
name and pin with anyone else.

Dark Paper
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The risk is not only in the “prying eyes” of the 
algorithms of the big tech corporations.
Hackers, thieves and even naive incidents that 
might occur while immigrating into a different 
country might represent serious risks. 
Traveling to a country where cryptocurrencies 
are illegal could be an even greater risk. In 
rare cases you could even be sent to jail if 
you’re caught using it. There are numerous 
examples to show that the risks associated 
with carrying sensitive data and 
cryptocurrency on your smartphone are very
real.

Lawyers, scientists, politicians, celebrities, 
physicians, pro athletes and CPAs are among 
some of the professionals that could be 
severely impacted by the exposition or 
leakage of their private information.
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RAVN’S ANTI-BULLYING 
MECHANISMS
One of our goals for Ravn has always been for 
Ravn to be an anti-bullying platform to help 
resolve the serious problems inherent in 
competing anonymous chat platforms. We believe 
in the right to privacy and allowing user anonymity 
while protecting our most vulnerable users from 
predatory behavior.

Cyberbullying is especially common among 
teenagers and young adults and anonymous chat 
apps have proven to make cyberbullying even 
worse. Many young users feel a sense of power 
when they’re granted anonymity and this can lead 
to destructive behavior with serious 
consequences.  There have been several 
documented suicides that have been attributed to 
bullying on anonymous chat apps like Ask.fm20, 
Yik Yak21, and Kik Messenger22.  

We made several important design choices to 
prevent bullying and harassment on the Ravn 
platform:

    
      

    
  

     

• We use a double-verification process to 
add new contacts – both parties must 
agree to chat before they’re connected in 
the app.

• Ravn has no search or ‘user discovery’ 
mechanism – you must either know your 
contact’s username or receive an 
invitation link to chat with them.
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• Our cloaked app function is mainly a
 security feature, but it can also prevent
 bullying by stopping friends, family, or
 peers from gaining unauthorized access
 and posting negative content on the
 user’s behalf.

Once logged into the app, 
users can share text, video,
images and any kind of file 
with other users. We use full
end-to-end encryption (see 
Ravn Verification Protocol
section, next) and never store 
data on our servers; all media 
and documents are stored in 
secure ‘lockers’ on the user’s 
device



INTRODUCING KORRAX (KRX)
THE STEALTH CRYPTOCURRENCY

Korrax (KRX) is the name of Ravn’s ‘utility token’ (as opposed to equity or asset token). 
Utility tokens allow users to do things like execute smart contracts, where as equity 
tokens simply represent shares in a company and asset tokens represent tangible asset 
or product. KRX is a utility token designed to keep track of – and incentivize – user 
participation within the Ravn app.

Since the KRX token is distributed via blockchain, 
it represents a completely decentralized payment network  
that Ravn users can use to make payments, transfer funds,  
and execute smart contracts securely and anonymously.
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Here’s how it works: 

      
          
       

      
  

How are we keeping it anonymous? 
 

INTRODUCING KORRAX (KRX)
THE STEALTH CRYPTOCURRENCY
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Stealth addresses 

Passing transitions through the Korrax mixing pool

Delay timers
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After mixing, Korrax is ultimately untraceable. Korrax is 
an invisible, anonymous coin within the Ravn ecosystem 
that can create smart contracts and isn’t trackable. No 
other coin has these attributes hidden in a world-class,
invisible, anonymous, encrypted chat app.



RAVN & KORRAX ECOSYSTEM
28 Dark Paper
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WHY PURCHASE KORRAX?
Messaging, Artificial Intelligence and Blockchain 
Technology are here to stay and cryptocurrencies 
are being adopted worldwide at an astonishing rate. 

We believe now is the perfect 
time for an app like Ravn and 
a cryptocurrency like Korrax to 
enter the chat app market. 
Users are increasingly opting 
out of public social networks 
like Facebook, Twitter, and 
Snapchat30 and turning to 
messenger applications like 
Telegram (which recently held 
the world’s largest ICO, raising 
$850 million), Signal, 
WhatsApp and Kik Messenger.  
However, these apps fail to 
meet all the needs of today’s 
privacy-minded users and they 
don’t allow users to transfer 
funds or create smart 
contracts. Ravn will do all of 
this and more.

So far, no chat app has addressed the need for 
truly private/hidden messages, transactions and 
anonymous smart contracts. Ravn is the first and 
only true end-to-end private, invisible, and 
untraceable chat/payment platform.

Ravn’s technology is designed to take advantage of 
a surging desire among users for privacy in one of 
the largest, fastest growing and sought after 
industries.  By utilizing Korrax in your RavnWallet, 
you are positioning yourself ahead the demand of 
users wanting to make use of the RavnPay utility.
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WHY PURCHASE KORRAX?

Those who fear a data breach 
 
People looking for a safer  
way to protect their wealth 

Everyone wanting to keep  
their messages private and  
for their eyes only

Frequent travelers concerned about  
the safety of their cryptocurrency  
balances when crossing the border

Private and anonymous individuals  

Entrepreneurs seeking to unlock  
new revenue streams for sharing  
public and private content much  
in the way that Steemit or Patreon  
are doing today

Dark Paper

     
  

  
  

  

   
 

  

Users who require private  
encrypted video

Users who require  
private encrypted  
calling features

We believe Ravn and Korrax will appeal to …
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Teens looking for an anti-bullying 
and non-predatory chat app

Smart contract users who'd 
prefer anonymity for agreements, 
assignments, corporate
contracts, etc.

   
   

 

     
  

  

Users looking for 
anonymous payments 
and income streams

    
    

People who prefer their social 
interaction to be private
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Every digital community powered by cryptocurrency needs a wallet 
for users to securely store tokens. A Korrax (KRX) wallet will be 
added to every Ravn account in order to fully transition the Ravn app 
to the blockchain. Once logged in, users will be able to send and 
receive KRX from within the app. There will be no need to create a 
third-party account. In fact, the interface will be designed such that 
users don’t even know they’re interacting with a blockchain. 

THE KORRAX  
STEALTH WALLET

The KRX stealth wallet will be the first and only invisible cryptocurrency 
wallet in the world. Multiple layers of cloaking technology (see Ravn Stealth 
Protocol section below) ensure that only the owner of the account will ever 
know where to find the wallet. No one will ever be able to gain access to your 
personal Korrax stealth wallet, even if your phone is stolen or temporarily in 
someone else’s hands. 

So, for example, you’ll be able to confidently travel across any border without 
having to declare how much cryptocurrency you have in your stealth wallet. 
Even if your phone is seized for search, border security agents will not be 
able to find and access your cryptocurrency wallet.

Dark Paper
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To ensure your KRX wallet is secure and just 
as anonymous as the rest of Ravn, we have 
infused the wallet with the Ravn Stealth 
Protocol . The technology is designed to keep 
your KRX balance secure in your KRX wallet 
and also within the entire RavnPay smart 
contract ecosystem (see section below).

We use a complex combination of multiple 
protocols in use today by other privacy-
focused cryptocoins adapted for use within 
the Stellar network. These protocols protect 
KRX whether they’re sent directly to another 
user or tied up in a smart contract. The Ravn 
Stealth Protocol is written by the Ravn team 
for the Ravn ecosystem. It contains many 
novel security and privacy features including 
but not limited to:

RAVN STEALTH  
PROTOCOL

• Military-grade encryption: Ravn uses 
AES-256 encryption and never connects to any 
servers (all security data, including private 
keys, are stored locally).

• Strong default protection with BIP 32, BIP 44 
and BIP 39: Passphrase encryption on wallet 
creation enhances overall security.

• Dynamic address creation: Ravn never 
reuses addresses, which prevents the leakage 
of purchasing habit metadata.

• Obfuscation Measures: Ravn uses a 
combination of methods which aid in hiding the 
details of each transaction to protect each 
users privacy.

• Tor and VPN support: All transactions are 
routed through anonymous IP addresses.

• Cloaked app activation: Users choose from 
several cloaked apps (weather, news, stocks, 
sports, etc) that, when opened, require a 
fingerprint or a PIN to access the Ravn app and 
wallet

• Voice matching/recognition: To recover 
accounts in the event of a lost PIN.

The complete details of 
the Ravn Stealth 
Protocol are beyond the 
scope of this dark paper. 
We will publish a 
separate technical dark 
paper on the 
development of the 
Ravn Stealth Protocol.

Dark Paper
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RavnPay is our proprietary platform (built on 
the Stellar network) for the creation and 
execution of smart contracts. Without it, 
users would still be able to send KRX 
anonymously to other trusted users. 
However, RavnPay gives users the power to 
make anonymous payments to untrusted 
contracts. By creating a series of conditions 
that must be satisfied before KRX is 
transferred, senders can be confident they 
will receive exactly what they paid for.

Most existing smart contracts are overly 
complex but with RavnPay, you can use 
your smartphone to create simple GUI-
based or AI assisted smart contract with one 
or more other people24. We use blockchain 
‘oracles’ to validate the conditions on which 
smart contracts are based.25

SMART CONTRACT ECOSYSTEM

Initially, RavnPay users will 
create smart contract 
conditions using simple 
graphical icons inside the 
Ravn app. Our second 
generation version of 
RavnPay will include an AI-
based oracle that will create 
smart contract conditions 
based on simple voice or 
text commands from the 
user. For example, you’ll be 
able to ask the oracle about 
when your favorite team is 
playing and the current 
Vegas odds on the game. 
Then using this information 
you can easily create a 
smart contract-based bet 
with your Ravn contacts – 
all without ever leaving the 
Ravn app.

Some sample oracle-based smart contracts include:
• Sports betting: The results of major sporting 

events can be extracted from websites via APIs 
and translated onto the blockchain by oracles. 

• Lotteries: Users could create their own simple, 
tamper-proof random number lotteries. 

• Party bets: Users could set up bets with friends 
on arbitrary things, with the results settled by vote. 

• Polls: Users could create a poll, have friends vote 
with KRX, and the winners would split the 
proceeds. 

• Tipping: Social media stars who post private or 
public content online could generate additional 
income through tips from their followers. Existing 
examples are Steemit (where you can choose to 
tip writers after reading an article) and Patreon 
(where you sign up to contribute funds on a 
monthly basis to your favorite content creators). 
However, with RavnPay, there will be no 
restrictions on either the type of content eligible 
for tipping or the amount and frequency of tips. 

• Document contracts: RavnPay can be used to 
send and digitally sign contract documents. For 
example, if UserA sends DocumentX to UserB, 
UserB digitally signs it, and UserA gives final 
approval, the smart contract will be executed.Dark Paper
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Mir will include an oracle API.26 This API will allow third-
party developers to develop their own oracles for use 
within RavnPay, which will increase the number of 
available smart contracts for RavnPay users and 
ultimately help the RavnPay ecosystem grow. 
Developers will build simple contracts for P2P payments 
that are completely untraceable and anonymous.

THE AI-BASED ORACLE: 
MIR

`

At which point Mir would create a smart contract for 
you to review and send. It doesn't get any easier.Dark Paper
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The Ravn team is developing a custom AI to ensure the 
growth and sustainability of Ravn and RavnPay. Our 
Artificial Intelligence Oracle “Mir” will help guide users 
through their daily life inside Ravn as well as assist with 
smart contracts. You will be able to control much of what 
you do inside Ravn using only your voice or in a chat 
based interface. Mir will also help recognize mistakes in 
smart contracts and suggest corrections.



OVERVIEW OF THE TECHNOLOGY  
PLATFORM
The Ravn platform is powered by a blockchain network (Stellar) and a 
cryptocurrency (Korrax, or KRX).

KRX is a cryptocurrency token that’s built on the Stellar blockchain and designed 
exclusively for use within the Ravn platform. KRX will unlock several new functions within 
the Ravn app however, its primary purpose will be to give users more incentive to interact 
with the Ravn app and activate our premium services.

Using the Stellar network, KRX transactions will be processed in just 3.5 seconds so users 
can receive KRX for specific interactions within the app, transfer KRX to other users, 
execute smart contracts and spend KRX on premium services almost immediately.
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Why Stellar?

By building KRX on top of a mature platform 
like Stellar, the Ravn team will be able to 
focus on marketing the app and expanding 
its user base to increase the value of the 
network.

Furthermore, Stellar is designed first and 
foremost for low-cost, high-volume 
transactions which makes it ideal for 
processing micro-transactions within the 
Ravn app. Competing cryptocurrency 
platforms like Bitcoin and Ethereum have far 
greater transaction costs and lengthy 
settlement durations, so they aren’t suitable 
for the Ravn platform. 

THE STELLAR NETWORK
Ravn will be using the Stellar network to issue KRX tokens. Stellar is a technically advanced and 
secure platform that is being used by major banks and companies like IBM and Deloitte.

With Stellar, our users can transfer KRX 
almost instantly from (and to) anywhere 
in the world within 2-5 seconds.

Stellar is unique among competing 
cryptocurrencies like Bitcoin and 
Ethereum. Most cryptocurrencies use a 
specific algorithm like Proof of Work 
(PoW), to mint new coins - a process 
commonly referred to as mining. Miners 
contribute processing power to solve 
complex cryptographic algorithms in 
order to release new blocks and 
confirm transactions and receive a 
reward in the form of cryptocurrency in 
return.

The PoW process is secure but 
inefficient. For example, it takes a 
massive amount of processing power 
(and energy) to run the Bitcoin 
network. Miners have been forced to 
procure more and more processing 
power to compete in a growing 
market, which has led to a rapid 
increase in transaction costs and 
longer delays to confirm transactions.
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• Faster – it can process transactions 
in seconds instead of minutes or 
even hours,

• Cheaper – because there are no 
miners to collect fees from the 
network, and

• Safer – transactions are reversible, 
so users are protected from errors, 
fraud, and criminal activity.

STELLAR IS A PRE-MINED DIGITAL 
CURRENCY, SO THE NETWORK DOESN’T 
RELY ON MINERS TO MAINTAIN IT.

    
    

  
  

    
     
  
  

    

This choice of rail system makes Ravn:
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We are using Stellar to overcome 
some of the Ethereum networks
shortcomings, including transaction 
backlogs and unpredictable swing in 
prices. Initially, we planned to 
introduce KRX on the Ethereum 
network but changed track for the 
reasons mentioned above and 
elaborated upon below.
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STELLAR IS SAFER, FASTER, AND MORE 
COST-EFFECTIVE THAN ETHEREUM

Lastly, the SEC as of the first week of March 2018, has 
concluded that they have a problem with the exchanges 
now as well.  In particular, exchanges that have listed 
ICOs.29  This remains one of the biggest issues in the 
cryptosphere today as 99% of the ICOs that were 
launched and are still launched, were done so on the 
Ethereum ERC20 token.  Thus, if the SEC deems the 
Ethereum ICO as illegal and issues legislation to stop it, 
this could affect every other token on the platform.

Stellar is the obvious choice on which to build a platform 
that can process transactions quickly and efficiently. The 
fast transaction speeds and low computational 
requirements associated with Stellar will allow us to 
create a truly decentralized network for KRX, in which all 
users can participate safely and on equal terms.

Transaction fees on Stellar are negligible. Transactions 
cost just 100 stroops, which is equivalent to 0.00001 
lumens or ~$0.0000002. On Ethereum, the median 
transaction fee is $0.91.28 Transaction costs fluctuate, 
often wildly, depending on the complexity of the required 
computations, the speed of the transaction and the fiat 
conversion rate of ether. Transaction fees remain volatile, 
likely due to the explosion of initial coin offerings (ICOs) on 
the Ethereum network and the growing market 
capitalization of Ethereum. 

Another problem with the Ethereum network is, like Bitcoin, 
it’s not truly decentralized. The rising popularity of the 
digital currency along with rising transactions costs are 
increasing the computational requirements for mining. As a 
result, several large mining operations have emerged to 
confirm the majority of all transactions. The Ethereum 
network again, like the Bitcoin network, has become 
increasingly concentrated to a smaller number of large 
nodes.
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Stellar has everything we need for the foundation of our decentralized KRX network:

A SUMMARY OF THE KEY FEATURES 
AND SPECIFICATIONS OF STELLAR

2-5 second transaction confirmations

Supports thousands of transactions per second

Open-source technology

Multisig and smart contract compatibility

Decentralized distributed database

Uses the Stellar Consensus Protocol (SCP) (explained 
in the next section) rather than Proof of Work (PoW) – 
so there’s no need for miners
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ROADMAP FOR FUTURE DEVELOPMENTS

Dark Paper
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TEAM

Executive Team

Advisors
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Marketing & Finance Development Team
The Ravn technology team is built around Jaspreet 
who is a XMPP wizard with over 50 XMPP chat 
applications under his belt. He was a consultant for 
ConversationsIM which created the OMEMO 
encryption protocol based on the Signal Protocol. 
Before joining Ravn he was a senior specialist 
product developer at FIS Global from where we 
recruited the best talent to join us in building our 
project.

https://www.linkedin.com/in/ipaymobile/
https://www.linkedin.com/in/jaredpolites/
https://www.linkedin.com/in/garrettefuro/
https://www.linkedin.com/in/jaspreet-chhabra-67a3b5b1/
https://www.linkedin.com/in/gordongannon/
https://www.linkedin.com/in/vladheger/
https://www.linkedin.com/in/tariqghazi/
https://www.linkedin.com/in/onilpereyra/
https://www.linkedin.com/in/peterengleman/
https://www.linkedin.com/in/dave-v-b95314164/
https://www.linkedin.com/in/greg-tomkins-cfa-b4505756/
https://www.linkedin.com/in/mattvanniekerk/
https://www.linkedin.com/in/jason-rosenstein-300ab476/
https://www.linkedin.com/in/fabricegrinda/
https://www.linkedin.com/in/chris-boundikas-903410139/
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         *team tokens vest for one year sellable June 7th 2019
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*Any unsold KRX will be locked until January 2019 and will then go to the users growth fund.
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DISCLAIMER
46

This document is a technical dark paper, for all buyers only, identifying the current
and future objectives of the invisible ‘Ravn’ Chat platform and the Korrax Token.

            
              

            
          

                
             

            
             

          

The information and opinions contained in this dark paper is derived from data obtained from references believed by Ravn to be trustworthy and 
is given in good faith, but no warranties, guarantees or representations are made by Ravn with regard to the accuracy, comprehensiveness or 
appropriateness of the information presented. The information should therefore not be relied upon, and shall not confer rights or remedies upon, 
you or any of your creditors, holders of securities or other equity holders or any other employee, agent or person. Any or all opinions herein may 
change without notice and the opinions do not necessarily reflect the opinions of Ravn. Ravn has no obligation to amend, modify or update this 
dark paper or to otherwise inform a reader or receiver thereof in the event that any topic stated herein, or any opinion, forecast or projection or 
estimate set forth herein, changes or subsequently becomes incorrect.

Ravn and its directors, employees, agents, contractors and representatives do not have any responsibility or liability to any person or receiver 
of this dark paper (whether by reason of negligence, negligent misrepresentation or otherwise) arising from any statement, information, or 
opinion expressed or implied, arising from, contained in or derived from or omission from this dark paper. Neither Ravn nor its advisors have 
independently verified any of the information, including the forecasts and projections contained in this dark paper. Every recipient of this dark 
paper shall rely solely on its own knowledge, investigation, judgment and assessment of the topics that are the subject of this report and any 
information or forecasts that are made available in conjunction with any further enquiries and to satisfy itself as to the precision, reliability and 
completeness of any such matters.
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This dark paper is for informative purposes only and shall not be deemed statement of intent. Unless expressly specified otherwise, the 
blockchain and AI innovations and products set out in this dark paper are currently being developed and are not currently deployable or ready 
for immediate usage. Ravn makes no warranties or representations as to the successful development or implementation of such innovations, 
technologies or products, or accomplishment of any other actions noted in the paper, and waives any warranties implied by statutory or case 
law or otherwise, to the extent allowable by law. No person or entity shall be entitled to rely on the contents of this dark paper or any 
interpretations drawn from it, including in relation to any interactions with Ravn or the technologies mentioned in this dark paper. Ravn disclaims 
all liability for any loss or damage of any kind, whether foreseeable or not foreseeable, which may arise from any person or entity acting on 
information and/or opinions relating to Ravn, the Ravnapp Platform, or the Korrax Token contained in this dark paper or any information which is 
made available in connection with any further questions or queries, notwithstanding any negligence, default or lack of care.
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Ravn has made every effort to ensure that statements of facts made in this dark paper are accurate and reliable.  All 
estimates, projections, forecasts, prospects, opinions and other subjective judgments contained in this dark paper are 
based on assumptions contemplated to be reasonable as of the date of the writing of this dark paper in which they are 
contained and must not be interpreted as a representation that the matters referred to will occur. All plans, forecasts and 
projections outlined in this Dark Paper may not be realized due to multiple risk factors including without limitation faults 
in technology developments, market and sector volatility, legal or regulatory exposure, corporate actions or the 
unavailability of complete and accurate intelligence.

Ravn will provide hyperlinks to websites of entities mentioned in this dark paper however, the inclusion of any website 
or link does not imply that Ravn endorses, recommends or approves the material on the linked website or accessible 
from it. All linked websites are accessed entirely at the recipients risk. Ravn does not accept accountability whatsoever 
for any such material, nor for consequences of its use or interpretation.

            
           

            
             
     

Law or regulation in certain countries may restrict the method of distributing the Ravn paper. Any people or entity into 
whose possession this paper may come are required to inform himself or herself about and to observe such restrictions 
applicable by law. A recipient of this dark paper hereof agrees to be bound by the foregoing limitations.

DISCLAIMER
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 tThe Ravn dark paper is not intended for or directed towards distribution or use by, any person or entity who is a resident 
or citizen of or located in any state, country or other jurisdiction where such distribution, publication, availability or use 
would be contrary to law or regulation. The Ravn Dark Paper is only available on https://ico.ravnapp.com and may not 
be reproduced, redistributed or passed on to any other person or published, in part or in whole, for any purpose, without 
the prior, written consent of Ravn.

https://ico.ravapp.com/


t

REFERENCES
48

1. http://www.bbc.com/news/magazine-34776191
2. According to data compiled by BI Intelligence.
3. Mark Schaeffer provides a useful summary of the shift from social to private media
4. What Are Your Rights if Border Agents Want to Search Your Phone? Via The New York Times. 
5. This story was discussed on the CBC radio show, As it Happens. 
6. As reported in the New York Times.
7. Can federal agents detain citizens at border checkpoints until they disclose their smartphone passcodes? Via The Washington Post. 
8. U.S. border agents stopped journalist from entry and took his phones. Via The Washington Post 
9. As reported in the New York Times.
10. This is according to a conversation entrepreneur Jeremy Gardner had with a high-ranking government official. Whether the U.S. government will indeed have the legal authority to seize cryptocurrencies remains to be seen. 
11. See S.1241 - Combating Money Laundering, Terrorist Financing, and Counterfeiting Act of 2017. 
12. As reported in the Coin Telegraph. 
13. Cryptocurrency Thieves: Virtual Riches, Real Violence.
14. As reported by Bloomberg.
15. According to Techcrunch.
16. As reported in the New York Times. 
17. See Teen Vogue for more information.
18. https://conversations.im/omemo/audit.pdf

23. an open source, distributed blockchain network for processing financial transactions. 
See https://www.stellar.org for more information.

20. According to an Adweek report. 
21. As reported in the New York Times. 
22. See Teen Vogue.

26. API stands for application programming interface. It’s a predefined set of communication methods used between various software components. An API 
provides all the building blocks necessary for developers to build new applications for use on a particular system.

               

19.OMEMO uses the Double Ratchet Algorithm for multi-end to multi-end encryption, which allows us to synchronize messages securely across multiple clients, even if some are offline.

24. GUI standards for graphical user interface. It’s a graphical interface that lets users interact with software through simple icons instead of text-based 
commands.  
25. Blockchain oracles seek out information from outside the blockchain and translate it on to the blockchain. They provide the data required to trigger (or cancel) 
smart contracts. Oracles can grab information on just about any kind of condition, including price changes, time elapsed, and even the weather.
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