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C3C is a revolutionary protocol for replacing the advertising-driven business 
model of online media. 

It will achieve this by establishing a decentralized platform with three pillars: 
1) Consumers reward content creators directly, as simply as giving a Facebook 
Like; 2) Consumers own their personal data and earn rewards by deliberately 
sharing personal data with advertisers; 3) Advertisers reach, interact with, and 
reward their target customers directly. 

The first online content community, powered by C3C, will be 
CryptoCoin.News, a leading crypto industry news site. Over time, other media 
sites will implement C3C, extending its reach as a worldwide, reward-driven 
advertising solution. 

We believe the current digital advertising model is broken. 

Advertisers lack control and battle with traffic and fraud. Last year, Google 
reported1 that 56.1 percent of all ads served were not viewed by humans. In 
December 2017, the Association of National Advertisers and security firm 
WhiteOps estimated2 that up to a quarter of video ad views were from 
fraudulent software bots, and as much as half of publisher traffic comes from 
bots of a similar nature. In total, this represents a projected $6 billion-plus in 
wasted ad spend. 

On the other hand, consumers are the real product of companies like 
Facebook and Google, with no control over how their personal data and 
created content is used and monetized. Recent incidents have shown how 
personal data can be harvested and abused for commercial and political 
means. 

As an advertising-focused, blockchain-based reward protocol, C3C will remedy 
the current, dysfunctional system. We will give consumers back control over 
their data, provide advertisers with the means to reach the highest quality 
audiences directly, and reward content creators fairly in a decentralized 
ecosystem. 

Keywords: Content Rewards, Advertising, Data Exchange, Blockchain. 

                                                   
1 http://think.storage.googleapis.com/docs/5-factors-of-viewability_infographics.pdf 
2 http://www.benzinga.com/tech/14/12/5067101/suntrust-on-the-6-billion-digital-advertising-
fraud 
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Preface 

Consumers hate online ads, which have become increasingly invasive and 
often block entire screens with interstitials and disruptive videos. 
Advertisement appearance has undoubtedly worsened and suffers from a 
targeting problem: people receive ads they don’t find interesting at all. Most 
advertising misses the point, and this is reflected in lower click-through rates 
and reduced cost-per-click (CPC) averages throughout dynamic advertising 
where publishers lack control. 

As people more frequently engage with online services, the volume and 
importance of the data created from these interactions increases. In a recent 
senate hearing, Mark Zuckerberg, Facebook founder and CEO, characterized 
Facebook’s business model with the flippant statement “we run ads”. 
However, as people increasingly realize, they are the product when they’re not 
paying for a product. 

C3C aims to build a blockchain-based community, driven by quality and value, 
ensuring that high-quality content easily stands out and content creators are 
rewarded accordingly. 

A Brief History of Online Advertising 

The online world delivered a whole new space for advertising. No longer 
limited to printed media, airwaves, or the cathode rays of old TVs, advertising 
revenue exploded, with the internet, in the early 2000s. 

With old media going online, advertising came with it. In 1994, hotwired.com 
launched its site and introduced a new business model for the web: 
sponsored banner ads. 

Around 1997, Tobias Ratschiller, one of the principals of C3C, developed and 
launched one of the first ad servers as open source software. The advertising 
service, phpAds, morphed into OpenX, which is one of today’s leading ad 
exchanges. 

Over the following 20 years, digital advertising emerged and grew into the 
dominant form of online content monetization. In 1996, Yahoo debuted 
search ads; in 2000, Google developed AdWords; in 2005 Facebook introduced 
social ads. And just like that, the worldwide digital advertising market grew to 
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over $200B by 2017.3 

Today, however, advertising growth has stagnated and become altogether 
nonexistent in many cases, moving toward advertising revenue’s decline 
throughout online media platforms. With decreased ad revenue comes 
reduced profits. And with falling profits, staff cuts and other necessary evils 
must occur for site survival. But why this shift? 

Plain and simple, current advertising systems can be flat out inefficient. Ad 
blockers, fraud, and consumer apathy turn advertising efforts into futile and 
costly attempts to sell something to wary consumers suspicious of “clickbait” 
and online security threats. 

With the rise of social media sites and apps, traditional websites have lost 
visitors, and advertising through them has experienced a sharp decline in 
usage, effectiveness, and revenue. As Facebook’s ad revenue has increased, 
traditional websites have continued to squander advertising opportunities. 
Google’s cost-per-click revenue paid out to publishers has declined 23% on a 
year-over-year basis, according to their financial filings. 

To stymie revenue losses from faltering advertising, several newspaper sites 
have set up content paywalls, which risk pushing readers to different (and 
free) sites, where they can get what they’re looking for. Other news is only a 
click away, and consumers have become accustomed to no-cost content. In 
reality, paywalls only work if the content is worth paying for. 

The Data of Others 

In George Orwell's 1984, citizens live under the omnipresent boot of 
government-sanctioned surveillance, always watched by the quasi-mystical 
Big Brother. 

The term Big Brother has since entered popular culture, becoming 
synonymous with government oppression, a culture of manipulation, and the 
denial of libertarianism. 

1984 was, of course, a fictionalized but visionary tale of an ultra-conservative 
world. Now, in 2018, things are not that bad, but they’re not too far off either. 

There is no Big Brother in 2018, but there is Facebook, and one could argue 
the ever-present white F on blue background logo is not that far removed 
from the hard-looking, moustached face of Big Brother. 

                                                   
3 https://www.recode.net/2017/12/4/16733460/2017-digital-ad-spend-advertising-beat-tv 
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Facebook pervades every aspect of our online lives. Its targeted ads bombard 
browsing sessions, offering us goods and services. Yet Facebook itself is not a 
service company, nor does it produce anything or serve any purpose other 
than to hold and trade personal data from its billions of users worldwide. 

And that personal data recently became the target of a security breach 
involving a London-based international consultancy operator, Cambridge 
Analytica (CA). 

You could argue that CA's personality prediction app, the tool used to 
surreptitiously harvest the personal data of millions of users, might just be a 
modern-day version of the Trojan Horse. 

The app in question, “This Is Your Digital Life,” was developed by Global 
Science Research as a personality test whose terms and conditions informed 
users all collected information was anonymous and used for psychological 
research only. Nevertheless, CA acquired this app and the profiles of millions 
of people. 

The app collected information about people’s locations, interests, status 
updates, check-ins, and possibly their photos, among other parameters. 
Beyond the app user alone, data of interconnected friend networks were also 
mined, leading to the eventual access of over 87 million accounts. 

The implications and consequences of the CA/Facebook affair were 
immediate and far-reaching. Mark Zuckerberg was summoned before the US 
Congress to answer questions regarding how and why the whole ordeal was 
permitted; his responses enlightened many people about internet data 
privacy. Since then, Facebook has been forced to tighten up third-party app 
regulations to limit the collection and spread of data, but the damage to 
public confidence and trust has already been inflicted. 

The Value of Personal Data 

Data giants like Facebook and Equifax are all over the news these days. 
Society at large is just beginning to understand what it means to live in a 
knowledge-based economy. Research firm IDC predicts the 44 zettabytes of 
data will be generated globally by 2020, a tenfold jump from 2013's 4.4 
zettabytes.4 To put that into a clearer perspective, a terabyte is 1,000 
gigabytes, and a zettabyte is a billion terabytes. We’re dealing with a massive 
amount of data. 

With all this data flying around, one might wonder how much it’s all worth on 

                                                   
4 https://www.emc.com/leadership/digital-universe/2014iview/executive-summary.htm 
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an individual level. Many people insist decentralized blockchain platforms will 
allow users to monetize their own data. If that were to become reality, how 
much would you be able to get for your data? Estimates vary from hundredths 
of a cent to a few hundred dollars.  

Demographic data is the least expensive kind of data, with information like 
age, gender, and location costing as little as $0.0007. Behavioral information, 
on the other hand, is a goldmine. This is what internet giants like Facebook 
and Google are really searching for. If they can predict user behavior and relay 
it to advertisers, that’s infinitely more valuable than knowing if they’re a 31-
year-old female in Kansas.  

The exact value of personal behavioral data is hard to come by, as it’s not a 
transparent and open marketplace. Research from Wibson estimates the 
average Facebook user’s behavioral data was worth $47 in 2016.5 They then 
compared that statistic to the size of the total US advertising market ($83 
billion), and Facebook’s share of that total (19.7%), to estimate an individual’s 
personal data was worth $240. However, to monetize this, you need a buyer, 
and that’s where data brokers come in. 

According to privacy rights activists at Clearinghouse, there are close to 300 
data brokers in the world.6 These entities collect all types of personal data and 
sell it to third parties. The value of this data varies wildly but often sits below 
$1. 

Even following numerous high-profile data scandals in the US, serious 
regulation still seems distant. The European Union is the current gold 
standard for data regulation. At the end of May, it enacted its General Data 
Protection Regulation (GDPR)7, which won’t directly impact the US, but will 
force American companies to comply when interacting with EU citizens. This 
could cause them to adopt these practices worldwide, but only if it makes 
fiscal sense. 

Everyone Hates Ads 

Consumers are consistently unhappy with digital advertising. Advertising is 
only becoming more pervasive, obnoxious, and intrusive. Remarketing stalks 
you with the same ad everywhere you go – on the desktop and on the mobile. 
Autoplaying videos embarrass you in waiting rooms and on buses. You can 
hardly read a news article without having to scroll past a dozen ads and 
accidentally clicking on one of them. 

                                                   
5 https://medium.com/wibson/how-much-is-your-data-worth-at-least-240-per-year-likely-
much-more-984e250c2ffa 
6 https://www.privacyrights.org/online-information-brokers-list 
7 https://cryptocoin.news/news/bitcoin/is-blockchain-incompatible-with-gdpr-10277/ 
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Figure 1: Motivation behind adblock usage (source: 
https://pagefair.com/blog/2017/adblockreport/) 



 

Page 9 
 

This is reflected in the increasing use of ad blockers. 

 

Figure 2: The growing rate of adblock use (source: 
https://pagefair.com/blog/2017/adblockreport/ 

In 2017, over 11 percent of internet users globally used ad blockers. That 
equates to more than 600 million devices, from smartphones to traditional 
computers, a 30 percent annual increase. 

Even more telling, the figure is proportionally higher in developing countries. 
For example, in Indonesia, two-thirds of the internet population use ad 
blockers on mobile devices.  
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C3C At A Glance 

The current system of monetizing online content is broken. 

Publishers increasingly lose revenue and cannot compensate with paid 
content (subscriptions). Advertisers pay at least 50% too much due to click-
and-view fraud. 

With C3C, we are launching a blockchain platform to revolutionize the online 
advertising industry: 

1. Reward Creators 
Creators deserve to be rewarded for contributing content to an online 
network. C3C’s protocol makes rewarding creators as easy as giving a 
Facebook Like. 

2. Effective Control and Monetization of Personal Data 
We allow consumers to reclaim the information they create online and 
allow them granular control of this data, by providing an easy-to-use 
personal wallet. We aim to provide a secure and consensual exchange of 
data, giving customers direct monetization options. 

3. Direct Advertiser-Consumer Relationship 
Through C3C’s blockchain network, advertiser-consumer interaction can 
be tracked and measured while consumers are rewarded for their 
exchanges and educated through meaningful content. This eliminates 
the need for intermediaries. 

Independent content creators have been struggling to cope with the 
challenges of the online age since the beginning of the digital revolution in 
the early 1990s and content purchasers such as enterprises, marketing 
agencies, and advertisers face hurdles in reaching their target audiences. 

How Blockchain Can Benefit Content Creators 

Creatives struggle to monetize their content at acceptable rates. Advertisers 
battle with fraud and adblockers. Publishers are finding it hard to monetize 
content through paywalls. 
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With content marketing spending now at over $2 billion in Europe alone, the 
content creation market is a huge one globally. The problem is that a large 
portion of the dollars from advertisers and marketers go directly into the 
coffers of platforms such as Facebook, Instagram, Twitter, YouTube or 
LinkedIn. Content creators are left with cent on the dollar. 

The statistic below shows the expenditure on content marketing in Europe in 
2014 and a forecast for 2016 and 2020. In 2014, roughly €740 million was 
spent on content marketing in Europe. Content marketing spend predicted to 
increase to €2.12 billion by 2020. 

Figure 3: Content Marketing in Europe in 2014, 2016, and 2020 (in €million) 

With the emergence of the blockchain and smart contracts, content creators 
can be rewarded directly for creating content on an online platform. Solutions 
such as C3C's protocol enable direct advertiser-consumer relationships. 

In the US alone, there were more than 760,000 independent performers, 
artists, and writers in 2013, the last year for which official data is available. 

The statistic below shows the number of independent writers, artists, and 
performers in the United States from 2000 to 2013. In 2013, 765,790 people 
worked either part-time or full-time as independent performers, artists, or 
writers. Included are solo artists without employees working part-time or full-
time in their artistic trade. 
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Figure 4: Independent Writers, Artists, and Performers in the United States 
from 2000-2013 (in thousands) 

Many more independent creatives work all over the globe. Every one of them 
needs reliable and easy routes to direct payment from consumers or 
advertisers. 

The blockchain's unparalleled transparency level directly impacts content 
monetization as well. Smart contracts on the blockchain enable seamless 
content monetization. A smart contract can be subject to further layers of 
verification and enforcement, thus enabling the introduction of additional 
measuring, rating, and arbitration services. Services like measuring, ratings, 
and arbitration are not intrinsic for any blockchain, C3C including, but should 
be provided by an independent and unbiased third party or the smart 
contract stakeholders themselves. 

The model implemented by the C3C blockchain creates a direct consumer-to-
creator network, replacing intermediaries in the process. Artists, writers, and 
musicians currently share somewhere from 10% to 20% of all the revenue 
they make on a particular online platform. The amount goes up markedly 
when you add other expenditures such as payment processing fees, bank 
charges, and value added taxes. A payment processor, for instance, will take 
some 3% to 6% of any payment made to a content creator. Cryptocurrency 
payments eliminate these charges. 



 

Page 13 
 

Creators Have Full Control over Content 

Blockchain not only provides complete control over copyright, but also 
empowers creators to price their content dynamically and perform micro-
metering activities. Dynamic pricing is among the greatest benefits of the 
blockchain, enabling prices to be adjusted by demand, advertiser-support, and 
many more factors. 

A report by the World Economic Forum highlights the broader pricing options 
originating from micro-metering on the blockchain networks. This is a 
disruptive application of the blockchain technology where consumers can 
purchase only a fraction of the content. For example, you can buy only a few 
seconds of music from a song or purchase a single paragraph from any 
written content. This creates an entirely new market for content while 
introducing a fair and more accurate pricing model for content creators and 
consumers alike. 

Disrupting the Paradigm 

The last two decades have given us a global but unhealthy framework for 
creating online content and being rewarded for creative work. Issues with 
copyrights, content copying, and repurposing, as well as the proliferation of 
intermediaries, put excessive pressure on the prices for content of any type 
while preventing creatives from monitoring their content's performance. 
Current freelance platforms, for instance, may charge in excess of 20% for 
creating content while you can witness offers from clients looking for quality 
articles priced as low as $5 or $10 per article. Accepting such an offer is at the 
writer’s discretion but the greater problem remains; they get less than $6 for a 
$10-article once all the platform and transaction fees are applied. And, since 
no direct contact is established between the content creator and the content 
purchaser, and no immediate yet secure payment is available, the cost of 
content is being driven down further. 

The blockchain is not an all-encompassing solution, and many challenges are 
still ahead. Nevertheless, content creators will witness their work protected 
and payments made immediately through smart contracts that envisage 
different content usages and stipulate adjustable pricing for content while 
eliminating brokers. It makes a big difference as the gig economy is taking the 
world by storm and a good number of all freelancers are engaged in content 
creation activities of various kinds. 

Some 57.3 million people are freelancing in 2017 in the US alone, and this 
makes for 36 percent of the workforce. Only a fraction of them is able to cope 
without intermediaries and all the associated costs. The blockchain, however, 
can help them accomplish a whole new level of content creation services 
where creatives have the freedom and independence to price their work fairly 
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and flexibly while having direct relationships with consumers and advertisers 
through the means of smart contracts that the blockchain network finalizes 
immediately. 
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Figure 5: The general business model of C3C 

The business model of C3C creates a positive ecosystem between creators, 
publishers and advertisers. Content creators get rewards in C3C tokens if 
consumers like their content. This mechanism is as easy as liking social media 
posts and transparent because of the blockchain integration. 

Advertisers can address users directly and with permission, thus increasing 
efficiency and eliminating fraud. 

Publishers get new subscribers and new revenue for their paid premium 
content. 

Consumers regain ownership of their personal data and can earn C3C tokens 
from sharing it and from participating in advertising activities such as surveys 
or watching videos. 
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C3C Architecture 

C3C helps online content platforms reward creators while providing direct 
interaction with advertisers. Consumers can control, share, and monetize their 
personal data. 

These are the three key benefits that C3C provides to consumers: 

1. Rewards for content creation; 

2. Ownership, control, and monetization of personal data; 

3. Earnings through participation in advertiser activities. 

C3C has three key technologies that power these benefits: 

1. Creator Rewards Protocol (C3RP): manage token rewards. 

2. Consumer Wallet: maintain and control personal data. 

3. Advertiser Interaction Protocol: participate in and earn from advertiser 
activities. 

C3RP — Creator Rewards Protocol 

C3RP ties user rewards to actions. We believe rewarding a creator must be 
willful (not just time spent on a website) and easily executable, like a 
Facebook Like. 

Rewards come from a monthly reward pool established by the consumer. 
Weighting of reward per action is achieved through an immediate selection. 

Rewards will, in the early stages, originate from the C3C Consumer Wallet, and 
they can be claimed by verified publishers. Reward fraud will be restricted 
and, in most cases, prevented by source code publication and 
cryptographically secure transactions. Reward buttons served to individual 
browsers/users will be rate-limited and tied to active user sessions. 

Rewards will be sent to creators at predefined time intervals through the C3C 
Consumer Wallet system, an open source, zero-knowledge proof scheme 
deployed to allow C3C users to reward creators. C3RP uses the ANONIZE8 
                                                   
8 S. Myers R. Pass S. Hohenberger and A. Shelat. “An Overview of ANONIZE: 
A Large-Scale Anonymous Survey System”. In: IEEE Security and Privacy 13.2 
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algorithm to protect user privacy. 

At a later date, a fully distributed payment system may be implemented as a 
new blockchain to guarantee public accountability and allow better scalability 
of micropayments; this blockchain will have strong anonymity. 

The C3C design recognizes the value of journalism and wants to reward 
publishers for their role in moderation, editing, and content strategy while 
recognizing the need to reward creators directly. C3RP lets publishers split 
earned rewards with creators. Each publisher can customize the percentage 
splits of rewards with creators, and, in the spirit of transparency, this 
information is fully visible to both parties. 

We want C3RP and its associated tools to become important web standards 
for creator rewards. While the C3C ecosystem will first integrate throughout 
established platforms like CryptoCoin.News and InvestItIn.com, our goal is to 
open up the platform to all web publishers as soon as possible. 

C3C Consumer Wallet 

With the C3C Consumer Wallet, consumers store their tokens and own their 
data without intermediary bottlenecks. They are in total control and able to 
share exactly what they want, with whoever they want, whenever they want 
to. 

Data requesters and data providers (consumers) need a consensual, 
transparent, and secure data exchange method. Data providers require an 
easy, secure, and transparent means of creating and managing data profiles. 
They need fair and transparent ways to explore available data requests and 
engage in the most appealing offerings. Once data requests are approved, 
data providers need fair compensation. 

We base the C3C Consumer Wallet on principles of MIT’s openPDS9, which is a 
personal metadata management framework that allows individuals to collect, 
store, and give third parties granular access to their metadata. 

For data requests, we use SafeAnswers, a new and practical way of protecting 
metadata at an individual level. SafeAnswers turns a difficult anonymization 
issue into a more tractable security one. It allows services to ask questions and 
calculates answers against the metadata instead of trying to anonymize 
individuals' metadata. In this way, data shared with services is reduced from 
high-dimensional metadata to low-dimensional answers that are less likely to 

                                                                                                                                                                      
(2015), pp. 22–29. 
9 http://openpds.media.mit.edu 
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contain sensitive information and link back to individuals. These answers can 
be directly shared individually or in an aggregated fashion. 

SafeAnswers and openPDS provide new ways to dynamically protect personal 
metadata, thereby supporting the creation of smart, data-driven services and 
data science research. 

C3AIP — Advertiser Interaction Protocol 

Based on a standard request-answer framework, the C3AIP allows advertisers 
to post campaigns and monetize consumer participation. For example, an 
advertiser may start a survey and associate a reward of 15 C3C per participant. 
The request triggers a notification in the C4C Wallet, and the consumer can 
answer questions in exchange for rewards. 

The receiving agent (consumer) is requested to perform an action. Requesting 
to perform is a query based on the protocol, containing data points such as 
time limit, compensation, and details. If the protocol is initiated by a query 
act, the responder will return the answer to the query with an inform act. 

To finalize the protocol, the following requirements will be defined: 

• different agent roles 

• message and request formats and definitions 

• handling of multiples 

• protocols which can be instantiated for specific applications 

Possible consumer-advertiser interactions defined in the C3AIP include: 

• targeted banners 

• surveys 

• lead generation 

• social media interactions 

• video views 

• bounty campaigns 
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The C3AIP defines a server and client component: 

1. The server component is a next-generation ad server that enables 
delivery of consumer-advertiser interactions, based on smart targeting of 
data defined in the C3C Consumer Wallet. 

2. The client component enables tracking and interaction through features 
modeled after ‘Like’ buttons. 

Both the server and client components use C3C smart contracts to ensure 
immutability and transparency. 

The Foundation 

The C3C Foundation will be the interim body tasked with designing the C3C 
protocol’s Consumer Wallet, C3AIP ad server, and the C3C blockchain. We 
envision that all the Foundation’s interim duties will be, over time: a) reflected 
in smart contracts and protocols; and b) taken over by a distributed 
organization that will make the Foundation superfluous. 

The Foundation, and in future the decentralized autonomous organization 
(DAO), will be financed through C3C transaction fees. 
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Multiversum Blockchain 

C3C is partnering with Multiversum for the blockchain of the ecosystem. 
Multiversum is a fourth-generation transaction relational blockchain, offering 
complex data types and organization in multidimensional structures, similar 
to relational databases. 

Data sharding, chain splitting and rejoining allow for greater scalability and 
parallelism, along with the unique Proof of Integrity (PoI) validation algorithm, 
which will offer superb speed and energy efficiency. 

To simplify the development of applications, Multiversum features SQL-based 
syntax and will offer high-end libraries for Java and JavaScript. 

Multiversum has transaction speeds of 0.2s (incl. validation) and unlimited 
scalability ; throughput will be up to 1000 Tps per core, hence a 64-core server 
can do up to 64,000 Tps. 

Multiversum supports biometric inputs to produce asymmetric cryptographic 
keys10 and guarantee the authenticity of signers’ identities. Combining the 
user’s biometric and personal info with SHA-256 produces a unique hash, 
which can then be used for verification when transferring funds or data and 
will retain the anonymity of its owner. 

Fraud Prevention 

All transactions are recorded on the blockchain, ensuring transparency, 
immutability, and regulation compliance. Smart contracts can be subjected to 
additional layers of verification and enforcement by optional service providers 
on the network, such as measurement providers, ratings providers, or 
arbitrators. 

Roadmap and Timeline 

The initial C3C ecosystem builds on two established and leading crypto news 
sites, CryptoCoin.News and InvestItIn.com. Future expansion will lead to 
standard protocols that can be implemented by third parties, creating the 
                                                   
10 
https://www.researchgate.net/publication/220724703_Biometric_Digital_Signature_Key_Gener
ation_and_Cryptography_Communication_Based_on_Fingerprint 
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world’s largest creator rewards network. 

1) During the ICO, the C3C token is issued. 

2) We will develop our own blockchain to optimize for scalability, security, 
and transaction costs. C3C tokens can be exchanged for coins on that 
blockchain. The Foundation receives the gas costs as transaction fees. 
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Role of Token 

The C3C token is used as the payment token for rewarding creators and 
consumers: 

• Consumers reward creators by giving “Like” actions, which sends tokens. 

• Advertisers reward consumers when they participate in campaigns. 

• Consumers are paid when advertisers access their personal data. 

Consumers can then use C3C tokens to access premium, paid content. 

Please note that while C3C tokens will initially be issued as ERC20 tokens, they 
will be converted into native, C3C blockchain tokens at a 1:5 ratio after the 
MainNet launch. 

Token Economics 

C3C tokens are not speculative assets — they are the interaction instrument 
between all players in the ecosystem. 

There are four ways to obtain C3C tokens: 

1. Contributing in the ICO and AirDrop. 

2. Participating in advertising activities and sharing personal data with 
advertisers. 

3. Exchange the token from other cryptocurrencies. 

4. Purchase with cash. 

Advertisers need C3C tokens to purchase inventory. To acquire them, the C3C 
ecosystem facilitates direct transactions between advertisers and users 
through the blockchain. 
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Leveraged Staking 

When users lock tokens in their wallet, they earn stakes depending on the 
length of the lock up period. This staking pool is the primary source of tokens 
for advertisers; users can set a minimum price for advertisers to buy their their 
tokens, while keeping them in the staking pool. 

C3C Distribution 

C3C will initially be issued through an airdrop fund of 450,000 tokens. 

 

Token Sale Fund Allocation 

Token sale proceeds will be allocated for the following purposes: 

1. Research & Development: the C3C system consists of complex 
subsystems — the personal wallet, the blockchain, and the C3AIP — that 
will require significant efforts. Sufficient funding must be allocated for 
recruitment, team building, and research and development. 

2. Operations and Marketing: branding and marketing operations are key to 
promote C3C. We will partner with other blockchain initiatives to gain 
distribution and build brand awareness of C3C thought traditional 
marketing. 
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3. Community and Ecosystem: we will allocate funding to help build the 
C3C community and ecosystem. Our goal is to gather broad community 
support to create a vibrant ecosystem. 

4. Legal Consulting and Risk Control: we will allocate funding for general 
legal advice, security, and fraud prevention. 

5. Miscellaneous: expenses beyond those defined above. 
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By purchasing, holding, and using C3C Tokens and/or the C3C website, you expressly acknowledge and 
assume the following risks: 

CERTAIN RISKS RELATING TO PURCHASE, SALE, AND USE OF C3C TOKENS 

Important Note: As noted elsewhere in these terms, the C3C Tokens are not being structured or sold as 
securities or any other form of investment product. Accordingly, none of the information presented in 
this whitepaper is intended to form the basis for any investment decision, and no specific 
recommendations are intended. The Company expressly disclaims any and all responsibility for any 
direct or consequential loss or damage of any kind whatsoever arising directly or indirectly from: (i) 
reliance on any information contained in this whitepaper, (ii) any error, omission, or inaccuracy in any 
such information, or (iii) any action resulting from such information. 

RISK OF LOSING ACCESS TO C3C TOKENS DUE TO LOSS OF PRIVATE KEY(S), CUSTODIAL ERROR, OR 
PURCHASER ERROR 

A private key, or a combination of private keys, is necessary to control and dispose of C3C tokens stored 
in your digital wallet or vault. Accordingly, loss of requisite private key(s) associated with your digital 
wallet or vault storing C3C tokens will result in loss of such C3C tokens. Moreover, any third party that 
gains access to such private key(s), including access gained to login credentials of a digital wallet or 
vault service you use, may be able to misappropriate your C3C tokens. Any errors or malfunctions caused 
by, or otherwise related to, the digital wallet or vault you choose to receive and store C3C tokens on, 
including your own failure to properly maintain or use such digital wallet or vault, may also result in the 
loss of your C3C tokens. Additionally, your failure to precisely follow the procedures set forth in the ICO 
website — for instance, if you provide the wrong address for receiving C3C tokens — may result in the loss 
of your C3C tokens. 

RISKS ASSOCIATED WITH THE ETHEREUM PROTOCOL 

Because C3C tokens and the C3C platform are based on the Ethereum protocol, any malfunction, 
breakdown, or abandonment of the Ethereum protocol may have a material adverse effect on the C3C 
platform or C3C tokens. Moreover, advances in cryptography, or technical advances such as the 
development of quantum computing, could present risks to C3C Tokens and the platform, including the 
utility of C3C tokens for obtaining services, by rendering ineffective the cryptographic consensus 
mechanism that underpins the Ethereum protocol. 

RISK OF MINING ATTACKS 

As with other decentralized, cryptographic tokens based on the Ethereum protocol, C3C tokens are 
susceptible to attacks by miners in the course of validating C3C transactions on the Ethereum 
blockchain, including, but not limited to: double-spend attacks, majority mining power attacks, and 
selfish-mining attacks. Any successful attacks present a risk to the C3C platform and C3C tokens, 
including, but not limited to, the accurate execution and recording of transactions involving C3C tokens. 

RISK OF HACKING AND SECURITY WEAKNESSES 

Hackers or other malicious groups or organizations may attempt to interfere with the C3C platform or 
C3C tokens in a variety of ways, including, but not limited to: malware attacks, denial of service attacks, 
consensus-based attacks, Sybil attacks, smurfing, and spoofing. Furthermore, because the C3C platform 
is based on open-source software, there is risk that a third party or a member of the Company team may 
intentionally or unintentionally introduce weaknesses into the core infrastructure of the C3C platform, 
which could negatively affect the C3C platform and C3C tokens, including C3C token utility for obtaining 
services. 
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RISKS ASSOCIATED WITH MARKETS FOR C3C TOKENS 

C3C tokens are intended to be used solely on the C3C platform, and the Company will not support or 
otherwise facilitate any secondary trading or external valuation of C3C tokens. This restricts the 
contemplated avenues for using C3C tokens to obtain services or access the C3C platform, and could 
therefore create an illiquidity risk with respect to the C3C tokens you hold. Even if secondary trading of 
C3C tokens is facilitated by third-party exchanges, such exchanges may be relatively new and subject to 
little or no regulatory oversight, making them more susceptible to market-related risks. Furthermore, to 
the extent that third parties do ascribe an external exchange value to C3C tokens (e.g., as denominated 
in a digital or fiat currency), such value may be extremely volatile and diminish to zero. 

RISK OF UNINSURED LOSSES 

Unlike accounts with a bank or other financial institutions, C3C tokens are uninsured unless you 
specifically obtain private insurance to insure them. Thus, in the event of loss or loss of utility value, there 
is no public insurer — such as the Federal Deposit Insurance Corporation — or private insurance arranged 
by us to offer recourse to you. 

RISKS ASSOCIATED WITH UNCERTAIN REGULATIONS AND ENFORCEMENT ACTIONS 

The regulatory status of C3C tokens and distributed ledger technology is unclear or unsettled in many 
jurisdictions. It is difficult to predict how or whether regulatory agencies may apply existing regulation 
with respect to such technology and its applications. It is likewise difficult to predict how or whether 
legislatures or regulatory agencies may implement changes to law and regulation affecting distributed 
ledger technology and its applications, including the C3C platform and C3C tokens. Regulatory actions 
could negatively impact the C3C platform and C3C tokens in various ways, including, for purposes of 
illustration only, through a determination that C3C tokens are a regulated financial instrument that 
requires registration or licensing. The Company may cease operations in a jurisdiction in the event that 
regulatory actions, or changes to law or regulation, make it illegal to operate in this jurisdiction or 
commercially undesirable to obtain the necessary regulatory approval(s) to operate in such jurisdiction. 

RISKS ARISING FROM TAXATION 

The tax characterization of C3C tokens is uncertain. You must seek tax advice in connection with 
purchasing C3C tokens, which may result in adverse tax consequences to you, including withholding 
taxes, income taxes, and tax reporting requirements. 

RISK OF AN UNFAVORABLE FLUCTUATION OF ETHER AND OTHER CURRENCY VALUE 

The Company team intends to use the proceeds from selling C3C tokens to fund the maintenance and 
development of the C3C platform, as described in this whitepaper. The proceeds of the sale of C3C 
Tokens will be denominated in Ether, and may, at our discretion, be converted into other cryptographic 
and fiat currencies. If the value of Ether or other currencies fluctuate unfavorably during or after the sale 
period, the Company team may not be able to fund development, or may not be able to develop or 
maintain the C3C platform in the manner that it intended. 

RISK OF DISSOLUTION OF THE COMPANY 

It is possible that, due to any number of reasons, including, but not limited to, an unfavorable fluctuation 
in the value of Ether (or other cryptographic and fiat currencies), decrease in C3C tokens’ utility, the 
failure of commercial relationships, or intellectual property ownership challenges, the Company may 
dissolve. 

RISKS ARISING FROM LACK OF GOVERNANCE RIGHTS 
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Because C3C tokens confer no governance rights of any kind with respect to the C3C platform or 
Company, all decisions involving the C3C platform or Company will be made by the Company at its sole 
discretion, including, but not limited to, decisions to discontinue the C3C platform, to sell more C3C 
tokens for use in the C3C platform, or to sell or liquidate the Company. These decisions could adversely 
affect the Platform and the utility of C3C tokens that you hold, including C3C tokens’ utility for obtaining 
services. 

UNANTICIPATED RISKS 

Cryptographic tokens such as C3C tokens are a new and untested technology. In addition to the risks 
included in this prospectus, there are other risks associated with your purchase, holding, and use of C3C 
tokens, including those that the Company cannot anticipate. Such risks may further materialize as 
unanticipated variations or combinations of the risks discussed in this prospectus. 

Competitors 

Various types of decentralized applications are emerging at a rapid rate and the industry is increasingly 
competitive. It is possible that alternative networks could be established that utilize the same or similar 
code and protocol underlying C3C tokens and/or the C3C network in an attempt to recreate similar 
facilities. The C3C Network may be required to compete with these alternative networks, which could 
negatively impact C3C tokens and/or the C3C Network. 

IMPORTANT NOTICE 

NOTHING IN THIS WHITEPAPER CONSTITUTES LEGAL, FINANCIAL, BUSINESS OR TAX ADVICE AND YOU 
SHOULD CONSULT YOUR OWN LEGAL, FINANCIAL, TAX OR OTHER PROFESSIONAL ADVISER(S) BEFORE 
ENGAGING IN ANY ACTIVITY IN CONNECTION HEREWITH. NEITHER C3C NETWORK LTD. (THE 
FOUNDATION), ANY OF THE PROJECT TEAM MEMBERS WHO HAVE WORKED ON C3C NETWORK (AS 
DEFINED HEREIN) OR PROJECT TO DEVELOP THE C3C NETWORK IN ANY WAY WHATSOEVER NOR ANY 
SERVICE PROVIDER SHALL BE LIABLE FOR ANY KIND OF DIRECT OR INDIRECT DAMAGE OR LOSS 
WHATSOEVER WHICH YOU MAY SUFFER IN CONNECTION WITH ACCESSING THIS WHITEPAPER, THE 
WEBSITE AT HTTPS://C3C.NETWORK (THE WEBSITE) OR ANY OTHER WEBSITES OR MATERIALS 
PUBLISHED BY THE FOUNDATION. 

This Whitepaper is intended for general informational purposes only and does not constitute a 
prospectus, an offer document, an offer of securities, a solicitation for investment, or any offer to sell any 
product, item, or asset (whether digital or otherwise). The information herein may not be exhaustive and 
does not imply any elements of a contractual relationship. There is no assurance as to the accuracy or 
completeness of such information and no representation, warranty, or undertaking is or is purported to 
be provided as to the accuracy or completeness of such information. Where this Whitepaper includes 
information that has been obtained from third-party sources, the Foundation and/or the C3C Network 
team have not independently verified the accuracy or completion of such information. Further, you 
acknowledge that circumstances may change, and that this Whitepaper may become outdated as a 
result and the Foundation is under no obligation to update or correct this document in connection 
therewith. 

This Whitepaper does not constitute any offer by the Foundation, the Distributor, or the C3C Network 
team to sell any C3C Token (as defined herein) nor shall it or any part of it nor the fact of its presentation 
form the basis of, or be relied upon in connection with, any contract or investment decision. Nothing 
contained in this Whitepaper is or may be relied upon as a promise, representation or undertaking as to 
the future performance of C3C Network. The agreement between the Distributor and you, in relation to 
any sale and purchase of the C3C Token is to be governed only by the separate terms and conditions of 
such agreement. 

By accessing this Whitepaper or any part thereof, you represent and warrant to the Foundation, its 
affiliates, and the C3C Network team as follows: 
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a) in any decision to purchase any C3C Token, you have not relied on any statement set out in this 
Whitepaper; 

b) you will and shall at your own expense ensure compliance with all laws, regulatory requirements 
and restrictions applicable to you (as the case may be); 

c) you acknowledge, understand and agree that C3C Tokens may have no value, there is no 
guarantee or representation of value or liquidity for C3C Tokens, and the C3C Token is not for 
speculative investment; 

d) none of the Foundation, its affiliates, and/or the C3C Network team members shall be responsible 
for or liable for the value of C3C Token, the transferability and/or liquidity of C3C Token and/or 
the availability of any market for C3C Token through third parties or otherwise; and 

e) you acknowledge, understand and agree that you are not eligible to purchase any C3C Token if 
you are a citizen, national, resident (tax or otherwise), domiciliary and/or green card holder of a 
geographic area or country: (i) where it is likely that the sale of C3C Token would be construed as 
the sale of a security (howsoever named) or investment product and/or; (ii) in which access to or 
participation in the C3C Token sale or C3C Network is prohibited by applicable law, decree, 
regulation, treaty, or administrative act. 

The Foundation, the Distributor and the C3C Network team do not make and do not purport to make, 
and hereby disclaim, all representations, warranties or undertaking to any entity or person (including 
without limitation warranties as to the accuracy, completeness, timeliness or reliability of the contents of 
this Whitepaper or any other materials published by the Foundation). To the maximum extent permitted 
by law, the Foundation, the Distributor, their related entities and service providers shall not be liable for 
any indirect, special, incidental, consequential or other losses of any kind, in tort, contract or otherwise 
(including, without limitation, any liability arising from default or negligence on the part of any of them, 
or any loss of revenue, income or profits, and loss of use or data) arising from the use of this Whitepaper 
or any other materials published, or its contents or otherwise arising in connection with the same. 
Prospective purchasers of C3C should carefully consider and evaluate all risks and uncertainties 
(including financial and legal risks and uncertainties) associated with the C3C Token sale, the 
Foundation, the Distributor and the C3C Network team. 

The information set out in this Whitepaper is for community discussion only and is not legally binding. 
The agreement for sale and purchase of C3C Tokens and/or continued holding of C3C Tokens shall be 
governed by a separate set of Terms and Conditions or Token Purchase Agreement (as the case may be) 
setting out the terms of such purchase and/or continued holding of C3C (the Terms and Conditions), 
which shall be separately provided to you or made available on the Website. In the event of any 
inconsistencies between the Terms and Conditions and this Whitepaper, the Terms and Conditions shall 
prevail. 

No regulatory authority has examined or approved of any of the information set out in this Whitepaper. 
No such action has been or will be taken under the laws, regulatory requirements or rules of any 
jurisdiction. The publication, distribution or dissemination of this Whitepaper does not imply that the 
applicable laws, regulatory requirements or rules have been complied with. 

This is only a conceptual Whitepaper describing the future development goals for C3C Network to be 
developed. This Whitepaper may be amended or replaced from time to time. There are no obligations to 
update this Whitepaper or to provide recipients with access to any information beyond that which is 
provided in this Whitepaper. All statements contained in this Whitepaper, statements made in press 
releases, or in any place accessible by the public and oral statements that may be made by the 
Foundation, the Distributor and/or the C3C Network team may constitute forward-looking statements 
(including statements regarding intent, belief, or current expectations with respect to market conditions, 
business strategy and plans, financial condition, specific provisions and risk management practices). 

You are cautioned not to place undue reliance on these forward-looking statements given that these 
statements involve known and unknown risks, uncertainties and other factors that may cause the actual 
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future results to be materially different from those described by such forward-looking statements, and 
no independent third party has reviewed the reasonableness of any such statements or assumptions. 
These forward-looking statements are applicable only as of the date of this Whitepaper and the 
Foundation and the C3C Network team expressly disclaim any responsibility (whether express or 
implied) to release any revisions to these forward-looking statements to reflect events after such date. 

The use of any company and/or platform names or trademarks herein (save for those which relate to the 
Foundation or its affiliates) does not imply any affiliation with, or endorsement by, any third party. 
References in this Whitepaper to specific companies and platforms are for illustrative purposes only. 

This Whitepaper may be translated into a language other than English and in the event of conflict or 
ambiguity between the English language version and translated versions of this Whitepaper, the English 
language version shall prevail. You acknowledge that you have read and understood the English language 
version of this Whitepaper. No part of this Whitepaper is to be copied, reproduced, distributed, or 
disseminated in any way without the prior written consent of the Foundation. 


