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Our team has been building IT infrastructure for commercial and service companies

since 2006. We have developed secure payment platforms and fraud monitoring

systems that are compliant with industry standards such as PCI DSS.

More than a decade of experience in IT Security made us realize that a single point of 

failure can result in security breaches. These include theft of passwords, plastic cards, 

and mobile phones. Non-intuitive authentication methods are also slow and 

inconvenient, resulting in inadequate and inefficient use.

More importantly, we have encountered concerns about how user privacy is being 

violated when their personal data is traded or sold in the name of profit and 

supposedly improving access.

We have thus built iTrue not just as a solution for authentication, but also as a 

platform where other businesses can build their own applications, products and 

services. The core microservice is authentication with biometrics, which enables users 

to gain access simply by being themselves.

iTrue aims to make lives easier and safer through 
innovation
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We are taking it a step beyond simple biometric authentication. With iTrue, we are 

ensuring that user data remains secure and private. Personal data is not stored on 

any centralized server or device, which significantly increases data security. 

Performance is not compromised, as we have developed a Stone Storage solution 

that ensures fast, decentralized storage through both blockchain and database.

Finally, our solution is centered around privacy – users have full control and 

ownership of their data, and this cannot be accessed by or provided to any third party 

without information and consent of the owner.

iTrue does not stop here, however. As our platform and users grow, we expect 

developers and enterprises to also grow with us – incorporating their own 

enhancements and improvements as iTrue microservices that can be used and shared 

by others.
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https://www.csoonline.com/article/3237827/password-security/ready-for-more-secure-
authentication-try-these-password-alternatives-and-enhancements.html

https://duo.com/blog/state-of-the-auth-experiences-and-perceptions-of-multi-factor-
authentication

Current authentication systems are either too insecure or too inconvenient to use, 

thus perpetuating an environment of high risk.

Multi-factor authentication (MFA), biometrics, and other similar methodologies can 

significantly reduce the risk of such breaches *, but are not being widely adopted *.

The problem is user experience — MFA complicates and slows down the process of

logging in, thus discouraging its adoption among businesses and their users.

In addition, users are reluctant to trust centralized authentication systems. For one,

there is a prevailing fear that their data will be misused or misappropriated. 

Centralized systems are also prone to failure themselves.

There needs to be a solution that addresses privacy, security, and convenience.

iTrue is the solution.
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iTrue is a platform with microservices that can be used by enterprises and users. The

platform is therefore a Blockchain as a Service (BaaS) solution: It can be used by 

companies and developers to authenticate their users, or to build their own 

blockchain network with a built-in authentication system.

The platform provides microservices as building blocks, which can be integrated into

existing apps/systems of developers. Hence, developers do not need to develop an

authentication service from scratch for their applications, as the iTrue microservices 

will fulfil this need.

Moreover, iTrue supports smart contracts that can be coded in at least 10 languages

such as C/C++, JavaScript, Python, PHP, Ruby, Kotlin, Java and Go.
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Currently the most precise and safe biometric authentication can be done by 

scanning hand veins and the iris. Contactless palm vein authentication is considered 

the most secure, as vein patterns contain detailed characteristics that can be used to 

formulate an algorithm template. Thus, the chances of breaches are almost zero.

Many companies are integrating palm vein authentication to unlock their devices, and

devices that use biometrics have actively been introduced in the workplace.

Microsoft introduced PalmSecure into their devices, while Samsung has patented 

a palm vein sensor indicating the commercial adaptation of the technology for

authentication. Sberbank uses readers to trace hand veins of its employees prior to

granting access to its spaces.

Authentication through fingerprints and a scan of the face may be used to verify the

identity of a person when performing non-critical operations. It is however not

recommended for massive financial operations due to a lower identification precision

and a chance of counterfeiting.

The blockchain-based authentication platform secures and stores personal and

confidential user data without the need for any device. There is no risk of losing data

through the loss of a smartphone or plastic card, for example. Moreover, users do not

need to remember or enter PIN and password, as the data is stored on a 

decentralized blockchain and is authenticated via biometrics.

With iTrue, no data is ever stored on personal devices and centralized servers, hence

user data is completely safe and private.
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We are taking this a step beyond with iTrue.

Since the mid 2000s, we have been developing distributed control systems. In 2015, 

we mastered blockchain. However, we have realized that blockchain is not enough to

ensure maximum user safety. We have, therefore, teamed up with specialists in

computer vision, who are experienced in developing systems that recognize the eye 

iris and hand veins in authenticating users for access to large-scale enterprise 

systems.

With this joint effort, we have created our project, iTrue, a scalable and extensible 

platform that utilizes a safe blockchain network in authenticating users, allowing 

high-speed access to personal information through biometrics. It is meant for both

commercial and non-commercial organizations, with or without geographic reference.

Through the use of APIs, businesses and developers can leverage the iTrue platform 

to ensure high speed execution of authentication within a wide range of operations.

We are now developing a new API for machine-human interaction, wherein no 

gadgets are needed, and which can be used by the public, including commercial 

companies and new startups. The platform includes a permissioned blockchain with 

a high speed of execution of operations, defined levels of access to confidential 

information, and an opportunity to build both geo-dependent and geo-independent 

services.

To ensure that data is not misused, the use of personal data is controlled by users

rather than companies.



09

Reducing transactional friction through biometric authentication helps improve the 

user experience and enhance platform security at the same time.

By implementing a blockchain approach, users and businesses are assured of a robust

and scalable infrastructure wherein their records are secure and safe from data theft 

or misappropriation. Our solution is designed for high speed and capacity — 

overcoming the limitations of current blockchain tech.

When it comes to security, confidential personal and financial information can be 

a valuable asset for criminals – these can be used to steal identities, money, data, and

more. The vulnerability of centralized financial institutions has led to a reduced trust 

in favor of decentralized systems. This is evident with the rise of blockchain and 

cryptocurrencies.

We believe that customers are the main driver of the success of any business, rather

than technologies. Therefore, if businesses demonstrate that they are responsible and

let users manage their own data, we will have a win-win situation.
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This reduces time-to-market and makes 

user identification and authentication 

easier.

Enterprises can build iTrue

authentication right into their apps

Enterprises spend two thirds of their IT 

budgets in developing secure 

authentication methods into their 

systems and applications.

Developing better authentication 

comes at a cost

There is no single point of failure, and 

records cannot be altered without the 

proper blockchain consensus.

Decentralized platform reduces the 

risk of security breach and failure

When authentication data is stored on 

a central server, these can easily be

brought down or stolen.

Centralized systems 

are prone to failure

A user’s unique iris and hand vein 

pattern, for instance, grants instant and 

seamless authentication.

Biometrics are a faster and more 

secure system for authentication

Forcing users to use complicated 

passwords makes us too lazy that we 

either use weak passwords or write 

down strong passwords somewhere 

unsafe.

Passwords are unsafe 

and inconvenient
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iTrue does not rely on devices or plastic

cards for its services, providing eco-

friendly solutions.

A cardless solution that does not 

rely on gadgets can help reduce 

e-waste.

More than 35 billion plastic cards were

produced in 2017 at a cost of more 

than $20 billion per year.

Plastic credit/debit cards are 

expensive and unsafe for the 

environment

iTrue provides instant notifications 

about data usage, to ensure compliance 

with privacy rules and regulations.

Users are fully informed where 

their data is being used

In most cases, a user does not even 

know where his or When user data is 

stored by businesses, these can be 

misused.

Users do not control 

their data
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Every day, 7.126 million data records are stolen or leaked on average. In 2017 alone,

the number of data records compromised amounted to around 2.5 billion, and that’s

only for the publicly-disclosed breaches.

According to a study by IBM and the Ponemon Institute, each record lost or stolen 

costs an average of $141 in terms of business loss, detection and escalation, 

customer notification, and threat response. This amounts to hundreds of billions of 

dollars in expense and losses per year for companies across the globe.

Currently, there is a compelling business case for biometrics, particularly when

companies keep track of employees and limit their access to facilities at the 

workplace. There can be a much wider application of these systems, which can 

extend toward authenticating access outside of the workplace setting. For instance, 

biometrics can be used to physically gain access to assets that belong to a user.
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https://www.tractica.com/newsroom/press-releases/biometrics-market-revenue-to-total-67-billion-
worldwide-over-the-next-10-years/

Global Biometrics Market will increase from $2.0 billion in 2015 to $14.9 billion by 

2024, with a compound annual growth rate (CAGR) of 25.3% and cumulative revenue 

for the 10-year period totalling $67.8 billion *.

The global enterprise biometrics revenue will reach $1.7 billion by 2024, with 

cumulative revenue for the 10-year period totalling $7.9 billion at a compound 

annual growth rate (CAGR) of 28%.

Biometric modalities representing the largest revenue segments will be fingerprint 

recognition, voice recognition, iris recognition, and facial recognition. Meanwhile, the 

largest application markets for the technologies will be consumer, finance, 

healthcare, government, and enterprise.



14

https://www.prnewswire.com/news-releases/the-blockchain-as-a-service-baas-market-is-
expected-to-grow-at-a-cagr-of-90-1-300667734.html

Blockchain-as-a-Service (BaaS) market is expected to grow from USD 623 million in 

2018 to USD 15,455 million by 2023, at a Compound Annual Growth Rate (CAGR) of 

90.1% *.

The main reason for the BaaS market growth is due to the need to lower risks, 

complexities, and increase efficiency along with the low cost of bandwidth, data 

storage, and computing.

North America is estimated to have the largest market size in 2018 followed by 

Europe, owing to technology developments in this region.



15

https://www.prnewswire.com/news-releases/the-data-protection-market-size-is-expected-to-grow-
from-usd-5722-billion-in-2017-to-usd-11995-billion-by-2022-at-a-compound-annual-growth-rate-
cagr-of-160-300605213.html

The data protection market size is expected to grow from USD 57.22

billion in 2017 to USD 119.95 billion by 2022, at a Compound Annual Growth Rate

(CAGR) of 16.0% *.

The data protection market is driven by factors, such as growth of enormous amount 

of data and the need for data security and privacy concerns, regulations to increase 

the adoption of data protection solutions, and rising concerns of critical data loss in 

the on-premises environment.

Asia Pacific (APAC) is expected to grow at the highest CAGR during the forecast 

period. Furthermore, North America is projected to have the largest market size 

during the forecast period.
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Going forward, the government sector will play a key role in the increasing use of 

biometrics as the technology is being used to counter issues such as identity theft, 

terrorism and illegal migration. Owing to increasing terrorist threats worldwide, 

biometrics technology is increasingly used to cater to the safety and security needs.

In the United States, consumers use biometrics for authentication through a number 

of mobile wallets during debit and credit transactions. Similarly, a growing number of

U.S. banks have implemented fingerprint recognition for authenticating account 

access and for financial transactions and are actively exploring other consumer-

friendly modalities, including retina-based eye scanning and voice recognition.

Brazil is a world leader in the use of biometrics among consumers, with banks 

deploying biometric authentication-capable-ATMs since 2006. Brazilian banks were

responding to widespread opening of fraudulent bank accounts and turned to 

biometrics to ensure the identities of account holders and to protect their accounts. 

The majority of Brazilian banks now use some form of biometrics to authenticate 

users, though standards to promote interoperability and wider adoption are lacking.

In 2013, Banco Supervielle, a large bank in Argentina, began installing fingerprint

sensors across its network of branches to facilitate the easy and secure transfer of

retirement funds to retirees. The new sensors simplified an extensive, complex

authentication process that had been instituted to combat fraud (e.g., relatives of

retirees receiving pension funds after the death of the retiree).
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Reasons for abandoning an online purchase is either the customers do not remember 

their credit/debit card details (59%) or couldn’t remember their password (49%).

16% stated that it is cumbersome to enter a password thus abandoning online 

transactions.

Respondents perceive biometrics faster (61%) and easier (70%) than passwords.

Awareness of various biometrics such as fingerprint, voice, and facial recognition, as 

well as eye scanning, is on a large scale and 65% have at least tried fingerprint 

recognition while 35% use it on a regular basis.

The major benefits of biometrics authentication for payments are that the 

respondents do not need to remember passwords/PINs (50%) and 46% perceive it to 

be more secure than passwords/PINs.

Nequi, Bancolombia’s mobile banking service has been the first player in Colombia to 

deploy mobile biometrics for authentication. The service relies on U.S. Fintech 

company Daon’s IdentityX platform to identify customers through facial recognition 

technology. The authentication is done by taking a selfie for changing devices or SIM 

cards, reactivating an account or for resetting passwords.

Companies such as Atlanta-based Delta Air Lines are continuously increasing the 

usage of technology and replacing IDs and boarding passes with fingerprints and 

facial scans.
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In the US, facial recognition software is being used by the shops to identify 

shoplifters or shoppers that return goods too often. Once the system identifies the 

face, rest of the information can be achieved through the data from social sites such 

as Facebook. These shops could easily get immediate information on their customers 

when they enter the store: who they are, where they live, income and/or credit score. 

This is a serious breach of privacy as these practises conflict with key principles such 

as anonymity, consent and purpose. By using iTrue’s platform for authentication and 

payment, you can limit the information that can be shared with the third party. You 

can simply deter such shops from obtaining your personal information such as your 

income or your address.

However, 49% believe that the top concern is the compromise of sensitive 

information as a major threat of biometric authentication. 35% of the respondents 

are worried about their Privacy - they believe that the bank or store has access to 

their sensitive personal information.

US consumers are most likely to say they would trust their bank (65%) and their 

credit/debit card network (54%) to store biometric data. Almost one-quarter of 

consumers, however, wouldn’t trust any institutions.
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In October 2017, the European Council has approved the establishment of an Entry-

Exit System (EES) for the border management of the Schengen Area, which is 

expected to be fully implemented by 2020.

The European smart borders, immigration enforcement & border security markets 

from 2017-2022 will surge by 104% as per a report by Reportlinker.

As per a survey done by Visa across Europe, nearly three-quarters (73%) see two-

factor authentication, as a secure way to confirm an account holder where a biometric 

is used in conjunction with a payment device.

Europe is home to many major automotive manufacturers, and these corporates are 

looking into and introducing biometric technology into their vehicles to strengthen 

the security and to enhance luxury customers’ experience. This will be one of the key 

drivers for biometric growth in the European market since Mercedes-Benz, 

Volkswagen, BMW, and Ford have started integrating biometrics for driver 

authentication and drowsiness detection.

Europe
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In the next 5 years, Homeland Security Research forecasts that Europe biometric 

market will grow further by 92%. The growth is primarily driven by extensive demand 

for, and deployment of, biometrics in government projects, especially border 

management and the increasing need for reliable user authentication methods due 

to privacy concerns and rapid advancements in networking, communication and 

mobility systems.

The UK, Germany, France, and Italy would be countries with the highest contribution. 

The rising demand in the UK for biometrics is due to the adoption of biometrics in 

the Transportation and the Healthcare sector. The federal government is a key end-

user in Germany for biometrics. France’s biometrics market is driven by the 

government and the banking financial services and the insurance sector. A biometric-

based database with 60 million residents is being developed by the French 

government. Italy is expected to register the highest CAGR as the market is growing 

impressively for biometrics authentication.

The demand for biometrics is being further accelerated by the new GDPR regulatory 

requirement. The iTrue platform offers a unique solution of allowing the “rights to 

erasure” of the user’s data and provides enhanced privacy and control access through 

its Stone Storage.
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The NBP allow banks to use biometric identification techniques on clients using 

a federal information system (Unified System of Identification and Authentication, or 

USIA) to verify remote bank-account applications and deliver other banking services.

The system will expand access to banking by letting people open accounts without 

having to visit a branch and is a key milestone in digitizing financial services.

Going forward, the Unified Biometric System(UBS) will help simplify interactions and 

digitise quite a number of processes, such as rendering public, social, and national 

transportation security services. It will even make voting and remote census possible.

The above point indicates that Russia will be using the UBS as a base measure for 

a government system which will branch out into other nationalised areas and the 

financial sector. This increases the scope for service providers to use biometric-based 

systems for identification and authentication.

As per a report by “Russia Biometrics Market Forecast & Opportunities 2018”, Russian 

biometrics market could achieve revenues worth USD 393 Million by the end of 2018. 

The boost in the biometrics market has been majorly driven by government 

initiatives, security threats, IT security spending and growth in the construction 

market. An abundant increase in biometric-based access control/attendance systems 

has been recorded with effect from transient growth in Russia’s construction market, 

particularly for commercial and residential security applications.

Russia
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A pilot project at Moscow’s Domodedovo Airport was carried out which tested facial 

recognition technology that could be used by the airport security and law 

enforcement agencies.

Facial recognition is being used at the borders in Russia to allow guards to identify 

criminals, process information from unmanned aerial vehicles and satellites, and 

predict the illegal behaviour of people.

Moscow has the largest centralized surveillance network in the world, which uses 

facial-recognition technology to help police the city. Sberbank PJSC, recently acquired 

a 25% stake in VisionLabs as a first step toward building a biometric platform to 

identify people through face, voice and retina recognition technologies.

With the launch of the UBS, Biometric Authentication opportunities will increase for 

the private sector along with the growing acceptance of the technology amongst the 

Russian public. However, concerns over the handling of their data or threat to their 

privacy will increase too.

Moscow Deploys Facial Recognition to Spy on Citizens on streets. Such systems are 

legal in Russia and pose major concerns about personal privacy. Moreover, if the 

system is hacked by third parties, information about citizens such as where they live, 

where they go and what routes they take could be exposed. iTrue’s added feature 

called STONE STORAGE which is GDPR compliant could help resolve such a major 

privacy threat to biometric-based authentication.
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Aadhaar is the world’s largest biometric-based unique identification system, which 

holds the records of over 1.19 billion Indian residents. It collects the name, gender, 

date of birth, address, mobile no, email address of the citizens of India and stores 

them against their corresponding biometric data.

However, Aadhaar violates the Right to Privacy Act, as the information can be readily 

accessed without the consent of the user. Aadhaar system is open to attack both from 

external as well as internal sources, as it stores information on a centralized 

database. If the database is compromised in any way, either by an internal leak or an 

external hack, the information on it can be used for authentication. Linking Aadhaar 

to bank accounts, PAN numbers, and phones can thus expose an individual’s entire 

existence to a substantial amount of risk.

A blockchain-based identification system such as the platform provided by iTrue 

would be crucial in protecting the rights of the citizens, who would then have control 

over data sharing with the third-parties. Additionally, it would virtually do away with 

the concerns about storing biometric data in a centralized database.

India
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Integration of biometric technologies in security systems has been contributing 

significantly to the growth of the biometrics market in India. The mandatory use of 

time and attendance systems in public and private offices is expected to fuel market 

growth over the forecast period. Fingerprint biometrics is the largest segment in the 

market, in terms of revenue contribution, followed by iris and facial recognition 

segments. Voice recognition, on the other hand, is the fastest growing segment, on 

account of rising application in banking and growing integration into handheld 

devices.

Biometric data has emerged as an important tool in identity management, helping 

various industries reduce fraud and integrity risks. Various biometric authentication 

systems are gaining increasing market traction in India, gradually replacing 

conventional security systems like password/PIN protection. The rationale behind 

increasing use of biometrics is high security and reliability. Consequently, the 

adoption of biometric systems in India is expected to continue growing in both public 

and private sector to ensure authenticated access and avoid security breaches.

India has started to witness biometric devices being deployed in law enforcement, 

local security, and travel and immigration sectors. To keep a check on authenticating 

access to confidential data, biometric devices are slowly making a way into consumer 

electronics, BFSI, defence, home security, criminal identification, transport & logistics, 

and banks. It has also been brought to use by public and private offices in the form of 

time and attendance systems. While most of them are being levied via smartphones, 

through fingerprint, voice recognition too is gaining popularity.
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The existing and potential application of biometrics in Healthcare is also enormous, 

ranging from improving the security and privacy of patient information and medical 

records, reducing healthcare fraud, providing secure access to emergency medical 

information, to enabling compliance with government mandates.

Use of biometrics in hospitals and other healthcare centres plays a significant role in 

improving the patient safety allowing patients to be identified accurately, ensuring 

correct treatment to the right patient and elimination of the risk of duplicate medical 

records.

Biometrics-based patient identification and managing medical records also has an 

enormous life-saving role to play in facilitating organ donation by streamlining organ 

donor registry and serving as a proof to convince reluctant family members of an 

organ donor.

Healthcare

One of the use cases is that the state Government of Maharashtra had created 

a database for criminals with records of attributes like fingerprints, iris and retina 

recognition, to help the police department in nabbing the criminals without having 

much delay in the investigation.

Law Enforcement

Customer service departments are using voice recognition to fight back against 

fraudulent calls.

Banking and Finance
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As per a report by Global Biometrics Market (2014-2020), UAE is the third largest 

market for biometrics in the Middle-East due to increasing construction market. UAE 

boosts of the world’s largest biometric database, which includes the records of 

residents and citizens of over 135 million fingerprints, hand/palm prints and facial 

images. The World Expo to be held in 2020 in UAE offers a great potential for 

biometric technology with increasing demand for security systems, primarily video 

surveillance and access control systems in SME sector due to a higher growth in the 

construction of hotels and commercial offices.

In 2014, UAE passport department deployed fingerprint biometrics border control 

system which prevented 714 blacklisted people from entering the country.

UAE consumers are switching and showing increasing preferences towards biometric 

authentication simply because of the ease and speed of carrying out biometric-based 

transactions. A survey carried out by Visa and AYTM Market Research based on 500 

respondents indicated that 98 percent of consumers are willing to use at least one 

form of biometric authentication for future payments, out of which 69 per cent 

showed interest in using fingerprint recognition while 56 per cent were keen on 

using eye scanning technology.

UAE
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A UK-based startup ObjectTech has partnered with the Dubai government to provide 

blockchain-based security platform to the Emirates airport. According to the startup, 

their system combines biometric verification and blockchain technology and will use 

a "pre-approved and entirely digitized passport" to authorize passengers' entrance 

into the country. The system will further verify individuals through a three-

dimensional scan via a short tunnel as they walk from the aircraft to claim their 

baggage.

As per a report by TechSci, UAE’s biometric access control systems markets is 

forecasted to surpass $248 million by 2022. Deployment of low-cost fingerprint 

sensors, rising use of iris recognition access systems, advances in the biometrics 

technology, government regulations for biometric registration of citizens, etc. are 

some of the factors fuelling demand for biometric devices in the UAE.

Emergence of biometric access control systems has given countries a new and a more 

efficient way to improve security at their national and international borders. 

Moreover, rising government initiatives such as Emirates ID, which records an 

individual’s unique physical and behavioural trait such as facial dimensions, 

fingerprints, and irises is driving the market. Thus, rising need to improve border 

security, growing government initiatives and increasing adoption in banking & 

financial sector is expected to propel growth in UAE biometric access control systems 

market through 2022.

With increasing airport traffic, biometric access control systems have 

become a necessity at airports. According to the Airports International 

Council report, every month Dubai and Abu Dhabi airport witnesses an 

average traffic of approximately 9 million international travellers.

Moreover, there is high awareness of biometric technology amongst UAE consumers 

with 51 per cent being "very familiar" and 38 per cent being "somewhat familiar."
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In the Middle-East biometric market, Saudi Arabia is emerging as the fastest growing 

market for biometrics on account of government reforms, industry establishment, IT 

ITeS sector emergence, government initiatives and mandatory policies.  It has become 

mandatory for all tourists visiting the country to obtain biometrics-enabled visas and 

the General Directorate of Passports of Saudi has mandated capturing of fingerprint 

of all expatriate men and women in the country.

Saudi Arabia

Similarly, in 2006, Qatar implemented National Biometric Infrastructure which uses 

multi-application biometric identity platform for developing a common platform for 

various initiatives such as National ID, eGate, eVISA, eVoting, ePassport, and for 

integration with the national criminal AFIS system.

FIFA World Cup 2022 which will be held in Qatar is yet another opportunity for 

biometric-based authentication systems. Greater demand for the advanced security 

systems by the Qatari government offers a positive sign for biometric markets in the 

Middle East.

Qatar
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Tech giants such as Alibaba, Baidu, Tencent and AI companies such as Face++ and 

SenseTime have been finding innovative ways to penetrate biometrics technology to 

the consumers of China. These innovations range from fighting toilet paper thieves 

with dispensers equipped with facial recognition to WeChat’s new feature that allows 

hotel guests to check-in with a face scan.

Various types of biometric identification infrastructure have been implemented by the 

private sector as well as the state institutions. Examples include: facial recognition in 

retail and fast foods, voice recognition in commercial customer service centres, 

fingerprint scanning at immigration checkpoints, government projects such as 

biometric ID cards, facial recognition security checks, and social benefits access.

However, the major boom of the biometrics technology is taking place within the 

payments mechanism.  Citibank, Union Pay and HSBC are some of the biggest 

financial institutions which have massively adopted biometrics identification.

Alibaba’s Alipay introduced “Smile to Pay” facial recognition system for customers at a 

KFC fast food restaurant in China.

China is currently one of the world’s largest developers of biometric identification 

technology and biometric authentication process. This is mainly due to a large 

number of tech developers and innovations within the country along with a huge 

government support. However, one of the primary reasons for such a rapid adoption 

of technology is due to loose privacy rules and policies as compared to other 

countries.

China
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China’s unmanned stores are witnessing major innovative application of biometrics.  

Unlike BingoBox and Alibaba’s Hema that use apps for payment, Suning’s unmanned 

store allows customers to “link” their face to Suning Finance’s app. This linking 

determines that customers can make their payments just by showing their faces to 

the scanner as the products automatically get scanned by the product sensor and get 

billed.

Biometrics are also becoming mainstream in Fintech with companies such as Neo 

Credit that use face recognition to offer financing. Even a non-tech company like 

PingAn Insurance has been investing in facial recognition tools which will enable it 

to give out loans in six minutes.

Currently, the Shanghai subway is using biometric passenger recognition based on 

palm screening technology but the focus is more towards facial recognition in Beijing 

as facial recognition is being widely used in security and state surveillance 

applications across China. In fact, a project by ANT Financial Services, an affiliate of 

the Amazon-like Alibaba Group is implementing facial recognition even in the 

Shanghai’ subway system.

In Beijing, Hebei, Sichuan, Hubei, Guangdong, and other provinces, college entrance 

examination is deploying face recognition and fingerprint identification to confirm 

the identities of the candidates in the entrance examination according to a report by 

Herofun Technology.
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Moreover, the introduction of China Resident Identity Card Law by China which 

requires scanned and recorded fingerprints of citizens for identification has further 

increased the scope and opportunities for biometric-based authentication systems. 

But the issue of keeping the citizen’s data private and confidential is creating a major 

uproar in China as citizens are continuously showing concerns of privacy breach.

The uniqueness of biometrics due to unique faces, fingerprints and irises makes us 

believe that biometrics authentication is safe. However, this uniqueness poses greater 

risks if biometric libraries are breached and biometrics data are stolen as they cannot 

be replaced. The Chinese government is even installing surveillance systems in the 

public toilets which use biometric-based face recognition technology to identity 

individuals which is a serious breach of individual privacy.

iTrue offers a unique solution to this serious breach of privacy of the citizens by 

offering biometric authentication through its feature STONE STORAGE. Firstly, your 

personal information is stored separately from its record of transaction and secondly, 

information sharing can be divided into different levels and stages. As a user of the 

iTrue platform, you can decide which information to share with which party thus, 

being in complete control of your sensitive information yet enjoying the ease and 

convenience of biometric-based authentication. 
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Biometric verification allows a person to be uniquely identified by evaluating one or 

more distinguishing biological traits such as palm veins, iris patterns, fingerprints, 

face recognition etc. The data stored through biometrics is unique to each user and 

can only be accessed by that individual. This feature determines whether an industry 

player provides an added security into the system to protect and verify the data of an 

individual. It adds additional convenience to the users as one does not need to 

remember and enter passwords each time to access platforms.

Among the selected competitors there are: Civic.com, Datum.org and Cambridge-

blockchain.com. Comparison criterion are as follows: biometrics identification, dApps 

development, privacy control, device-free operations, data monetization, GDPR 

compliance.

There are a number of competitors, offering similar services to the market. 

We, however, have selected 3 of them, showing their impact on the market 

and, which, in our opinion, bring new value to it.
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Device-free operation is a feature which indicates that none of your personal, 

sensitive information is stored on a device which is at a risk of failure, theft or loss. 

Even if you lose your mobile phone or damage your PC, users need not worry about 

losing their personal, sensitive information as the data is stored on a blockchain 

which is immutable and is not reliant on any device to gain access.  In a nutshell, it is 

about hands-free verification so you do not need to confirm anything by mobile 

phone in your hand.

This feature indicates whether the users have the right to control their own data. 

Privacy control allows individuals to grant or to deny access to their personal, 

sensitive data to third-parties. This feature indicates that your data which is stored in 

a decentralised ledger, free from a single point of failure and which is connected to 

biometrics security feature, allows users to significantly control what information is 

shared and with whom.

Applications that run on a P2P network of computers rather than a single computer 

are called decentralised applications or dApps. This feature compares different 

industry players to check whether they provide a platform for developers to build and 

deploy contracts and decentralised applications on top of the blockchain. Usually 

dApps are developed using just smart contracts on the platform, and all other 

functionalities are built by the developers. iTrue provides not only smart contracts but 

also microservices that adds different functionality to the dApps.
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The new General Data Protection Regulation (GDPR), a sweeping and stringent 

European Union (EU) wide legal framework for personal data privacy, became 

effective on May 25. It grants EU citizens the “right of access” which requires 

companies to detail what personal data is being processed and how upon request. 

Moreover, it grants EU citizens the “right to be forgotten and to data erasure”. This 

feature indicates whether different industry players are GDPR compliant or not.

In addition to controlling data-sharing with third-parties through the Privacy Control 

feature, this feature allows users to earn money by sharing their data. Users own the 

keys to their data and control data sharing along with an opportunity to earn through 

data sharing in real-time.
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GDPR Compliance

Data Monetization

Device-Free Actions

Privacy Control

dApps development

Biometrics Identification

Cambridge
BlockchainDatumCivic
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https://www.schneier.com/blog/archives/2005/03/the_failure_of.html

The existing systems for access control are extremely unhandy and too complex to 

use. 8+ digit passwords, which are supposed to be unique, as well as two-factor 

authentication (2FA) are not only boring − they do not protect against hackers.

Security expert Bruce Schneier says that security measures such as passwords and 

2FA are not sustainable:

“I foresee that banks and other financial institutions will spend millions of dollars to 

increase safety of their clients with the help of two-factor authentication. Initially the 

first users of this technology will appreciate a significant decrease in fraud, as the 

cybercriminals will pass to easier targets. After some time the number of attacks and 

theft will return their initial indicator *.
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Besides the problem of data security, there is another issue in play: Currently, user 

data is completely in the hands of companies and huge enterprises.

User information is not controlled by its owner. It thus can be used by any 

organization. Google, Facebook, Apple and Amazon control personal information of 

their users. Big, medium and small companies track user activity both online and 

offline. For example, companies can use geofencing to gather Big Data for 

commercial purposes.

Our information does not belong to us anymore. It belongs to companies, which 

control it and do whatever they want with it. These are banks, insurance companies, 

social entities, supermarkets, web services, and other organizations that you 

consciously or unconsciously share your personal information with and who have 

control over such information.

What’s more concerning is that these organizations earn money by selling your data 

or using your data to sell advertising. We, the users, have become the product!
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We shall keep in mind that storage of personal data on mobile devices is a marketing 

propaganda sustained by the leading mobile phone manufacturers. It as risky as the 

centralized storage of data, as it can be easy to hack into with physical access.

Moreover, mobile devices get discharged. They break down, and they can get lost. 

They can be rendered unusable if outside of cellular or Wi-Fi coverage. Mobile 

devices can be hacked by cyber criminals. The probability of a hacker attack to a 

personal device made through social engineering is much higher than the one of a 

centralized server.

Thus, biometric authentication through a smartphone should not be used for major 

financial operations.

Service providers with centrally-governed infrastructures cannot guarantee safe 

storage of confidential information. We often see vulnerabilities (bugs, insecure 

infrastructure) in security solutions that compromise client’s personal and financial 

data.

In some cases, the human factor is the weakest link. For example, bank or company 

employees can become victims of phishing or social engineering schemes, and thus 

inadvertently grant system access to malicious hackers. Many cases of massive fraud 

have been perpetrated by insiders – clerks, contractors, developers, and other such 

persons – who might purposely introduce malicious code into the system with the 

intent of gaining illegal access.
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http://www.forbes.ru/tekhnologii/internet-i-svyaz/244583-eks-khaker-1-kevin-mitnik-ya-kak-
pablo-eskobar-kotoryi-stal-farm

https://www.dw.com/en/android-smartphones-hit-by-largest-account-breach-to-date/a-36597222

https://www.forbes.com/sites/thomasbrewster/2018/02/26/government-can-access-any-apple-
iphone-cellebrite/#505e4f94667a

“Smartphones and tablets appear to offer new room for attacks. People store huge 

volumes of information in their mobile devices. Hackers, in turn, may use it to hack 

corporate network, steal passwords and, eventually, make financial transactions on 

behalf of a hacked person. Currently these devices remind me of the dawn of 

personal computers. Mobile platforms are easier to hack because the market of safety 

systems does not yet have programs for adequate protection of mobile devices *.

In addition, both Android and iOS platforms can fall victim to hacks. More than a 

million Android users became victims of the Gooligan virus, which was used to steal 

personal data *.

An important subcontractor for the American government found a way to hack almost 

any marketed iPhone. The law enforcement bodies consider this as a significant 

breakthrough and a potentially huge confidentiality issue for the Apple users *.

With the current limitations and disadvantages of competing solutions, therefore, 

iTrue is unique positioned to be the most secure, accessible, and flexible solution that 

will ensure the safety of user information.



40

A GEO-dependent blockchain is a blockchain-based business network that falls under 

the regulation of a specific jurisdiction, which may be a country or regional 

association (e.g., EU, ASEAN). As such, the blockchain or its users cannot deny access 

to data that is requested or required by regulating bodies or public organizations in 

the region. Users can see which data is used, but cannot prevent access by authorized 

public agencies.

It may be used to legalize a project and make it compliant to the requirements of a 

local regulators or several regulating bodies or jurisdictions. Such GEO-dependent 

blockchains may also be used to launch a supranational crypto currency (e.g., in the 

BRICS and Arab Maghreb Union), so that the operations in the member countries are 

made in a unique crypto currency, rather than in US dollars.

In a GEO-dependent blockchain, the transfer of specific user data to certain public 

organizations may be done by default. Notwithstanding the openness of the process 

to a user, the transfer of such data is an obligatory and unchangeable parameter.

Introduction of key concepts
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Users own the keys to their data, control how it is shared, and have an opportunity to 

earn by sharing data in real-time.

Data Owners

Users can also use tokens to pay for access to decentralized applications built on the 

iTrue platform.

App Users

Individual Users can use iTrue to authenticate and gain access to digital assets, 

property, or any physical asset that requires authentication.

Platform Users

A GEO-independent blockchain is a blockchain-based business network that is 

completely outside the jurisdiction of any governmental body.

It is the preferred platform for users and organizations with libertarian points of view 

or so-called crypto anarchists. One such example is Pavel Durov, the mastermind 

behind the Telegram messenger. These users do not want to trade their freedom by 

surrendering to regulations of certain countries or jurisdictions.
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Developers can also build iTrue microservices that other devs can utilize in their own 

apps. These can either be free to use or paid through tokens.

Microservices Developers

Developers can build decentralized applications that take advantage of existing 

microservices and earn tokens when users and businesses either use these turnkey 

solutions or request for customized applications.

DApps Developers

Enterprises can directly buy turnkey solutions built by developers if they require out-

of-the-box solutions. They can also ask developers to fine-tune applications or build 

unique solutions for their businesses.

App Users

Businesses that require data for their operations (such as advertisers) can simply 

acquire the data they need with tokens, which are shared with the Users or 

Contractors that provide such data.

Clients

Entities that traditionally collect and process data – such as mobile service providers, 

banks, insurance companies, e-commerce, event and service companies – earn tokens 

from inserting data into the platform. They can also exchange their own data with 

unique data inserted by other entities.

Contractors
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Operation of the system is guaranteed by the "Data Store" and "Kernel" services. The 

latter ensures access interface to the "Data Store" and other necessary features.

The system is based on the event-driven model, which, considered the API, enables to 

implement any necessary functionality by using the kernel services only.

The kernel also provides for the p2p protocol and its initial parsing, encryption and 

data security.
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Banks, insurance companies, payment systems, P2P lending

Specific Applications

Reduction of expenses on the KYC process

Purpose
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Mobile applications of currently existing identity projects use the UAF (Universal 

Authentication Framework) protocol, built by the FIDO alliance and designed to work 

with biometrics. It is, however, linked to personal devices where it stores all the user’s 

confidential data. The UAF feature had also been adopted long before Blockchain was 

introduced. It hasn't changed since then.

With iTrue, we offer IDV system without the need to store the data on personal 

devices. Simple KYC can be integrated into our platform. Users can pass the KYC 

procedure using their mobile phone, PC or an authorized partner terminal.

However, KYC is just one solution provided by iTrue. Along with a simpler and cheaper 

KYC solution, we offer a platform for authentication unlike most of the other industry 

incumbents, with security and privacy built in through biometrics recognition and an 

innovative storage solution.
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a. Commercial and public sector: Online projects, shops, ATMs, self-service terminals, 

transportation companies, trade and entertainment centers, educational institutions, 

refugee registration

b. Private life of a user: management of access to personal property

Specific Applications

a. Easy and simple authentication through the website, mobile application or 

terminal

b. Easy and secure authorization of financial transactions

c. Secure management of IoT devices

d. Device-free identification of clients, buyers, passengers and visitors with the help 

of IP cams and readers

e. Identification of terrorists and felons at the stadiums, events and trade centers

Purposes
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iTrue offers an easy and a secure biometric authentication solution through website, 

mobile application or a terminal. The secure biometrics component not only makes it 

faster for individuals to login but also easier as it does away with the need for 

passwords, ID cards, or smartphones -- all of which are a potential point of failure.

Biometric recognition has applications in many spheres of life. Currently, we work 

with face recognition, which is better than fingerprint recognition since it is more 

accurate and hands-free. We can deploy our face recognition technology at events 

and conferences for hands-free registration for participants.

Authentication through fingerprints and a facial scan may be used to verify the 

identity of a person when performing non-critical operations. It is however not 

recommended for massive financial operations due to a lower identification precision 

and a chance of counterfeiting.

Hand veins and iris scans are deemed to be more secure than using fingerprints and 

facial scan. At iTrue, we have teamed up with specialists in computer vision, who are 

experienced in developing systems that recognize the eye iris and hand veins in 

authenticating users for access to large-scale enterprise systems. At this stage, we are 

exploring partnerships for our technology deployment.

In a nutshell, our platform allows easy and secure authorization of financial 

transactions, a secure management of IoT devices and also a secure access to your 

property in the real world (car, apartment etc.).



48

This is a unique microservice of iTrue, as the user has control over the data that they 

share with other platforms at all times. With iTrue, users know exactly who has access 

to their data. For example, if you want to authenticate on a particular service (say 

a social network), then you need to confirm that you are sharing your data with that 

service.

Our privacy control solution works differently compared with other solutions: We add 

to the platform companies that use the personal data of users and divide them into 

categories. For example, a bank/payment system will be attributed to the financial 

institution category, a supermarket and online shop will be attributed to retail/

ecommerce category, and a municipal government to public service category, etc.

By default, the system categorizes the personal data and makes it available to the 

companies according to need and application. Thus, a user need not confirm 

approvals each time as the system just follows the rule and allows the access to the 

data to the company as per its designated category.

Fintech, e-commerce and other companies, which use personal details of users

Specific Applications

Compliance to the rules and regulations, i.e. GDPR

Purpose
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For instance, face recognition and biometrics can also be deployed into security 

systems such as surveillance system, and this is where iTrue’s privacy features come 

into place. Surveillance systems can violate human rights by tracking and identifying 

users without their knowing. With iTrue, however, when a person's identity is 

recognized by the face scan, the system obliges the company using the platform to 

notify the person about the use of his/her data. If the identity is not recognized, it is 

not entered into the system.

Such privacy control service makes iTrue complaint with the GDPR, which is a privacy 

and data protection regulation in EU law that aims to give control of personal data to 

citizens and residents.

All companies with access to data of EU citizens are required to seek the consent of 

the data subject before sharing their information with a third party. With iTrue, users 

can deny third-party access to their data. Moreover, users can request to delete or 

alter their data as and when needed. This can be made possible through another 

service that iTrue offers: Stone Storage.



50

iTrue offers an innovative platform for storage. It is not just a blockchain but an 

amalgamation of blockchain and database. Note that GDPR compliance requires that 

users can request to alter or delete their data. Although the blockchain is immutable 

and data cannot be altered, with Stone Storage, a user can request to delete his data, 

and nobody can read the deleted data as it is encrypted.

Moreover, the system destroys the link to such deleted data.  Thus, the advantage of 

the iTrue platform is that the actual records can be deleted, although the record of 

the deletion is still immutably stored on the blockchain.

Hence, iTrue takes advantage of both the immutability on a blockchain and database 

advantages of speed and capacity. This also addresses the common disadvantage of 

blockchain, such as low speed and limited capacity, as well as the main disadvantage 

of a database, which is vulnerability.

Decentralized storage of data that is both immutable (transaction record) and 

compliant with GDPR (actual data storage). This can be used by developers in 

building decentralized apps on top of iTrue platform.

Specific Applications

Enhance the security, capacity, and speed of storage on the iTrue platform through a 

combination of blockchain and database.

Purpose
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In order to register on the platform, the user shall pass the KYC procedure using their 

mobile phone, PC or an authorized partner terminal.

Documents get scanned and recognized by OCR system using machine learning.

Biometric data gets scanned and attached as a key to the uploaded user data.

All the data is then inserted into the Stone storage.

01

02

03

04

In order to register on the platform, the user shall pass the KYC procedure using their 

mobile phone, PC or an authorized partner terminal.
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https://www.softwareadvice.com/security/industryview/right-to-be-forgotten-2014/

The user gets access to their personal account where all their personal data is stored 

together with the property, which can be easily managed.

Biometric data gets updated and adjusted in case of any alteration.

Depending on jurisdiction, a user may register biometric data of trusted persons 

(spouse, partner, parent, child) and attach these to their account or property. These 

trusted persons can perform actions on the entrusted property as long as the original 

owner allows this. The consent of the owner is needed in the event of the first 

transaction with a new person/organization, thus reducing the risk of unauthorized 

transactions.

The user may widen or limit the rights on access to trading/service selling 

organizations and physical persons.

The user has the right to “oblivion” and may shut down access to their personal 

information when it is outdated.

According to the review of Software Advice *, 61% of Americans believe it is 

necessary to make laws related to the right of oblivion in the USA. 39% of questioned 

people are in favor of promoting a law similar to the European General Data 

Protection Regulation (GDPR).

The product is compliant to the European GDRP standards, whereby users shall be 

informed whenever their information is used by different organizations.

iTrue takes care of user’s safety and comfort. Thus, any business that offers products/

services or a public organization cannot request more personal information than the 

one specified in the system as shareable by default and by your own settings.
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Encrypted personal data is stored in a decentralized network with controlled access. 

The system gets biometric data and additional metadata related to an operation in 

order to generate a crypto key. The data gets encoded by the generated symmetrical 

key, then by an open key, and finally it is transferred through protected interfaces.

Confidential user data is never stored on personal devices for safety reasons, since 

personal devices are most likely to get hacked with the use of social engineering.

Among the secure protocols, the most widely used one is SSL, used by the HTTPS 

protocol. A couple of years ago, SSL was improved and turned into the safer TLS 

protocol. We use the TLS protocol to ensure secure message exchange between 

platform modules. TLS has also been used to develop a protocol on the application 

layer to ensure a safe and fast bilateral exchange of confidential and biometric 

information.

After SSL protocol, U2F and UAF protocols appeared. These were developed by the 

FIDO Alliance in order to augment security with potentially unsafe passwords. The 

user however was strictly connected to their personal device.

Our protocol allows to unite identification (owner's ID) with authentication (proof of 

ownership) into a single process. It saves from the need to use a personal device for 

successful authentication and transaction authorization.
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Finger vein and palm veins can be integrated into ATMs instead of PIN entries or be 

incorporated into the authorization process for high-value business-to-business 

transfers.

Identity management, time and attendance, point of sale access, providing employee 

benefits are some of the uses of biometric in workforce management.

Banks can use biometric identifiers for fraud detection, access to or opening new 

accounts, anti-money laundering, and payment authorization. Many banks in South 

America, Europe, Asia and the Middle East are moving towards adopting the biometric 

technology. Unibank of Haiti is also deploying the technology and a law has been 

passed in Mexico to obtain fingerprint biometrics in all the banks.

Biometric-based identity schemes can be established by the government such as that 

of India’s Aadhaar. iTrue can provide additional privacy to the blockchain complying 

with GDPR regulations.
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You can book your hotel in Singapore using biometrics without any paperwork. This 

will create a major boom in the tourism industry.

The automotive industry is adopting fingerprint and iris technology to enhance 

security. Car doors, seat and other parts will be capable of recognizing the owner of 

the car. Transportation-as-a-Service (TaaS)/Mobility-as-a-Service (MaaS) is going to 

replace traditional key system to unlock and drive a car very soon.

You will not need your passport and keys in order to lease a flat or a car in a different 

town or country. Just send a request via smartphone or laptop and book a flat or a car 

with the help of your biometrics. To activate your booking, just touch the sensor of a 

flat or a car, which have already obtained a temporary memory record of your 

biometrics from blockchain, and get them activated and paid for.

Mixing up patients’ files is a common incident in hospitals and using biometrics can 

help resolve the problem of identification.

Vein scanners can be used in schools for accessing the buildings. The technology 

could be used by students to check in and out of classes or to pay for food and 

stationery supplies.
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The organizing committee of 2020 Summer Olympics and Paralympics in Tokyo, Japan 

announced that they will use face recognition technology to ensure the security of all 

attendants.

UNHCR estimates that more than 65 million people are displaced as of now. German 

migration agency is trying to enrol all refugees in their country to fight fraud. Almost 

half of the Rohingya refugees who have been displaced cruelly from Myanmar and 

provided shelter in Bangladesh last year have completed their biometric registration. 

Ethiopia is also planning to enrol all refugees via biometric technology by the end of 

2018.

Biometrics is increasingly being used by countries such as US, UK, Canada, Australia, 

France, Japan and Russia to tighten border security and to identify criminals.

Six U.S. states including Iowa, Colorado, Idaho, Maryland, Washington, D.C. and 

Wyoming are trying digital driver’s licenses with fingerprint technology in 2018. The 

government of Philippines announced 500,000 biometric driver licenses per month. 

The Australian government has also expanded facial verification system by seeking 

access to driver’s license photos.
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Apple’s MacBook Pro has their fingerprint identification technology touch ID to unlock 

the device, using Apple ID and Apple Pay. Lenovo has brought fingerprint 

authentication based on FIDO (Fast IDentity Online) standards to its laptops. Dell also 

introduced their high-end laptops with fingerprint technology. Samsung Notebook 7 

is featured with fingerprint technology, Acer’s laptop model Swift 7 come up with a 

fingerprint sensor. Asus has brought fingerprint technology in their ZenBook 13 

UX331UAL model. HP’s 2018 Edition of the Spectre 15 x360 is shaping up with a 

fingerprint reader.

Contactless biometrics SmartGets is being tried at the Australian airport to improve 

the security and to increase immigration convenience. Qatar’s Hamad international 

airport is also enhancing the security with biometric technology.

The fingerprint reader could be used to provide a one-tap checkout.

Biometric authentication locks your data out and prevents cyber thieves who make 

millions by selling private data.
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Fingerprint and face scanning technology are now public demand for every kind of 

transportations including planes, buses, railways, taxicabs, etc.

As per a research by Gartner, the fully mature smart home could include up to 500 

connected devices by 2020. The integration of biometrics in IoT home products can 

tackle the cybersecurity issue by replacing passwords with a stronger authentication 

form. You are in full control of your assets and property without any threat from 

forgery and hacking.

In the digital age wherein fraudsters make online transactions anonymously without 

a trace, biometrics act as a link between an anonymous digital identity and a real 

person.

To keep better track of inmates, many countries including U.S., Philippines, Mexico, 

Netherlands, etc. are deploying biometric security in their prison security systems. It 

will help to eliminate the hours of manual entry job to enlist the daily processing of 

inmates. Every inmate will be enrolled in the biometric database system that would 

know their physical and behavioural characteristics, crime type, punishment, entry 

and exit date, duties, etc.
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A biometric identification and verification scheme such as that of iTrue can block 

individuals from using multiple identities through different passports.

Biometrics can be deployed for faster registration at events and concerts. 

To eliminate the duplicate issue, data entry error and carrying a national 

identification card along with you, biometric technology is emerging in blood 

donation organizations. The Indianapolis-based Indiana Blood Centre took the 

biometric tool to eliminate these problems forever and they have succeeded.
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Providers of music, premium news, television or other content could use biometric-

based authentication as it much harder to share fingerprints than IDs and passwords.

Biometrics could be used as an alternative to entering a password to get access to 

email, intranet and other such services. Timesheets could be accessed and 

authenticated via a tap.

Several countries adopted biometric SIM card registration to prevent identity fraud. In 

Nigeria, tens of millions of biometric fingerprints registered to prevent SIM card fraud. 

The Indian government may deactivate the SIM cards that are not linked to Aadhaar, 

the nationwide mandatory biometric program.
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iTrue (ITU)

   1 ITU = US$ 0,01

8 billion

Will be Burnt by the Smart Contract

ERC-20

US$ 100

US$ 100,000

Unlimited

US$ 7.5 million

US$ 40 million

Token Name

Nominal Value of Token

Total Number of Tokens

All the Unsold Tokens

Token Type

Minimum Payment

Maximum Payment within the first 7 days

Maximum Payment from day 8

SoftCap

HardCap
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20%

   1 ITU = US$ 0.008 

Discount

Token Price

ICO Week 1

30%

   1 ITU = US$ 0.007

Discount

Token Price

ICO Day 1

2.688 billionTotal Amount of Tokens for Sale

960 million

40%

   1 ITU = US$ 0.006

4 weeks

Total Amount of Tokens for Sale

Discount

Token Price

Duration

Non-Accredited Contributors from the USA and Chinese Residents are not Admitted

ICO Conditions
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5%

1 ITU = US$ 0.0095

Discount

Token Price

ICO Week 3-4

10%

  1 ITU = US$ 0.009

Discount

Token Price

ICO Week 1-2

15%

1 ITU = US$ 0.0085 

Discount

Token Price

ICO Day 1

1.152 billionTotal Amount of Tokens for Sale

15%

1 ITU = US$ 0.0085 

Discount

Token Price

ICO Week 2-3
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The tokens issued to the team will be put on hold by a smart-contract for a period of 

1 year. Tokens issued to advisors are tranched: 25% can be immediately used upon 

issue, while the rest will be put on hold by smart-contract for a period of 1 year.

The iTrue Foundation is aimed at motivating and rewarding developers to come 

onboard the iTrue platform, thus helping in enhancing scalability in terms of 

expansion to new markets. Tokens of the iTrue Foundation given to developers will be 

put on hold by a smart-contract for a period of 6 months.

Token Distribution
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Allocation of Funds
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The ITU token brings together personal and commercial users into a single 

ecosystem with unlimited opportunities for scalability under a decentralized platform 

for identification and data storage.

The platform itself does not sell user data. Rather, it enables users, clients, and 

developers to benefit from sharing and utilizing data on the platform.
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Contractors can exchange their own data with unique data inserted by other entities. 

Users are informed about each request for their data, and they are rewarded when 

they participate in data-sharing activities.
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Developers can build applications that take advantage of microservices, such as 

identity verification and authentication. Enterprises can ask developers to fine-tune 

applications or build unique solutions for their businesses.
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Partners or businesses that historically accumulate customer data (e.g., mobile 

service providers, banks, insurance, e-commerce, event and service companies)

External contractors insert data into the decentralized platform, which are connected 

with users’ biometrics

Platform pays the contractor either a fixed amount for data insertion or a percentage 

of revenue from the use of data in developers’ apps

Contractor

Partners that want to acquire data

Informs the user of this intent and seeks the user’s action or approval

Pays with fiat or tokens through their respective apps

Benefit: Clients can gain access to relevant user data necessary to run their business 

or conduct authentication.

Client



70

Has full access to all data relevant to himself, including previous actions, income, 

expenditures, links to the account and contacts. Users also get notified whenever a 

contractor inserts data about him into the iTrue platform

Can manage access to his own data, e.g., allowing or disallowing client access to his 

information

Benefit: Users get rewards for allowing access to their data on the iTrue platform -- 

in the form of tokens and/or services from Clients, Developers, and other participants 

in the Token Economy

User

A developer can be one that builds microservices on the platform leveraging the 

iTrue identification and authentication microservice, or other microservices

Or, a developer can be one that builds applications that are directly targeted at end-

users (can either be other clients or individual users)

Benefit: Developers can also be clients or contractors who utilize data from the iTrue 

platform or contribute their own user data into iTrue

Developer

A contractor may also be a client, wherein it can exchange data already on its record 

with data within the platform

Benefit: Businesses that already have customer data can earn tokens by sharing the 

data with the platform (note that users are notified and requested to approve sharing 

of their own data before it is shared into the system).
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A bank pays with tokens to get new targeted consumers contacts from iTrue platform 

for its new mortgage offer.

A trade center pays with tokens for the subscription to the Biometric recognition 

service of iTrue platform to make easier and faster surveillance and controlled access 

systems of a trade center.

A trade center pays with tokens to get new targeted visitors contacts from iTrue 

platform for its new opening building center event.

An event planning agency pays with tokens to to get new targeted visitors contacts 

from iTrue platform for its new blockchain conference. Furthermore, an event 

planning agency pays with tokens for subscription to Biometric recognition service of 

iTrue platform to have breathtaking experience with hands-free verification of each 

visitor.
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Consumers and Visitors have to give their consent to share personal data with a bank, 

a trade center, an event planning agency or any other Business users of iTrue 

platform.

A healthcare center pays with tokens for Privacy control service of iTrue platform to 

give their patients safety and confidence that only a patient can get access to 

personal history disease.

A software development company or individual developer pay with tokens for the use 

of microservices and Stone storage service of iTrue platform to build dApp with the 

option to read\write data and authenticate its users by face very fast.

A software development company or individual developer earn tokens building a 

unique or fine-tuned dApp on basis of iTrue platform’s microservices for a bank or a 

trade center or an event planning company in accordance with their business needs.
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I.e. a user can render outsourced services, i.e. remote IT assistance to companies, 

individuals using features of a Remote IT assistance dApp with built-in face 

authentication

I.e. a user can lease its property: apartment, house, office, vehicle companies, 

individuals using features of a Property rent dApp with built-in face authentication; 

The biometrics of a renter can be added as a key to access to a temporary property 

for a certain period of time

A user earns tokens being a part of dApps userbase

A user pay with tokens on iTrue dApps marketplace to buy dApps third-party 

developers.
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Development of APIs to connect microservices with Stone storage

Development of Stone storage: Fast and scalable like DB, immutable and 

transparent like blockchain

Development of technical specifications, project architecture and a system 

of automated human face recognition

Identification of competitors and market analysis

Follow our roadmap as we build our scalable solution with a brand new type of 

storage that leverages the power of both blockchain and database models, and is at 

full-capacity as per Turing completeness model.

Road Map
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Development of mobile applications (iOS, Android) enabling the insertion 

of personal data to the blockchain network and face recognition for access 

to personal data

Filing form D 506 exemption notice for submission to SEC, opening the 

token sale for US accredited investors

iTrue subsidiaries registration in India and Lebanon

GDPR took effect. iTrue architecture and its microservices are already 

designed in accordance with GDPR requirements

iTrue company registration in Hong Kong
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Opening iTrue community for third party developers; Opening the platform 

for third party microservices developers so they can build own 

microservices to expand iTrue platform functionality and community

Expansion to the Arab Maghreb Union, India and the CIS. Launch of 20 

pilot projects in banking, insurance, surveillance, ecommerce industries

Token Sale

Development of a payment system and an IDV system to verify citizens of 

India, Bangladesh, Russia, Lebanon and Qatar
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Launch of a fully-functional platform enabling Web 3.0 projects and DApps

Launch the platform for third party developers of applications so they can 

use iTrue and third party developers microservices by building enterprise/

consumer apps and earning tokens on selling apps to Business and Users

Development of 5 additional microservices to make personal life and 

business processes easier and safer, available for integration to the 

projects of iTrue platform third party developers

Launch of the platform for Privacy Control and Data Sharing between 

Users and Clients.  Users will be able to control their privacy and earn on 

its controlled data distribution to Clients
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Development of an IDV system to verify citizens of the China, Thailand and 

Indonesia

Development of 20 additional micro services to solve day to day issues of 

Business and Users

Expansion to the countries of ASEAN. Launch of 50 pilot projects in 

banking, insurance, surveillance, ecommerce industries
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https://www.linkedin.com/in/anton-gorozhankin-3111a1161/

15+ years experience in software architecture and product development, 

with expertise in payment gateways, billing systems, custom applications, 

and blockchain integration. Anton has outstanding skills in math and 

solving of non-standard tech cases. Technology vision and lead all aspects 

of architecture, software and product development.

Chief Technology Officer
Anton Gorozhankin

https://www.linkedin.com/in/jack-cheng-5b568536/

For more than a decade, Jack has been a pioneering leader in fintech, asset 

management, entech, and distributed ledger technologies. In 2015, he 

introduced innovative token payment products into Hong Kong to ignite 

mass adoption. Jack is a recipient of the "Global Top 100 Most Influential 

Marketing Leaders" in 2016, and is currently involved in industry 

associations, such as the Beijing Z-Park Blockchain Industry Alliance, Hong 

Kong Digital Asset Investment Association, and Hong Kong CIO and IT 

Professionals Association. He is a co-author of the 2nd Edition China 

Blockchain Industry Development Whitepaper.

Chief Executive Officer
Jack Cheng
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https://www.linkedin.com/in/max-tkachenko-b002a013b/

Max is a creator, a true business idealist, who has facilitated the 

development of over 283 projects totaling over 107MM capitalization into 

successful endeavors. With an educational background in business 

management as well as computer science from Harvard and his previous 

role as the chief business development officer at First Data, Max 

understands the importance of technology and the impact it can have on 

society. He foresees blockchain technology as the cornerstone of business 

development and iTrue as the pioneer in applied biometrics on the 

blockchain.

Chief Business Development Officer
Max Tkachenko

https://www.linkedin.com/in/mikhail-podlinev/

Expert in project management, marketing, innovation, and conflict 

resolution. With a master’s degree in computer engineering, Mikhail has 

expertise in building solutions that include payment gateways, cloud 

platforms, mobile apps, and affiliate programs for clients.

Chief Operating Officer
Mikhail Podlinev
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https://twitter.com/antonpopov

https://www.linkedin.com/in/antonpopov/

Award-winning marketer with 20 years of experience as top manager at 

ASBIS, Yandex and Remarkable agency, Antoshi has established and 

executed digital strategy for nearly 200 clients including Intel, MINI, Haier, 

S7 Airlines and Metlife. His efforts brought $110M funds for BANKEX and 

Patron token sales.

Chief Strategy Officer
Antoshi Popov

https://www.researchgate.net/profile/Abhishek_Gangwar

https://github.com/cdac-cvml

https://www.linkedin.com/in/abhishek-gangwar-12a1844/

With a decade experience in biometrics and computer vision technology, 

Abhishek has been associated with Aadhaar project and worked as a 

researcher in Computer Vision and Machine Learning domain at India’s 

Centre for Development of Advanced Computing (C-DAC), which has 

around 15 branches all over India with more than 2,500 employees.

Chief CV Engineer
Abhishek Gangwar
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https://www.linkedin.com/in/evgeny-prosvirin-611961165/

4 years experience in development of interfaces, and web apps (starting 

from landing pages and up to complex single page applications). His 

technology stack includes: html, css, js, jQuery, angular 2+, vue.js

Frontend Developer
Evgeny Prosvirin

https://github.com/verzhak

https://www.linkedin.com/in/maxim-akinin-46567b85/

10+ years experience in programming, creating solutions for various 

companies from small utilities to big business systems, modelling for 

computer vision and other scientists problem. He has worked with C/C++, 

Python 2/3 and various libraries (for example, OpenCV, ROOT, Boost, Qt 

3/4/5 and others). He has experience with Linux (including low-level 

programming - writing Linux kernel modules), embedded systems (for 

example, MIPS 64) and GPGPU solutions. He has PhD degree in computer 

vision (satellite imagery), artificial intelligence and machine learning. He 

became PhD in 2014. Professional speaker of many conferences, he has 

many publications indexed by Scopus and WoS.

Senior Software Developer
Maxim Akinin
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Expert advisor and marketer in full-service ICO and blockchain campaigns,

having been involved in nearly 40 projects that have raised $250M in total.

While hesitant to call himself an “expert”, Jared has seen enough pitfalls

and successful campaigns to help new ICOs get to market with the right

compliant strategy in place. Recent notable projects and clients: 

Gameflip ($15M raised), Elastos ($40M raised), TraDove ($52M raised),

OPEN Platform, DAC, Morpheus Labs, Odem, UbiquiCoin, etc. 

https://www.linkedin.com/in/jaredpolites/

https://twitter.com/jaredpolites

Jared Polites
Head of Marketing

Angelo is a connector and storyteller, helping startups, enterprise 

companies, and brands engage with audiences. He has worked behind the 

scenes in planning, building, and executing content strategy for clients like 

Microsoft and Incapsula. He has also partnered with editorial teams in 

running quality inbound marketing campaigns.

http://linkedin.com/in/jangeloracoma

https://www.facebook.com/jangeloracoma

https://twitter.com/jangelo

J. Angelo Racoma
Content Strategist
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Raul is UI/UX Designer creating unique solutions in a creative wrapper 

within 8+ years. He has extensive experience working with startups from 

Silicon Valley. A few famous clients are: Apple, Samsung, Moleskine, Nike, 

Themeforest and Mazda.

https://www.linkedin.com/in/raulcatwork/

https://www.behance.net/raulvodov

https://dribbble.com/raulvodov

Raul Abdullin
Art Director

Enthusiastic corporate player and experienced Chief Executive & 

Operating Officer in international projects. He held leadership positions 

more than 7 years from the past 10 years and was working at GVA Sawyer 

(Consulting & Investment), DeVere Group (International Investments), 

Sberbank (Finance services).

https://www.linkedin.com/in/savushkinegor/

https://www.facebook.com/savushkin.egor

Egor Savushkin
Business Development Manager, CIS region
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https://www.facebook.com/maria.anishchenkova

https://www.linkedin.com/in/mariasometti/

Translator and simultaneous interpreter with a MA and a BA in 

international commerce and PR — Maria is fluent in English, Italian, 

Russian and Belarusian. She was a speaker at TEDx Salon Minsk and many 

other European events.

Lead PR Manager
Maria Anishchenkova (Sometti)

Pankhuri is an Economist by training with extensive research and technical 

writing experience in Blockchain.  Her past work experience with United 

Nations as a Researcher and her deep passion for the intersection of 

Economics and Blockchain led her working for companies such as Huobi 

Global and Bitcoin Gold. A graduate of London School of Economics with a 

dual Masters degree in Economics and Finance from Warwick University, 

she started her career with Morgan Stanley  as a Financial Analyst.

https://www.linkedin.com/in/pankhuri-bansal-54097318/

https://www.facebook.com/pankhuri.bansal

Pankhuri Bansal
Analyst and Research Writer
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https://www.facebook.com/abcentavos

https://www.linkedin.com/in/elano-silveira/

SEO/ASO expert and experienced translator, fluent in English, Spanish and 

Brazilian Portuguese, with a demonstrated history of working in the 

computer software industry, startups and localization affairs. Elano lived in 

different countries to learn the culture behind languages and to improve 

his professional skills.

PR Manager, LATAM
Elano Silveira

One of the Training specialist for YunCang E-commerce - a global partner 

of Alibaba Group, handling and managing multiple accounts of exporters 

from different countries. He ranked #8 out of 150 global lecturers and 

received an award for having the top sales record in February 2018 

competing against global partners of Alibaba Group in the Global Gold 

Supplier sales division. An expert on e-commerce and customer service. A 

crypto enthusiast and trader since 2013.

https://www.linkedin.com/in/daniel-romano-912597158/

https://www.facebook.com/muzika.daniel

Daniel Romano
Lead Community Manager
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Ann is a blockchain journalist finding a common language with experts 

and top-notch figures of the blockchain world.  She has more than 2 years 

of experience in community management, is able to resolve any disputes, 

and bring the understanding of the project to the audience.

https://www.linkedin.com/in/annokruzhko/

Ann Okruzhko
Community manager, CIS

Solo traveller. Language lover. Adrenaline junkie. 2.5 years of experience in 

digital marketing within the Hong Kong startup ecosystem. Embracing the 

startup culture while discovering her own talent.

https://www.linkedin.com/in/heather0530/

Heather Lo
Community manager, ASEAN
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https://www.linkedin.com/in/rhukai/

Raphael is a seasoned IT leader with 30 years of experience in leadership 

and technology. He is a balanced, methodical and structured thinker, with 

deep understanding of Enterprise Architecture, his strength in 

understanding business often put himself in a position of mentoring and 

partnering business leaders in defining business architecture and strategy. 

He served in various IT leadership and architecture roles, including CIO for 

a leading African bank, Executive Consultant at Turkish Airlines and 

Executive Architect at IBM.

Chief Technology Advisor
Raphael Hukai

https://www.linkedin.com/in/totall/

Ahmad has broad experience in all aspects of financial management, 

direct experience with Banking Management, Industrial investments and 

Financing Arrangements (private placements and debt arrangement), 

Financial consulting and Venture Capital.

Financial Strategy Advisor
Ahmad Aliek
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An ecosystem centered in and around the Swiss canton of Zug with active 

connections to international centers of blockchain innovation in London, Singapore, 

Silicon Valley and New York.

https://cryptovalley.swiss/

Crypto Valley

An International Law Firm represented in Europe, America, Australia, Asia, and Africa, 

working in more than 200 jurisdictions and cooperating with about 150 banks 

worldwide.

https://lawstrust.com/en

Law&Trust

It is the biggest chain of shopping and entertainment centers of the Central Black 

Earth economic region (Russia). Аn agreement has been stipulated regarding the 

opportunity to connect the platform’s functionality to an online shop in the 

commercial network. This shall include a pilot implementation of biometric 

authorization of payments and system to control access to the network’s commercial 

center.

http://europa-ts.ru/

Trade Center Europa
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A forgotten password or a discharged phone should not prevent you from a 

successful authorization anymore. An eco-friendly blockchain system, having 

substituted plastic cards with human biometrics, will radically reduce the incidence 

of fraudulent operations and likewise reduce expenses related to the KYC process. 

This will also simplify online and offline payments by making the process of one-

click/one-touch authorization easier. Moreover, all this will be done with privacy in 

mind — empowering users to have full control over their personal data and who gets 

to have access to their information.
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https://reddit.com/r/iTRUEReddit

https://www.linkedin.com/company/itrueLinkedin

https://twitter.com/ItrueioTwitter

https://www.facebook.com/iTrue.ioFacebook

https://medium.com/itrueMedium

https://t.me/itrueioTelegram

itrue.io




