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Abstract 

ProxiShares is a decentralized application built on top of Ethereum that works as an asset 

monitoring software to provide enterprises with RFID tracking services. The result is a 

resolution system that allows companies to monitor their enterprise assets in an inexpensive, 

reliable and decentralized way. 

1 Introduction 

“Only a couple of companies in the world have the experience of building these machines.”  Mike Marsh 

In 2018, we are in an exciting time where modern technologies have the chance to 

lead us into social changes. Living in the age of information exchange and the Internet, 

human collaboration and communication break through time and space constraints, and 

the world becomes an overall interactive platform. In the last few years, the Internet has 

entered a new business format of “Internet +”. In this stage, a new form of economic and 

social development of “Internet + all traditional industries” driven by knowledge and social 

innovation 2.0 provides a broad network platform for the reform, innovation and 

development of various industries. 

During this day and age, the data exchanged is entering an exceptionally critical 

phase of advancement as we know it, where the items can be associated with each other 

through the Internet; this stage is known as the third wave of the improvement. The 

world’s data industry is following the personal computer and the Internet: the age of the 

Internet of Things (IoT). Web of Things innovation contains two main divisions. To begin, 

the center and establishment of the Internet of Things is essentially the Internet, the 

Internet of Things is an expansion of the Internet; second, the customer side of the Internet 

of Things reaches out to the data trade and retains correspondence between any objects, 

which is purported question regarding interrelation. Bitcoin (Nakamoto 2008) seemed to be 

the word on a blockchain that promised the inspirations of both digital cash and smart 

contracts. Although it captured the attention of the cypherpunks, media and hodlers, it 
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failed to make a mark on business. Ethereum (Woods 2014) attempted to fulfill the smart 

contract promise with an “unstoppable world computer” while Bitshares (Larimer et al 

2014) strove to open up the market for tradeable assets. Hundreds of alternative Bitcoin 

blockchains or altcoins strove to make a small difference seem louder. Corda (Brown et al 

2016) backed away from blockchain entirely and explored party to party workflow 

solutions. We are tantalisingly close but no prize has yet been awarded - by the end-users. 

It is timely to then take a fresh look at what the demand is for, from their perspective, and 

lay down the basis and a vision towards creating a practical and performant. 

Different patterns show that blockchain innovation is growing its applications in 

ever-increasing ways, for example, digital cash and savvy contracts, while the prior 

pertinent advances neglected to break the association boundary between the virtual system 

and this present reality. Applying the blockchain to the Internet of Things and brilliant 

frameworks and associating the labels and personality labels in reality to the virtual system 

by means of RFID innovation will effectively assemble this association, at last accomplish 

the interconnection of all things and make the time of Value Internet of Things (VIoT). 

The Internet, which translates to "Internet +" in the IoT space, and then to the 

Internet of Things, all encompass stages which have not found a solution for the problem of 

centralization. Under the current centralization structure, it is difficult for the Internet of 

Things space to accomplish real autonomous cooperations and produce effective 

transactions, because the selected groups of such cooperation and transactions often belong 

to different shareholders with complex and uncertain trust relationships which is difficult 

to dissect. Therefore, the collaboration and transactions of the current Internet of Things 

devices can only be carried out under the same trust domain, the devices to collaborate and 

trade must be provided or verified by the same Internet of Things service provider, which 

significantly reduces the true commercial value of the Internet of Things applications. 

 

2 Understanding IoT Principles 

IoT describes a system where items in the physical world, and sensors within or 

attached to these items, are connected to the Internet via wireless and wired Internet 

connections. These sensors can use various types of local area connections such as RFID, 

NFC, Wi-Fi, Bluetooth, and Zigbee. Sensors can also have wide area connectivity such as 

GSM, GPRS, 3G, and LTE. The Internet of Things will: 

• Connect both inanimate and living things. Early trials and deployments of Internet of 

Things networks began with connecting industrial equipment. Today, the vision of 
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IoT has expanded to connect everything from industrial equipment to everyday 

objects. The types of items range from gas turbines to automobiles to utility meters. 

It can also include living organisms such as plants, farm animals and people. For 

example, the Cow Tracking Project in Essex uses data collected from radio positioning 

tags to monitor cows for illness and track behavior in the herd. Wearable computing 

and digital health devices, such as Nike+ Fuel band and Fitbit, are examples of how 

people are connecting in the Internet of Things landscape. ProxiShares has essentially 

expanded the definition of IoT to the Internet of Everything (IoE), which includes 

people, places, objects and things. Basically, anything you can attach a sensor and 

connectivity to can participate in the new connected ecosystems.  

• Use sensors for data collection. The physical objects that are being connected will 

possess one or more sensors. Each sensor will monitor a specific condition such as 

location, vibration, motion and temperature. In IoT, these sensors will connect to each 

other and to systems that can understand or present information from the sensor’s 

data feeds. These sensors will provide new information to a company’s systems and to 

people.  

• Change what types of item communicate over an IP Network. In the past, people 

communicated with people and with machines. Imagine if all of your equipment had 

the ability to communicate. What would it tell you? IoT-enabled objects will share 

information about their condition and the surrounding environment with people, 

software systems and other machines. This information can be shared in real-time or 

collected and shared at defined intervals. Going forward, everything will have a digital 

identity and connectivity, which means you can identify, track and communicate with 

objects. 

IoT data differs from traditional computing. The data can be small in size and frequent 

in transmission. The number of devices, or nodes, that are connecting to the network are 

also greater in IoT than in traditional PC computing. Machine-to-Machine 

communications and intelligence drawn from the devices and the network will allow 

businesses to automate certain basic tasks without depending on central or cloud-based 

applications and services. These attributes present opportunities to collect a wide range 

of data but also provide challenges in terms of designing the appropriate data networking 

and security. 

IoT impacts every business. Mobile and the Internet of Things will change the types 

of devices that connect into a company’s systems. These newly connected devices will 

produce new types of data. The Internet of Things will help a business gain efficiency, 

harness intelligence from a wide range of equipment, improve operations and increase 

customer satisfaction. IoT will also have a profound impact on people’s lives. It will 
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improve public safety, transportation and healthcare with better information and faster 

communications of this information. While there are many ways that the Internet of 

Things could impact society and business, there are at least three major benefits of IOT 

that will impact every business, which include: communication, control and cost savings. 

 

 

2.1.1     The Three C’s of IoT 

1. Communication. IoT communicates information to people and systems, such as state 

and health of equipment (e.g. it’s on or off, charged, full or empty) and data from 

sensors that can monitor a person’s vital signs. In most cases, we didn’t have access to 

this information before or it was collected manually and infrequently. For example, 

an IOT-enabled HVAC system can report if its air filter is clean and functioning 

properly. Almost every company has a class of assets it could track. GPS-enabled 

assets can communicate their current location and movement. Location is important 

for items that move, such as trucks, but it’s also applicable for locating items and 

people within an organization. In the healthcare industry, IoT can help a hospital 

track the location of everything from wheelchairs to cardiac defibrillators to surgeons. 

In the transportation industry, a business can deliver real-time tracking and condition 

of parcels and pallets. For example, Maersk can use sensors to track the location of a 

refrigerated shipping container and its current temperature. 

2. Control and Automation. In a connected world, a business will have visibility into a 

device’s condition. In many cases, a business or consumer will also be able to remotely 

control a device. For example, a business can remotely turn on or shut down a specific 

piece of equipment or adjust the temperature in a climate-controlled environment. 

Meanwhile, a consumer can use IoT to unlock their car or start the washing machine. 

Once a performance baseline has been established, a process can send alerts for 

anomalies and possibly deliver an automated response. For example, if the brake pads 

on a truck are about to fail, it can prompt the company to take the vehicle out of 

service and automatically schedule maintenance. 

3. Cost Savings. Many companies will adopt IoT to save money. Measurement provides 

actual performance data and equipment health, instead of just estimates. Businesses, 

particularly industrial companies, lose money when equipment fails. With new sensor 

information, IoT can help a company save money by minimizing equipment failure 

and allowing the business to perform planned maintenance. Sensors can also measure 

items, such as driving behavior and speed, to reduce fuel expense and wear and tear 

on consumables. New smart meters in homes and businesses can also provide data that 

helps people understand energy consumption and opportunities for cost savings. 
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The table above shows how you can improve your business and also enjoy huge cost savings 

by using RFID technology. 

 

 

2.1.2   The Technical IoT Landscape 

Traditional Internet of Things (IoT) is a network which enables all the common objects 

that can perform independent functions to be interconnected. It connects the sensors, 

controllers and objective entities through network technology to realize intelligent 

management and control. For example, through radio frequency 6 identification (RFID), 

infrared sensors, global positioning systems, laser scanners and other information sensing 

equipment, it connects any item to the Internet to carry out information exchange and 

communication according to the agreement, to achieve intelligent identification, positioning, 

tracking, monitoring and management.  

As an extension of the Internet, the Internet of Things further promotes the 

connections between machine and machine, human and machine and achieves the full life 

cycle circulation management of data in the information world. With the continuous 

advances of technology, the development and application of the Internet of Things 

technology have achieved remarkable results in recent years. There are already billions of 

sensors and smart controllers put into use so far, and the number of the sensors and smart 

controllers is expected to grow in the next few years. However, the Internet of Things 

technology is also facing many problems and challenges which may become great obstacles 

for the future development and application of the Internet of Things.  

The era of the Value Internet of Things led by RFID and blockchain technologies can 

provide solutions to these problems. The technical realization of the Value Internet of Things 

means connecting the items tags, event tags, people and body tags and other entity tags in 

the real world with the virtual world of the Internet through the underlying hardware 

platform using the RFID tags as the core, combined with the blockchain technology 

delivering value and constructing trust, to achieve the real interconnection of all things. The 

speed of transition from the Information Internet and traditional Internet of Things to the 

Value Internet of Things based on RFID and blockchain technology may be far beyond the 
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current expectations. When the Value Internet of Things 7 achieves the real interconnection 

of all things, the RFID and blockchain technology will play a greater role. 

 

 

2.2   Understanding the True Value of IoT 

The whole system of the Value Internet of Things can be divided into two parts: 

hardware and software. The hardware includes the RFID tag chips and the RFID reader 

chips. The RFID tag acts as the interface for all assets to be connected to the chain, and the 

reader chip is a bridge for all assets to be connected to the chain and can be used as a node 

on the chain. The software includes the ProxiShares software system, the ProxiShares 

protocol and ProxiShares itself. With the combination of software and hardware, the Value 

Internet of Things can really achieve the connection of all things to the chain and the 

digitalization of all assets. 

 

 

3 Understanding RFID: The Basics 

The Radio Frequency Identification (RFID) technology is a communication 

technology that can identify specific targets and read and write relevant data through the 

radio signals without building a mechanical or optical contact between the recognition 

system and specific targets. RFID readers are divided into mobile readers and fixed 

readers. At present, RFID technology is widely used, for example, in library access control 

systems, for food safety traceability, etc.  

The radio frequency tags are the physical carrier of the electronic product code 

(EPC) which are attached to traceable items, identifiable, readable and writeable and can 

be circulated all over the world. As a key technology for constructing the "Internet of 

Things", the RFID technology has received attention in recent years. The RFID 

technology originated from the United Kingdom, it was used in the Second World War to 

identify friend or foe aircraft. Its business application began in the 1960s. The RFID 

technology is an automatic identification technology. The US Department of Defense 

states that all military supplies must use RFID tags since January 1, 2005, and the US 

Food and Drug Administration (FDA) recommends that the pharmaceutical companies use 

RFID to trace drugs easy to be faked since 2006. By using the RFID technology, Walmart 

and Metro retailers have further promoted the application of RFID in the world. In 2000, 

the price of each RFID tag was $1. Many researchers believed that RFID tags were very 

expensive, large-scale application could be realized only when the price went down. 
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 In 2005, the price of each RFID tag was about 12 cents, and now the price of each 

UHF RFID tag is about 10 cents. To achieve large-scale application of RFID, on the one 

hand, it is necessary to reduce the price of RFID tags, on the other hand, it depends on 

whether the application of RFID can bring value-added services. Eurostat statistics show 

that in 2010, 3% of the EU companies used RFID technology for identity documents and 

access control, supply chain and inventory tracking, car charges, security, production 

control and asset management, etc. Since 2010, due to the improvement of economic 

situation, the development of the Internet of Things industry and other positive factors, 

global RFID market continues to heat up, RFID technology has been applied to a growing 

number of fields, and people have had higher expectations for the development of RFID 

industry. The RFID technology is in a period of rapid maturity, many countries are 

actively promoting RFID as an important industry.  

Although the prices of passive UHF electronic tags fell rapidly in the past two years, 

the prices of UHF RFID systems are still high relative to the overall cost of RFID chips, 

including readers, electronic tags, middleware, system maintenance, etc. And the cost of 

UHF RFID system is an important indicator for clients to estimate the return of 

investment. The bottleneck caused by high cost has become an important factor restricting 

the development of UHF system market. 

In closing, the unresisting UHF market is still in its early stage of development. 

Thus, the core technology needs to achieve major milestones, business models need to be 

executed and improved, and the industry value-chain needs to be further developed and 

extended. Only when the core issues are effectively resolved, can we embrace the real 

development of RFID passive UHF market. 

 

3.1 The History of RFID 

The first RFID application was the "Identification Friend or Foe" system (IFF) and 

it was used by the British in the Second World War. Transponders were placed into fighter 

planes and tanks and reading units could query them to decide whether to attack. 

Successors of this technology are still used in armies around the world. The first commercial 

RFID application was the "Electronic Article Surveillance" (EAS). It was developed in the 

seventies as a theft prevention system. It was based on tags that can store a single bit. That 

bit was read when the customer left the store and the system would sound alarm when the 

bit was not unset. In the end-seventies RFID tags made its way into the agriculture for 

example for animal tagging. In the eighties RFID technology got a boost when Norway 
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and several US states decided to uses RFID for toll collection on roads. In addition to toll 

collection the following decade brought a vast number of new applications, such as ski 

passes, gasoline cards, money cards, etc. In 1999 the Auto-ID Center at MIT was founded. 

Its task was to develop a global standard for item-level tagging. The Auto-ID was closed in 

2003 after completing the work on the Electronic Product Code (EPC). At the same time 

the newly founded EPCglobal Inc. continues the work. The probably first paper related to 

RFID technology was the landmark paper by Harry Stockman, "Communication by Means 

of Reflected Power" in October 1948. The first patent on RFID was issued in 1973 for a 

passive radio transponder with memory. 

 

3.2 The Monitor: RFID Tags 

The RFID tag contains the stored electronic information. The tag does not need to be 

within the sight of the recognizer, and it can be embedded in the tracked object. RFID tags 

include passive tags and active tags.  

 

• Passive tags: Passive tags do not have an internal power source, and they therefore 

rely on the power induced by the reader. This means that the reader has to keep up its 

field until the transaction is completed. Because of the lack of a battery, these tags are 

the smallest and cheapest tags available; however, it also restricts its reading range to 

a range between 2mm and a few meters. As an added benefit those tags are also suitable 

to be Radio Frequency Identification - produced by printing. Furthermore, their 

lifespan is unlimited since they do not depend on an internal power source. 

 

• Semi-passive tags: These tags have an internal power source that keeps the micro-chip 

powered at all times. There are many advantages: Because the chip is always powered 

it can respond faster to requests, therefore increasing the number of tags that can be 

queried per second which is important to some applications. Furthermore, since the 

antenna is not required for collecting power it can be optimized for back scattering and 

therefore increasing the reading range. And last but not least, since the tag does not 

use any energy from the field the back scattered signal is stronger, increasing the range 
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even further. Because of the last two reasons, a semi-active tag has usually a range 

larger than a passive tag. 

 

• Active tags: Like semi-active tags, they contain an internal power source but they use 

the energy supplied for both, to power the micro-chip and to generate a signal on the 

antenna. Active tags that send signals without being queried are called beacons. An 

active tag's range can be tens of meters, making it ideal for locating objects or serving 

as landmark points. The lifetime is up to 5 years. 

 

 
Figure 1: The RFID technology use in business 

 

 

3.2.1      Inventory Management 

ProxiShares is in development of a Radio Frequency Identification (RFID) Inventory 

Management System (IMS) to monitor and track items that are too small to tag on an 

individual item level. Although RFID technology is being used widely for pallet and box-

level tracking in the commercial sector, significant technology gaps remain for tracking dense 

quantities at the item level. This system uses RFID circuits to identify the fill level in a 

container and could be easily converted for use in industries such as individual health care 

management, pharmaceutical manufacturing and distribution inventory tracking, retail and 

supply chain inventory management. Use of this technology enables the manufacturer, 

distributor supplier or user to easily manage and control an inventory of small items that are 

difficult to tag such as bulk grain foods, liquids, pills, mechanical parts (nuts, bolts, and 

washers) and small electronic components. 
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RFID Tracking in terms of inventory management has proven itself to be beneficial 

to users. First, there is improved inventory management and control— identify, track and 

quantify small items in large containers that are not suitable for individual item tagging. 

Next, there is adaptability—it can be used to communicate with inventory management 

software and dispensing mechanical or robotic systems. After that, it is considered to be cost 

effective—uses inexpensive passive RFID tags to augment existing optical scanning 

(barcode-based) inventory management systems. Last but not least, it is widely applicable—

used to track any type of item that is challenging to tag, making it suitable for an array of 

commercial fields. 

 

 

3.2.2      Inventory Management Technology 

The RFID IMS comprises four major components: RFID circuits, a wave guide 

antenna distributor, a tagged container, and an interrogator/reader. The system uses passive 

RFID circuits placed on a bulk item container to track consumption and quantify items as 

the items are removed, added or replaced in the container. The antenna is strategically placed 

on the lid or attached above the container and is constantly sending an inquiry signal to the 

RFID circuits. The circuits reply with information regarding the fill level in the container. 

This information can then be read by an interrogator for tracking and inventory 

management. This setup can be modified to track all kinds of items making this technology 

suitable and applicable to an array of commercial fields.  

RFID is a disruptive technology that has made a large impact on several industries, 

especially in supply chain and asset management. According to market research, the global 

market for RFID products and services was $6.3 billion in 2010 and it is expected to grow at 

an annual rate of 12.1 percent. The RFID Inventory Management System is well positioned 

to tap into this growing market. Its ability to account for liquids and bulk goods that were 

deemed impossible to tag makes this technology relevant for an array of applications and 

industries. 

 

 

3.2.3    System Architecture of RFID Subsystem 

A great RFID based asset tracking and inventory management model uses a simple 

yet scalable architecture for the RFID subsystem to suit the needs of a variety of application 

domains. It uses a number of individual software components that work collaboratively for 

smooth processing of the RFID tag information (such as Tag ID, time of detection, area 

where detected etc.) and feed the information to the inventory management solution. 
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A number of RFID readers are placed within the enterprise, depending on its shape, 

size, number of strategic detection points and other factors. Each RFID reader defines an 

area in the enterprise. Data that is captured by the readers are sent to a software called 

Concentrator. The concentrator software can receive RFID information from several reader 

devices. It processes the information and buffers them for a predefined time period. There is 

another piece of software called Collector which collects buffered data from the 

Concentrators. For bigger enterprises or higher tag densities, additional Collectors can be 

added to the system. The Collector software performs additional processing and finally puts 

the data into an SQL Server database. The Asset Tracking and Inventory Management 

(ATIM) solution has its own SQL Server database at the back-end. The ATIM database is 

designed as per the inventory management functionality required by the customer. The 

ATIM solution exposes its complete functionality through a web-based front-end that can 

be deployed on the Intranet server of the enterprise. The users can use the front end using 

the standard web browser on their computer. 

For integrating the RFID information with the ATIM solution, ProxiShares has pre-

developed another middle tier software component called RFIDSrvc. This software 

component is a windows service that starts automatically when the computer is booted up. 

It runs in the background and coordinates between the ATIM database and the RFID 

subsystem database. In addition, it also performs specific tasks such as updating movement 

history of each component in the ATIM database, sending out email notifications to 

concerned personnel when a component arrives at a location or moves out of the location. 

The RFIDSrvc service relies on a simple XML based configuration file. Parameters in the 

configuration file can be changed to alter the way the RFID system functions as per the 

needs of the enterprise. 
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In addition to the above software components, ProxiShares has also pre-developed a 

library of software components that can be quickly integrated to build up the RFID based 

asset tracking and inventory management solution, making the whole system scalable and 

configurable by the end-user. In addition, ProxiShares can develop the complete RFID 

based asset tracking and inventory management solutions right from scratch depending on 

customer requirements as suitable for the business process of the organization. 

 

 

3.2.4    RFID Security 

The expected proliferation of RFID tags into the billions has raised many privacy and 

security concerns. A common concern is the loss of privacy when companies scan tags to 

acquire information about customers and then using data mining techniques to create 

individual profiles. This section describes possible scenarios where RFID tags can be 

exploited. Then it describes what mechanisms exist to defeat those threats or at least make 

them harder to execute. After that the section concentrates on attacks that are directed 

against RFID systems. As RFID technology becomes more sophisticated and item level 

tagging promises more control and large savings in the supply chain management, companies 

are tagging items within their production process. To maximize the benefits, companies start 

to require their suppliers to label all items delivered to the company. For example, Wal-Mart, 

Proctor & Gamble, and the US Department of Defense require their suppliers to phase in 

item-level tagging. However, products are not the only entity tagged. Animal tagging is quite 

common at large farms to keep track of their moving "property". Also, tagging of humans 

started to appear. In the Spanish Baja Beach Club, VIP members can get an implant that 

they can use to pay for their drinks in the club. The implanted tag is a VeriChip. 

Anti-RFID activists created a few scenarios to show possible exploits if no precautions 

are taken. The most common one the unauthorized scanning of tags in order to create user 

profiles. Other scenarios are scanning the medication a person is carrying to conjecture what 

illness the person might suffer, or a mugger scanning a crowd of people and singling out a 
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person carrying many valuable items (even money, if tagged as proposed). If tags are 

replacing credit cards eavesdropping becomes also a problem and must be addressed. The 

above-mentioned issues are privacy concerns, but they are not the only issue. Authentication 

is also needed. For example, newer tags have rewritable memory available to store extra 

information during the production process. If stores rely on that information to determine 

the sales price for example, care must be taken so that customers do not change the type of 

the item to a cheaper one using portable readers. Also, the kill command, a mechanism to 

permanently disable a tag, must be protected from unauthorized access. Recently a paper 

raised some concerns in the RFID community that claimed that cell phones can be 

reprogrammed to disable HF tags. In case that tags carry personal information (such as 

medical history, credit card numbers) a reader has to be authenticated and authorized before 

it is allowed access the data. In the previous examples the reader has to authenticate to the 

tag, there are also scenarios when the tag has to authenticate to the reader, for example to 

detect forged tags. 

 

 

3.2.5   RFID Privacy 

Kill command: A command supported by the EPC Class 1 and 2 tags. The command will 

render the tag unusable once received. To prevent an adversary to call those commands they 

are password protected, EPC Class 1 tags have 8 bit passwords and EPC Class 2 tags have 32 

bit passwords. A theoretical paper described how to reprogram a cell phone with a firmware 

update to make it scan for tags and once found to quickly enumerate over all possible 

passwords. A more intelligent approach is described in [Oren06] where the password for the 

kill command can be discovered by using power analysis on the back scattered signal. The 

power analysis works since the strength of the back scattered signal depends on how much 

power the chip on the tag drains which in turn depends on the amount and type of 

computation it does. Newer chips try to design the circuitry so that power analysis is not 

possible anymore.  

Sleep command: A tag cannot always be killed. Killing a tag on a library book would require 

retagging the book upon return and therefore defeating the purpose. And yet the privacy of 

library uses should be protected. The sleep command works similar to the kill command. 

Once received the only command accepted is the password protected wakeup command. The 

sleep command suffers from the same problems as the kill command.  

Relabeling: An approach where the customer can relabel the item tag with a string of user's 

choice. Some of the old information however remains in a password protected area. The idea 

is to make that protected information available when the product is discarded so that 

recycling plants can Radio Frequency IDentification - easily sort items by material.  

Split approach: For this approach the information is distributed over two tags and one of the 

tags is removable by the customer (for example a paper tag on clothing). The fixed tag stores 
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just general information such as the type, care information, etc. of the product while the 

removable tag contains the serial number. This approach allows item tracking by its unique 

identifier and still allows the customer to keep track of its own items.  

Proxy approach: Referred to as the RFID Guardian. It assumes that all tags are protected 

by a PIN that the user can set. Once an item is bought the guardian sets a new PIN. If 

another reader wants to have access to the data stored on a tag the reader requests that 

information from the guardian which retrieves it from the tag and forwards it to the reader 

if the reader is authorized.  

Distance approach: tags use the signal-to-noise ratio to get a rough estimate of the readers 

distance. The closer the reader, the more information is released. For example, scanning an 

item from far away returns general information such as "I am a sweatshirt", medium range 

scanning returns "I am a blue sweatshirt of a certain brand", and close-range scanning reveals 

finally the serial number. The advantage of the scheme is that it does not require customer 

actions while still providing those benefits. However, those tags are likely to be more 

expensive.  

Blocking approach: A rather crude approach is the following: A special tag that does not 

follow the medium access protocol is used. RFID tags use a special protocol that controls the 

access to the shared medium (air). When a reader is in an area with multiple tags it first 

discovers all tags in its range and then it polls each of the tags. The special tag suppresses 

that mechanism by back scattering a random signal, practically jamming the frequency used. 

The example given in the paper is similar to the following. Items are bought in a 

supermarket, scanned at the checkout point and then placed in a plastic bag with the blocker 

tag. While the bag is carried home, nobody can scan the content of the bag. At home the 

items are removed from the bag and placed in the fridge. The fridge can then scan the items 

and add it to the inventory. Instead of implementing that functionality in a tag it can also 

be implemented into a cell phone for example which creates a safe bubble around its carrier. 

Many more approaches exist to protect the privacy of customers but they cannot be 

discussed here for space reasons. A common problem in general with privacy in case of RFID 

is that tags are usually small and often embedded, so most people are not aware of them at 

all. Similar, scanning of tags happens also without people noticing. Some papers proposed 

the deployment of reader devices that notify their surroundings if an unauthorized reader 

becomes active. Examples for possible deployment of those devices are hospitals or other 

controlled facilities where confidential information is often exchanged. 

 

Many more approaches exist to protect the privacy of customers but they cannot be discussed 

here for space reasons. A common problem in general with privacy in case of RFID is that 

tags are usually small and often embedded, so most people are not aware of them at all. 

Similar, scanning of tags happens also without people noticing. Some papers proposed the 

deployment of reader devices that notify their surroundings if an unauthorized reader 
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becomes active. Examples for possible deployment of those devices are hospitals or other 

controlled facilities where confidential information is often exchanged. 

3.2.7  Modern RFID Production 
  This section discusses new ways of producing RFID tags. Tags produced in the current 

standard process cost between 7.5 and 15 cents. For item-level tagging that cost is still 

prohibitive. A survey reported that the ideal tag should cost less than a cent. The current 

production process uses low cost silicon chips which are placed onto an external antenna. The 

largest part of the production is the attachment of the chip to the antenna. Even with 

advanced methods such as pick-and-place and fluid self-assembly as reported in the cost is 

still high. Printing a complete tag seems to be a viable alternative. Organic substance is used 

as printing material. The first RFID tag made from organic material (although not by 

printing) was presented in 2004, contained 171 polymer thin film transistors, and worked at 

125 kHz. Since then, many papers report progress of printing active and passive parts of the 

circuitry. For example, experts describe how to print transistors. Currently most printed 

parts are not able to run at the targeted 13.56 MHz but progress is steady. The reason why 

13.56 MHz is targeted is that higher frequencies, although superior in range, suffer from the 

presence of metals and fluids, while lower frequencies require too large spiral inductors. 

 

 
RFID Processor 

   
 

3.2.8   RFID Authentication 

The goal of authentication is to make sure that an entity is what it claims to be. In the 

context of RFID it means that tags can distinguish authorized readers from other readers. 

This can be done by using encryption with a pre-shared key. The other way around is much 

more difficult. Here a reader has to ensure that the tag it is reading is not altered or copied. 

As it turns out it is a rather hard problem. Encryption is typically used to establish some 
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trust between both participants of a conversation (in addition to privacy). The main problem 

for this approach is the very limited resources on the tag itself. Most tags have only a few 

hundred logic gates, but most encryption schemes require several thousand gates. Several 

lightweight encryption protocols have been implemented such as AES. However, it has been 

shown that they have many weak points and can be broken. For example, the Digital 

Signature Transponder (DST) algorithm protecting the Speed Pass was broken by 

researchers from the John Hopkins University allowing them to take gas with a cloned speed-

pass. In addition to weaknesses in encryption algorithms themselves, RFID tags provide 

unwillingly more help to break those algorithms. Many current tags "export" lower layer 

properties, such as the power and timing of the back scattered signal and the processing delay 

which differ from input to input. That extra information Radio Frequency IDentification - 

RFID can be used to break encryption even more easily. Newer tags try to fix that problem 

by two independent circuits for computation and back scattering. The hope that future 

generations of RFID tags will provide more resources to implement stronger encryptions 

might not come true. The reason for this is that there is (and there might always be) the price 

pressure that demands cheaper tags for item level tagging. And more resources mean higher 

prices. 

 

 

3.2.9   Attack Ranges  
There are different ranges that become interesting in terms of security. At the first look, the 

transmission range specified in the standard seems to be the only range that an intruder is 

interested in; however, it turns out that ranges far beyond the specified range can be used to 

gather information about a tag. The following five ranges have been discussed and should be 

kept in mind when designing a new security protocol.  

➢ Nominal reading range: This is the range specified by the standard. It is the range in 

which a sender conforming to the standard can communicate with the tag. Rogue 

reading range: This is the range for which a modified sender can communicate with the 

tag. The modifications can include: sending a signal at higher power than the standard 

specifies or having a high-gain antenna or antenna array. Needless to say, those 

modifications can increase the range dramatically.  

➢ Tag-to-Reader eavesdropping range: Here the misbehaving reader listens to the back 

scattered signal when the tag is queried by another reader. Note that the misbehaving 

reader is passive in this case. This range is larger than the rouge scanning range since 

the reader does not need to power the tag which is usually the read-range limitation.  

➢ Reader-to-Tag eavesdropping range: Here the misbehaving reader listens to the signal 

sent by the reader that queries the tag. That signal can be read from several kilometers 

away since the reader has to provide a strong enough signal to power the tag. Note 

that the misbehaving reader is passive again. This range is larger than the previous 

one. A misbehaving reader that is able to observe the Tag-to-Reader communication 
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can also observe the Reader-to-Tag communication, therefore getting a full transcript 

of the communication.  

➢ Detection range: This is the range where it is possible to detect the presence of a tag or 

a reader. At this range it is not possible to capture any intelligible information. 

However, that might not be needed. The detection range for a reader is much larger 

than for a tag. An example where this range matters is given now: As described earlier 

the DOD requires item-level tagging. Now a missile can be developed that locks on to 

a reader or tag signal. Even though this example is far from real it shows that this 

range cannot be neglected.  

One example of exploiting read ranges is given where an apparatus was built for recording 

RF conversations between proximity cards and building access readers from a larger 

distance. Those recorded talks were later played back to gain access to the building. Note 

that in this example not only was the reading range exploited, also no authentication was in 

place. It also shows another problem: Users of RFID technology might not even be aware of 

an ongoing exploit since it does neither interfere with their current doing nor does it leave a 

trace. 

 

 

3.3   Notable Industries 

➢ Pharmaceuticals – applicable to items difficult to tag such as drugs, medicine in liquid 

form, tablets, and other small medical items that would otherwise be difficult to 

manage Health care – can be used by healthcare providers to monitor medication and 

other health care-related items in hospitals, nursing homes and/or residences 

Consumable supply management – able to track consumable items in a variety of 

industries such as manufactories and retail. 

➢ Health care – can be used by healthcare providers to monitor medication and other 

health care-related items in hospitals, nursing homes and/or residences. 

➢ Consumable supply management – able to track consumable items in a variety of 

industries such as manufactories and retail. 

➢ Farms - in dairies etc., RFID tags can be used to track live stock. Active RFID tags 

in form of ear tags have started coming to the market. 

➢ Hotel Industry - where access to a room can be controlled by a RFID tag. Additionally, 

safes used for storing personal valuables can be RFID enabled providing yet another 

level of comfort and security for hotel guests. 

➢ Prison Systems - In prisons, RFID tracking can be used for monitoring activities of the 

inmates which can be very helpful tool for security personnel. 

➢ Airlines - In Airlines, RFID technology can be used for tracking baggages with 100% 

accuracy. 
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➢ City Transport System - RFID tags can be used on high priority vehicles such as police 

cars, ambulances, fire trucks etc. so that when they arrive at a crossing, the traffic 

signaling system can automatically switch on green lights only for that lane and red 

lights for all other lanes, allowing the vehicles to pass through smoothly saving 

precious seconds. 

➢ Automobiles - RFID tags can be used on cars for hands free authorization at parking 

lots, gas stations and other such areas. 

 

 
This figure shows medical items in an RFID based tracker. 

 

As it can be seen from above, RFID identification and tracking can be used very 

imaginatively in many ways, making life much easier and helping businesses run smoothly. 

RFID technology can be tweaked without much difficulty to suit specific business 

requirements. 

 

 

3.3.1    Introduction: UHF RFID IC’s 

UHF RFID readers constructed by discrete components has achieved major market 

in many applications such as logistic, traffic distribution, asset management and industrial 

flow line controlling using non-battery-powered system. With the rapid growth of mobile 

internet service, we hope UHF RFID readers can be integrated into portable devices such 

as smartphone, PDA and tablet PC. UHF RFID systems use low data rate less than 640 

kbps and simple coding schemes like FM0 and miller, the digital baseband signal processing 

can easily be realized using popular ARM-based processor. The integration scheme of UHF 

RFID reader transceiver is becoming the critical problem and attracting lots of research 

attention from all over the world. This paper describes a monolithic UHF RFID reader 

transceiver for mobile RFID application, which is fabricated in the mature and low-cost 
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0.18 μm SiGe BiCMOS process.  The chip includes all transceiver blocks as low-noise and 

linear RX/TX RF front-end, configurable RX/ TX analog baseband, sigma-delta 

modulator (SDM) fractional-N frequency synthesizer, linear Class-A PA and some 

necessary serial interface. The integrated UHF RFID reader is compliant with China 

800/900 MHz RF ID draft, ISO/IEC 18000-6C protocol and ETSI 302 208-1 local 

regulation. In LBT mode, the RX sensitivity is −85 dBm; in normal mode, while the 

inbound self-jammer of supplying energy to passive tag is −3 dBm, the 1% PER RX 

sensitivity is about −75 dBm. The reader transmitter sufficiently meets the transmission 

mask of China draft and ISO/IEC 18000-6C multiple interrogator mode and the out-of-

emission requirements from ETSI 302 208-1 regulation.  

 
Through adding small number of discrete components as RF circulator, antenna, 

TCXO, protocol controller and data convertor, the reader can realize identification of 

passive tags. Because some components such as TCXO, data convertor and controller can 

be shared with smartphones, the transceiver can easily be adopted for those mobile devices 

with UHF RFID functions. The RX RF front-end operates in 840 to 960 MHz and 

performs frequency down-conversion. The TX front-end realizes the frequency up-

conversion with the help of digital domain Hilbert filter and supports three regulated 

modulations of DSB-, SSB- and PR-ASK for dedicated applications. The RX and TX 

baseband realizes filtration and application of the desired signal. The SDM fractional-N 

frequency synthesizer supply clean LO carrier for frequency translation. The integrated PA 

is used to amplify signal to the maximum allowed power for saving external PA and 

reducing cost. The high-linearity of PA is helpful in reducing spectrum regrowth in 

transmitter and meeting transmission mask requirements. The basic chip setting including 

channel bandwidth selection, operation frequency calibration, DC offset removal and band 

gap trimming are all configured through I2C interface. 

 

 

3.3.2   UHF IC Circuit Build 
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Because the backscattered signal from tags are using FM0 or Miller and containing 

no DC component, the I/Q direct-conversion architecture is adopted in RX path. The I/Q 

architecture is also helpful in coupling with zero phenomenon of amplitude-modulated 

signal. The most challenging problem with UHF RFID reader design is the unwanted CW 

leakage from TX to RX in order to energize passive tags. Accompanying with this problem, 

the receiver must face the correlated amplitude (AM) noise and phase (PM) noise. 

Assuming the transmitted power is up to 20 dBm, the isolation of circulator (or directional 

coupler) is up to 22 dB, the CW leakage will be 0 dBm level or more. For various 

applications, people mainly adopt two methods of cancellation and accommodation to deal 

 
Figure 1: Block Diagram of RFID UHF Reader 

 

with it. In comparison, the former needs more auxiliary digital algorithms and RF power 

consumption, more likely to be used by fixed readers, the latter is usually adopted by 

mobile readers. Figure 2 shows the proposed front-end schematic consisting of 

transconductance, switching stage and transimpedance. The linearity of RF front-end is 

very important to accommodate the un-wanted while necessary leakage signal, so low 

current-efficiency and high output impedance trans-conductor stage and current mode 

passive down-mixer is adopted in RF front-end. The small input impedance of TIA assures 

the low voltage swing before and after switching stage. Because the backscatter signal 

power is always located around DC, especially for low down-link rate, the lower input-

referred noise is a critical design target for high-sensitivity readers. In addition to AM and 

PM noise from transmitter, the self-noise of RX RF front-end is contributed by 

transconductance and operational amplifier (OP-amp) of TIA. We shall trade-off between 

noise, linearity and conversion gain of RF front-end to select appropriate 

transconductance. 
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We use low flicker noise lateral PNP transistors as input devices of OP-amp for 

better noise performance. In fact, the input-referred noise contributed by OP-amp is also 

related with the switching stage parasitic capacitance, the size of switching transistors 

should be chosen carefully. The designed RF front-end features a SSB-NF of 18 dB, input 

P1dB of 6 dBm and conversion gain of 10 dB. In order or to be immune from PM noise of 

TX leakage, we take same signal source with TX leakage as receiver LO. Due to different 

transmit power and TX-RX isolation, the down-mixer will produce sub-1V DC-offset and 

saturate following stage. The RX analog baseband is preceded by a DC-offset removal 

circuit which is designed with fast DC-offset cancellation progress and low receive SNR 

deterioration. A 8th-order Butterworth type activeRC filter provides channel selection and 

amplification with 4 - 60 dB gain range and 10 dB gain step and 0.25 - 1.35 MHz variable 

bandwidth. The filter cut-off frequency is calibrated by automatic frequency tuning (AFT) 

circuit for PVT variation. The adopted AFT scheme is illustrated in Figure 3, it will share 

precise 19.2 MHz with external TCXO. The AFT accuracy is up to 3.2% and the 

calibration time is less than 3 uS. 
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3.3.3    RFID Transmitter 

 The transmitter uses Cartesian direct up-conversion architecture for DSB-, SSB- and 

PR-ASK modulations. It is comprised of TX variable gain amplifier, anti-aliasing low-pass 

filter, DC shifter circuit, up-mixer and on-chip linear PA. The analog signal is filtered by I/Q 

6th-order active-RC filter to attenuate DAC output image and sampling clock noise. The 

filter output noise should be reduced as low as possible because it will be up-converted to 

carrier frequency in transmitter and deteriorate receiver noise floor through TX to RX 

leakage. The TX variable gain stage ranged from −14 dB to 10 dB with 1 dB step is used to 

fine-tune TX baseband output amplitude for ACPR performance of transmitter and be fit 

for variant DAC output. The reader should support 80% - 90% modulation depth for various 

applications, a DC shifter circuit without affecting desired signal is introduced between 

analog baseband and up-mixer. The circuit can supply up to 0.5 V DC difference in 

differential line and implement the required modulation depth for DSB-ASK. A linear 

Gilbert-based I/Q double-balanced up-mixer with DC-independent load and 
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Current rent-bleeding transistors is adopted to take the baseband output signal. As shown in 

Figure 4, the switchable in phase path combining with DC shifter circuit can implement the 

regulated SSB-ASK and PR-ASK. The designed up-mixer has a conversion gain of 0dB and 

output P1dB of 3 dBm. Figure 5 shows a schematic of the class-APA 

 
with differential input and single-ended output. The integrated balun supplies −5 dB 

attenuation for assuring stable linear operation. A 10.16 μm × 0.9 μm × 128 vertical SiGe 

NPN with optimized rectangle-type layout acts as output power-cell. The PA using double-

bondpad features a 25 dBm OP1dB with 37% PAE from 3.3 V power supply. The deep-

nwell is used to isolate on-chip PA with other circuits on die. 
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3.4 RFID Transmitter 

The SDM fractional-N frequency synthesizer shown in Figure 6 integrates all blocks 

including PFD, CP, 1.8 GHz constant kVCO double-switch LC-VCO with capacitor and 

varactor array, 8/9 dual-modulus divider, P/S counter, 20-bit 3rd-order MASH 1-1-1 SDM 

and I/Q prescaler except for loop filter components. An AFC circuit with 4-bit output is 

included for automatic sub-band selection in PLL while the tuning time is about 23 uS. The 

LC- VCO using 2.5 V LDO supply has frequency range from 1.44 to 2.18 GHz and FOM of 

−186.8. 
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3.5 RFID Chip Measurements 

The single-chip UHF RFID reader transceiver IC is implemented 0.18 μm SiGe BiCMOS 

process, the die photograph is shown in Figure 7. The die size is 16.8 mm2 and packaged into 

QFN64. All signal paths are differential to be immune from coupling noise. 

 
Figure 8 shows the measured phase noise performance from specified VCO test pins, 

the carrier phase noise will be 6 dB lower. The spot phase noise is −106/−130 dBc/Hz at 200 

kHz/ 1MHz offset from center frequency. The RMS jitter from 10 kHz to 10 MHz is less 

than 1.6 pS. When transmitting 22.4 dBm and 80 kbps modulated signal, the transmission 

power is −45 dBc at adjacent channel and −58.2 dBc at alternative channel, it sufficiently 
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meets the transmission mask for multiple-interrogator environments. The measured 

sensitivity of receiver with 1% PER criterion is −75 dBm in the presence of −3 dBm 

leakage at RX input port. The chip dissipates 330 mA from 3.3 V power supply when 

transmitting 22.4 dBm CW. Table 1 compares the measured performance with some state-

of-the art counterparts. 

 

 

3.6 RFID Chip Summary 

According to the demand of portable RFID, a single-chip UHF RFID reader is 

presented in this paper. It integrates all building blocks of transceiver and is fully compliant 

with China draft, ISO/IEC 18000-6C protocol and ETSI 302 208-1 regulation. In normal 

mode, it consumes 1.1W when transmitting a 22.4 dBm CW signal and sufficiently meets the 

multiple-interrogator ACPR requirement. With a few added discrete components as 

directional 

 
 

coupler and antenna and sharing TCXO, protocol controller and data convertor with mobile 

devices, it can easily be used for portable devices needing UHF RFID applications. 

 

 

3.7 RFID Transceiver 

RFID transceivers establish RFID reception and transmission on the same integrated 

circuit. This allows them to reprogram RFID tags. RFID transceivers function similarly 

to RFID readers. These devices emit a particular radio frequency signal which is perceived 

by an RFID tag. If the tag is programmed to a compliant frequency, it will emit a return 

RF signal which includes the tag's protocol, managing organization, asset description, and 

serial number. Transceivers are typically cabled to a programmable logic controller (PLC) 

or computer via an IO module. If the module is programmable, it can be used to provide 
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more comprehensive data to the PLC or computer; the PLC or computer then instructs the 

RFID transceiver to recode or rewrite the tag if necessary. 

 
Figure 1 is an example of an RFID Transceiver 

 

Many tags are programmed with protocol, encryption, or a read/write mode which cannot 

be changed. This prevents the tag from corruption and unauthorized interrogating. Some 

tags allow these specifications to be changed, in which case the RFID transceiver is capable 

of rewriting the tag's functionality. Since tag frequency is directly related to antenna 

geometry, frequency cannot be changed but modulation depth is adjustable. One of the 

chief advantages of an RFID transceiver is the time saved; a module is able to read and 

rewrite a tag with only one input from the operator.  

 

 
Figure 2 displays the layout of the transceiver  

 

RFID transceivers are common when RFID tag codes needs frequent changes. If used in 

conjunction with encoded software, customized and secure RFID tags can be made. Since 

the transceiver is capable of reception and transmission, RFID connections which use 

transceivers have better encryption than those which use RFID readers and tags. The 

applicable range of the transceiver is often limited to within several inches as a feature, not 

a design constraint. 
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