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PLEASE REVIEW CAREFULLY THE 
PRESENT SECTION “DISCLAIMER 
OF LIABILITY”. IF YOU HAVE ANY 
DOUBTS AS TO WHAT ACTIONS 
YOU SHOULD TAKE, WE REC-
OMMEND THAT YOU CONSULT 
WITH YOUR LEGAL, FINANCIAL, 
TAX OR OTHER PROFESSIONAL 
ADVISOR(S). No part of this White-
paper is to be reproduced, dis-
tributed or disseminated without 
including this section “Disclaimer 
of Liability”.

The information set out below may not be exhaustive and doesn’t imply any 
elements of a contractual relationship or obligations. The sole purpose of 
this Whitepaper is to present HighIoT, the Akita device and HIT tokens to 
potential token holders in connection with the proposed token sale. Despite 
the fact that we make every effort to ensure the accuracy, currency and rel-
evance of any material in this Whitepaper, this document and the materials 
contained herein are not professional advice and in no way constitutes the 
provision of professional advice of any kind. To the maximum extent permit-
ted by any applicable laws, regulations and rules, HighIoT doesn’t guaran-
tee and doesn’t accept legal responsibility of any nature, for any indirect, 
special, incidental, consequential or other losses of any kind, in tort, contract 
or otherwise (including but not limited to loss of revenue, income or profits, 
and loss of use or data), arising from or related to the accuracy, reliability, 
relevance or completeness of any material contained in this Whitepaper. 
Further, HighIoT does not make or purport to make, and hereby disclaims, 
any representation, warranty or undertaking in any form whatsoever to any 
entity, person, or authority, including any representation, warranty or under-
taking in relation to the truth, accuracy and completeness of any of the infor-
mation set out in this Whitepaper. You should contact relevant independent 
professional advisors before relying or making any commitments or transac-
tions based on the material published in this Whitepaper.

This Whitepaper is not subject to any legal system and is not governed by 
any law. No regulatory authority has examined or approved of any of the 
information set out in this Whitepaper, and no such action has been or will 
be taken under the laws, regulatory requirements or rules of any jurisdic-
tion. The publication, distribution or dissemination of this Whitepaper does 
not imply that the applicable laws, regulatory requirements or rules have 
been complied with.

You don’t have the right and shouldn’t buy HIT tokens if you are a citizen or 
resident (tax or otherwise) of any country or territory where transactions 
with digital tokens and/or digital currencies are prohibited or in any other 
manner restricted by applicable laws. Purchased HIT tokens cannot be 
offered or distributed as well as cannot be resold or otherwise alienated by 
their holders to mentioned persons. It is your sole responsibility to estab-
lish, by consulting (if necessary) your legal, tax, accounting or other profes-
sional advisors, what limitations, if any, apply to your particular jurisdiction 

1.	Legal	Disclaimer	and	Glossary

1.1		Legal	Disclaimer
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and situation, and ensure that you have observed and complied with all 
such restrictions, at your own expense and without liability to HighIoT.

HIT tokens are not and will not be intended to constitute securities, digital 
currency, commodity, or any other kind of financial instrument and have 
not been registered under relevant securities regulations, including the 
securities laws of any jurisdiction in which a potential token holder is 
a resident. This Whitepaper is not a prospectus or a proposal, and its 
purpose is not to serve as a securities offer or request for investments in 
the form of securities in any jurisdiction. However, in spite of the above, 
legislation of certain jurisdictions may, now or in the future, recognize HIT 
tokens as securities. HighIoT does not accept any liability for such recog-
nition and/or any legal and other consequences of such recognition for 
potential owners of HIT tokens, nor provide any opinions or advice regard-
ing the acquisition, sale or other operations with HIT tokens, and the fact 
of the provision of this Whitepaper doesn’t form the basis or should not 
be relied upon in matters related to the conclusion of contracts or ac-
ceptance investment decisions. This Whitepaper doesn’t oblige anyone to 
enter into any contract, to take legal obligations with respect to the sale or 
purchase of HIT tokens, and to accept any crypto currency or other form 
of payment. Potential owners of HIT tokens are advised to contact rel-
evant independent professional advisors, on the above matters.

Certain statements, estimates and financial information contained herein 
constitute forward-looking statements or information. Such forward-
looking statements or information involve known and unknown risks and 
uncertainties, which may cause actual events or results to differ materially 
from the estimates or the results implied or expressed in such forward-
looking statements. Further, all examples of calculation of income and 
profits used in this paper were provided only for demonstration purposes 
or for demonstrating the industry’s averages. For avoidance of doubt, 
nothing contained in this Whitepaper is or may be relied upon as a guaran-
tee, promise, representation or undertaking as to the future performance 
of HighIoT and/or HIT token, and/or promise or guarantee of future profit 
resulting from purchase of HIT token.

HIT tokens cannot be used for any purposes other than as provided in 
this Whitepaper, including but not limited to, any investment, specula-
tive or other financial purposes. HIT tokens confer no other rights in any 
form, including but not limited to any ownership, distribution (including, 
but not limited to, profit), redemption, liquidation, property (including all 
forms of intellectual property), or other financial or legal rights, other 
than those specifically set forth below. While the community’s opinion 
and feedback can be taken into account, HIT tokens do not give any right 
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1. HighIoT 
 

2. Akita (or Akita box, or Akita 
device)

3. HIT (or HIT tokens, or tokens)

4. Developer 
 
 
 
 
 
 
 

5. User 
 
 
 
 

to participate in decision-making or any direction of business related to 
the HighIoT service.

Section that immediately follows this disclaimer, is written solely for the 
good faith purpose of saving your time, and in no case should be under-
stood as recommendation not to read the whole Whitepaper. 

English language of this Whitepaper is the primary official source of infor-
mation about the HIT tokens, any information contained herein may from 
time to time be translated into other languages or used in the course of 
written or oral communications with customers, contractors, partners, etc. 
In the course of such translation or communication some of the informa-
tion contained herein may be lost, corrupted or misrepresented. In the 
event of any conflicts or inconsistencies between such translations and 
communications and this English language of Whitepaper, the provision 
of this English language of Whitepaper as original document shall prevail. 

A cyber security company that builds IoT behavior profiles using block-
chain technology, the HighIoT cloud, Akita devices and a Developers’ com-
munity that earns HIT tokens

a device that is connected to a LAN port on a router and that scans the 
network for unusual activity, and shuts it down if necessary.

tokens that are used to pay for services in the HighIoT ecosystem and can 
be transferred to a User’s wallet.

a person or legal entity registered at the HighIoT Development Portal who 
builds new IoT profiles using his own IoT device, Akita, HighIoT Developer 
Software and the developer’s computer power (see Use Case “Building 
Profile” for details). The developer earns HIT tokens for each built profile 
(according to the rating of the IoT device at the HighIoT marketplace). In 
addition, each time, the profile is successfully used to discover an attack 
(e.g., MiRai) the Developer earns HIT tokens as well. The developer gains 
new tokens by updating the profile each time new firmware is released to 
the existing IoT device.

end users who purchased Akita for the home or a small or home office 
(SOHO). When they do so, they either purchase an Akita device or a propri-
etary device installed by a telecom provider (a HighIoT partner) that has 
the Akita code integrated into it to protect home IoT devices. Users can 

1.2		Glossary

https://en.wikipedia.org/wiki/Mirai_(malware)
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6. HighIoT Profiles Database 
 
 
 

7. Cyber Company 
 
 
 
 
 
 
 
 
 
 
 
 
 

8. IoT Hardware (HW) 
Manufacturer
 
 
 

9. IoT Insurance Company 
 
 
 

10. IoT Service Provider 
(or Technical Service 
Provider – TSP)
 
 

1. https://en.wikipedia.org/wiki/Internet_service_provider

pay tokens or fiat money for any services from IoT service providers, IoT 
insurance companies and IoT hardware (HW) manufacturers.

a database of IoT device profiles. New IoT profiles are built by Developers 
through auctions organized on the HighIoT Development Portal. A new 
auction is automatically added to the HighIoT Development Portal when 
the HighIoT cloud discovers a device that does not have a profile (handled 
by a generic business rules engine and predictive analytics models).

security and network operation vendors use data from the HighIoT 
Profiles Database so they can provide their services effectively. The 
Cyber Company pays tokens for a monthly subscription to retrieve exist-
ing profiles of IoT devices or to order the creation of a profile of new IoT 
device. Access will be granted via API supporting Information Sharing 
Specifications for Cybersecurity protocol or alternatively, HighIoT will de-
velop its own protocol. A Cyber Company can be any of the following:

• Cyber enforcement companies (e.g., Palo Alto, CheckPoint, Fortinet, 
Cisco, etc.)

• Cyber monitoring companies (e.g., HPe, Splunk, IBM, AlienVault, 
LogRhytem, McAfee, RSA, etc.) event data recorder (EDR), and mal-
ware protection players

• Network operations and management software (e.g., BMC, HPe, 
IBM, etc.)

any hardware vendor/manufacturer, partnered with HighIoT that sells 
its own IoT devices for tokens. Vendors add value to their services by 
implementing AKITA Smart Cyber Protection, which provides critical cyber 
security protection. The HW manufacturer pays tokens to HighIoT for a 
monthly subscription to receive statistics on the number of installed de-
vices, the number of attacks and the types of attacks, etc.

any insurance company, partnered with HighIoT that offers insurance to 
Users to compensate for losses caused by data damage resulting from IoT 
attacks. The IoT insurance company pays tokens to HighIoT for a monthly 
subscription to hacking statistics (number of attacks and types of IoT devic-
es attacked), which are required to calculate insurance premiums.

a service provider, partnered1 with HighIoT that provides technical support 
for a User’s IoT devices. An example of service provided by a Technical 
Service Provider could be expert customer service for installing, using, 
and troubleshooting these devices (including cases when the IoT device 
was hacked and successfully disconnected by an Akita box). Users can 
choose or change their IoT service provider any time through the HighIoT 

https://en.wikipedia.org/wiki/Internet_service_provider
https://www.us-cert.gov/Information-Sharing-Specifications-Cybersecurity
https://www.us-cert.gov/Information-Sharing-Specifications-Cybersecurity
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11. Internet Service Provider  
(or ISP) 
 

12. HighIoT Development Portal

13. HighIoT Cloud
 

14. HighIoT Dashboard

15. HighIoT Developer Software

16. HighIoT Mobile App 

2. https://en.wikipedia.org/wiki/Internet_service_provider

mobile app. The IoT service provider pays an affiliate fee to receive access 
to new Users in their area.

an organization that provides services for accessing and using the 
Internet. Internet service providers may be organized in various forms, 
such as commercial, community-owned, non-profit, or otherwise pri-
vately owned2.

a website for registered developers, and for holding auctions for develop-
ers. The Portal allows downloading of HighIoT developer software.

a cloud-based deployment of all business rules (BR) and predictive ana-
lytics algorithms that are required for discovering and predicting attacks 
on IoT devices. 

a web application for Users that allows them to view profile information 
(e.g., earned HIT tokens or User’s subscription status).

SW that is used by Developers to build new IoT profiles for the HighIoT 
Profiles database. 

a User application for configuring an Akita device and choosing an IoT 
service provider.

https://en.wikipedia.org/wiki/Internet_service_provider
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3. https://www.forbes.com/sites/louiscolumbus/2017/12/10/2017-roundup-of-internet-of-things-forecasts/#432dc3de1480
4. http://www.gartner.com/newsroom/id/3598917
5. https://www.idc.com/getdoc.jsp?containerId=prUS43295217

According to the Dec 2017 Forbes report “2017 Roundup of Internet of 
Things Forecasts”, The global IoT market will grow from $157B in 2016 to 
$457B by 2020, attaining a CAGR of 28.5%.” Forbes

In February of 2017, Gartner, Inc. forecasted that “8.4 billion connected 
things will be in use worldwide in 2017, up 31% from 2016, and will reach 
20.4 billion by 2020. Total spending on endpoints and services will reach 
almost $2 trillion in 2017.”4 Gartner

However, more recent predictions have far surpassed that number: 
“Worldwide spending on the Internet of Things (IoT) is forecast to reach 
$772.5 billion in 2018, an increase of 14.6% over the $674 billion that was 
spent in 2017. A new update to the International Data Corporation (IDC) 
Worldwide Semiannual Internet of Things Spending Guide forecasts world-
wide IoT spending to sustain a compound annual growth rate (CAGR) of 
14.4% through the 2017-2021 forecast period surpassing the $1 trillion 
mark in 2020 and reaching $1.1 trillion in 2021.”5 IDC

The IoT market is expanding rapidly 
and is experiencing exponential 
growth every year.

Smart homes are picking up speed

The smart home products market
will almost double to 19 million
units sold by 2017

Parks Associates

Smart home market is expected  
to reach $58.68 billion by 2020 

Markets and Markets

700 Million connected home 
appliance units shipped 
annually by 2020

IHS

30 Million households to 
add Smart Home Technology 
in next 12 months

NextMarket Insights

50% of NA Households with 
broadband will be smart 
homes by 2020

Paths Associates

Applications in the home 
could have an economic 
impact of $200 billion to 
$350 billion per year in 2025

McKinsey

By 2022, a typical family 
home could contain more 
than 500 smart devices

Gartner

Recurring service revenues
will account for 25% of  
smart home revenues

ABI Research

Connected homes account 
for 22% of US households, 
growing at 30% CAGR

McKinsey

The number of smart homes 
is expected to reach 
500 million to 700 million 
by 2020

Gartner

2.	Overview	of	the	HighIoT	Project

2.1		Market	Overview

https://www.forbes.com/sites/louiscolumbus/2017/12/10/2017-roundup-of-internet-of-things-forecasts/#432dc3de1480
http://www.gartner.com/newsroom/id/3598917
https://www.idc.com/getdoc.jsp?containerId=prUS43295217
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Devices are under threat by five 
types of attackers, ranging from 
state-sponsored to amateur hackers, 
but all pose significant threats to 
your property or assets.

Depending on your property or asset, an entire range of devices used every 
day are under threat, which can lead to unexpected, often unpredictable 
circumstances – and attacks are happening every day.

IoT Security 
Risks

CYBER-WARWARE
It is likely that Stuxnet 
represents the first example 
of an entirely new class of 
cyberweapons.

POWER GRIDS
Cybersecurity experts 
 have been warning of the 
   risk of hackers breaching 
     the power grid and 
       nature gas pipelines.

BUILDINGS
As more buildings 
become more 
connected, the risk 
for exploits 
increases.

    CITIES
Few cities engage in 
regular cybersecurity 
testing, and many 
have weak security 
controls in place.

MEDICAL DEVICES
The security used 
in many medical devices 
and hospitals lags 
behind that used in many 
other industries.

AIR TRAVEL
Last year, Chris Roberts, 
a security researcher at 
One World Labs, hacked 
into a United Airlines jet 

while onboard and 
modified its software.

RETAIL
In 2014, hackers 
managed to break 
into Target’s financial 
systems unit by way 
of HVAC unit.

INDUSTRY
There is already an 
account of a hacked 
German steel mill, 
which caused 
massive damage 
to the facility.

CARS
Two cybersecurity 
experts caused a 
ruckus in 2015 when 
they took control 
over a Jeep as it was 
cruising down 
the freeway.

VIDEO CAMERAS
The wireless networks 
used for transferring 
video signals can be 
insecure.

GOVERNMENT-BACKED MALWARE
Science fiction-esque cyber-war is now 
possible and Iran now has one of the 
largest cyber-armies in the world.

CONNECTIVITY 
OFFERS NEW RISKS
As cars and 
industrial facilities 
become increasingly 
connected to the 
cloud, security risks 
increase.

ATTACKS LIKELY 
UNDER-REPORTED
It is difficult to 
gauge the true risk 
of software 
breaches in the 
industrial and retail 
sectors, which tend 
to downplay their 
risk of being 
compromised.

POWER GRIDS ARE 
VULNERABLE
The utility and building 
industries are increasingly 
vulnerable to software 
attacks. Meanwhile, cities 
are not just vulnerable to 
hacking but also software 
bugs that can cripple 
infrastructure.

NEW RISKS FOR CITIES 
AND BUILDINGS 

CAMERAS CAN BE EXPLOITED 
Even video cameras, which are 
intended to improve security, can be 
hacked.

HOSPITALS ARE ALREADY TARGETS
There are already examples of 
hospitals that have been shut down by 
ransomeware attacks. Many medical 
devices are also insecure.

AIRPLANES CAN BE HACKED
Software vulnerabilities have 
been identified in several 
commercial aircraft.

5 types of IoT attackers

10 IoT security targets

High

High

Low

Low

Probability of occurence

Potential 
damage

State
sponsored 
attackers

Terrorists /
hacktivists

Petty
criminals Amateur

hackers

Cyber espionage 
groups
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6. https://cybersecurityventures.com/cybersecurity-market-report/
7. https://www.csoonline.com/article/3243293/security/whos-who-in-the-cybersecurity-market-the-inside-scoop-for-2018.html

Cyber crime is becoming a full blown 
epidemic with costs expected to 
reach $6 trillion annually by 2021 
and yet, there is no reliable, fail-safe 
security solution for IoT devices  
and smart homes.

BLOCKCHAIN TECHNOLOGY  
HAS NOT BEEN USED FOR IoT 
SECURITY YET

More to the point, are statistics on the cyber security market. According to 
the “CyberSecurity Ventures” Market Report, global cybersecurity spend-
ing will exceed $1 trillion from 2017 to 2021.6

And the Cyber Security Business Report predicts that “The cyber crime 
epidemic — which is expected to cost the world $6 trillion annually by 
2021, up from $3 trillion in 2015 — is fueling the market for cyber defense 
solutions. Add in the growing compliance mandates, including GDPR and 
its May 2018 deadline cause cybersecurity market figures will rise to diz-
zying heights over the next decade.”7

Thus, despite the incredible growth of the Internet-of-Things, there is still 
no effective method for creating a secure ecosystem that encompasses 
all the building blocks of the IoT architecture. This means that there is no 
reliable, fail-safe security solution for the IoT and smart homes. 

 The IoT Cyber Security Challenge

Accompanying the explosive growth in the Internet-of-Things, is the lack 
of a fail-safe security solution for IoT devices and smart homes. More 
specifically, there is no secure ecosystem that encompasses all of the 

$1,000,000,000,000 
Cybersecurity spending 
to exceed 1 trillion 
between 2017 and 2021

$6,000,000,000,000 
Cybersecurity damages 
will cost the world 
6 trillion by 2021

$221
The average cost per 
stolen record is $221

1 in 8 enterprises 
suffered a security 
breach due to social 
media-related 
cyber attack

600,000 Facebook 
accounts are compro-
mised every single 
day! Be vigilant even 
on social apps

1,500,000
Unfilled cybersecurity 
jobs will reach 
1.5 million by 2019 The average cost of a data 

breach involving fewer then 
10,000 records was nearly 
$5 million, while a breach of 
more than 50,000 records had 
an average cost of $13 million

2016 Data Breach 
Ponemon study

The latest cybersecurity numbers

https://cybersecurityventures.com/cybersecurity-market-report/
https://www.csoonline.com/article/3243293/security/whos-who-in-the-cybersecurity-market-the-inside-scoop-for-2018.html
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8. https://manufacturerstores.techdata.com/docs/default-source/default-document-library/istr22_executive_summary.pdf?sfvrsn=0

building blocks of the the IoT architecture. The 45% rise in cyber attacks 
on smart homes last year is a testament to this weakness.

The rapid growth has made it virtually impossible for consumers to 
select, install, maintain, upgrade and program all of their smart home 
devices. Consequently, smart home systems, such as smart TVs, Internet-
connected cameras, alarm sensors, smart light bulbs or thermostats, can 
be hacked in only a few minutes and can reveal a wealth of data about the 
way people live, their bank information, their legal information, etc.

In fact, “it was only a matter of time before attacks on IoT devices began 
to gain momentum; 2016 saw the first major incident with the emergence 
of Mirai, a botnet composed of IoT devices such as routers and security 
cameras. Weak security made these devices easy pickings for attackers, 
who constructed a botnet big enough to carry out the largest DDoS attack 
ever seen. Symantec witnessed a twofold increase in attempted attacks 
against IoT devices over the course of 2016, and at times of peak activity, 
the average IoT device was attacked once every two minutes.“8

What Makes IoT Devices an Attractive Target for Cyber Attacks? 

1. Security is often not a priority for the device manufacturer. This leads 
to poor practices such as the use of default passwords and open 
ports, which the Users do not, or cannot, change.

2. IoT devices typically don’t have a built-in method for receiving 
firmware updates automatically, leaving them vulnerable and open 
to attack. 

3. Once installed, the IoT devices are often forgotten. As a result, the 
owners of the devices are unaware that their devices are being used 
for malicious purposes and consequently don’t feel compelled to 

Where are businesses investing in security?

IT and automated patching systems

Cloud-based security tracking 
and management services

Breach detection systems

Protection and compliance, 
such as encryption

49%

49%

47%

41%

IT and automated patching systems

Cloud-based security tracking and management services

Breach detection systems

Data protection and compliance, such as encryption 
and data-loss prevention systems

https://www.csoonline.com/article/3243293/security/whos-who-in-the-cybersecurity-market-the-inside-scoop-for-2018.html
https://en.wikipedia.org/wiki/Mirai_(malware)
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9. https://www.symantec.com/content/en/us/enterprise/fact_sheets/b-insecurity-in-the-internet-of-things-ds.pdf
10. https://blog.fortinet.com/2016/11/21/fortinet-2017-cybersecurity-predictions-accountability-takes-the-stage

The number of IoT devices are 
growing rapidly, as are the number 
of malware variants and hackers. 
Without cyber security, IoT devices 
are vulnerable.

apply firmware updates. While the purpose of the Mirai’s malware 
seems to have been primarily to initiate DDoS attacks, malware on 
IoT devices could make it possible to steal personal information, 
including financial data, passwords, usernames, etc. The infected IoT 
devices could then also be used to launch attacks on other devices in 
a private network.

4. Around 19% of mobile apps that are used to control IoT devices did 
not use secure socket layer (SSL) connections to the cloud.

5. Many IoT services did not have lock-out or delaying measures to 
protect Users’ accounts against brute-force attacks.

6. Many of the IoT cloud platforms included common web application 
vulnerabilities, allowing unauthorized access to the backend sys-
tems, and most of the IoT services did not provide signed or encrypt-
ed firmware updates, if updates were provided at all.9

The problem is an endless (and wildly growing) number of IoT devices and 
an even faster growing number of malware variants and hackers.

Main risk areas:

• Smart homes (individuals)

• Smart offices (corporate)

• Smart cities (municipalities)

Without cyber security, IoT devices are vulnerable. Currently, most of the 
devices that go to market have minimal or no cyber security protection 
at all and usually the IoT resources they do have to protect themselves, 
in terms of their CPU, memory and power, are very limited.

According to security specialists, “The need for accountability at multiple 
levels is urgent and real and affects us all. If something isn’t done, there 
is a real risk of disrupting the emerging Digital Economy.10

According to Fortinet, which protects The Government of Canada, munici-
palities in the United Kingdom, education facilities in Australia, as well as 
corpora¬tions such as Panasonic, the digital footprint of both businesses 
and individuals has expanded dramatically, thereby increasing the poten-
tial attack surface. 

2.2		The	Problem	

https://www.symantec.com/content/en/us/enterprise/fact_sheets/b-insecurity-in-the-internet-of-things-ds.pdf
https://blog.fortinet.com/2016/11/21/fortinet-2017-cybersecurity-predictions-accountability-takes-the-stage
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Everything is a target and anything can be a weapon!

Threats are becoming intelligent, can operate autonomously, and are 
increasingly difficult to detect.

There are two threat trends: automated attacks against groups of smaller 
targets and customized attacks against larger targets

In addition, these two trends are increasingly being blended together, with 
automated attacks comprising the first phase, and targeted attacks com-
prising the second. This attack strategy was used in the BEC scam broken 
up by INTERPOL, which cost the digital economy over $61M USD.

People, homes, businesses, healthcare, government are all at risk. 

The devices also cannot fully protect themselves unless they’re connected 
to a center that updates virus definitions and security in real time.

Added to that, is the exponential growth of the IoT, which significantly 
increases the security and privacy risks to these devices. Furthermore, 
implementing simple solutions like passwords and encryption is inad-
equate and fails to provide complete security.

The list of threats and security risks facing smart homes is a long one 
and new ones are emerging all the time, making the need for professional 
security management even more critical. Some of the vulnerabilities fac-
ing smart homes are described below:

• Smart home systems, such as smart TVs, Internet-connected cameras, 
alarm sensors, smart light bulbs or thermostats, can be hacked in just 
a few minutes and provide a wealth of data about homeowners’ lives 
including their banking information, legal information, etc.

• It’s become an impossible task for consumers to select, install, main-
tain, upgrade and program their smart home devices, which increases 
vulnerability.

• Smart home device manufacturers often have limited experience with 
cyber security.

• In smart home environments, the security can be difficult to implement 
when several types of devices and services have to be integrated.

• Many smart home devices and services rely on remote infrastructures 
for cloud services and analysis, which may cause other unknown vul-
nerabilities to appear.
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11. https://www.theguardian.com/technology/2016/oct/25/ddos-cyber-attack-dyn-internet-of-things
12. © 2015 Price waterhouseCoopers LLP All rights reserved www pwc com’struclure 

“Easy-to-hijack ‘smart’ devices just crashed some of the world’s biggest 
online platforms. Experts say it’s a wake-up call to improve security – 
and quickly.”11

Attack tools – anywhere, anytime service

Security at a glance: How businesses are responding to rising 
cyber-risks12

Insights from The Global State of Information Security Survey 2016

While employees remain 
the most cited source of 
compromise, incidents 
attributed to business 
partners climbed 22%

Many organizations are 
incorporating strategic 
initiatives to improve 
security and reduce risks

Business are investing in core 
safeguards to better defend their 
ecosystems against evolving threats

58%
have an overall 

information 
security

53%
employee training 

and awareness 
program

52%
have security 

baselines/standards
for third parties

54%
have a CISO/CSO 

of security

49%
conduct threat 
assessments

48%
active monitoring/

analysis of security 
intelligence

In 2015, 38% more 
security incidents were 
detected than in 2014

38% 56%

Theft of “hard” 
intellectual property 

increased 56% in 2015

22%

Big Data 
analysis 59%

Cybersecurity 
insurance59%

Formally 
collaborate 
with others

65%

Cloud-based 
cybersecurity69%

Risk-based 
security 
framework

91%

Respondents boosted 
their information security 
budgets by 24% in 2015

Financial losses 
decreased 5% from 

2014 to 2015

10%

80%

Ransomeware expands

of organizations detected ransomware activity 
last quarter

Malicious ransomware like WannaCry can scale out to hundreds 
of organizations across the world at once

Automatic attacks

of organizations reported high- or critical-severity 
exploits

Distribution was consistent worldwide, likely due to automated 
tools that methodically scan the Internet for opportunities

Price Waterhouse Coopers

Fortinet

https://www.theguardian.com/technology/2016/oct/25/ddos-cyber-attack-dyn-internet-of-things
https://blog.fortinet.com/2017/06/07/threat-insights-the-future-of-smart-and-automated-threats
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13. https://blog.fortinet.com/2017/03/06/fortiguard-labs-telemetry-roundup-and-comparison-of-2015-and-2016-iot-threats 
14. https://www.economist.com/news/special-report/21606420-perils-connected-devices-home-hacked-home
15. https://www.nytimes.com/2015/01/04/opinion/sunday/how-my-mom-got-hacked.html

More about malwares that the world 
confronted in 2017 can be found 
here.

“Criminals targeting IoT devices are currently successful in exploiting 
known vulnerabilities, such as weaknesses associated with default user-
names and passwords or hardcoded backdoors. Apart from these simplis-
tic entryways into devices, there are other readily available methods avail-
able for exploiting in IoT devices beyond default passwords. This includes 
taking advantage of weaknesses resulting from poor coding practices 
used to enable IoT connectivity and communications.”13 Fortiguard 

Recent evidence of the problem (cyber attacks)

The attack on the Internet infrastructure provider Dyn, took down sites 
including Netflix, Facebook, Twitter and the Guardian. Dan Kaminsky,  
lead scientist for the cybersecurity firm White Ops, said the incident 
should force the tech industry to take a more serious look  
at its networks.

The frightening experience of these homeowners as reported in The 
Economist demonstrates the vulnerabilities of smart homes:

One night in April a couple in Ohio was woken by the sound of a man shout-
ing, “Wake up, baby!” When the husband went to investigate, he found the 
noise was coming from a web- connected camera they had set up to moni-
tor their young daughter while she slept. As he entered her bedroom, the 
camera rotated to face him and a string of obscenities poured forth.14

Another testimony about the vulnerabilities faced by smart homes was 
reported in the Sunday Review, which explained the case of the woman 
who received a ransom note on her computer screen that said: 

Your files are encrypted. 
To get the key to decrypt files you have to pay 500 USD.” The woman saw 
the message, shortly after noticing that all her computer files had been 
locked. The message went on to tell the woman that “if she failed to pay 
within a week, the price would go up to $1,000. After that, her decryption 
key would be destroyed and any chance of accessing the 5,726 files on her 
PC — all of her data — would be lost forever.15

And let’s not forget the privacy risks called to our attention by Wikileaks, 
which released a report describing the sophisticated software tools and 
technology used by the CIA to spy on various services, products and 

https://blog.fortinet.com/2017/03/06/fortiguard-labs-telemetry-roundup-and-comparison-of-2015-and-2016-iot-threats
https://www.economist.com/news/special-report/21606420-perils-connected-devices-home-hacked-home
https://www.nytimes.com/2015/01/04/opinion/sunday/how-my-mom-got-hacked.html
https://www.theguardian.com/technology/2017/dec/30/wannacry-petya-notpetya-ransomware
https://www.theguardian.com/technology/2016/oct/26/ddos-attack-dyn-mirai-botnet
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16. https://www.nytimes.com/2017/03/07/world/europe/wikileaks-cia-hacking.html
17. https://newsstand.google.com/articles/CAIiENaQ5GMakR3WjnPL5L__o1YqFggEKg4IACoGCAowzdp7ML-3CTDdyhU?oc=wa

The handful of do-it-yourself secu-
rity solutions currently on the mar-
ket are either not even connected 
to the cloud or more costly than 
end users are willing to pay. And 
most standalone security devices 
are not a full-service solution and 
are too complicated for the aver-
age user to install.

Unlike most cyber security solu-
tions, the HighIoT solution is a 
cloud-based cyber security solu-
tion that provides smart home 
security as a service.

documents such as Skype, PDFs, Wi-Fi networks, and even anti-virus 
software.

The New York Times reported that, according to WikiLeaks, “the C.I.A. 
and allied intelligence services have managed to compromise both 
Apple and Android smartphones, allowing their officers to bypass the 
encryption on popular services such as Signal, WhatsApp and Telegram. 
The Times added that, “according to WikiLeaks, government hackers 
can penetrate smartphones and collect “audio and message traffic be-
fore encryption is applied.”16

And most recently, the growing threat posed by Bitcoin which cyber 
security experts are warning could lead to a host of problems such as 
the targeting of smart home devices for illegal mining of digital cur-
rencies that homeowners most likely won’t notice until their electricity 
bills rise.17 

While there are a few “do-it-yourself” security solutions on the market, 
most are not even connected to a cloud and others come with a price 
tag of $200-$500 USD in addition to yearly fees of $80-$180 USD, which 
is significantly more than the amount end users are willing to pay. 

There were many standalone cyber security devices showcased at the 
Las Vegas, 2018 International Consumer Electronics Show (CES 2018), 
but none of the devices on display provided a full-service solution; they 
only came with technical support and most were too complicated for 
the average User to install.

Unlike most cyber security solutions, which only provide technical sup-
port for complicated standalone cyber security devices, the HighIoT so-
lution is offered as a service. It is a cloud-based cyber security solution 
that provides Smart Home Security As Service. The HighIOT solution 
gives service providers the ability to offer their customers full cyber 
security and privacy as a service.

Cloud solutions: Dojo Labs ($199.99 for device, $99/year for sub-
scription), Cujo ($99 for device, $59/year for subscription), F-Secure, 
Bitdefender, Luma

2.2.1		Existing	Security	Solutions

https://www.nytimes.com/2017/03/07/world/europe/wikileaks-cia-hacking.html
https://newsstand.google.com/articles/CAIiENaQ5GMakR3WjnPL5L__o1YqFggEKg4IACoGCAowzdp7ML-3CTDdyhU?oc=wa
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HighIoT Ltd was founded in No-
vember 2016 and is headquartered 
in Israel. We are a market-leading 
software company, specializing in the 
“Smart Home Security as a Service” 
domain since 2016.

HighIoT Ltd was founded in November 2016 as a response to the DYN 
attack (one of the biggest DNS Service Providers in the world) that is 
described later in this document. HighIoT is headquartered in Israel and 
is a market-leading software company, specializing in the “Smart Home 
Security as a Service” domain since 2016. HighIoT provides international 
service providers such as AT&T, Cox, etc., with secure smart home ser-
vices and solutions. 
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2.3		The	Solution

2.3.1		HighIoT	Establishment	History
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HighIoT’s solution is covered by a provisional patent that was prepared 
by Pearl Cohen, a leading Israeli international law firm that specializes in 
patents.

The method that is used by the HighIoT cloud-based platform includes 
the following:

• Monitoring by a monitoring device, communication within the com-
puter network to detect an IoT device; 

• Determining type and behavior of the detected IoT device;

• Checking a HighIoT Profiles Database for a device profile correspond-
ing to the type of the detected IoT device; and

• Blocking communication between the IoT device and computer net-
work if the determined behavior of this IoT device violates predeter-
mined rules for the corresponding device profile, wherein the pre-de-
termined rule comprises of allowed protocols, allowed media access 
control (MAC) addresses, allowed ports, allowed IP range, number of 
packets in communication, size of packets in communication, and al-
lowed status.

The HighIoT development team has an extensive background in the Israeli 
Defense Force’s (IDF) cyber units. HighIoT founders have many years of 
experience in installing smart city solutions and cyber security solutions. 
Their knowledge and experience gave rise to HighIoT, a cutting-edge, IoT 
cyber security platform.

Igor Rabinovich, CEO & CoFounder

Eighteen years of experience in software development and R&D manage-
ment. Served in the IDF technological intelligence unit. Has vast experi-
ence in large scale systems for operators and a strong background in C4I 
systems development. 

Eran Yarom, VP BizDev & CoFounder

Over twenty years of experience as a founder, CTO, and CEO of a variety 
of companies, developing cyber and physical video security solutions for 
telco’s and service providers.

2.3.2		Team

https://www.pearlcohen.com/
https://www.linkedin.com/in/rabiigor/
https://www.linkedin.com/in/eran-yarom-7ba2981/
https://www.linkedin.com/in/eran-yarom-7ba2981/
https://www.linkedin.com/in/rabiigor/
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Igor Ryabenkiy, Chairman & CoFounder

Igor is a serial entrepreneur and angel investor with over twenty years of 
successful executive and investment experience including Internet start-
ups and IT companies. He has funded, developed, and exited a significant 
number of investment projects worldwide.

Raz Alon, Cyber expert + CoFounder

Raz is a serial entrepreneur and angel investor with over twenty years of 
experience as a founder, CTO and CEO of a variety of companies. His vast 
experience has been focused on the information technology, IT/cyber 
security, enterprise software and online media industries with particular 
interest in the crypto, gaming, online media, ad-tech and IoT industries.

Eran Bida, Cyber R&D Manager

Eran has extensive experience in software management. Eran held R&D 
management positions successfully leading software development of 
startups and leading products development for mature companies. Eran 
is an excellent software manager with hands on capabilities who leads 
development teams to successful deliveries. Eran is experienced in deliv-
ering large scale systems in the fields of video, intelligence and windows 
automation solutions. Eran is also experienced in delivering projects of 
client side applications such as windows applications, web and mobile 
applications. Eran holds B.Sc.in Mathematics and Computer Science and 
M.Sc. in Computer Science with honor both from Tel-Aviv University.

Viktor Ivanov, Outsourcing R&D Manager

Over ten years of experience as a full-stack developer.

Lior Mualem, Embedded developer

Technology enthusiast, Entrepreneur and Consultant.

https://www.linkedin.com/in/iryabenkiy/
https://www.linkedin.com/in/razalon/
https://www.linkedin.com/in/eran-bida-a300261/
https://www.linkedin.com/in/viktor-ivanov-79337a159/
https://www.linkedin.com/in/lior-mualem-a1b1091/
https://www.linkedin.com/in/eran-bida-a300261/
https://www.linkedin.com/in/razalon/
https://www.linkedin.com/in/iryabenkiy/
https://www.linkedin.com/in/viktor-ivanov-79337a159/


Page 20  © HighIot. All rights Reserved

Ivan Kachkivskyi, Embedded developer

Ivan has more than 13 years of experience in software development. 
Embedded, system internals, networking and security expert. Ivan holds 
Master’s degree in computer science from Ukraine university.

Alex Vasilenko, Xamarin iOS, Android

Experienced Xamarin developer.

 

Yaroslav Vishnevsky, BackEnd + FrontEnd

Experienced FrontEnd and BackEnd developer.

Valeriya Sandulyak, Project Manager

Enthusiastic, creative leader, troubleshooter.  
Valeriya has technical background - Master’s degree in Computer science. 
Has strong communicative and organizing skills, she is a passionate team 
leader. Valeriya provides technical leadership to software development 
teams and accompanies projects from the beginning till the end of the 
whole development process.

Eli Taranto, CMO

Former Head of IR at $19.6m ICO at LAToken. Partnerships with Barclays 
Bank, Rolls Royce, Vodafone, Audi and others. BA King’s College London.

https://www.linkedin.com/in/ivan-kachkivskyi-085a29165/
https://www.linkedin.com/in/alex-vasilenko-372287103/
https://www.linkedin.com/in/yaroslav-vishnevsky/
https://www.linkedin.com/in/valeriya-sandulyak/
https://www.linkedin.com/in/eli-taranto/
https://www.linkedin.com/in/valeriya-sandulyak/
https://www.linkedin.com/in/eli-taranto/
https://www.linkedin.com/in/alex-vasilenko-372287103/
https://www.linkedin.com/in/yaroslav-vishnevsky/
https://www.linkedin.com/in/ivan-kachkivskyi-085a29165/
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Vladislav Belousov, Head of Community Relations

Vladislav is a experienced specialist in the field of B2B support. He has 
an experience of successful implementation and maintenance of more 
than 30 commercial projects. Vlad studied B.Sc.in Mathematics and 
Computer Science from Tomsk State University of Control Systems and 
Radio-electronics.

Tsyden, Community Manager

Digital nomad, privacy enthusiast, avid pop culture nerd. Studied at Tomsk 
State University of Control Systems and Radioelectronics, Tsyden has 
vast knowledge in deploying and supporting SaaS applications and huge 
experience in end-customer support.

Stas Oskin, Advisor

Core developer of the Wings.ai DAO platform. 
Extensive background and experience as a core developer, architecture 
designer and project manager. Specialties include cloud technologies, 
scalability, clustered storage, streaming video protocols and codecs, ap-
plication design, modern programming languages, and team management.

Nimrod Lehavi, Advisor

Maker, bookworm, geek, serial entrepreneur. Nimrod Lehavi’s career spans 
two decades of experience and knowledge. He is well respected in Israel’s 
startup scene for his proven ability to lead large scale top notch software 
projects. Nimrod is a board member of the Israeli Bitcoin Association.
Nimrod holds a BA in computer science from IDC Herzliya, Israel.

Guy Corem, Advisor

Guy has a broad mix of professional experience that ranges from founding 
start-ups, through working in the corporate world for Intel and Voltaire, to 
consulting projects where clients covered the full spectrum of start-ups 
and established companies. Guy’s foremost expertise is in leading open 
source development teams in the areas of ASIC, drivers and firmware, all 
of which are essential to determining the success of Spondoolies-Tech. 
Guy studied Math and Physics at Tel Aviv University.

https://www.linkedin.com/in/vladislav-belousov/
https://www.linkedin.com/in/tsyden-garmaev-224a22165/
https://www.linkedin.com/in/stasoskin/
https://www.linkedin.com/in/nimrodlehavi/
https://www.linkedin.com/in/vcorem/
https://www.linkedin.com/in/vcorem/
https://www.linkedin.com/in/nimrodlehavi/
https://www.linkedin.com/in/stasoskin/
https://www.linkedin.com/in/tsyden-garmaev-224a22165/
https://www.linkedin.com/in/vladislav-belousov/
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Prof. Simon Litsyn, Advisor

Received his Ph.D. from the Leningrad Electro-Technical Institute, 
Department Chair of Electrical Engineering – Systems at Tel Aviv 
University. His research interests include coding and information theory. 
He is also a serial entrepreneur, and cyber security technology specialist.

Ken Baylor, Advisor

Dr. Ken Baylor is recognized as a leader in data protection, privacy, in-
formation security and regulatory compliance. His recent speaking 
engagements include RSA, Blackhat, ISACA-CACS and FS-ISAC. Ken is 
a business-focused CISO, and served in that role for multiple organiza-
tions. He is a certified information systems security professional (CISSP) 
and a certified information systems manager (CISM).In addition, Ken is 
a certified data protection officer (IAPP CIPP-E and CIPM) and a found-
ing team member at ValhallaCoin, President of Vendor Security Alliance, 
Regional VP at Attivo Networks, Inc., Chief Information Security Officer at 
Wontok, and former Head of Compliance at Uber. His specialties include 
privacy (data protection officer) cybersecurity, data protection, big data, 
bank security, anti-fraud, anti-malware, information security, privacy, risk 
management, cryptocurrencies: Ethereum, bitcoin, business development, 
regulatory expertise, best practices, strategic alliances.

Itay Yanovski, Advisor

Has been serving in the information and cyber security trenches for 
over 25 years. Practiced all types of security; as a hands-on Integrator, 
Consultant and Penetration Tester, IT Security Consulting Services 
Manager, VP Product Management, Security Course Designer and Senior 
Lecturer, and a Global CISO of a multinational enterprise.

Ronen Meiri, Advisor

With more than 10 years of experience in data mining, developing algo-
rithms and models for marketing, behavioral targeting, mobile, fraud and 
more, Ronen is DMway data technology guru. He has vast experience in 
various data mining and predictive analytics business aspects. DMway’s 
breakthrough predictive analytics platform is Ronen’s brainchild.

https://www.linkedin.com/in/litsyn/
https://www.linkedin.com/in/kenbaylor/
https://www.linkedin.com/in/itayyanovski/
https://www.linkedin.com/in/ronenmeiri/
https://www.linkedin.com/in/itayyanovski/
https://www.linkedin.com/in/kenbaylor/
https://www.linkedin.com/in/litsyn/
https://www.linkedin.com/in/ronenmeiri/
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HighIoT has been confirmed as a 
proud member of the IoT Security 
Foundation. In addition, Akita has 
passed thorough anti-hacking tests 
and has received a certificate from 
Cyberint, the leading Israeli company 
in the cyber arena. Cyberint has certi-
fied that Akita cannot be hacked.

HighIoT can be installed using an Akita device, an instant, plug-in privacy 
device that is connected to a LAN port on the User router. Akita scans the 
homeowner’s network and immediately shuts it down if any threats are 
detected. When such threats are detected, the homeowner is instantly no-
tified and our on-call privacy experts at TSP are available 24-7 to remotely 
preserve and restore the homeowner’s privacy when needed. Akita uses 
threat intelligence, behavioral analysis, and machine learning without ever 
slowing the connection.

Achievements for today

• Kickstarter – received $884,254 USD and 8,456 users as direct 
customers

• MVP was developed and uploaded to HighIOT’s YouTube channel.

• HighIoT has been confirmed as a proud member of the IoT Security 
Foundation.

• The intellectual property on the software is protected by a provisional 
patent.

Akita has passed thorough anti-hacking tests and has received a cer-
tificate from Cyberint, the leading Israeli company in the cyber arena. 
Cyberint has certified that Akita cannot be hacked.

2.3.3		Deployment	Options

2.3.3.1		Akita	as	a	standalone	device

https://www.kickstarter.com/projects/akita/akita-instant-privacy-for-smart-homes
https://www.kickstarter.com/projects/akita/akita-instant-privacy-for-smart-homes
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Akita SW Integrated with ISP HW – 
a cloud-based system tailored for 
TSPs that enables them to increase 
their revenue stream, and is sold  
as a service.

This type of Akita SW deployment – is a cloud-based system tailored for 
TSP that enables them to increase their revenue stream, and is sold as a 
service. The service includes a package for handling cyber attacks and the 
option to offer insurance packages to the end user for damages. It also 
includes a central database and machine learning algorithms for leverag-
ing the collective data gathered from all Akita devices.

Achievements for today

• Currently in talks with a major Russian telco operator in order to set up 
live trial and commercial cooperation.

• In active discussions with one of the two largest USA cable suppliers 
to become part of the Xfinity program (which has over one million US 
smart home subscribers).

• Currently in discussion with a worldwide supplier of security solutions 
to incorporate the HighIoT solution into their offering.

• Engaged in talks with over 60 small and medium size ISPs in the US in 
order to offer our service to their subscribers while the ISP acts as the 
primary service provider.

• In contact with potential partners in Japan, Germany and Mexico.

• In May 2017, 50 HighIoT devices were already installed in a new build-
ing in NY, due to a successful cooperation with a building company 
and the positioning of this building as smart homes for the young and 
sophisticated.  

 

2.3.3.2		Akita	SW	Integrated	with	ISP	HW
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18. https://medium.com/@herryhandoyo321/first-global-decentralized-ecosystem-directly-connecting-grocery-manufacturers-and-
223357768e26

19. https://medium.com/@smartsansmartsan007/ins-smart-contract-and-blockchain-31d81fde38fa

The main focus of the HighIoT 
platform is on performance, predict-
ability, stability, and ease of use in 
smart contract support. We plan to 
use the most proven and scalable 
open source technologies available 
and to constantly monitor alterna-
tive technical implementations.

A blockchain is required in the HighIoT ecosystem for the following 
reasons:

• To build a Developers’ community and incent them by paying for pro-
file building and attack prevention. As well, transparency of payments 
is achieved by smart contract mechanism. The Developers’ commu-
nity will build and maintain the HighIoT Profiles Database.

• Internet service providers, insurance companies and HW manufactur-
ers will use HIT tokens to access the “HighIOT Profiles DB”.

• HIT is required as a modern loyalty program for Users. Rewards 
and discount programs give customers more reason to come back 
to the seller. 

Blockchain and Smart Contracts

A blockchain is a shared-database technology, mostly popular for un-
derpinning bitcoin crypto currency. “Smart contracts are self-executing 
contracts with the terms of the agreement between buyer and seller 
directly written into lines of code. The code and the agreements contained 
therein exist across a distributed, decentralized blockchain network. 
Smart contracts permit trusted transactions and agreements to be carried 
out among disparate, anonymous parties without the need for a central 
authority, legal system, or external enforcement mechanism. They render 
transactions traceable, transparent, and irreversible.”18

The main focus of the HighIoT platform is on performance, predictability, 
stability, and ease of use in smart contract support. We plan to use the 
most proven and scalable open source technologies available and to con-
stantly monitor alternative technical implementations.

Blockchain Applications in HighIoT – Smart Contracts to Interact 
with Developers

“Blockchain and smart contracts provide the framework for creating a new 
generation of businesses where supply and demand sides can engage 
in trusted trading transactions, without the need of a central brokerage 
entity.”19

HighIoT uses smart contracts to facilitate the interaction with Developers 
and to increase the transparency of payments to developers for new 

2.3.3.3		Akita	as	Part	of	a	Blockchain	Solution	

https://medium.com/@herryhandoyo321/first-global-decentralized-ecosystem-directly-connecting-grocery-manufacturers-and-223357768e26
https://medium.com/@herryhandoyo321/first-global-decentralized-ecosystem-directly-connecting-grocery-manufacturers-and-223357768e26
https://medium.com/@smartsansmartsan007/ins-smart-contract-and-blockchain-31d81fde38fa
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profiles and for profiles used to prevent IoT attacks. The peer-to-peer 
structure is the perfect fit for the HighIoT ecosystem and has the added 
benefit of handing over the power back to the people who participate in 
the ecosystem.

At the launch, we will use the Ethereum blockchain platform and the IOTA 
blockchain is being considered for future integration. 

Use Case is a list of actions or event steps typically defining the interac-
tions between a role (known in the Unified Modeling Language as an 
actor) and a system to achieve a goal. The actor can be a human or other 
external system. 

• User buys an Akita device from an online store.

• User connects the Akita device to the home WiFi router.

• User downloads the mobile app from the HighIoT website.

• User opens the mobile app with the Wizard to configure his first 
Akita device.

• User provides all necessary information including his personal details, 
Akita serial number, and the home WiFi network settings.

HighIoT cloud
Mobile 

app

Register 
Akita

Send all packets to cloud 

Get all
WiFi packets

Home
WiFi router

Home IoT devices 

2.3.4.1		Use	Case	#1:	User	Buys	and	Configures	Akita

2.3.4		Main	HighIoT	Use	Cases
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• User waits for the mobile app to provide confirmation that information 
provided is correct.

• User’s Akita is ready for use.

• User can see information about his home network and its status in the 
mobile app.

• User buys HIT from the Token Sale or on the open market.

• User opens the mobile app and registers the new Akita device.

• User buys a monthly subscription using the mobile app.

• HIT are transferred from the User’s Wallet to the Ethereum wallet of 
the technical service provider.

HighIoT
Ethereum
wallet

Pay 
subscription

Service provider

Mobile 
app

Transaction 
request

Transfer HIT 
coins

EthereumEthereum
wallet

HIT coins

Execute
smart
contract

Take fee

2.3.4.2		Use	Case	#2	:	User	pays	TSP	for	a	Monthly	Subscription	with	HIT Token
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Developer has an IoT device 
and wants to earn some HIT. 
He registers on the HighIoT 

Developer’s Portal with email 
and password.

Developer downloads the HighIoT 
software from the HighIoT 

Developer’s Portal to create a 
profile of a specific IoT device.

HighIoT API checks the received 
device`s profile, saves it to the 
IPFS and adds some HIT to the 

developer`s virtual balance.

Developer configures home network 
with Akita and selected IoT device.

Developer runs HighIoT software and logs in 
as the User he previously registered 
with on the HighIoT Developer’s Portal.

The SW receives all the packets from the 
researched device (via the HighIoT server), 

analyzes the behavior of the device and 
prepares a profile of the current device.

Developer sees updated balance 
in HighIoT Developer’s Portal. 
Heclicks button to withdraw 

his HIT to user’s wallet.

HighIoT executes the operation 
using a smart contract.

Developer sees increased 
balance in his wallet via 

HighIoT Developer’s Portal. 
Developer withdraws HIT 

to User wallet

SW finishes researching (by timeout) and sends 
data (IoT device profile) to High IoT API. 

HighIoT API checks the received device`s 
profile, saves it to the IPFS and adds some 
HIT to the developer`s virtual balance.

Developer enters the HighIoT 
Developer’s Portal and sees the list 

of IoT devices to research on the 
“Auction Page” (device types without 
existing profiles in HighIoT database).

Developer chooses a device type to 
research on the “Auction Page” and 
sets the mac address of his own IoT 
device (device type will be locked in 

the Auction for other developers for X 
hours). Developer can select only one 

device to research at a time.

2.3.4.3	Use	Case	#3	:	Developer	Builds	a	Profile
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• Akita sends each WiFi packet in the home Wifi network to HighIoT cloud

• HighIoT cloud analyzes each packet according to specific logic:

 – Device profile (if it was already created by a developer and saved in 
the system)

 – Available IP addresses and ports (by white and black lists)

 – Available network protocols

 – Checking device activity to prevent DDOS attacks (number of pack-
ets per minute)

 – Checking for irregular device behavior (malware activity)

 – And much more...

• For any potential problem the system sends an alert to the follow-
ing: 

 – The mobile app for the User

 – The HighIoT BackOffice for system administrators and TSP

With the rapidly expanding IoT market of today, HighIoT aims to be a 
leader in IoT cyber security service platforms. While there are some 
standalone IoT cyber security solutions, HighIoT is building a HighIoT 
Profiles Database that can be used to secure smart homes, smart offices, 
and smart cities.

HighIoT solves the security issue by building the HighIoT Profiles 
Database using a community of Developers. The IoT profiles ensure that 
ALL suspicious behavior of an IoT device can be detected.

I. Developers build IoT profiles using proprietary HighIoT Developer 
SW, the developer’s computer power, and his own Wi-Fi network IoT 
device. (See Use Case “Building Profile” for details). The “developer” 
earns HighIoT tokens per built profile (according to the rating of the 
IoT device in the HighIoT marketplace) and every time a profile is 
successfully used to discover an ATTACK (e.g., MiRai), the “devel-
oper” earns additional tokens. In order to continue to earn tokens, the 
developer must update the profile when new firmware is released to 
existing HW. After storing the profile in the IPFS, a smart contract is 
created that will immediately transfer tokens to the developer’s wal-
let, which is accessible through the web-based “HighIoT dashboard”. 
Every “developer” is scored according to the number of threats 

Building a HighIoT Profiles Data-
base will be beneficial to security 
and network operation vendors, 
as being able to detect the cor-
rect device and know its predicted 
behavior could be a game changer 
in cyber security for enterprises, 
SOHOs and the home cyber security 
market.

2.3.4.5		The	HighIoT	Ecosystem

2.3.4.4		Use	Case	#4	:	Packet	is	Recognized	by	the	System	as	a	Potential	Attack	(e.g.,	Mirai)	

https://en.wikipedia.org/wiki/Mirai_(malware)
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found. For the first year of the project, developers will receive 100 HIT 
tokens for building a profile as well as one token for each attack in 
which their profile was used. 

II. Users are SOHO owners who have purchased an Akita device or have 
a proprietary device installed by a telecom provider that has part-
nered with HighIoT and has integrated the Akita code into the tele-
com box to protect their facility. 

Users pay using tokens or fiat money for certain services to the fol-
lowing entities:

• “IoT service providers” – to maintain their IoT devices (includ-
ing cases when an IoT device was hacked and successfully 
disconnected by an Akita device) or to react to sales promotion 
campaigns.

• “IoT insurance companies” – to secure financial compensation 
in case of data loss associated with an attack. Compensation 
includes coverage of legal fees in the event of litigation, ransom-
ware, identity theft (by the IoT), unauthorized usage (kidnapping 
the IoT to perform other tasks such as crypto mining) or direct 
damage to the IoT device.

• IoT HW manufacturers – to buy new IOT devices for smart facili-
ties or to react to sales promotion campaigns.

The User uses the HighIoT mobile app to configure the Akita device 
and the HighIoT dashboard to view billing information.

The Akita app is available for downloading from Google Play here. A 
version for iOS will be developed after the ICO offering.

III. TSPs – are companies who provide technical support for IoT devices 
at a smart facility. You can view a description here: 
http://customerthink.com/when-iot-meets-technical-support/

• The “IoT Service Provider” is chosen by a “User” via the “HighIoT 
Mobile App” and can be changed at any time. 

• The “IoT Service Provider” pays HighIoT to gain access to users 
in their area and to whom they can offer services [currently not 
part of token structure]“.

IV. IoT Insurance Company – sells insurance policies to smart facility 
owners. HighIoT is in negotiations with the Lloyd’s, London insurance 
organization. Users will pay HIT or a fiat currency as an insurance 
premium in order to mitigate any risk of data loss.

https://play.google.com/store/apps/details?id=com.highiot.mobile
http://customerthink.com/when-iot-meets-technical-support/
http://customerthink.com/when-iot-meets-technical-support/
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PRICES ARE SUBJECT  
TO CHANGE!

• “IoT Insurance Company” pays tokens to HighIoT for a monthly 
subscription that provides access to information about the 
number of attacks and types of attacked IoT devices (the data 
required to calculate the insurance premium). For the first year 
of the project, the insurance company will pay 25,000 tokens 
per month.

• Facility owner may be compensated by the insurance company. 
The insurance policy secures the following risks: 

 – Data loss

 – Costs associated with an attack

 – Legal fees in the event of litigation 

 – Ransomware

 – Identity theft (by IoT)

 – Unauthorized usage (e.g., kidnapping the IoT to perform 
other tasks such as crypto mining)

 – Direct damage to the IoT device

• User’s subscription price depends on the insurance product: 
Basic ($10k insurance coverage plan), Advanced ($20k) or 
Premium ($50k).

HighIoT Suggested Pricing 

“IoT HW Manufacturer” – Vendors will add value to their services by imple-
menting Akita Smart Cyber Protection, which provides critical cyber se-
curity protection. Akita’s small snippet of software code easily integrates 
into any IoT device, also adding critical cyber security protection to all of 
the client’s home IoT devices. Once integrated, manufacturers no longer 
need to worry about the cyber vulnerability of their product.

Plan

WITHOUT INSURANCE

BASIC:
$10k coverage plan

ADVANCE :
$20k coverage plan

PREMIUM :
$50k coverage plan

Customer's 
monthly fees
USD

2.00

8.99

10.99

17.59

Insurance 
premium
USD

0.00

4.00

5.00

9.00

HighloT Cyber 
protection
USD

1.00 

1.00 

1.00 

1.00

HighloT
Insurance
monitoring
and support
USD

0.00 

0.99 

1.49 

2.59

Cyber security 
support
USD

1.00 

2.00 

2.00 

2.00

Insurance 
support
USD

0.00 

1.00 

1.50 

3.00

Insurer HighloT ISP
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IoT HW Manufacturers pay tokens to HighIoT for a monthly subscription 
to retrieve information on the number of installed devices, the number of 
attacks and the types of attacks.

“Cyber Company” – Security and network operation vendors use the data 
to provide their services effectively.

Vendors include any of the following:

• Cyber Enforcement companies: Palo Alto, CheckPoint, Fortinet, Cisco

• Cyber Monitoring companies: HPe, Splunk, IBM, AlienVault, 
LogRhytem, McAfee, RSA

• EDR and Malware protection players

• Network operations and management software: BMC, HPe, IBM

Cyber Companies pay tokens for a monthly subscription that allows the 
company to retrieve existing profiles or order a new profile built. Access 
is provided via an API that supports one of the “Information Sharing 
Specifications for Cybersecurity” protocols (click here for details: https://
www.us-cert.gov/Information-Sharing-Specifications-Cybersecurity), 
or by having HighIoT to develop the protocols. 

The HighIoT ecosystem contains the following auction:

“IoT profile to build” – A demand is automatically added whenever the 
HighIoT cloud discovers a device without a profile. In this case, the issue 
is handled by a generic build rules engine (BRE) and predictive analytics 
models. The “Developer” chooses a profile to build using the “HighIoT Web 
dashboard”. The device will then be retrieved from the HighIoT app for de-
velopers once a “Developer” signs in there. In later stages, the “Developer” 
will pay to access the auction. 

https://www.us-cert.gov/Information-Sharing-Specifications-Cybersecurity
https://www.us-cert.gov/Information-Sharing-Specifications-Cybersecurity
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3.	HighIoT	Components	and	Architecture
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Important! HighIoT technology 
does not use deep packet inspec-
tion (DPI), which means users can 
keep their data private even though 
HighIoT is continuously checking 
and analyzing their traffic.

Home IoT Device – IoT device that is to be protected. 

Akita – The main product for monitoring the home device network. 
Detects all packets in the WiFi network and reports to the HighIoT 
cloud.

Microsoft Azure Event Hub – Receives all packets from all Akita 
devices. High performance and scalability.

Microsoft Azure Stream Analytics – Gets packets from Azure event 
hub, conducts first time filter, saves filtered packets to Azure table 
storage and sends it to HighIoT servers for future analysis.

Microsoft Azure Table Storage – Saves all packets for future access 
and predictive analytics.

Microsoft Azure Service Bus – Transport layer to pass packets 
to HighIoT services.

Microsoft Azure Service Fabric – Handles all input packets from 
Akita devices, detects any network threats and malware activity. 
Uses several types of business logic to detect strange behavior 
of specific IoT devices:

 – Compares behavior between specific IoT device and saved pro-
file of the device type in IPFS

 – Filters used IP addresses by white and black lists

 – Filters by available protocols

IPFS – Global file system for public access to saved IoT device 
profiles.

Redis – Cache of temporary data for analyzing IoT device behavior.

Microsoft Azure SQL DB – Main system storage.

High IoT System Administrator

Back Office – Private website for managing the High IoT system.

Mobile App (iOS and Android) – Application for customers to use 
to configure home Akita device and WiFi network.

API – Communication endpoint for all HighIoT applications and 
software.

1.1

1.2 
 

1.3 

1.4 
 

1.5 

1.6 

1.7  
 
 

 
 
 
 
1.8 

1.9

1.10

2.1

2.2

3.1 

3.2 
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Developer – A person who wants to earn HIT for creating a profile 
of a specific IoT device.

Developer’s Portal – Website for developers. Contains the page 
with a list of IoT device types that need to be researched (auction). 
Developers can register there, select a device that they have at home 
and for which they are ready to prepare a profile.

Application to create new IoT device profile. Developer can down-
load special software from the HighIoT Developer’s Portal and start 
researching a selected IoT device at home. After researching, a new 
profile will be sent to API and saved in IPFS. Developer will earn a 
reward in HIT.

Crypto Wallet – Developer’s wallet will be in the Ethereum network 
where he will receive HIT for the profiles he creates.

Customers – Users can read information about Akita and HighIoT 
and purchase HIT.

Info Website – Web resource with information about HighIoT. 
Contains page for the ICO.

ICO – Platform to start an ICO, receive funds from Customers and 
generate tokens in exchange for paid funds.

Ethereum Network – Blockchain platform for operations with HIT.

4.1 

4.2 
 
 

4.3 
 
 
 

4.4 

5.1 

5.2 

5.3 

5.4
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HighIoT will launch HIT – where community members (AKITA independent 
developers) can earn HIT when they add profiles of new IoT products to 
“HighIoT Profiles Data” that are used to detect malwares. 

A HIT token is an ERC20 compatible token that allows the following:

• “Cyber companies”, TSP, IoT insurance companies, and IoT hardware 
manufacturers will pay for subscription-based access to the HighIoT 
Profiles DB

• Users can pay a TSP to support their smart IoT devices

• Users can pay IoT insurance companies to insure their smart homes in 
case of hacking

• Users pay IoT hardware manufacturers for new IoT devices

Token Launch means the initial sale to the public of HIT.
Token Issues means a release of a specific batch of HIT.

Private Token Sale: 

Token HIT

Token Price $0.50

Token Supply 200,000,000

Soft Cap $3,000,000

Hard Cap $15,000,000

Accepted Currencies FIAT (USD, EUR, YEN), ETH, BTC

Private Sale Start 26.06.2018

Restrictions KYC required, only accredited investors

Restricted Countries USA, Canada, China, South Korea

Bounty Will be defined later

Vesting No vesting for private sale participants but for 
team vesting is 36 months with 6/12 months cliff

4.	Token	Launch

4.1		Token	Launch	Summary
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Date definition

Private Sale Start Date

Token Launch Start Date 

Token Launch End Date

Initial Token Issue Date

Date

Jun 26, 2018 

TBD

TBD

TBD 

Bonuses

$500,000 - $1,000,000 10%

$1,000,000 - $3,000,000 20%

$3,000,000 and up 30%

Token Distribution

If amount of required Referral fees exceeds allocation, additional funds 
will be taken from long term budget. 

Bounty and Referral Campaign

• Bounty program details will be announced later.

Website link: akita.cloud

Token contract address: The contract address will be published close 
to the Token Issue date.

Marketing and advisors

Reserves 
and partnerships

Private sale
20%20%

20%

40%

Team

http://akita.cloud/en/


Page 38  © HighIot. All rights Reserved

The purchase of HIT tokens in-
volves a high degree of risk, includ-
ing but not limited to the risks 
described below. Before acquiring 
HIT tokens, it is recommended that 
each participant carefully weigh  
all the information and risks de-
tailed in this Whitepaper, as well as 
the information and risks available 
from other sources.

(a) Dependence on Computer Infrastructure. HIT tokens and HightIoT, 
as well as the Akita device’s dependence on functioning software applica-
tions, computer hardware and the Internet, implies that HighIoT can offer 
no assurances that a system failure would not adversely affect the use 
of HIT tokens. Despite HighIoT’s implementation of all reasonable network 
security measures, its processing center servers are vulnerable to comput-
er viruses, physical or electronic break-ins or other disruptions of a similar 
nature. Computer viruses, break-ins or other disruptions caused by third 
parties may result in interruption, delay or suspension of services, which 
would limit the use of the HIT tokens. 

(b) Smart Contract Limitations. Smart contract technology is still in its 
early stages of development, and its application is of an experimental 
nature. This may carry significant operational, technological, regulatory, 
reputational and financial risks. Consequently, although the audit con-
ducted by independent third party increases the level of security, reliability, 
and accuracy, this audit cannot serve as any form of warranty, including 
any expressed or implied warranty that the HighIoT smart contract is fit 
for purpose or that it contains no flaws, vulnerabilities or issues which 
could cause technical problems or the complete loss of HIT tokens. 

(c) Regulatory Risks. Blockchain technology, including but not limited 
to the issue of tokens, may be a new concept in some jurisdictions, 
which may then apply existing laws or introduce new regulations regard-
ing blockchain technology-based applications, and such regulations 
may conflict with the current HighIoT smart contract setup and HIT 
tokens concept. This may result in the need to make substantial modi-
fications to the HighIoT smart contract, including but not limited to its 

June 2018

Private Sale Start

Complete development Token generation event

September 2018

Launch HighIoT system
based on Ethereum 
blockchain

Launch

Q4 2019

Complete development 
of blockchain 
implementation 
based on ORBS + DAG

5.	Roadmap

6.	Risk	factors
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termination, the loss of HIT tokens, and the suspension or termination of 
all HIT tokens functions. 

(d) Taxes. HIT tokens holders are solely responsible for determining 
if the transactions contemplated herein are subject to any applicable 
taxes whether in their home country or in another jurisdiction. It will be 
the sole responsibility of HIT tokens holders to comply with the tax laws 
of any jurisdictions applicable to them and pay all relevant taxes.

(e) Force Majeure. HighIoT’s performance may be interrupted, suspended 
or delayed due to force majeure circumstances. For the purposes of this 
white paper, force majeure shall mean extraordinary events and circum-
stances which could not be prevented by HighIoT and shall include: acts 
of nature, wars, armed conflicts, mass civil disorders, industrial actions, 
epidemics, lockouts, slowdowns, prolonged shortage or other failures of 
energy supplies or communication service, acts of municipal, state or 
federal governmental agencies, other circumstances beyond HighIoT’s 
control, which were not in existence at the time of white paper release. 

(f) Disclosure of Information. Personal information received from HIT 
tokens holders, the information about the number of tokens owned, the 
wallet addresses used, and any other relevant information may be dis-
closed to law enforcement, government officials, and other third parties 
when HighIoT is required to disclose such information by law, subpoena, 
or court order. HighIoT shall at no time be held responsible for such infor-
mation disclosure. 

(g) Value of HIT tokens. Once purchased, the value of HIT tokens may 
significantly fluctuate due to various reasons. HighIoT does not guar-
antee any specific value of the HIT tokens over any specific period of 
time. HighIoT shall not be held responsible for any change in the value 
of HIT tokens.

(h) Risk of Insufficient information. HIT tokens and the Akita device 
are at a very early developmental stage and its philosophy, consensus 
mechanism, algorithm, code and other technical specifications and pa-
rameters could be updated and changed frequently and constantly.  
While the Whitepaper contains the up-to-date key information related 
to HIT tokens at the date of the Whitepaper, it is not complete nor is 
final and is subject to adjustments and updates that HighIoT may make 
from time to time. HighIoT is not in a position, nor is it obliged to report 
on every detail of the development of HIT tokens, the Akita device and 
other elements of the system presented by HighIoT and therefore will 
not necessarily provide timely or full access to all the information relat-
ing to the HIT tokens, but will use reasonable efforts.


