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Abstract 

Economic exchange and value storage become very difficult without verifiable iden-

tity. Identity verification is an obstacle to growth in emerging markets as it prevents 

people from accessing formal economic services, such as banking, insurance, and 

lending. Ultimately, this significantly limits the number of people who can access the 

economy, and thereby stalls economic development at the institutional level. 

Of the 7+ billion people on Earth, over 1.1 billion1 still lack any form of legal identity, 

1.5 billion2 cannot prove their identity, close to 1.7 billion3 are without a bank ac-

count, and 5 billion do not have a smartphone or access to digital wallets.

As the mainstream economy continues to digitize, it will not just be the ‘unbanked’ 

and ‘unverified’ that struggle to join economic systems. A device-free, universally ac-

cessible, digital identity and integrated digital wallet provide the opportunity for the 

entire world to join the global economy.

EverID’s Decentralized Platform

Everest has built a decentralized platform  made up of three components: EverID,  

a digital biometric identity system to store and confirm user identity data; EverWal-

let, a multi-currency digital wallet with built-in , document storage, and EverChain, a 

blockchain-based transaction system. The platform is available to all human beings 

from birth until death. It does not require a mobile device to join, is encrypted to pro-

tect users’ privacy, and is interoperable with other systems.

Institutions, corporations, and government organizations can effectively, cheaply 

and quickly validate user identity, at scale. Value can then be transferred securely to 

the correct recipient with reduced transaction costs, lower losses from leakage, and 

innovations in service and value transfer.

 

Everest is a disruptive product with an existing prototype, a highly experienced team, 

Everest Whitepaper

1   2/2018 https://blogs.worldbank.org/voices/demystifying-technologies-digital-identification
2  4/2016 http://pubdocs.worldbank.org/en/21571460567481655/April-2016-ID4D-Strategic-RoadmapID4D.pdf
3 12/2017 https://globalfindex.worldbank.org/
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and is working with a large Bretton Woods banking institution4 and UN Agencies. It 

is building the biggest single opportunity for expanding financial inclusion amongst 

emerging markets and established financial institutions.

Sustainable Development 

The current process for identity verification is forced to incorporate data storage, 

document verification, and conditional access. Right now, institutions, such as gov-

ernments, banks, and hospitals can only validate a finite number of users without 

overloading and increasing costs to an unsustainable point.

Everest’s EverID makes user validation fast and cost-effective: it costs just a few 

USD cents per verification and EverChain can handle a volume of billions of transac-

tions per month – with the ability to scale to trillions. The decentralized architecture 

of the platform also provides complete personal data ownership and higher levels of 

security compared with current centralized or public distributed databases.

For 40% of the world population, carrying out basic economic transfer is rife with 

fraud, leakage and friction – which is why it only makes up 26% of the global GDP, 15-

20 trillion US Dollars. It is estimated that $6.6 trillion was lost to fraud and leakage 

in developing countries between 2003 and 20125. By validating user identity with 

100% certainty with EverID, verifying value delivery into the EverWallet, and track-

ing final consumption with EverChain, Everest is able to drastically reduce leakage, 

fraud, friction, verification, reporting, and data access costs.

Total Financial Inclusion 

Creating a method of everyone to access existing financial services unlocks the ability 

for the countries in emerging markets to grow beyond their collective $20 trillion of 

GDP. Invigorating these emerging markets with modern economic processes – veri-

fiable identities, per=person electronic value exchange mechanism, and transparent 

transaction accounting system - can potentially couple their output transforming 

4 http://www.brettonwoods.org/page/about-the-bretton-woods-institutions
5  http://www.europarl.europa.eu/meetdocs/2014_2019/documents/acp/dv/stu549042/stu549042en.pdf
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them into a $40 trillion opportunity.  

Through the use of digital identities, digital wallets, and document management, us-

ers will be able to validate their identity for public services and claim their social and 

economic rights. By leveraging the power, transparency, and security of blockchain 

technology, Everest will catalyze these dormant markets into a vibrant component of 

the global digital economy.

Everest Whitepaper
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Everest Delivers to Communities

a. Personal Empowerment Through Identity

Everest, with EverID, has created a universal digital identity that will elevate all of 

humanity into the global market, thereby providing access to a robust set of services 

in order to enhance livelihoods and promote economic development.

Multiple types of biometric information for each identity are recorded and stored in 

the EverID Datagram. Legacy identity documents, including national ID cards, driv-

er’s licenses, passports, voter ID cards, etc. are captured, as are 3rd party attesta-

tions by cryptographically signing those affirmations of claims.

The individual’s data is recorded in a manner that allows the individual (not a govern-

ment, organization, or company) granular control of how it is shared, with whom, and 

for how long. This sharing mechanism is enforced by smart contracts per transaction, 

with automated resolutions.

If an individual does not possess the technology, an agent system will enable them to 

be enrolled via the Everest Agent DApp. Public Access Devices (PADs) will be used 

for EverID validation, EverWallet use, and data updating. PADs will use a Software 

Development Kit (SDK) to add identity validation and wallet services to devices for 

banking, government services, healthcare, and more. 

b. Institutional Investment Through Transparency 

Everest, through EverWallet, provides the ability to remotely verify the recipient of 

value transfer, at scale, combined with fast user verification, will propel institution-

al investment in the $20 trillion-dollar economy of countries in emerging markets. 

These emerging market countries currently account for $20 trillion of the global 

economy. When identity is fixed and modern value transfer is made possible, this 

economy should be able to at least double into a $40+ trillion opportunity. Promoting 

individual economic development through access to financial system such as credit 

and insurance, Everest will help drive these advances giving over half the world a 

new on-ramp to the global digital economy. Giving everyone an EverWallet is like 

giving each person their own permanent address to receive value, coupled with a 

secure safety-deposit-box-in-the-cloud to store important documentation.
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6 https://www.cgdev.org/blog/ten-principles-identification-sustainable-development

c. Confidence Through Immutability 

Everest, through EverChain, is able to deliver a robust transaction system designed 

to record all transactions and provide them to be reviewed forever. Built on top of 

the distributed ledger technology that powers the Ethereum smart contract system, 

EverChain benefits from the depth of development talent and the community that 

has made this the most accepted smart-contract system available. EverChain is a pri-

vate, permissioned instance of the Ethereum Enterprise blockchain. Providing the 

ability to review transaction to the parties involved, and their respective organiza-

tion and regulators, Everest ensures that there is minimal graft, leakage, fraud and 

there is tight adherence to standard-operating-procedures.

d. A Permanent Utility for Humanity

The Identity Network, the non-profit guardian of the Everest Platform, will be an  au-

tonomous, non-capturable, decentralized network, owned by no one, functioning in 

perpetuity and embodying the Principles of Identification for Sustainable Develop-

ment Goals (SDGs)6 in its software. It will be continually funded in order to exist and 

will provide identity verification and value transfer services to users indefinitely. The 

internal governance of the foundation provides a clear, standard operating proce-

dure and a mechanism to evolve to remain relevant and secure.

e. Everest is A Complete Solution

Everest gives individuals the tools to manage, and protect, their own data through a 

decentralized identity platform (EverID), a value transfer/storage solution (EverWal-

let), and a robust transaction system (EverChain). Everest also gives tools to those 

organizations to help manage the communities of individual - to transact value with 

the verified individuals, conform to all applicable regulations, and transparently re-

cord and prove that a transaction occurred.

Everest Whitepaper
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Everest Principles

The principles guiding the technical and governance design of Everest reflect the 

Principles for Identification for Sustainable Development, as set out by the Center 

for Global Development and the World Bank.

These principles are: that privacy is a human right and that individuals should have 

control over and effectively own their own database of identity elements, including 

their biometrics. Information should only be shared with the express consent of the 

user and there should be recourse if a user’s rights are violated.

Users should be informed and compensated for access to their identity information 

and able to share data with another party or deny access selectively. We propose to 

fund a network of identity verification nodes which will be governed as a stand- alone 

foundation to ensure longevity, security, and transparency.

Everest operates under the following unanimous, unchanging beliefs and principles 

about identity information:

 · All individuals should be included

 · If an individual does not have access to technology, they should still be able to 

participate

 · The system should be available forever

 · All individuals should be specifically identifiable

 · All information about an individual should be stored in the most secure manner 

possible

 · The individual should possess and control their identity

 · The individual should be able to selectively share their identity information per 

interaction

 · The individual’s information should not be owned or controlled by anyone other 

than the user

 · The system should be resilient against attack

 · The system should be able to bridge to other systems

Everest Whitepaper



9Everest Whitepaper

Project Architecture 

Everest is a for-profit organization that will fund the non-profit Identity Network 

(IN) foundation. The IN foundation is designed to ensure transparency, neutrality, 

security and longevity of the Identity Network.

This economic model will sustain this organization by earning market rates for iden-

tity verification from organizations such as government institutions and commercial 

organizations. The IN foundation will have an independent board of directors, drawn 

from internationally and regionally recognized global organizations, NGOs, IGOs, 

and philanthropic organizations that share the same principles surrounding the right 

of identity as Everest.

The management of the IN foundation and the Everest operating company are most-

ly different as their primary focus is different. The IN foundation is governed by a 

board of caretakers, the criteria for selection of which is that the organization must 

be a not-for-profit organization or an economic development focused organization 

and show at least 10 years in serving the public good. The Everest operating compa-

ny will then be managed by a CEO, CTO, and management team.

a. Everest Platform

Everest combines EverID, a user-centric self-sovereign identity solution, with Ever-

Wallet, a value transfer and document storage solution, and EverChain, a robust 

transaction system to create and record all system transactions. This product suite 

is based on blockchain technology and the cryptographic underpinnings of that sys-

tem. The core focus of the Everest operating company is to create economic and so-

cial value.

Everest facilitates verification of users by multiple third-parties and allows the se-

cure transfer of value between members of the system.
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b. Identity Network 

Everest will fund the non-profit Identity Network foundation that will oversee ele-

ments of the shared systems in the Everest Supernodes. If $10M USD is raised from 

the initial token sale then 5% will be allocated to establish the Identity Network foun-

dation and for every USD$ 1.00 above $10M, 2% will be allocated to the Identity 

Network foundation.

The governance of the Identity Network foundation will be to safeguard the inde-

pendence, and transparency of the network so that it exists for humanity forever.

Everest will donate a percentage of capital raise per the above, plus a percentage of 

identity verification earnings on an on-going basis, thus creating a self-funding, au-

tonomous network.

The responsibilities of this governing board will be to ensure the network cannot be 

taken over and transactions are transparent and to maintain at least 50% authority. 

In a “proof of authority” network, this prevents any organization, including Everest, 

from ever changing the base code. They will also be required to establish indepen-

dent observer nodes and ensure that two board members are signatories on all code 

releases.
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Employer Food and
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Calendar Notifications Chat
Communication

E-mail Mobile Phone
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Social Networks Affinity Programs Subscription
Services

External IDDB External IDDB
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ID Verification
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soverign

IDDB
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Blockchain Technology  

a. Technological Principles

The Everest infrastructure is operated on a series of supernodes in the network. 

These supernodes are the host of the blockchains. They also host the per-user IPFS 

storage locations, the Conduit System to integrate other systems and data, the 

Bridge Service to allow individuals to transfer their data to an Everest app and the 

API Server to enable transactions from SDK-enabled devices.

The data on the supernodes are secured with the user’s public/private keypair, biom-

etry, as well as a password/PIN. There is no ability to DDOS the Everest infrastruc-

ture as it is decentralized, has a financial disincentive in fees charged for transactions, 

and API requests are funneled through a queueing regulator. This ensures equal ac-

cess to the services and mitigates potentially negatively-impacting usage or load.

The Everest DApp and Everest Agent DApp are both based upon a cryptocurrency 

wallet for the Ethereum blockchain. The DApps in the Everest system are also se-

cured with the user’s biometrics and a password/PIN, as is the Bridge Service.

The Everest API and SDK are secured by a per-partner API key and per-partner SDK 

implementation key. These two keys are enrolled in the Everest system. The SDK 

requires that the SDK implementation key is embedded in the software of the Public 

Access Device (PAD), however, the API key can be refreshed, enabling the prevention 

of key hijack compromising the system. In the case of a key hijack, a new API key is is-

sued to the partner organization, and through the SDK, updated on uncompromised 

devices. Their SDK implementations when trying to access the supernodes are then 

challenged to provide the correct API key, and if the API key hasn’t been updated, the 

host device has been compromised and can be blacklisted.

The storage array of the user’s identity information is known as an EverID Data-

gram. It consists of a nested series of information locked behind biometric locks and 

knowledge locks (password, PIN) designed to bootstrap the unlocking of the next 

section of the datagram. Each individual has an EverID Datagram stored in IPFS on 

the supernodes, referenced by the smart contract which recorded their identity to 

the EverID Blockchain.
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Through the API and SDK, the EverID and EverWallet components of the Everest 

System can be integrated into other applications and other devices not addressed by 

Everest’s product offering.

Through the Conduit System, disparate sources of information can be integrated 

into the user space allowing the individuals to incorporate data from existing sys-

tems into their EverID.

This technological system ensures users remain in control of their data with secure 

and anonymous transfer, even when working with multiple third-parties.
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Logistics
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Provider
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b. Everest Technology Stack

The infrastructure that supports identity ownership, secure value transfer and 

third-party integrations.  

EverID Datagram

Everest Agent DApp

Everest API

Everest Core Smart Contracts

Solidity

Everest Supernode

Ethereum Enterprise Blockchain IPFS

Everest DApp

Everest App
(for Individual)

Everest Agent App

Everest-enabled App
(SDK license)

Everest-enabled Device
(SDK license)

ipfs Storage Array

ID Filer

ID Validator

Platform API

API Management Portal

Individual Management Portal

Bridge System

Agent Management Portal

Condult System

EverID Blockchain - user identities

EverChain Blockchain - user transactions

Enrollment & update of individual’s datagram

Enrollment & update of individual’s datagram  

API Validation of individual

API Validation of individual

API Validation of individual

Validation of of individual’s 
biometric token(s)

c. Architecture Diagram

This is the conceptual model of the behavior of the Everest system. 
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Everest Agent DApp

Everest API
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Everest Supernode

Ethereum Enterprise Blockchain IPFS

Everest DApp

Everest App
(for Individual)

Everest Agent App

Everest-enabled App
(SDK license)

Everest-enabled Device
(SDK license)

ipfs Storage Array

ID Filer

ID Validator

Platform API

API Management Portal

Individual Management Portal

Bridge System

Agent Management Portal

Condult System

EverID Blockchain - user identities

EverChain Blockchain - user transactions

Enrollment & update of individual’s datagram

Enrollment & update of individual’s datagram  

API Validation of individual

API Validation of individual

API Validation of individual

Validation of of individual’s 
biometric token(s)



14

d. Biometrics

EverID uses biometry, or the specific unique physical or behavioral characteristics of 

individuals, to identify users.

Biometric capture capabilities have been added to mobile phones, and those capabil-

ities have evolved over time. Everest will continue to include sources of biometry into 

EverID as they become commercially available in new devices. The user’s biometric 

samples will be refreshed over time as frequency rules, biometric sample types, and 

system requirements change. Currently, EverID leverages both facial and fingerprint 

scanning, both of which achieve very high accuracy and are sourced from industry 

leaders that regularly supply such services to banks, nations and large organizations. 

By including two sources of biometry, EverID achieves a higher level of security than 

most in the market. As biometric advances are made, Everest will incorporate addi-

tional sources of biometry into EverID, including iris, pulse, voice, and DNA. Each 

biometric lock is accompanied by a user knowledge proof to ensure user consent to 

the transaction.

By recording biometric characteristics into EverID, the Everest system is able to 

identify specific individuals and ensure that each user has one and only one EverID 

record, preventing Sybil attacks.

e. EverID Datagram

The EverID Datagram is the proprietary storage file of the user’s identity informa-

tion. The EverID Datagram is resident on the user’s mobile device and in the Everest-

Supernode. Any updates to the Datagram are mirrored/ synchronized with the other 

copies of that individual’s Datagram on their devices or in the Everest Supernode as 

soon as the devices come online.

An Everest DApp, Agent DApp, or Everest-enabled device can create an EverID Da-

tagram.

However, external access to the EverID Datagram is only possible through the Ever-

est API.

The EverID Datagram, and its storage are in the control of the user at all times, al-

Everest Whitepaper
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lowing them to decide who has access to what information, and how that information 

is stored in the long-term. If the user wishes to delete their EverID, the anonymous 

biometric identifier used during enrollment persists. This prevents the user from at-

tempting to create a different identity in the system.

The smart contract which records the user’s EverID will be closed in a special man- 

ner which marks the EverID as inactive preventing future use, removes the pointers 

associated with the storage of the user’s EverID Datagram, and encrypts and seals 

the storage with a special user key created by a mnemonic. For the user to recover 

their EverID they would need the mnemonic for the special user key, their biometrics, 

their PIN and password. This conforms to the privacy requirements to allow the user 

to control, modify, or disable their identity information from being used. The special 

“delete EverID” logic conforms with the “right to be forgotten” and “right to erasure” 

requirements of the Data Protection Directive (Directive 95/46/ EC) and General 

Data Protection Regulation (GDPR EU 2016/679) respectively, as the information is 

neither indexed by an external entity, nor available on the public Internet. Note that 

the user that has marked their EverID as inactive also loses access to their EverWal-

let as the EverID is the security mechanism authorizing access to the EverWallet.

EverID Datagram Features: 

• Layers of the onion nested dataset requiring individual locks to access compo-

nents.

• The individual components are only queried when the transaction requires it - 

getting reward points for a movie ticket does not require anything other than the 

user’s public key to validate enrollment in program, however, a user may need to 

scan their biometrics to check into a medical office.

• For SDK transactions, the majority of the time the individual’s Biometric Token 

Array and Demographic Data will be the only pieces of the EverID Datagram que-

ried.

• Enables the individual who owns technology to have and control their data on 

their devices and on SDK-enabled device, as well as archived on the EverChain 

blockchain. The EverID Datagram provides for portability of the user data en-
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abling a user’s EverID and EverWallet to be accessible on any device.

• Enables the individual who does NOT own technology to use their EverID Data-

gram through Agents devices, SDK-enabled devices, from the archived version on 

the EverChain blockchain.

Example Datagram Unlocks:

• Validate User ID - 1 Biometric Capture + PIN = user identity is valid

• Unlock User ID - 2 Biometric Captures + PIN = user identity is valid and access to 

user demographic data is given

• Medical - 2 Biometric Captures + PIN + Password = user identity is valid and ac-

cess to user Personal data is given

• Change National ID - 2 Biometric Captures concatenated = user identity is valid 

and access to user Private data is given

f. Everest DApps

The Everest DApp and Everest Agent DApp are both based upon code commonly 

used to create cryptocurrency wallets for the Ethereum blockchain. Users with their 

own technology will use the Everest DApp to self-enroll, store and control their Eve-

rID directly. The EverID Datagram will be stored locally, with a backup copy in the 

Everest Supernode IPFS storage array.

For those individuals who do not own their own technology, they can become en-

rolled into Everest by an agent who has a device running the Everest Agent DApp. 

The user inputs all of the same information as if they were self-enrolling on the Ev-

erest DApp, however, they have the assistance of the agent to help them with the 

scanning and data entry, thus solving technological familiarity and illiteracy challeng-

es. The agent will also teach them how to use their EverID and EverWallet. Everest 

agents are compensated per-transaction for both validated new enrollments, and 

the on- going validations against those individuals enrolled.
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The system automatically policies rogue Everest agents by analyzing patterns of 

behavior and flagging unusual behavior. Once alerted, the system will introduce ad-

ditional checks on that transaction and subsequent transactions. Examples include 

multiple agents (who don’t know each other) verifying a suspect transaction, intro-

ducing a secondary verification by another agent on a suspect agent’s transactions, 

and finally removing a suspect agent from the system.

g. Everest Application Programming Interface (API)

Through the Everest API and SDK, the Everest system can integrate with other ap-

plications and devices not directly addressed by Everest’s product offering. Hosted 

in the Everest Supernode is a server instance hosting a RESTful API to the Everest 

distributed computer.

The Everest Client API is a RESTful interface for building client applications. The ca-

pabilities of the API include the following:

• Search for EverID

• Validate, and retrieve EverID

• Create, retrieve, update, and close transactions in EverWallet

The Everest API and SDK are secured by a per-implementation API key and per-part-

ner SDK key.

These two types of keys have a hierarchy, SDK keys have API keys. The SDK requires 

that the SDK implementation key is embedded in the software of the Public Access 

Device (PAD) or software application. The API key can be refreshed which enables 

the prevention of a key hijacking from compromising the system. In the case of a key 

hijack, a new API key is issued to the partner organization, and through the API Man-

agement Portal, updated on uncompromised devices.

SDK implementations, when trying to access the supernodes, are always challenged 

to provide the correct key pair (SDK and API), and if the API key isn’t correct, or 

hasn’t been updated, then the node device has been compromised and is automat-

ically blacklisted from the platform. Blacklisted devices will need to be reinitialized 
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with the appropriate SDK key and API key to regain access to the Everest Platform.

The Everest API is secured through a HMAC (hash-based message authentication 

code) system. Instead of sending over the SDK Implementation Key and API Key, we 

actually send a hashed version of the keys, together with more session information. 

In this manner, we are able to secure the API, validate that the message body has 

not been tampered with, and control the access of disparate devices to the EverID 

Platform.

Through the API, users are able to interact with their EverID and EverWallet on de-

vices that they don’t own, like, fingerprint-sensor enabled ATMs, or facial-recogni-

tion enabled medical tablets. They are also able to use their EverID or EverWallet 

in apps not provided by Everest for services like biometric unlocking, simple user 

onboarding (automated KYC/ AML checks), and medical form auto-fill.

h. Everest Core Smart-contracts

Using the Solidity smart-contract framework for Ethereum blockchains, Everest is 

built on top of five main core smart-contracts:

• EverID Creation and Management

• Everest API Validation

• EverChain Transaction

• Everest Remote Management

• Organizational EverID

EverID Creation and Management - the smart contract used to create and evolve 

an EverID on the platform. This smart contract requires the user’s public key, us-

er’s EverID datagram, the user’s UserName, the user’s Password, and the user’s PIN. 

This smart contract is written to the EverID ID Blockchain and includes a pointer to 

the IPFS Storage Array URIs where the user’s EverID Datagram has been stored, a 

hash of the EverID Datagram for integrity checks, and the creation time as a shared 
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secret.

EverID Validation - the smart contract used to validate EverIDs. Validation request-

scan come from the Everest DApp, Everest Agent DApp, or Everest API enabled app 

or device. Validation requests are written to the EverChain Blockchain and requires 

the user’s public key, a biometric sample, the user’s UserName, and the user’s PIN.

EverChain Transaction - the smart contract used to track identity information use, 

document sharing and ongoing transactions against a user’s EverID or EverWallet. 

Transaction requests for sharing medical information from a user’s EverWallet, for 

example, would record the user’s grant of specific information to another public key 

address of an individual associated with the user’s medical clinic. Transaction re-

quests are written to the EverChain transaction Blockchain and require the user’s 

public key, a biometric sample, the user’s PIN and user’s UserName. The information 

shared, the recipient of the information (through their public key), the length of avail-

ability, and the enforcement of that availability are all recorded.

Everest Remote Management - the smart contract used by individuals who do not 

own their own technology, and are using Agent terminals to manage and update their 

EverID Datagram or EverWallet. Remote Management requests are written to the 

EverChain Blockchain and require the user’s public key, two different biometric sam-

ples, the user’s PIN, the user’s UserName, and user’s Password.

Organizational EverID - the nature of society is that individuals belong to various 

organizational entities. They are citizens of a nation-state, they are residents of a 

city, they are members of a soccer team. All of these organizations may play a role 

in the Everest system. To provide the ability for these entities to exist in the Everest 

system, there is a special kind of EverID called an Organizational EverID. Organi-

zational EverIDs are created with an Organization EverID smart contract template 

entered into by at least two EverIDs. This Organizational EverID smart contract has 

the ability to create an Organizational EverID, which is able to participate in the Eve-

rID system as any other EverID.

Additional smart contracts will be added to the system as the need for additional 

capabilities arise.
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Everest core smart-contract utilization matrix:

i. Ethereum Permissiond and Layer 2 Blockchains

The Everest decentralized identity and transaction platforms are both captured and 

stored in a set of private, permissioned instances of the Enterprise Ethereum block-

chain. The Enterprise Ethereum blockchain is an evolution of the shared ledger sys-

tem underneath the Bitcoin cryptocurrency. 

These permissioned Enterprise Ethereum blockchains run on a Proof-of-Author-

ity mechanism, consensus of transactions rely on pre-approved “sealer” authority 

nodes to seal new blocks in the blockchain. More information about the Ethereum 

Proof-of-Authority protocol, “Clique”, can be found here https://github.com/ethere-

um/EIPs/issues/225.

j. Everest Supernodes

The Everest platform is decentralized, meaning that it is a distributed system that re-

lies on certain centralized services for coordination and bootstrapping. The Everest 

infrastructure is operated on a series of supernodes in the Internet network. These 

supernodes are the host of the centralized services used for coordination of the Ev-

erest platform. These centralized services include: private Ethereum blockchains, 

the IPFS storage array for per-user storage, the Bridge Service to allow individuals 

to transfer their data from blockchain to Everest DApp instance, the Conduit System 

to integrate other systems and data, and the API Server to enable transactions from 

Creation &  
Management

Validation Transaction Remote
Management

EverID created from DApp

EverID created from Agent DApp

Everest API Validation

Everest API Remote Management
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API and SDK-enabled devices.

There is no ability to DDOS the Everest platform as it is decentralized and hosted on 

private infrastructure. All requests are funneled through queueing regulators to en-

sure that there is equal access to services and to mitigate any potentially negatively 

impacting usage or load. Additionally, the ID Token required for most transactions on 

the platform — discussed in depth later — creates an additional financial disincentive 

to attempts to flood the network with spurious traffic.

The Filer service takes care of creating EverIDs in the system and creates a mapping 

between the individual’s UserName, Public Key and PIN. The Filer’s mapping is re-

lied upon for Agents to locate an individual’s EverID Datagram and download it for 

use. The EverID Validator service takes care of validation requests to the system and 

is the first step in nearly all transactions on the platform.

k. Portals

To enable the control of the Everest platform and allow for access to specific ser-

vices, three portals will be operated in the Everest Supernode: API Management 

Portal, Individual Management Portal, and Agent Management Portal. The API Man-

agement Portal enables Everest to issue SDK License Keys and API License Keys to 

participating organizations. It also enables the sharing of development resources to 

include Everest tools like EverID or EverWallet into software applications or embed-

ded devices.

The Individual Management Portal enables Everest users to access the Bridge Sys-

tem to recover their EverID, in the case of disaster or accident.

The Agent Management Portal enables Everest to issue Agent Keys (similar to an 

API License Key) which belongs to a hierarchy under an organization’s Master Agent 

Key.
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l. Bridge System

The bridge system is a special authentication system which, through a series of chal-

lenges and biometric checks, ensures that an individual is the owner of their EverID 

or EverWallet, and should be allowed access to save them to a new Everest DApp 

instance. This is similar in concept to a “restore from backup” service.

m. Conduit System

Through the conduit system, disparate sources of information can be integrated 

into the EverID user space: allowing individuals to incorporate data from existing 

systems into their personal EverID. Examples of this inbound information would 

be national identity registers, healthcare systems, online services, refugee  

databases, etc.
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Token Economy 

The Everest platform leverages the power, transparency and security of the block-

chain to deliver a new economic model. Institutions who want to address the com-

munities in developing and frontier markets need a tool set like those provided by 

EverID, EverWallet and EverChain - verifiable identity, value storage and transfer, 

and transparent account. These tools, when used by our partner organizations, have 

the capability of significantly impacting the lives of billions of people.

To enable this, Everest utilizes both a utility token, the ID, and a credit or stable cur-

rency, the CRDT. The ID unlocks various capabilities of the Everest platform for our 

partners to utilize and will be offered for sale. The CRDT, or “Credit”, is the native 

currency that Individuals and Institutions use to verify identities and exchange value; 

all taking place on Everest transaction protocol, EverChain.

a. ID Token 

ID is a utility token enabling access to the network and a myriad of applications and 

services that are the conduit for every exchange of value in the economy. Varying 

levels of access to network resources are granted to the holders of the ID Tokens. 

For example, institutions need to stake varying large amounts of IDs to gain tiered 

levels of access for a limited amount of time (i.e. SDK, API, etc.). They will also be 

required to hold additional amounts of IDs for functions like market-specific appli-

cations (medical records, land title, voting eligibility), aggregated data, anonymous 

geographic market research, credit scores, smart contract functionality beyond sim-

ple cash transfer, etc.

Additionally, a user may need to stake 1-100 IDs in their wallet if they want to send 

(not receive) remittances or payments from the platform. Since the atomic-level of 

any economy is identity verification, upon which all value transfer is possible, institu-

tions will be highly incentivized to hold ID Tokens.
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Holding ID Tokens    

Institutions that wish to access the various applications in the Everest economy or 

operate Observer/Transaction Nodes will require the holding of 1,000 to 250,000 

IDs, (depending on the size of the institution, user base, access to higher service lev-

els, intended use, etc.) in their EverWallet. Such a construct will allow banks, govern-

ments, NGOs, hospitals, rewards programs, and other large organizations to have 

tiered, time-based access to the network and applications.

To most large organizations, the purchase of IDs will be classified as a non-recurring 

engineering expense or a setup fee, both of which they are accustomed to. The in-

herent benefits of biometric verification and deduplication provided by EverID, com-

bined with the transparency and definitive delivery of EverWallet, and cryptograph-

ic security and immutability of the EverChain blockchain will reduce the leakage in 

cash transfer for institutions. Purchasing and holding ID Tokens is required for insti-

tutions to access these benefits.

Holding ID provides differentiated levels of access based upon the amount of ID to-

kens maintained in the holder’s EverWallet but there is no requirement to hold ID to 

receive value on the Everest platform. ID Tokens are only required to send value or 

create transactions. Like all economies, the higher levels of data, complexity, visibility 

and targeting require a larger stake, up to 250,000 IDs.

b. CRDT Token

By selling ID Tokens, EverID will raise capital to establish a “Credit”-based economy. 

The CRDT — the stable currency of the Everest ecosystem — will be used as a digital 

credit or currency that allows institutions and end-users to purchase services and 

applications on the Everest platform and the aforementioned applications. CRDTs 

will be spent to interact with an individual’s identity, similarly to the way Ether (ETH) 

is spent to acquire collective computing on the Ethereum blockchain.

Basic operations on the Everest platform will require the spending of CRDT and the 

holding of ID Tokens, thus contributing to its value. CRDT will be held in the Ever-

Wallet within the Everest DApps, in Everest Agent DApps, or in the Everest account. 

ID Tokens will be held in the EverWallet of  Everest DApps, in Everest Agent DApps, 
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in the Everest account, or in a compliant Ethereum wallet.

In the process of institutions paying for identity verification, sending of money, man-

aging of documents, etc., Everest will earn revenue in US dollars or other liquid cur-

rencies, which will be converted to CRDT tokens. Everest will initially peg the CRDT 

to the US dollar ($). Each CRDT is equal to USD $0.01. In the future, the CRDT may 

be pegged to a basket of stable fiat currencies or commodities, or simply evolve into 

a stable token itself.

The goal of pegging to a known and accepted fiat currency is to achieve stability, li-

quidity, and transparency. Everest will collect revenue in US dollars, and convert them 

into CRDTs; that is to say, transaction fees are in CRDTs, but at a guaranteed fixed 

amount of equivalent USD due to the peg. Revenue comes in the form of institutions 

that pay for identity verification, sending of money, management of documents and 

subscriptions to a hosted eGovernment platform. 

The CRDT distribution and usage cycle creates a circular economy within the Eve- 

rest platform helping to propel additional use. Each EverID enrollment, verification, 

update, or EverWallet transaction will require the spending or holding of CRDT. 

When validations are conducted against an individual’s EverID by institutions like 

telecommunications companies, banks, governments and NGOs, a percentage of the 

transaction will be remitted to the individual in the form of CRDT. In this way, the 

individual is directly benefiting from participation in the ecosystem. Furthermore, a 

percentage of the earnings will be given back to CRDT users depending on activity in 

the network. For example, if Everest earns $10 million in a month, 10% or $1 million 

worth of CRDT tokens will be given to Users who were verified, sent money, man-

aged docs, etc. (commensurate on the amount they participated in those network 

activities).

An example of the market for identity verification can be found in India, where iden-

tity authentication costs $0.015 to $0.077 per /verification; as of February 2017, 

there were 16 million verifications per day, and currently averaging 139 million per 

month of the roughly 1 billion identities. Over $3.3 billion dollars has been sent over 

such a platform, reducing leakage and fraud and increasing payouts by 12-20%. Ev-

erest will offer similar services and share in the savings. If an NGO or bank transfers 

$1 billion to 100 million users, the Everest platform will save the NGO or bank $120-

$150 million (based on the 12-15% increased payouts being seen in India), and Eve-
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rID will earn a good percentage (i.e. 30% or $45 million) of the transfer savings. Sim-

ilarly, managing documents for institutions, like governments, banks and hospitals 

requires storage, conditional access and permissions, and all services which institu-

tions pay for (i.e. a health agency in a given country will pay USD $100s of millions for 

such a platform).

In the future, Everest may engage in micro-financing by loaning CRDT. The combina-

tion of financial services on smart contracts with biometrically verifiable and trace-

able transactions establishes Everest as the standard in user-centric identity that is 

able to bridge to existing institutions. In offering a stable form of exchange and pay-

ment, Everest will alleviate the concerns and hassles that many users face in emerg-

ing economies, will avoid the volatility of non-pegged cryptocurrencies, and will be-

come a form of stored value in many parts of the world. End-users’ CRDT tokens may 

be redeemable by Everest into mobile data or other utilities in the future.

Incentivized Viable Economic Model  

CRDT tokens will be distributed to contributors of value in the network (like Agents, 

Users, etc.), incentivizing engagement, development, promotion, and adoption. Ever-

est agents will be compensated based on valid registrations of individuals, and a sub-

sequent portion of those individuals’ validation earnings. Users will be compensated 

for verifications made upon their identity, and other services (e.g. cash transfer); and 

furthermore, Everest is partnering with organizations to deliver additional income 

opportunities. Where possible, the CRDT will be tradeable into local currency or cell 

phone minutes to provide support for universal basic income.

End-users do not need to own ID tokens to receive value as a consumer on the net-

work. Transactions can only be done in CRDT credits/currency, and incentive re-

wards are based in CRDT. For example, when a consumer registers and opens an 

EverID wallet, EverID could deposit 10 CRDT into their wallet. When they validate 

their ID, they could get another 10 CRDT, when they invite a friend who signs up, 

another 10 CRDT, when they consume content, generate value data, take education 

and certification classes online, get a health checkup, apply for credit, etc., they earn 

CRDT. CRDT is currently pegged to the USD and can be used to transact on the net-

work or can be cashed in for fiat less a transaction fee.
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Each CRDT will effectively carry a smart contract to share profit to users and the 

Identity Network foundation. As such, the network will be self-funding, users will 

have incentive to participate, which will grow as the number of users and resulting 

transaction value increases.

At the outset, Everest will produce applications for refugees, protection of women 

and children and micro-financing. For refugees, Everest is enabling civil registration 

and conditional cash transfer with demand being pulled from Everest’s partner orga-

nizations. For protection of women and children, Everest will leverage the biometric 

registration of family members to facilitate the screening of girls and women to pre-

vent human trafficking. For microfinancing, Everest plans to integrate EverID as an 

Identity Provider in the Gates Foundation’s Mojaloop framework, to promote finan-

cial services for the unbanked.

Everest expects to expand the economy to provide money exchange, currency remit-

tance, and other financial services to Everest users. These services are controlled by 

varying regulations per jurisdiction or country, and those regulations and the asso-

ciated requirements for licensure or registration will be satisfied by Everest prior to 

engaging in the regulated activity.
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Roadmap and Traction 

Everest has commitments from UN agencies, banks, insurance data aggregators, and 

governments to roll out in excess of 3 million EverIDs in the next year.

May 2016
Everest Concept

June 2016
Everest Founded

June 2017
Development of

Proof of Concept
starts

July 2018
Testnet live

(token, ID+Wallet
DApp, blockchain)

June 2018
Whitepaper

published, project
announced

March 2018
Participated

in UN Agency's
accelerator program

October 2018
Everest 1.0 goes live

(token, ID+Wallet DApp
blockchain, admin
console, and API)

December 2018
Identity Network
foundation (INF)

target completion

March 2019
Everest 2.0

(multi-currency
wallet, API integrations)

October 2019
Everest 4.0

(money transfer
& banking licenses,
and SDK available)

June 2019
Everest 3.0

(blockchain speed
enhancements and smart

contract infrastructure
available to partners)

January 2018
Exits stealth mode

demonstrates
Proof of Concept
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Financial Partners

Operational and Humanitarian Partners
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Team

Everest is made up of an experienced team with multiple successful IPOs, acquisi-

tions, and startup and blockchain projects behind them. 

Brad Witteman

Co-Founder and CEO

GM, BitTorrent, Partner Kai Labs (blockchain 
consultancy), CEO & Co-founder VelocityBits, 
Strategy & Biz Dev DivX, CEO Skyclix, leads teams, 
2 IPOs, 2 acquisitions.

Gautam Ramnath

Partnerships

International consultant to Gates Foundation; 
Business Development at Global Alliance for 
Improved Nutrition; VP Ops at Millennium 
Challenge; Project Director at US State Dept., 
Tunisia.

Brad Witteman

Co-founder & Chief Product 
Officer

Senior positions at BitTorrent & Emergent 
(DAOstack); Chief of Product, Moby (blockchain 
DAPP for health records); Sr. Director Product; 
DivX, CTO Skyclix.

Tyler Frost

Operations

Blockchain evangelist passionate about financial 
inclusion & biometric tech; VP of Business 
Development & ICO advisor at Shipchain; Director 
of Blockchain operations at Diamond Fortress 
Technologies; President of Coinosophy.

Joseph Morris

Marketing

Blockchain-enthusiast focused on application and 
implementation; Executive at Bitcoin Bravado; Head 
of Market Analysis at Coinosophy; Senior Associate 
at Grant Thornton LLP; Managing Partner, The Ilios 
Group.

Mike Kail

Chief Technology Officer

CIO & SVP of Infrastructure at Yahoo!, VP of IT 
Ops at Netflix, 25+ years of technology executive 
leadership with specialties in security & network 
infrastructure, cloud architecture.



31Everest Whitepaper

Aya Miyaguchi

Executive Director  
Ethereum Foundation

Executive Director: The Ethereum Foundation. 
Leads Ethereum’s day-to-day operations. Managing 
Director of Kraken; Founder of Japan Blockchain 
association; Cofounder of Table For Two; NPO to 
tackle poverty and obesity.

President Toomas 
Hendrik

Former President of Estonia

Led sovereign govt. deployment of social services on 
a blockchain, with data exchange between multiple 
agencies.

Chris Wilson

Founder: Water and Healthcare 
Foundation

Business consulting, financial services, and 
operational executive focused on humanitarian 
service delivery in the developing world.

Atsushi Taira

Managing Director  
of Mistletoe

Venture capital executive with broad operational 
experience developed at Softbank, Brightstar, 
Yahoo! Japan, DoCoMo, and Coca-Cola.

a. Advisors

Amry Amanah

Engineering

Broad based full stack engineer with deep 
experience in network security, devops, machine 
learning, and data analytics.
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Dr. Virgil Griffith

Ethereum Foundation;  
Co-author of Casper

CTO, Backbone Technologies; OnionLink; Santa 
Fe Institute; Lead Dev, Toroken cryptocurrency; 
CalTech.

Dr. Alfred Watkins

Chairman at Global Summit

Chairman of Global Summit 23 year veteran of 
World Bank. Serving on the Governing Council of 
the UN Technology Bank for the Least Developed 
Countries (LDCs).

Greg Horowitt

Advisor to UCSD  
and Stanford University

Kauffman Fellow; Co-Founder Global Connect at 
UCSD; Berkshire Hathaway; Innovation Ecosystem 
Architect; Author of “The Rainforest”.

Jordan Greenhall

CEO at Neurohacker 
Collective

Founder & CEO of DivX; SVP of MP3.com; Santa Fe 
Institute; Harvard Law.

Ambasador Jamal 
Khokhar

Former Chief of Staff,  
Inter-American Development 
Bank

CIO & SVP of Infrastructure at Yahoo!, VP of IT 
Ops at Netflix, 25+ years of technology executive 
leadership with specialties in security & network 
infrastructure, cloud architecture.

Wilson Choi, CFA

Founder FundV & Beam Capital

Venture capitalist invested in 20+ blockchain & 
Internet projects, including crypto-exchanges 
Quoine, EXX, Coinsuper etc. Former HSBC 
derivatives dealer.



33

Financing

Everest’s Token Sale is designed to minimize investor risk, and deliver stability for 

individual users and institutions that partner with Everest. The ID Token will initially 

be sold through a SAFT agreement, and four pre-sale rounds.

Everest will issue a total of 800,000,000 Tokens. 37.5% of IDs will be allocated for 

Everest strategic partners, team members, and advisory board members. 24.5% of 

IDs will be held in a reserve, allocated for future employees, other value exchange 

and future sales.

38.0% of IDs will be allocated to these rounds of financing raising roughly USD $20M 

(including 7,000,000 IDs for the Bounty campaign).

Everest is raising up to $2m in Seed funding to support its first months of operation 

(including reaching its pre-sale, beta version of the Everest stack, and growing stra-

tegic partnerships) by selling IDs at a discount of up to 50% the targeted pre-sale 

price. Part of the Seed fund will be used in the project for product development, in-

tellectual property protection, product integration and customization for trials, per-

sonnel, travel, and general business expenses.

The pre-sale rounds are intended to be used to raise proceeds for Everest to set 

up its infrastructure, build its network, contract with vendors, service providers and 

strategic partners, and issue its tokens in the pre-sale. The anticipated use of funds is 

as follows: customer acquisition, infrastructure costs, engineering and integrations, 

regional rollouts, sales and marketing, as well as legal licensing and operations.

The proceeds will be used to expand the network and network applications. ID To-

kens will be distributed within a month after the end of the Token Sale.

Everest Whitepaper
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Use Cases

For the unverified, the issue of identity is a daily problem. The applications for 

a device-free verification system extend beyond simple financial transactions 

and have tangible, real-world impact on the quality of life for billions of people.  

Case A: Identity Verification for healthcare and food assistance

Access to healthcare and the distribution of food assistance are both examples of a 

need for an infallible verification method that has to be concluded quickly and with-

out the need to own a device in order to receive the benefit.

Everest will allow registered users to scan themselves and enter their PIN. They will 

be validated against the EverID blockchain and the record will become available to 

the clerk or admin. This can also include the retrieval of records and status to ensure 

accuracy.

Once the user has been verified, they will be able to receive the service or assistance. 

When the transaction or procedure is completed a record will be added to Everest. 

Here you can see how Everest facilitates global concerns such as vaccinations.

Institutions, government organizations, and commercial enterprises are designed 

to create value and develop solutions. However, they are risk-averse. Reducing risk 

through verification allows for unprecedented economic growth in emerging mar-

kets.
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3 EverID coordinates with local bank
or supplies $$ directly.1 Homeowner or Developer

wants $$.

Land

2 Surveyors & Valuers input
property data to blockchain
platform.

4 Agent attaches user’s biometrics
to land title, property data and
contract.

Agent

6 EverID or local bank
supplies $$ to Homeowner
or Developer.

5 EverID App saves immutable user,
property contract data.

Homeowner or Developer ID verification and land tile enrollment into EverID. 
Provide transaction services to Homeowner of Developer." 

Instead of "Give ID storage to Non-profit. Sell verification & financial transaction services.

Land

Bank

1 Agent sells insurance with app, 
registering ID, collecting money
& giving Anna a smart contract
tied to her biometrics.

2 Insurance CO, collects premiums,
along with smart contract info.
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User
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Hospital

4 Agent & Anna recieve confirmation 
that premium has been paid 
digitally or in fiat.

SERVICE

Give ID to Non-profit. Sell verification & financial transaction services.

Insurance
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Case B: Value Enrollment Platform

Transfer of value always comes with inherent risks of fraud or a dispute of owner-

ship. Identity verification reduces the likelihood of this and makes organizations able 

to invest in projects in emerging markets.

With Everest, valuable items such as property can be registered on the blockchain 

by surveyors or valuers. Financing for the value can be sent to the user directly from 

the financial institution. Biometrics and identity data will be attached to the deed of 

ownership and added to the immutable ledger of the blockchain.

This process enables purchase agreements between markets and individuals with 

varying verification and authentication infrastructures, such as purchasing land in a 

developing nation.

3 Everest coordinates with local bank
or supplies $$ directly.1 Homeowner or Developer

wants $$.

Land

2 Surveyors & Valuers input
property data to blockchain
platform.

4 Agent attaches user’s biometrics
to land title, property data and
contract.

Agent

6 Everest or local bank
supplies $$ to Homeowner
or Developer.

5 Everest App saves immutable user,
property contract data.

Homeowner or Developer ID verification and land tile enrollment into Everest. 
Provide transaction services to Homeowner of Developer."

Land

Bank

1 Agent sells insurance with app, 
registering ID, collecting money
& giving Anna a smart contract
tied to her biometrics.

2 Insurance CO, collects premiums,
along with smart contract info.

Insurance
SELL

Insurance

3 Insurance CO, collects premiums,
along with smart contract info.1 Anna gets sick,

goes to hospital.

User

2 Doctor at hospital attests
that Anna is sick & 
«cryptographically sign»
w/her boimetrics

Hospital

4 Agent & Anna recieve confirmation 
that premium has been paid 
digitally or in fiat.

SERVICE

Give ID to Non-profit. Sell verification & financial transaction services.

Insurance



37Everest Whitepaper

Conclusion

Everest has created a comprehensive value delivery and data management solution 

based upon four core technologies:

• EverID, a user-centric, self-sovereign identity system that is designed to bridge 

the digital and physical worlds through individual biometric identity. Each indi-

vidual identity and each transaction are recorded into a durable, permanent, au-

ditable storage system powered by private Ethereum blockchains and an IPFS 

Storage Array. Everest will continue to add biometric identification methods to 

EverID as the capabilities of mobile terminals change. EverID allows individuals 

to be in control of their identity information, how that identity information is used, 

and by whom. 

• EverWallet, leveraging EverID as the definitive source of identification of the in-

dividual, provides value exchange and document storage to anyone, without re-

quiring them to own technology. Able to hold vouchers for goods or services, as 

well as currencies, denominated in USD-pegged CRDT tokens ensures that the 

value oft he items remain stable during and after delivery.

• EverChain, a private, permissioned instance of the Enterprise Ethereum block-

chain is the robust transaction system that records all of the value transfers, iden-

tity verification, API transactions, and activity on the Everest platform.

• Everest Supernodes host the centralized resources needed to operate the Ev-

erest Platform, which ensure that the individual’s information is always available 

and backed up and that the platform is able to interact meaningfully with external 

resources.
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Decentralized computing, biometrics, mobile devices, and wireless networks are suf-

ficiently mature to already support widespread adoption. Decentralized computing 

is a viable store of value and, due to the creation of Bitcoin and Ethereum, can be 

used as an application platform and the foundation of other solutions. Mobile devic-

es have increased in capability to the point that local biometric systems can be used, 

and the processors are able to calculate cryptography sufficiently quickly to handle 

the associated tasks on demand.

The Everest protocol and platform have been purpose-built to instantiate the Prin-

ciples of Identification for the Sustainable Development Goals, and build a scalable, 

robust and equitable economy for the planet.

Everest Whitepaper
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Addendum II: Glossary 

Biometrics - the measurement and analysis of unique physical or behavioral charac-

teristics of individuals (such as fingerprint, voice patterns).

Blockchain - a Merkle signature schema invented to record the Bitcoin cryptocur-

rency transactions. It is an unalterable transaction ledger that acts as the source of 

trust in that system. Other innovations on top of the blockchain include Smart Com-

panies, Smart Contracts, and DApps.

DApp - decentralized application delivered from a distributed (peer-to-peer) or de-

centralized network, rather than a centralized server infrastructure.

Distributed Computer - a computing infrastructure that is dynamically created from 

a series of peer-to-peer nodes running the same software.

Ethereum - the base blockchain technology underlying the EverID stack. It is a prov-

en, trusted open-source system which is built by a highly-engaged distributed orga-

nization and which has a vibrant developer community.

IPFS Interplanetary File System https://ipfs.io 

Public/Private key pair - the cryptographic set of keys used to identify users and to 

secure transactions on the blockchain.

Smart Contract - program on the blockchain which enables for the automated com-

pletion of transactions based upon conditions, prerequisites, or user actions.

Solidity - the smart contract framework within Ethereum, containing code which 

runs within the Ethereum Virtual Machine contained in the Ethereum wallet.

Token - currency in a distributed application ecosystem stored in wallets.

Wallet - a decentralized software application that can address a cryptocurrency 

blockchain to transfer cryptocurrency. Includes a user’s Public/Private key pair.
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