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Abstract 

Over the past ten years, the amount of data produced has grown 

exponentially, and the trend is expected to continue. As a result, collecting, 

processing, analysing, and exchanging data in an efficient and accurate rate is 

becoming increasingly difficult. This is not only inefficient, it’s down right 

expensive. 

In fact, poor data quality costs the United States over $3 trillion each year 

alone. To make matters worse, data security has become a major point of 

concern as illustrated by security breaches and misuses of personal data 

among firms such as Yahoo, Equifax and Facebook. It’s difficult to not to 

conclude that there is a clear need for a solution that incentivizes and allows 

users to claim their digital rights back. 

Even without considering the cost of poor data quality, the data currently 

generates (2017) an estimated annual value of $208 billion. By providing a 

solution that addresses the accuracy, reliability and security of the data 

market while providing more efficient and reliable distribution channels, we 

see an enormous opportunity to disrupt the data industry. 

This whitepaper presents Creditor Data Platform — a decentralized, 

blockchain-based, ecosystem that creates a transparent exchange of data 

between provider and purchaser. Our aim is to create a virtuous cycle by 

democratizing personal data and revolutionizing the way data is currently 

collected, processed and exchanged. This empowers individuals with greater 

control over their data (i.e. the ability to control, trace, and be rewarded for 

sharing their data) and end users of data (e.g. profit seeking enterprises, 

non-profits, and researchers) with better material to analyse, and ultimately 

individuals’ better products, services and solutions to problems that have yet 

to be resolved.  

In short, such a personal data marketplace solution gives the opportunity to 

receive a reward for providing personal information, to access the authentic 
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verified information, and for businesses to mitigate risk against poor and 

faulty data. 
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Executive Summary 
At present,the quantity of global data is growing exponentially.  Data 

production is projected to be 44 times greater in 2020 than in 2009. The 

International Data Corporation forecasts worldwide revenues to exceed $210 

billion by 2020. 

As a result of this explosive growth, major problems have arisen both for 

individuals who use the internet daily and for organizations who attempt to 

collect, mine and monetize the billions of data points. 

Trust is a major problem in regards to data for individuals and organizations 

alike. Individuals do not trust the storing and usage of their personal data, 

and corporations do not trust the information they collect for sound decision 

making.  

At Creditor Data Platform, we see three primary issues impacting individuals 

around trust. 

Security 
Well known data breaches like the 2017 Equifax event, or the 2014 Yahoo 

breach have raised the question of how secure are the centralized data silos 

that are operated by major corporations. This raises the question that, if the 

data was stored on a decentralized blockchain it would make breaches 

impossible due to the distribution of data. Estonia is already experimenting 

with blockchain to secure citizen information through a program called 

e-residency. 
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Data Usage 
In light of recent Cambridge Analytica scandal,there has been a growing 

concern that personal data is being used for malicious intentions. A 

philosophical question rises from this component, do individuals have the 

right to know how and who is using their data? Currently individuals have no 

insight into who, how, when, and for what their data is being used for.   

Ownership 
At the core of the problem lies the question of who owns the data. Should 

ownership be assigned to the organization that collects it, or do individuals 

have an intrinsic ownership of their data? This problem has begun to be 

addressed through regulation like the General Data Protection Regulation 

(GDPR), which requires companies to request consent and that request must 

be given in an “...intelligible and easily accessible form.” In addition, 

withdrawing consent should be just as easy and simple. This will continue to 

provide complications for corporations as data creation will only continue to 

grow. 

Major problems that exist for corporations and 
other data buyers/aggregators is around the trust 
of the data they are collecting: 

1. Financial Drain. On average $3.1 Trillion dollars is wasted annually on 

poor data quality. This is due to something called Hidden Data 

Factories, where knowledge workers are spending time and effort 

performing correctional tasks to update, improve, and correct data. 

This is a massive financial drain for companies in productivity, and 

wasted labor costs. 
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2. Data Inaccuracy. This can happen for various reasons but mainly we are 

focused on deliberate errors. Individuals enter incorrect information 

purposefully to obtain a certain benefit. The only incentive right now 

that individuals have in sharing their data is the ability to access a 

service. For example, people will share their data with Facebook in 

order to participate and be part of the network. In a recent study 33% 

of business leaders did not trust their data to make sound and accurate 

decisions (operational, marketing, financial, etc). 

Creditor is creating a universal decentralized data marketplace solution to 

work flawlessly together with individuals and organization on the Ethereum 

blockchain leveraging smart contract technology. 

Key Players in the proposed ecosystem: 

● Data Owners — individuals willing to share and sell their personal data 

for a monetary reward; 

● Data Verifiers — nodes selected and vetted by the Creditor’s 

masternode until the first 100 verifiers in the system to verify accuracy 

of data, in order to provide quality data to Data Buyers, then Data 

Verifiers can accredit all next verification nodes to join the system; 

● Data Buyers — organizations and entities seeking to purchase data on 

individuals or target groups. 

Core components of the Creditor platform: 

● A decentralized storage system provided by Storj.io to allow Data 

Owners to secure their personal data safely and anonymously. 

● A decentralized marketplace where Data Owners can monetize their 

data and data buyers can trust the accuracy and quality of that data. 

● Data storage and sharing is paid for by CDPT token. 
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● Creditor will have data verifiers to ensure that the data shared is 

accurate and of quality. 

● These data verifiers will be paid for by CDPT token. 

Creditor will build its own blockchain to handle storage and sharing and to 
provide infinite scalability for future use. 

Data Sharing/Security and Monetization 

Everytime a Data Owner shares personal data on the blockchain, they will 

have a 100% transparency and control into how, when, who, and what their 

data is being used for. 

Data Owners will be able to store, share, and retrieve their data at their 

discretion. The distributed storage of personal data will prevent breaches and 

create trust in the Creditor platform.  

Data Owners who share their personal data in the marketplace will receive 

compensation for usage.  

Data Verification and Trust  

Data Verifiers will serve as nodes in the marketplace to ensure that all data 

being shared is accurate and of quality. 

Nodes are paid in CDPT token. 

This Data Verification System provides data buyers with the trust that data 

purchased is accurate and of quality. *This is a primary element in the 
Creditor ecosystem as no other competitor platform has the ability to do this. 

Data Buying Decentralized 

Blockchain provides a solution that benefits Data Owners and buyers alike by 

delivering trust to both parties.  
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Third party developers will be able to create apps and marketplaces on top of 

the blockchain. 

Business Model: Creditor will take 10% transaction fee on the data 

buyer side for every project filled in the marketplace. 
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Business Overview 

Significant Problems Facing Individuals and Corporations: Trust, 

Security, Ownership 

The data industry has grown at an unprecedented rate and is projected to 

grow at an even higher rate in the coming years. We as humans are currently 

producing 2.5 quintillion bytes of data daily. This will only increase 

exponentially as currently it is estimated only half the world’s population has 

access to the internet. 
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Quick Facts 
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Big Data Market Revenue 
(2015-2020) 
 

 

 

Revenue is not slowing down as more and more people continue to have 

access to the internet. As the data universe continues to double so will 

revenues for private organizations and corporations.  

Despite the super high growth of the data industry, there are three major 

problems faced by individuals and corporations: 1) trust, 2) security, and 3) 

ownership. 
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Trust Problems In Global Data 
Over the recent years there has been a corrosion of trust around data 

between individuals and organizations. In light of recent events (Equifax, 

Cambridge Analytica, Yahoo) this corrosion has been accelerated and 

individuals are questioning more than ever whether they can trust centralized 

data silos and how corporations are using their data.  

On the corporate side, there is a growing distrust over the quality and 

accuracy of user data. Individuals will provide false or inaccurate information 

just to receive or partake in a benefit. In a recent study 1 in 3 business leaders 

do not trust the data they are using to make sound decision. This can be for a 

variety of reasons like faulty, ambiguous, or incomplete data. 

There are a few major problems regarding trust 
that individuals and corporations face in today's 
global data ecosystem: 

1. Currently the use of individual data is controlled by a central authority 

with no transparent insight to the individual on how, when, for what, or 

who is using this data. There is no solution in the marketplace currently 

that allows individuals to track the usage of their personal data. It’s 

being resold, mined, and used for various different purposes to 

influence decision making and to create deep consumer profiles. In the 

infamous case of Cambridge Analytic, a firm scraped and mined 

information about Facebook users to influence a political outcome. 

2. It’s expensive for corporations to audit, verify, and correct data they 

receive from individuals. This effort costs $3.1 Trillion in the U.S. alone. 

Most of this work is performed by knowledge workers who require 

quality data to provide accurate predictions. Individuals are not 

incentivized to provide accurate data and therefore corporations in 
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many cases receive incorrect or faulty data in exchange of service to the 

individuals. Many people create a “spam” or “fake” email account to 

sign-up for services in order to not share their data. This behaviour has 

created a distrust amongst business leaders in making sound decision.  

There are hundreds of millions of people that need a solution to track the use 

of their data. And there are millions of data buyers and collectors who need a 

solution to receive quality, complete, and accurate data. 

In order to build global trust for individuals and corporations alike, we need a 

universal system that provides individuals with transparency into the usage of 

their data, while simultaneously providing corporations with quality data. The 

decentralized data marketplace in Creditor will accomplish transparency for 

the individuals, and provide quality and trustworthy data for corporations. 

Security Problems In Global Data 
Over the past couple of years the world has seen the biggest data breaches 

in history. A couple to note are Yahoo, Equifax, Adult Friend Finder, JP 

Morgan Chase. A malicious actor with sufficient access or an attack on a 

centralized database is reliant on the security infrastructure of the 

administrator.   

1. In the last eight years hundreds of millions of individuals have had their 

data compromised in cyber attacks. In most cases it’s email and basic 

info, but in the case of Equifax it was extremely sensitive information 

like social security numbers. The problem with a central database is that 

once it’s compromised, an attacker has the ability to copy all of the 

information stored there. 

2. For corporations these breaches result in a major financial loss in 

lawsuits, fines, and an overall tarnish of the brand name. It could also 

be argued that these events significantly add to the corrosion of 

distrust in corporations securely storing sensitive data. 
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Storing sensitive data on an encrypted blockchain like Storj will eliminate the 

risk of data being compromised. We expect once we reach critical mass that 

corporations will use a solution like Creditor to house and potentially re-sell 

their user data with consent from users.  

Ownership Disputes In Global 
Data 
Data ownership and consent to data usage has been on ongoing dispute. 

Certain regions - like Europe, have begun to push toward regulation to 

address these issues. 

1. For individuals the knowledge and understanding of consent and 

ownership of data is murky. Corporations have wrapped consent and 

ownership into lengthy, wordy, and extensive documents like Terms of 

Service and User Agreements. Individuals are forced to accept these 

terms if they want to benefit from the service or participate in a 

network. 

2. For corporations growing regulation around data usage and ownership 

could make it difficult for web services to continue operating. We saw 

the passing of GDPR which inflicts hefty fines on companies who violate 

this law. The minimum fine being $20,000,000 or 4% of gross revenue 

depending on which is higher. While companies like Google, 

Facebook, could continue to operate and view the fine as a cost of 

doing business, there are thousands of smaller companies that this is 

detrimental to. 

A solution built on the blockchain where individuals can grant consent in a 

clear and intelligent way could prove to be a solution to act according to 

regulation. Individuals will have full ownership over their data where they can 

dictate the exact terms on how a data buyer can use their data.   

18 



 

Creditor Data Platform 

 

Creditor’s Solution  

Decentralized data marketplace solution based on 
trust between individuals and corporations 

We are creating a decentralized data marketplace on the Ethereum 

blockchain leveraging smart contract technology. The marketplace solution 

connects Data Owners with data buyers. Data Owners will be able to share 

their data with any data buyer. A main component of our solution is a data 

verification system that ensures accuracy and quality. This verification process 

will significantly reduce costs for data buyers. 

Creditor is on a mission to: 

● Develop a global decentralized marketplace for tomorrow's global data 

industry. 

● Make it easy for corporations and companies to comply with regulation 

through clear consent from individuals. 

● Reduce faulty data costs by at least 30% through our data verification 

process. 

● To provide a basic income mechanism for individuals who agree to 

share their data. 

● Securely store personal and sensitive individual data. 

● To provide a marketplace for anyone to access data they need. This is a 

unique opportunity for humanitarian, non-profit organization, and 

research institutions to access quality data at low costs. 
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To put it simply, our mission is to develop and deploy the best decentralized 

data marketplace that provides verified data, secure storage, audit trail of 

data usage, and a basic income for Data Owners all over the world.  

Creating Trust in a Data 
Marketplace based on 
Blockchain 
Building a trustworthy data marketplace is difficult 
because: 

1. Providers have to trust buyers that shared data will not be used 

maliciously. 

2. Buyers have to trust that the data they are buying is accurate. 

3. Providers have to trust that buyers will pay and act according to the 

licensing terms. 

4. Buyers have no incentive to act ethically with the data they acquire. 

5. Buyers can resell the data unbeknownst to data sellers thus creating a 

secondary black market for data. 

6. Providers have no incentive to provide accurate data. 

Creditor data marketplace will be transparent and secure for providers, and 

provide trustworthy verified data to buyers. Blockchain solution provides an 

audit trail of who and how a provider’s information is used, and for buyers it 

provides and audit trail of verification. All transactions for data purchases will 

take place on the blockchain providing guaranteed payment to providers 

upon acquisition of personal data. Furthermore, the blockchain solution will 
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permit buyers to only use the data according to the licensing terms set forth 

in the smart contract. 
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How It Works? 

Data Submission 
A Data Owner will be able to submit their personal data. This data can range 

from social media info, browsing history, email communication, health data, 

IoT data, transactional data, and much more. Once the data is submitted it is 

then verified by selected and vetted Data Verifiers. These Data Verifiers have 

access to partial data for a limited time and have to collaborate with other 

Data Verifiers to verify the data. This reduces the chance of a single malicious 

Data Verifier. are then rewarded with CDPT and can reject or accept the data 

as true. If the data is accepted as true, it is stored on a decentralized cloud 

storage system provided by Storj.io. 

Data Purchases 
Data buyers can submit projects to the marketplace. A project represents a 

request for a specific type of data or data points about a target group. The 

submitted project is matched with a set of Data Owners. Data Owners are 

then notified of the project and can choose whether to participate or not. 

Only Data Owners whose data was accepted as true by the Data Verfiers will 

be notified. This is what’s unique about the Creditor platform, data buyers 

can trust that the information is accurate and of quality because of this 

verification process. Data buyers will have access to participants data only in 

the manner dictated in the smart contract. Participants will have full 

transparency through an audit trail of data usage. 

Data verification and transparency are the core of creating a trusted 

marketplace between individuals and organizations. The blockchain provides 

a reliable and scalable solution for both of these core elements.  
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Likelihood of Fraud Amongst 
Data Verifiers 
Data submitted to the marketplace by providers will be sliced into small 

pieces with logical linking to help verify with best accuracy. Data Verifiers will 

not have access to all needed logical info in order to prevent fraudulent acts. 

Data Verification At Scale 
The goal is to optimize the algorithm by allowing physical data verifiers to 

develop automatic algorithms for their own software with open API. They in 

turn can provider it to other data verifiers for installation through our dApp 

store. The idea is to collect a lot of information and aggregate scoring 

algorithms that were developed by data verifiers to build one massive AI data 

verification system. 

Offering Decentralized Secure 
Storage For Data 
After Data Owners submit their data: 

● It will be stored securely on Storj.io. 

● They can retrieve it whenever they want. 

● Sell their data safely at their discretion. 
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How It Works? 
Data Owners will submit their personal data of choice into the ecosystem. It 

will be passed on to our Data Verifiers. Once verified it will be submitted to 

Storj.io for secure cloud based storage. This data will be stored NOT in a 

central data silo but distributed amongst thousands of storage nodes 

mitigating data breaches by malicious actors.  

Data Owners will be able to access and retrieve their data. They can also 

consent to share and sell their data to data buyers. Data buyers will have 

access to the data through Storj.io. 

Storj.io 
Storj.io is one of the best decentralized cloud storage systems available on 

the market today. The current market cap for Storj is over $160 billion and 

their token is trading at $1.18. Everyday they serve hundreds of thousands of 

happy customers.  Creditor has secured a partnership to provide storage to 

all Creditor users.  

Ownership In A Decentralized 
Data Marketplace 
By data buyers using the Creditor platform they can rest assured that they are 

abiding by the GDPR rules and regulations. The Creditor platform removes 

the haziness and murkiness around consent from Data Owners. Furthermore, 

consent withdrawal is built into the contracts between Data Owners and data 

buyers. When Data Owners agree to participate in a submitted project, they 

are consenting to the use of their data for a certain period of time. The period 

of time which they agree to their data being used is set forth in the smart 

contract. Upon the expiration of the smart contract the consent is 
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automatically withdrawn from the data buyer and they no longer have access 

to the data. 

The Creditor platform clearly defines who owns the data, consent, and the 

length of the contract on which data buyers have access to data. This system 

retains ownership with the Data Owners and merely licenses the information 

for a specific amount of time. 

Regulation 
With the recent passing of GDPR it’s only a matter of time before the United 

States adopts a similar framework to regulate personal data. This presents an 

opportunity for Creditor because data buyers will need a solution to avoid 

regulatory repercussions.   
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General Information 

Company introduction 
There are over 3.7 billion humans that are considered to be part of the 

internet population. We produce 2.5 quintillion bytes of data daily. There are 

over 3.5 million Google search per minute alone. The data being collected by 

companies & organizations on individuals is massive. These companies range 

from banks, marketing agencies, pharmaceuticals, to political consultancy 

firms. This data falls into several different categories: identifying data, 

sensitive data, demographic data, court & public data, social media & 

technology data, financial data, health data, and these are just a few.  

Unbeknownst to the majority of the public this data is being mined and 

monetized by major companies and kept in centralized databases. For 

example, an Amazon user’s data is worth $733 to Amazon annually . In terms 1

of security and privacy let’s turn to the 2017 Equifax data breach where over a 

145 Million people were affected and billions of data points compromised, 

and the CEO was forced to resign with an $18MM pension. A more recent 

example of this is the Facebook data breach that affected 50 MM people  2

and used their personal and psychological data to influence political 

outcomes. These cases prove that the centralized system is broken and needs 

to be fixed.  

Aside from the data breaches, the question becomes just how valuable is 

your data. Just think about it: we’re leaving our personal information 

everywhere in the internet in exchange for a possibility to use different 

services, like social media, social networks, online shopping platforms etc. 

Through such services you produce thousands of data points — music you 

1 https://arkenea.com/blog/big-tech-companies-user-worth/ 

2https://www.theguardian.com/news/2018/mar/17/data-war-whistleblower-christopher-wylie-faceook-
nix-bannon-trump 
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listen to, websites you visit, links you click, news stories you read, that are 

mined and used to create a profile about you that is then sold to brokerages 

or marketing agencies. We rely on these services everyday for entertainment, 

logistics, and for communication with friends, loved ones, and colleagues. 

What we don’t know is that we are sacrificing our personal information in 

exchange for the use of these services. Your data profile on average is worth 

over $2000 annually. It’s time to reclaim your digital rights and take control of 

your data, and if you choose to share it you should be rewarded for sharing.  

We aim to disrupt the current supply-chain of personal data monetization by 

returning ownership of personal data and giving users the ability to sell it and 

monetize through a revenue share model.  

Individuals are not the only benefactors of this newly proposed system, but in 

fact data buyers benefit from receiving verified data. Global corporations, 

marketing agencies, banks, different financial institutions etc. also need our 

information. They need it in order to connect with us and provide us with 

solutions to different problems. potential customers of their services. Bad and 
faulty data costs the United States alone over $3 Trillion a year . For the 3

average business this means 25-30% of their operating income. Through 

Creditor’s verification system businesses can rely on receiving good data, 

increasing their profits and reducing minute work for data scientists. This 

poses a question: how can we buy only authentic data, without any fake 

information?  

It can be seen that data industry suffers from three problem areas: data 
ownership, data accuracy, and data quality. The quantity of global data is 
growing at an exponential speed with data production being 44 times greater 
in 2020 than in 2009. The data industry was valued at $208 Billion in 2017, 
and expected to grow at an exponential rate year-over-year.  

3 https://hbr.org/2016/09/bad-data-costs-the-u-s-3-trillion-per-year 
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This is just a selected snapshot of the amount of 
data being produced on a per minute basis: 

● 15,220,700 text messages sent 

● 571 new websites created 

● 46,740 Instagram posts 

● 456,000 Tweets  

● 45,787 Uber Trips 

Basically, information is a worlds’ new currency — we create and exchange it 

every day, but it becomes harder and harder to deal with all of the related 

problems. Creditor proposes a new and significantly better system — one 

that’s transparent, mutually beneficial, and safe from bad actors. A system 

that’s built upon a blockchain-based smart contract where the user own and 

controls their data. Users will be able consent to their data being used, 

control what data is being used, and receive a reward in return through a 

revenue share model. For companies and organizations this platform will not 

only help comply with GDPR but also mitigate risk from bad actors by having 

this data stored on a distributed ledger. Furthermore, companies will be 

incentivized to use the Creditor platform as it will reduce the cost of bad data 

through our authentication and verification system.  

Creditor Data Platform was created to get rid of the flow of poor information, 

to help companies to operate without any losses, to return people ownership 

over their personal information, to store all the information securely and 

without any risks of loss. 

Our main idea is to move with the time and to develop a solution for all of 

these issues using innovative blockchain technology. We decided to use our 

experience in data processing and data sale in order to create a decentralized 
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platform for purchase and sell of information. In the other words, it is an 

informational marketplace, where people can sell their personal data and 

those who are interested may buy it. The personal data marketplace could 

help both individuals and businesses: people could receive a fair reward for 

the information they provide, and companies could receive a good 

information database for a fair price.  

Core team 
To reach our goal and to modify data processing market we assembled a 

team of professionals with vast experience in their respective fields. Our 

young vision helps us to use a holistic approach that would resolve all 

problems which data processing sphere is facing today. We have a vast 

experience in data processing, sell of data and exchange of information, and 

that gave us the possibility to predict problems which will arise in the nearest 

future and present a solution for that.  

We gathered a team of passionate professionals, who have worked together 

on successful projects for different companies and markets before. Our most 

well-known experience in blockchain sphere was cooperation with Storj Labs, 

one of the oldest and famous blockchain companies, that raised $30,000,000 

last May. 

 

 

Viktor Ihnatiuk (Co-Founder and CEO) 

Has 6 years of entrepreneurship experience. In his 23 years he achieved a lot: 

founded peer-2-peer lending platform uCredit that was acquired in 2016, was 
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hired as a CEO of Boxdrive — one of the first companies that operates in 

decentralized cloud storage market. After he left this company, he 

established Creditor Platform and joined a development team in Storj Labs — 

one of the most famous blockchain companies worldwide that established 

decentralized cloud storage platform. 

 

 

Yehor Butko (Co-Founder and CTO) 

Served as Tech Lead for Luxoft and Global Logic companies, associating him 

with companies within the financial sector, cybersecurity, and oil & gas 

industry. Yehor and Viktor started Creditor in March 2017. Later Yehor joined 

an external team of Storj Labs as a software developer. 

 

 

Zoltan Szalas (Advising CMO) 

Proven entrepreneur and product marketer with extensive experience in 

technology, marketing, and strategic partnerships. He is the Co-Founder & 

CMO of Croissant, a world’s leading digital coworking pass that operates in 

over 20 cities with over 10,000+ customers worldwide. He is also an avid 
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crypto investor and the Founder of Zaruti, a savings account for 

cryptocurrencies. 

 

 

Yaroslav Vorobiov (VP of engineering) 

Has an experience. Joined Creditor team in May 2017. Besides, currently he 

works for Storj Labs as a software developer together with the rest of the 

team. Yaroslav and Viktor know each other since they were classmates. 

 

 

Matt Schaffnit, CPA, CFA (Advisor) 

Is a proven leader and entrepreneur with more than a decade of experience 

in finance, technology and entrepreneurship. He is Co-Founder and COO of 

Lenditapp AG, a pioneer in loan origination technology with a white-labeled 

Customer Acquisition Management (CAM) platform. He was also Vice 

President of Finance at Annaly Capital Management, Inc., the largest 

mortgage Real Estate Investment Trust traded on the New York Stock 

Exchange (NYSE: NLY). 
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Nickolay Yurchenko (Developer) 

Has 3 years of experience as freelance software developer. Certified specialist 

in JavaScript and C# programming languages. Joined the Creditor and 

storj.io teams as front-end developer in June 2017. 

 

 
Eugene Reznik (Product Designer) 

Served as technical designer in mobile and ecommerce projects, later joined 

4ire Labs blockchain development Lab that specialized on design and 

software development for blockchain projects. Joined Creditor team and 

served as a product designer for Storj Labs as well as other team members. 
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Uliana Semenova (Senior Content Strategist) 

Worked as a senior copywriter and legal translator at Ukrainian Media 

Development Institute. After that she worked as a SEO Optimizer and content 

strategist for numerous companies. Practiced copywriting on a freelance basis 

for 4+ years. Joined Creditor team in the beginning of March 2018. 

 

 

Iryna Dokuchaeva (PR Director) 

PR Consultant with more than 8 years of experience. Specialized in PR and 

Marketing communications for IT startups from Europe and US. Joined 

Creditor team in March 2018. 
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Awards 
Creditor team has already participated in 4th Batch of Starta Accelerator — 

New York based startup accelerator, that is administered by Starta Capital. It 

raised $5,000,000 through the ICO last July . 4

Later Creditor team has joined the 1st Batch of Portugal based Startup 

Accelerator “Zero Gravity”, which is administered by leading European 

business school — The Nova School of Business and Economics. Creditor 

received a seed round of investment from NOVA SBE Venture Lab. 

Creditor is nominated as one of the best innovative companies in financial 

sector by Benzinga Fintech Awards . 5

Last year Creditor was nominated for “the best Ukrainian Fintech Startup”  6

because of Ukrainian origins of a Founder. 

   

4 https://startaico.com/ 

5 https://benzingafintechawards.com/vote-2018/creditor-ai/ 

6 https://psm7.com/awards-2017/ 
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Partners and Users 
The first users of Creditor Data Platform are 8 US 
financial companies 

Debitize 

A new personal finance 

tool, that gives you credit 

card perks without credit 

card debt, interest, or late 

fees 

Taplend 

A financial help 

platform, which gives 

an access to fast, safe 

and 100% online loans, 

provided by financial 

institutions 

Merchant Boost 

Provides innovative and 

proprietary risk and data 

technology with financial 

service solutions that help 

organizations in complex 

and highly regulated 

industries to improve 

client acquisition 

decisions and solve 

transaction challenges 

OnDeck 

Is a technology-enabled 

financial platform that 

provides loan financing to 

small and medium-sized 

businesses 

ROSCA finance 

Community saving 

platform designed to 

help you plan & save 

more efficiently and build 

credit, outside the 

confines financial 

establishments 

Greystone Partners 

Is a fast-growing 

financial services and 

private investment 

company. They offer a 

variety of financial 

products and own and 

manage skilled nursing 

facilities and multifamily 

properties 

35 

https://debitize.com/
https://www.taplend.com/
https://www.merchantboost.com/
https://www.ondeck.com/
http://www.roscafinance.com/
http://www.greyco.com/


 

Creditor Data Platform 

 

EVEN Financial 

Is a Supply Side Platform 

(SSP) for Marketplace 

Lending based in New 

York City 

Savoy Bank 

Is a full-service 

commercial bank in 

Manhattan serving the 

diverse multi-ethnic 

business community of 

New York City. They offer 

a full range of business 

and personal deposit and 

loan products to our 

customers, as well as 

other services such as 

Remote Deposit, online 

banking, cash 

management, etc 

 

 

 

 

 

.   
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Media Publications 
Creditor is not a new participant of the market. We started a marketplace for 

rejected loan applications a year ago and operate in that sphere ever since. 

Our activities and achievements were published in many media sources, 

here’s a few of them: 

● https://www.prlog.org/12705947-57-of-people-feel-its-corporations-res

ponsibility-to-protect-personal-data.html  

● https://www.coinannouncer.com/how-the-blockchain-can-change-the-p

ersonal-data-processing-market/  

● http://www.blockchainrelations.io/centralised-vs-decentralised-systems-

challenging-businesses-data-management-departments/  

● https://rb.ru/news/starta-four/  

● http://www.kmov.com/story/36497159/starta-accelerator-brought-anot

her-11-european-tech-startups-to-new-york-meet-them-on-october-5th 

● https://www.crowdfundinsider.com/2017/09/121464-back-school-disru

ption-encouraged-starta-accelerator-selects-newest-startup-batch/ 

● http://www.24-7pressrelease.com/press-release/starta-accelerator-brou

ght-another-11-european-tech-startups-to-new-york-meet-them-on-oct

ober-5th-444530.php 

● http://firrma.ru/data/news/76728/ 

● http://www.mosinnov.ru/novosti/novosti-fonda/v-chetvertyj-nabor-start

a-accelerator-proshli-13-startapov.html 

● https://news.finance.ua/ru/news/-/412620/fintech-ukraine-2017-pomog

aem-pokupat-i-prodavat-otkaznye-kreditnye-zayavki 
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● https://minfin.com.ua/2017/10/13/30424828/ 

● https://ain.ua/2017/12/19/creditor-ai-v-ssha-i-130k 

● https://inventure.com.ua/news/ukraine/ukrainskij-marketplejs-otkaznyh-

kreditnyh-zayavok-creditor.ai-privlek-dollar130-tys 

● http://biz.liga.net/ekonomika/it/novosti/3721734-osnovannyy-ukraintsa

mi-startap-creditor-ai-nachal-rabotu-v-ssha.htm 

● https://nv.ua/techno/made-in-ukraine/ukrainskij-finteh-startap-2411939.

html 

● https://mind.ua/news/20180024-ukrayinskij-creditor-ai-rozpochav-robot

u-na-rinku-vidmovnih-kreditiv-ssha 

● http://novostey.com/business/news830270.html   
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Market Opportunity & 
Business Model 
This section provides a brief overview of the market opportunity, strategy, 

and highlights 

Market Opportunity 
Worldwide revenues for big data and business analytics services will grow 

from $130 billion in 2016 to $203 billion by 2020. It is also estimated that 

banking, financial, and professional services will see the fastest spending 

growth. 

The largest spender on data is the United States with an estimated spending 

of $78 billion annually, followed by Western Europe at $34 billion.  
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With GDPR being passed Western European companies will be required to 

abide by certain provisions or face extensive fines that can be in the tens of 

millions. One of the major provisions of the GDPR is the concept of acquiring 

clear consent for the use or personal data. 

…."Consent is an unambiguous indication of a data subject's wishes that 

signifies an agreement by him/her to the processing of personal data relating 

to him/her." 

Market Opportunity For Data Buyers: GDPR 

Most of the data collected and acquired by organizations is used to create 

and deepen customer profiles and analytics. GDPR expects organizations to 

stay in control of their data to ensure that it is accessed and processed by 

authorized users only when appropriate.  

According to GDPR organizations must: 

● Only process data for authorized purposes 
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● Ensure data accuracy and integrity 

● Minimize subjects’ identity exposure 

● Implement data security measures 

This presents a unique opportunity for Creditor to become a solution for 

these organizations to ensure accuracy, integrity, and security of their users 

data.   

 

Source: datameer — 
https://blogs.adobe.com/digitalmarketing/wp-content/uploads/2015/10/laxal
t-fig1.jpg 

Market Opportunity For Data Buyers: Bad Data 

Bad data costs companies a total of $3.1 trillion annually. Right now there is 

no verification solution that exists for companies to verify if the data they are 

receiving is accurate and of quality.  
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The Creditor platform will have verification nodes whose sole purpose is to 

verify data quality, accuracy, and authenticity. 

Bad data costs data buyers $3.1 Trillion dollars annually — in the U.S. alone! 

33% of business leaders do not trust the the information provided. 

Improving data quality is a priority for most companies. 

Chief Data Officers are taking a more active role in company strategy and 

data is playing a bigger part in that role. 

The Creditor ecosystem will be an opportunity for data buyers to get their 

hands on quality verified data. Data buyers will simply be able build their own 

marketplace and have a continuous influx of verified data, removing tons of 

unwanted work for knowledge workers.  

As we saw before, bad data costs $3.1 Trillion. This is because of something 

that’s been called The Hidden Data Factory. This is essentially a factory of 

knowledge workers that spend their time verifying and qualifying the data as 

opposed to analyzing it. 
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The reason bad data costs so much is that decision makers, managers, 

knowledge workers, data scientists, and others must accommodate it in their 

everyday work. 

It is estimated that in hidden data factories knowledge workers waste 50% of 

their time on hunting for data, finding and correcting errors, and searching for 

confirmatory sources that may not be trustworthy. 

Data scientists spend an impressive 60% of their time cleaning and organizing 

data. 

The estimated fraction of total cost associated with hidden data factories 

performing simple operations is 75%. 

This problem is worth noting because companies, organizations, and 

researchers will be incentivized to use the Creditor network for data buying in 

order to reduce cost, improve data quality, and increase operational margins. 

The Creditor network is the best option because it will provide the most 

powerful data verifying algorithm. This will reduce significant costs for 
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companies and allow their data scientists to allocate their attention to actual 

data and not the verification of it.  
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Use Cases 

 

Data Owner 

Sally is looking to return to school for her MBA & she is looking for a student 

loan provider. She is a millennial who works for a non-profit, and therefore 

she is price sensitive and looking for the lowest interest rate. She is a strong 

advocate of human rights and believes in privacy and data ownership. She 

uses Creditor because it gives her control of when and to whom uses her 

data. Financial firms will pay her for personal and financial data, and in a 

matter of minutes will be delivered offers by different student loan lenders 

right to her inbox. Using Creditor makes her feel in control of how, what, and 

when she lets her data be used. She also enjoys the additional income from 

Creditor and uses it for weekend fun. Her network contribution is a couple of 

times a year, when she needs to make major purchase decisions. 

Data Buyer 

Health Fin LLC is a medical research company. They lose 20% of their income 

to allocating resources to verifying and qualifying data. In addition, there is 

high regulation around the use of individual’s health data. They use Creditor 

because of it’s distributed file storing system which mitigates against liability, 

they know the data is quality, and their knowledge workers can focus more on 

analyses. 
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Data Owner & Data Buyer 

A non-profit is conducting an ongoing research on living conditions in 

Rwanda/Africa. Ode lives in a village with his family of 5 kids, and has access 

to a basic smartphone. Every month he is asked to provide certain pieces of 

personal data which he is then reward for. Ode uses the reward to provide for 

his family, and the non-profit has been able to gather the data they need to 

continue their research at an affordable cost. 
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Competitive Landscape 
Many companies are present on the market of data processing. Each of them 

tries to resolve problems standing before data usage and exchange. 

Currently, the most active companies on this market are Datum, Datawallet, 

Wibson, Bitsabout, Digi.me and Creditor Data Platform. Each of them has 

some specific and innovative features, and neither is Creditor. 

 

 

Creditor Data Platform faces the greatest challenge of data processing 

nowadays — the problem of poor data. Verification system which is 

supported both by Data Verifiers and algorithms does not let poor data to 

appear in our Platform. Such an innovative data filter has no equivalent on the 

market and allows Creditor Data Platform to fill this gap.  
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Positioning 
For Data Owners Creditor Data Platform will be the most secure distributed 

ecosystem with the most opportunities to monetize your data. 

For Data Buyers Creditor is the only solution with a verification system. They 

can focus on analysis and not cleaning and sorting data. 

User growth 

 

 

Early Adopters 

The token sale will present a unique opportunity to capture a strong 

community of early adopters. There will be a significant monetary incentive 

for early adopters to share Creditor with their community. On the demand 

side we are locking in strategic partnerships with companies. 

 

 

Early Majority 

Our assumption is that the early majority will consist of EU data buyers and 

providers due to the GDRP. This regulation provides us with unique 

opportunity to acquire data buyers quickly and build the demand side. Why? 
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All data buyers through the Creditor network will be GDRP compliant for two 

reasons: 

1. Data Owners have to consent to their data being used; 

2. Data Owners have full transparency into who bought their data through 

the blockchain-based system. 

 

 

Mass Adoption 

We believe that as data breaches continue to happen (Facebook, 

MyFitnessPal etc.) more people will become concerned about data privacy. 

There will be massive organic need for a solution like this. We plan to be 

there for this shift and make sure that our brand name is the one that comes 

to mind. 

 

 

Marketing Channels 

The allocated funds for marketing from the token sale will be used create 

awareness of the Creditor product. A top of the funnel approach will be 

implemented to get the word out about Creditor and encourage people to 

sign up. Our main digital channels will be Google Display Ads, Facebook Ads, 

SnapChat, and Instagram. There will also be a strong referral element and 

incentive just to put your basic personal info into the app. We will also align 
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ourselves with influencers of forums, social media, and other relevant online 

communities, to reach their audience.  

Beyond Data: Cryptocurrency 
Ecosystem Adoption 
Beyond the data market Creditor provides a much needed high demand use 

case for everyday individuals. Most token sales and ecosystems are still 

catered toward early adopters of cryptocurrency. Beyond providing a safe, 

secure, and quality ecosystem Creditor will also help with the mass adoption 

of crypto currencies in general.  

A move towards a self-sovereign identity will continue to grow creating a 

viable use case for Creditor token. From a company or organizational 

perspective, meaning an entity who sole objective is profit and optimizing for 

it, there will be an incentive to find solutions to reducing the amount of faulty 

data and the costs allocated with it, thus driving the demand-side of the 

market.  

The early adopters for Creditor will mainly be made of of technologists and 

cryptocurrency advocates, however, with the recent development of data 

breaches (Equifax, Facebook, and others) the move towards a self-sovereign 

identity will make Creditor an attractive solution for many individuals giving 

Creditor the opportunity to move towards mass adoption quicker than other 

currencies. Thus driving the overall cryptocurrency image and adoption 

towards the masses. 

Market Solution 
Creditor Data Platform can enter the market as a convenient platform both for 

individuals and businesses. Use of our platform is mutually beneficial: 
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individuals can sell their personal information for a reward in CDPT-tokens, 
businesses can buy databases of 100% authentic data without any exceptions.  

Platform allows customers to trace the movement of their data and, 

moreover, dispose of their data. While setting a profile on our platform, client 

can customize the main settings of data distribution. Data buyers can order 

databases containing information about any group of individuals they need.   

As a result, customers receive such benefits: 

● Secure and reliable data storage; 

● Right to allow or prohibit the use of their private information;  

● Reward for the provision of data; 

● Possibility to trace the movement of information. 

Companies, for their part, receive such benefits: 

● Access to exclusively authentic data; 

● Possibility to run business without losses due to poor data; 

● Flexibility of settings for selection of target audience.  
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Vision 

Decentralized personal data 
marketplace 

 

Data processing market is highly popular nowadays and, as a result, it 

develops at a progressive rate. Such a rapid development of this market also 

creates many problems, which we have to resolve as soon as possible. We all 

face these issues each and every day: spam, misinformation, data losses and 

identity theft, inefficient advertising etc. Latest situations with Facebook 

(Cambridge Analytica ), MyFitnessPal  etc. which affected data of more than 7 8

200 million of people combined, show, that data protection needs to be 

updated and improved.  

7 
https://www.recode.net/2018/3/17/17134072/facebook-cambridge-analytica-trump-explained-user-d
ata 

8 http://www.bbc.com/news/technology-43592470 
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Creditor Data Platform aims to build the best data processing ecosystem that 

is fair, decentralized, and pushes the identity evolution to a self-sovereign 

one, while assuring the best quality of data for buyers.  

Our objective is to have 2 billion people in the ecosystem by 2025 using 

Creditor to process 1 quintillion bytes of data per day.  

Problems and goals 
Currently, data processing sphere is facing such problems: 

● people don’t receive fair reward for their personal information; 

● giant amount of poor data is circulating the web; 

● individuals don’t know who and how uses their information; 

● businesses lose 25-30% of their operating revenue because of poor 

data; 

● lack of truly sustainable data storages. 

Almost all problems are related to the fact, that global companies (e.g. social 

networks) manage users’ personal data unbeknownst to the individuals. As a 

consequence, our biggest concern is that individuals have lost ownership over 
their private information. What is even worse, is that many people don’t even 

know, that global enterprises make money off their info.  

We aim to remind all people, that they are truly valuable. That is why we are 

returning the ownership into the hands of individuals, i.e. demonopolize 

personal data usage and exchange.  
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Solution 
Our solution is the establishment of absolutely new system of data processing 

and data exchange. Based on blockchain, this innovative platform makes data 

exchange a decentralized process, e.g. independent from any authorities or 

regulative bodies. This way, ownership of data is back in the hands of all Data 

Owners worldwide. Personal information can be bought and sold in 

specifically designed data marketplace. Moreover, we will give everyone the 

possibility to take part in data revolution — we will provide easily 

implemented API for development of applications for authentication, data 

validation, buy and sell of data.  

Since the time we started to build Creditor as platform for lending companies 

where they can buy or sell turned down loan applications, we decided, that 

only real Data Owners and individuals need to have a supreme right to 

dispose of their data.  

Our platform helps: 

● monetizing the personal data of individuals; 

● finding cheap and “hot” leads for enterprises that are easy to convert 

into clients; 

● verifying the data, because everybody who works in lead generation 

area knows, that data is not the real gold because of a lot of scam in 

the Internet. At the same time, if you have some data, verified by 

trusted organization (government, friends, family, partners), you would 

be able to work with more confidence because of projection 

conversions. 
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Principles of operation 
Absolute security of clients’ data 

For making a deal in our system between Data Owner and data buyer we use 

distributed ledger, where nobody knows about another part of the deal 

before that deal is done. It means that if data buyer sets up specific 

parameters of an individual, that he are going to acquire, and this user exists 

in the system — user will have an opportunity to accept the offer of Data 

Owner through smart contract that he created for this needs. After the 

transaction being processed, he needs to send his data with hash to the smart 

contract, that will need to approve it, send it next to data buyer and then 

send payment to Data Owner in exchange of his data. All the data processing 

will be performed through Storj Platform - decentralized cloud storage that 

we are using to securely store the data of our users and privately share it with 

data buyer. Storj distributed ledger helps us to accumulate, store and 

distribute data among all participants to our ecosystem. Furthermore, we 

establish an innovative and essential function of tracking the movement of 

information. In the other words, the information, which user gives us, is 

traceable, and user can see, which company bought it, for what purposes etc. 

Unique system of data verification 

Our verifiers are permanently monitoring the authenticity and credibility of all 

collected information. Our data verifiers (part of our ecosystem responsible 

for data authenticity) check all the incoming information for a reward in our 

CDPT tokens, each verified piece of information gives you a stable amount of 

our tokens. Also, we welcome all the programmers to develop a verification 

bot, which will check all incoming data automatically. One of our main goals is 

to automate the process of data verification, so if you are a developer - you’re 

highly welcome to develop an information-checking bot for a CDPT reward. 

First 100 verifiers will need to have verification from verification master node. 
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After that only first 100 verifiers + master node + every verifier who will join 

next will have an opportunity to verify next verifiers that would decide to join 

the system. 

Flexibility  

We give all participants of our ecosystem the possibility to set up the account 

in a way they want. For example, you can set up the data, which you want to 

share, you can set the days on which this data is shared etc. If you provide us 

with your actual information, you have the ability to receive no less than 1 

token a day. When your information is bought by some enterprise, you 

receive the reward which is calculated from the price which was paid by data 

buyer.  

Key parts of Creditor Platform 
Our personal data marketplace manages such type of participants/parts 

of the system: 

1. Data Owner 

2. Data Verifier 

3. Data Buyer 

4. Creditor Data Platform Foundation 

5. Storj Platform 
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1. Data Owner  

Is a direct owner of information, who decided to claim the right to fairly 

possess and use personal information. When you upload your personal 

information to our platform (passport, place of work, location, personal 

information etc.) you receive a reward in our Creditor Data Platform Tokens 

(CDPT). If you update your information regularly, you are receiving more 

rewards. To do that, you can connect your devices, gadgets, fitness trackers 

etc. As a result, you upload your actual information and receive the just 

payment. Also, Data Owners are companies, websites, commercial agencies, 

social networks, media etc, who possess big databases of individual data and 

want to monetize it. If the information is considered as actual, people, whose 

data are in these databases will receive a notification, asking, whether person 

gives consent to such use of personal data or not.  

 

 

2. Data Verifiers 

Is a person, who checks information provided by our clients for authenticity, 

manually and through our innovative algorithm. For each person checked, 

data verifier receives a CDPT-reward. For making the process of data 

verification easier, you can design an application for automatic verification 

based on our open-source API. 
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3. Data Buyer  

Is a client of our platform, who want to buy personal information of specific 

target group for commercial, research or any other purposes. Such type of 

users include commercial banks, credit organizations, marketing agencies etc. 

 

  

 

4. Creditor Data Platform Foundation  

Is a core mechanism of a whole ecosystem, which develops software for its 

proper functioning and connects all users of our platform. 

 

 

5. Storj.io  

Decentralized cloud data storage built on blockchain technology, which 

totally protects your data. Every piece of information we receive is stored with 

Storj.  
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Technical Features 

Our approach 
Creditor Data Platform is a combination of innovative technologies, which 

allows customers to exchange exclusively authentic and verified data. The 

main central mechanism, which allows all customers to connect and store 

metadata is Creditor Platform. The main function of Creditor Platform is to 

provide all users with the possibility to create peer-to-peer connection 

between all the customers of the platform. One of the main features of 

Creditor Platform is that it does not store customers’ data itself — it 

establishes the connection between users. Additionally, the Platform acts as 

Guarantor of the availability of information. The Creditor Platform allows 

customers to store their information in an encrypted form on Storj.io - 

decentralized cloud storage system, which ensures total security of all data 

processed through our platform.  

Technical Overview 
Creditor Data Platform development consist of 2 main stages. First one will 

be using Ethereum as a blockchain basis for storing information in a 

decentralised database and for smart contract execution. Ethereum is proven 

to be convenient and fast enough platform for decentralized applications. 

Using it Creditor Data Platform can reach working state much sooner because 

of unnecessity of developing own blockchain solution. But in future Ethereum 

won’t be suitable blockchain basis for our platform as it is expensive and slow 

for processing large number of specific transactions. Stage 2 is upgrading the 

platform with it’s own blockchain implementation that will be used exclusively 

for maintaining Creditor Data Platform. As it is based on PoA consensus 

model it is faster than any PoW solution like Ethereum or Bitcoin, also the 
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transaction fee can be significantly lower as there is no need to spend a lot 

resources such as electricity for maintaining a miner farm. 

Stage 1 (Using Ethereum 
blockchain) 
Creditor Data Platform is a peer-2-peer network based on Kademlia. The 

network is formed via DHT with the set of predefined nodes for 

bootstrapping.  

Nodes are divided into 4 main groups. Node can play any role depending on 

the action it performs (for example: if node sends data, it is considered as a 

part of Data Owners group). In the other words, each node can be a part of 

any group, except for Data Verifiers (they are acting in the other way and their 

performance is maintained by the inner system mechanics). Each group serves 

its own purpose for the network and has its own p2p subnet:  

● Data Owners 

● Data Verifiers 

● Data Buyers 

● Marketplace 

Participants 
Data Owner 

The first node type is Data Owner. This is a supplier node which pushes 

information to the network. In the other words, Data Owner is a direct owner 

of information, who decided to claim the right to fairly possess and use 

personal information. When you upload your personal information to our 

platform (passport, place of work, location, personal information etc.) you 
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receive a reward in our Creditor Data Platform Tokens (CDPT). If you update 

your information regularly, you are receiving more rewards. To do that, you 

can connect your devices, gadgets, fitness trackers etc.  

Each data unit should be verified before it is recognized by the network. To 

perform such an operation, Data Owner should pay Data Verifier a reward in 

CDPT tokens. Users are responsible for keeping their own data, but it’s also 

possible to store data in Storj, which is a subject of further integration in the 

following system. Data Owner listens for Purchase contracts issued by Data 

Buyers of some predefined types and respond to them, initiating exchange of 

signed participation contracts between parties, that each of them should 

keep until contract is closed. When contract is executed, Data Owner receives 

a reward for selling his data and compensation for validation fee he paid.  

Data Verifier 

Data Verifiers are the most important part of the network. Data Verifier is a 

person, who checks information provided by our clients for authenticity, 

manually and through our innovative algorithm. The process of verification 

can also be simplified by the special application, developed on our 

open-source API. Anyone who wants to simplify the verification process may 

create an app for automatic data check, which will help to verify specific types 

of information (e.g. Driving license verification app, Passport verification app, 

Verification app for all types of documents of South Africa citizens etc.). For 

each person checked, data verifier receives a CDPT-reward.  

Data Verifiers are responsible for maintaining state of the network, data 

verification, accepting new verification nodes, contract audition and 

bootstrapping. Verification is the most efficient and the most sensitive part of 

the system. Therefore, initial set of Data Verifiers will be predefined by 

Creditor Data Platform, which later would be responsible for accepting new 

verifier nodes to the network by voting. Also, these nodes will serve for 

bootstrapping new nodes. Each Data Verifier stores list of all nodes that are 

acknowledged by the network. Data is considered as verified only when 
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validation was performed by the verifier from the list. When resolving Data 

Purchase contracts, Data Verifiers perform audit of data transferring process. 

Marketplace 

Marketplace is a place where people can buy and sell their information. All 

deals (sales, purchases) are made through bridge - third-party component 

which encapsulates all logic of purchases, granting reward for Data Verifiers 

and audit processes. Our system of settings is flexible, and customers can 

choose, which type of information they want to buy. 

Moreover, people can trace the movement of their information.  

Data Buyer 

Data Buyers are nodes which participate as a purchaser in Data purchase 

contract.  

Data Buyer is a client of our platform, who wants to buy personal information 

of specific target group for commercial, research or any other purposes. Such 

type of users include commercial banks, credit organizations, marketing 

agencies etc.  
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Creditor Data Platform 
Architecture 

Application layer 
Application layer is the top of Creditor Platform, which comprises various 

applications that can be created on top of Creditor Application Programming 

Interface (API). Our API allows external developers to create their own 

decentralized apps directed at sale and verification of data. In the other 

words, our API gives developers the opportunity to create multiple 

marketplaces, which are aimed to simplify the process of data selling, for 

example, through automatic data verification immediately after loading.  

Bridge technical description 
Bridge is a server with database and open API which connects buyers, sellers 

and verifiers with each other. Our system includes a Bridge server and a client 

library for data uploading, based on Storj API. The main idea of Bridge is to 

provide simple RESTful API to application developers, connect our system 

members, make payments, audit all processes and provide registration for 

verifiers. Client is responsible for encryption, pre-processing, and file key 

management.  

Bridge is designed to store metadata: it does not cache encrypted shards 

and, with the exception of public buckets, does not hold encryption keys. The 

only information that Bridge is able to share with third parties is metadata, 

such as file type, verifier signature etc. 

We intend to use easy-to-use Web3.js + Metamask APIs that allows third 

parties to easily access and build external applications upon the Creditor 
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infrastructure. In addition to easy-to-use JS APIs, we also enable more 

application-based APIs that third parties can use to develop upon. 

Connecting Peer-to-Peer 
Connection between all users of Creditor platform is provided through 

peer-to-peer network, that ensures absence of centralized body and 

impossibility of data leakage.  

Bridge serves as master node that keeps track of all validation nodes and 

checks network stability. Validation nodes form Peer-to-Peer network by 

implementing extended Kademlia protocol. Each time when Data Owner 

sends verification request to the bridge, it picks 20 closest to the hash of data 

node’s ID’s that correspond to the stated in the contract data type, and 

broadcasts Validation contract through the network. After that, it picks the 

node with the smallest response time and sends its IP address with 

authorization token to Data Owner in order to establish peer-to-peer 

connection and send the data. 

Authorization 
Authorization is implemented through the Elliptic Curve Digital Signature 

Algorithm (ECDSA), which provides centerless yet secure user registration. 

Each user within our network must generate asymmetric key pairs that are 

used to get unique ID, hereby for a given private key  correspondingpr  

address is the right most 160 bits of Keccak hash of corresponding Pub Key:  

,(KEC(ECDSAPUBKEY (p )))A(p ) Br =  96...255 r   

which is valid ethereum wallet address, and for signing transactions within the 

network. That ID is used to send CDPT reward for data storing and for 

verification. Bridge stores these ID’s and ensures that no other user can 

perform any action on behalf of other user to retain security of the network. 
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Each Data Owner gets anonymity while keeping full control over his data. 

Bridge also stores mappings of validation nodes, addresses endpoints and 

verifies availability. Becoming a verifier in the network for the First Stage of 

platform (MVP) is centralized so only authorities certified by Creditor Data 

Platform Foundation can become one to ensure that no data can be leaked. 

On the Second and next Stages Creditor Data Platform will provide the rights 

to approve new Validators by themself in decentralized way where each 

mother node will have a successful fee reward as well as reputation rate from 

it’s daughter nodes that they certified to be a new Validator before. Likewise 

bridge is responsible for signing Data Purchase contract within Ethereum 

network on behalf of DB. Therefore anyone can buy data from the network 

preserving anonymity. The workaround is to create “legal” marketplaces with 

transparent registration which keep track of DB not allowing to perform 

anonymous purchases.  

Audition 
Audition is an approval of validity of action performed on Creditor platform. It 

can be used for different purposes: authorization, confirmation of validation, 

confirmation of purchase, confirmation of data transfer.  

Verification 
Verification process allows to state, that data belongs to the specific client 

and this data is authentic. Our bridge does not process data itself, it only 

processes the encrypted information about the owner of the data and its 

authenticity. So, basically, bridge ensures the validity of data and its affiliation 

to a specific client. 

The process of verification is organized in the following way: 

1) The client gathers and pre-processes data to share it; 
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2) Data Owner sends a request to the node, which connects him with 

specific Data Verifier or number of Data Verifiers that will be obligated 

to verify part or whole amount of data of DO. After this data is being 

uploaded to the application. The process of connection between Data 

Owner and Data Verifier takes just a few seconds. 

3) After connection was established, Data Owner sends an information to 

Data Verifier through peer-to-peer network. The data is sent 

unencrypted with the purpose to verify its authenticity and originality. 

Safe peer-to-peer protocol ensures its security and impossibility of 

leakage.  

4) Data Verifier ensures the validity of data and sends the result of 

validation to Data Owner in the form of validation result model: 

{ 

- result of validation  

- validator signature  

} 

5) After Data Owner receives that document, verified model is being 

generated:  

{ 

- file 

- hash file 

- validation result model 

- hash of three fields above 

} 

6) Data Owner receives the private key, encrypts the verified model with 

its help and sends it to Storj Network 

7) In order to send data to Ethereum blockchain, Data Owner generates 

the following model: 

{ 

- hash of encrypted verified model 
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- hash of verified model 

- metadata 

} 

 

Purchasing data 
Data Purchase is handled by Ethereum contract which is issued by the bridge. 

Any data user can ask bridge to issue Data Purchasing contract, the issuers 

also can set commission as a reward for connecting DP and DB. Bridge then 

responses with contract address which is used by Data Owner for signing 

themselves to this contract. Therefore the user have full control over the data 

by choosing who he wants or doesn't want to sell the data. That is one of the 

main principles of GDPR that we are strictly following in Creditor Data 

Platform. Accordingly, the user himself is responsible for selling data to the 

wrong person. Marketplaces can retrieve information both about available 

data on the network and about active Data Purchase contracts. With this 

information marketplace can gather all data available corresponding to one 

type, to reveal contract addresses to the right users to create ratings tables 

for users of the network. Marketplace also should prevent data selling to 

unauthorized parties creating register procedure of Data Buyers and sharing 

that info with Data Owners. 

When Data Owner finds a contract that he is interested in, he asks 

marketplace for a contract address, which is used for a signed contract 

signing request to the bridge. When there is enough of data, or data buyer 

closed it manually, an EndTransaction event is triggered, notifying Data 

Owners and data buyers that they should perform key exchange. Data 

Owners than sends its IP address, auth token and Data Owner ID to the 

bridge which mirrors it to the corresponding Data Owner to perform 

Peer-to-Peer key exchange. During this process parties also share inner 

signed Key exchange contract that is used as evidence of the fact of 
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exchange process. Data buyer closes the contract with the key he receives, 

and each party receive its reward for selling data, issuer commission, 

validation compensation, commission of Creditor Platform. 

Decentralized storage 
For the needs of secure data storing we decided to use Storj Decentralized 

Cloud Storage Platform. Storj is a protocol that creates a distributed network 

for the formation and execution of storage contracts between peers. The Storj 

protocol enables peers on the network to negotiate contracts, transfer data, 

verify the integrity and availability of remote data, retrieve data, and pay 

other nodes. Each peer is an autonomous agent, capable of performing these 

actions without significant human interaction. 

We chose Storj Platform because it is the most reliable data storage on the 

market and is easily adopted to our Platform. 
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Stage 2 (Own blockchain 
solution) 
Creditor Data Platform is a fast, secure and scalable blockchain and network 
project. It runs on a proof, called Proof-of-authority, where blocks represent 
created approved accounts. 

We aim for Creditor Data Platform to be able to host all reasonable 
applications currently proposed and conceived. Creditor Data Platform plays 
a role of a huge distributed server, intended to host and provide a variety of 
services. 

Creditor Data Platform provides: 

● Data storage and retrieval service via network of independent storage 

providers that does not rely on a single coordinator, based on Storj; 

● Data Verification system, that is powered by approved users with rating 

system inside; 

● Data providing system, that allows to send various information to our 

network; 

● Blockchain solution, that will save all metadata about files, validation 

results, information about Data Owners and data buyers; 

● P2P network based on Kademlia protocol. 
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Elementary Components 
Creditor Data Platform is built on four main components: 

1. Distributed Storage Network : We provide an abstraction over Storj 

network of independent storage providers to offer storage and retrieval 

services. 

2. Proof-of-authority: with this approach users can earn the right to be 

Data Verifiers – one of the key participants of Creditor Data Platform, 

who are responsible for verification of all incoming information. 

3. Peer-to-peer network, used for accessing the Creditor Blockchain, 

sending transaction candidates and receiving updates about parts of 

the blockchain a client is interested in (e.g., those related to the client’s 

accounts and smart contracts), but also able to support arbitrary 

distributed services, blockchain-related or not. 

4. A Kademlia-like distributed hash, used for choosing Data Verifier. 

General overview 
The network is formed via DHT with the set of predefined nodes for 
bootstrapping. 

Nodes are divided into 4 main groups. Node can play any role depending on 
the action it performs (for example: if node sends data, it is considered as a 
part of Data Owners group). In the other words, each node can be a part of 
any group, except for Data Verifiers (they are acting in the other way and their 
performance is maintained by the inner system mechanics).  

Each group serves its own purpose for the network and has its own p2p 
subnet: 

1. Data Owners 
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2. Data Verifiers 

3. Data Buyers 

4. Marketplace 

5. Data Owners. This is a supplier node which pushes information to the 

network. Each data unit should be verified before it is recognized by 

the network. To perform such an operation, Data Owner should pay 

validator a reward in CDPT tokens. 

Users are responsible for keeping their own data, but it’s also possible to 
store data in Storj, which is a subject of further integration in the following 
system. 

Data Owner listens for Purchase contracts issued by Data Buyers of some 
predefined types and respond to them, initiating exchange of signed 
participation contracts between parties, that each of them should keep until 
contract is closed. 

When contract is executed, Data Owner receives a reward for selling his data 
and compensation for validation fee he paid. 

Data Verifiers are the most important part of the network. They are 

responsible for maintaining state of the network, data verification, accepting 

new verification nodes, contract audition and bootstrapping. Verification is 

the most efficient and the most sensitive part of the system. Therefore, initial 

set of Data Verifiers will be predefined by Creditor Data Platform, which later 

would be responsible for accepting new verifier nodes to the network by 

voting. Also, these nodes will serve for bootstrapping new nodes. Each Data 

Verifier stores list of all nodes that are acknowledged by the network. Data is 

considered as verified only when validation was performed by the verifier 

from the list. When resolving Data Purchase contracts, Data Verifiers perform 

audit of data transferring process. 

Data Buyer — nodes which participate as a purchaser in Data Purchase 

Contract. 
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Marketplace — Data Purchase Contract has a room for initiator reward, which 

makes it possible to create marketplaces where such contracts will be listed 

and will be easy to find. Marketplaces are the recommended way to sell data 

as they should implement strict registration procedure for the data purchaser 

and initiation of the contract only on behalf of trusted entities. This way we 

can be sure that data is not sold to some unscrupulous person or entity. Also 

marketplace is forced to be an Archive node for maintaining all historical 

network states since it should provide valid information to the users and 

control data purchasing process. This will offload Verifier nodes, add 

additional level of security for its users as it validate all the incoming blocks 

and gives ability for the users such as Data Owner or Data Buyer to be a 

lightweight nodes or even use marketplace for broadcasting information to 

the network. 

Smart contracts represent special algorithms for the automation of contracts. 

Creditor Data Platform uses smart contracts for Data Purchase Contracts 

execution, network payments, and storing data headers. There are two main 

contracts in the system: Creditor Data Platform token and registry. CDPT is 

used as base currency for rewards and transaction. Registry is an instance that 

receives and stores all data headers, list of approved verifiers, accepts new 

verifiers through voting process, creates and handles Data Purchase contracts. 

When data is verified, Data Verifier pushes data headers to the registry, 

including info about the owner, data fingerprints and himself for future 

reference. 

Each approved verifier (listed in the registry list) is capable of voting for new 

verification node candidate. Registry will initiate new voting if there is none, 

and all other verifiers can participate. On X% node candidate is added to the 

list. 

When purchasing data, Data Purchaser initiates Data Purchase Contract 

through registry in which Data Owners with required data can participate. At 

the very end, several validation nodes are chosen to perform data transfer 

audition. For each audited data unit verifiers and owners of the data will 
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receive reward. Information about all fulfilled contracts is then stored in the 

registry for further reference, as required by the provisions GDPR. 

Sketch of Creditor Data Platform 
Protocol 
Message types: 

1. To submit new verification order - sending hash of data to validate, via 

Put.Data. 

2. To vote for verifier submit Put.Vote 

3. Put(data) → key: Clients execute the Put protocol to store data under a 

unique identifier key. 

4. Get(key) → data: Clients execute the Get protocol to retrieve data that 

is currently stored using key. 

Proof-of-Authority 
In Proof-of-Authority-based networks, every piece of information is checked 

by so-called Validators, or Verifiers. Validators use special software which 

allows to put all the incoming information to the blocks. The process of 

putting information to the blocks is fully automatic, but it requires maintaining 

the the authority node uncompromised. 

With Proof-of-Authority users can gain the right to become a Data Verifier. It 

encourages all verifiers to increase operational productivity and hold their 

high rankings. PoA network is considered as the strongest one in comparison 

with Proof-of-Stake and Proof-of-Work systems, because: 
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● In PoS, while a stake between two parties may be even, it does not take 

into account each party’s total holdings. This means that incentives can 

be unbalanced. 

● Meanwhile, PoW uses an enormous amount of computing power, 

which, in itself lowers incentive. It is also vulnerable to attack, as a 

potential attacker would only need to have 51% of the mining 

resources (hashrate) to control a network, although this is not easy to 

do. 

Also, Proof-of-Authority minimizes the risk of serious damage, because it 

allows non-consecutive block approval from any Verifier. 

How to gain authority 
There are three main requirements for future Data Verifiers, such as: 

1. Formal on-chain identification of a person (Verifier) with a possibility to 

cross-check the information in a publicly available domain. 

2. Eligibility must be difficult to obtain, to make the right to validate the 

blocks earned and valued. (Example: potential validators are required 

to obtain public notary license) 

3. Complete uniformity in the checks and procedures for authority 

establishment. 
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Creditor Data Platform 
Blockchain overview 
Creditor blockchain contains consensus-powered smart contracts and other 
modules. 

1. Transparency of data transfer - blockchain contains metadata about all 

purchases, so you can know which participant of our system bought 

your data. 

2. Decentralization: Without an agency, all nodes have the same rights 

and obligations, any node stopping working will not affect the overall 

operation of the system. 

3. Consistency: The data information between nodes is consistent. 

Smart contract 
The main benefits of smart contract are transparency, autonomy and 

auto-sufficiency. Creditor Data Platform uses smart contracts in order to make 

data exchange on our platform totally secure and protect this process from 

breaches, hacks or any other fraudulent activities. The operation of smart 

contracts is powered by Ethereum Virtual Machine. To use smart contracts in 

the fullest manner we are developing our separate Virtual Machine, which will 

be a perfect environment for our future secure operation. Our Virtual Machine 

data manipulation instructions are directly to the array and complex data 

structures to provide support, and that fact really increases the operational 

performance of smart contracts on Creditor Data Platform. Also, Creditor 

Data Platform plans to charge for the verification of each incoming piece of 

data and smart contracts execution in order to achieve economic incentives 

to book-keeping persons and to prevent the abuse of resources. Currently we 

are developing our own language for smart contract development that 
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participants will have to use in order to public a contract to the network, but 

in the future Creditor smart contract developers will be able to use any 

language of programming to establish the smart contract and increase its 

effectiveness. The model of Creditor Smart Contact runs on our Virtual 

Machine and is later implemented to a replicated ledger (blockchain). 

Creditor Data Platform manages the smart contract inside our platform in the 

following order: the establishment, deployment, development, rollback, 

termination. It can maintain its own status, control its own asset value and 

receive external information, transactions or external information and 

transactions to respond. 
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Token Generation Event 
Creditor Data Platform aims to launch a Token Generation Event to fund 

further development, marketing and operations of Decentralized Marketplace 

for Personal Data. Participants who want to support Creditor may do so by 

contributing their cryptocurrencies to the designated address. By doing so 

they are purchasing CDPT tokens. 

Token Generation Event Main 
Characteristics: 

● Token symbol: CDPT  (plural - CDPTs) 

● Private Sale Start (Date): June 1st 19:00 UTC 

● Private Sale End: July 31st 1st 18:59 UTC 

● Public PreSale Start (Approximately): July 31th, 2018 19:00 UTC 

● Public PreSale End (Approximately): August 30th, 2018 18:59 UTC 

● TGE Start (Approximately): Sep 2nd, 2018 19:00 UTC 

● Token Generation Event End (Approximately): October 16th, 2018 

18:59 UTC 

● Bonuses for Private Sale investors: +100% 

● Bonuses for Public PreSale investors: +30% 

● Bonus for big investors during Public TGE: +25% for 100+ ETH 

transactions (throughout public token generation event) 

● Bonuses for all during Public TGE:  

a. Sep 2nd, 2018 - Sep 12th: +15%;  
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b. Sep 12th - Sep 22th +12%;  

c. Starting Sep 22th, 2018 the bonus amount will decrease 1% 

every 24 hours until 18:59 UTC on 3nd October, 2018 

● Number of CDPT issued : 3,400,000,000 CDPT 

● CDPT for sale during the TGE: 1,700,000,000 

● Three TGE phases: 

a. Private Sale 

b. Pre-Sale  

c. Token Generation Event 

● Price per CDPT: 0.000044 ETH per 1 CDPT (i.e. 1000 CDPT per 0,044 

ETH) 

● Token Standard: ERC-20 

● Token Features: Utility token 

● Soft cap: $2 million 

● Hard cap: $20 million  

● Accepted cryptocurrencies: BTC, ETH, BCH, LTC, STORJ, ETC, DASH, 

NEO, NEM (during the Private Presale we will also accept USD and 

other alternative payments for selected token holders) 

● Investors Lock-Up Period conditions: 

a. ⅓ - will unlock immediately in the end of TGE - October 16th, 

2018 

b. ⅓ - will unlock 3 months after the end of TGE - January 16th, 2019 

c. ⅓ - will unlock in 6 months after the end of TGE - April 16th, 2019 
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● Undistributed amount of CDPT will be burned in 1 month after the end 

of TGE 

● Planned listing on exchanges: November/December 2018 

 

Token Distribution Structure 

 

 

ICO investors (incl. Private, Pre-Sale, Token Generation Event) — 50% 

Team — 18% 
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Creditor Data Platform Foundation — 25% (Lock-Up) 

Advisory Board — 4% (1 year Lock-up) 

Bounty —   3% 

Team distribution (3 years vesting period for team members):  

● Founder 1 (Viktor) — 5%  

● Founder 2 (Yehor) — 2,5%  

● Current employees — 3%  

Reserve for future employment plan, option pools, etc. — 6,06% 

Starta Accelerator — 1,44% (based on the investment agreement) 
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Funds Distribution Structure 
 

 

20% Operational Expenses  

30% Product Development 

50% Marketing, Sales, PR   

82 



 

Creditor Data Platform 

 

Summary 
Creditor Data Platform was created to make a revolution on data processing 

market. Our platform aims to fix major issues which affect this sphere, such as 

poor data flow, underestimation of data value and data breaches. Our unique 

mechanism of data exchange allows all users of the Platform to receive their 

respective benefits:  

● Data Owners can have a reward for provision of their information and 

trace its movement; 

● Data Buyers can use authentic information of target groups they need 

and run their business without losses caused by poor data; 

● Data Verifiers can receive a reward for data validation. 

Based on blockchain technology, data circulation process is totally secure and 

decentralized. All data is processed in an encrypted form, validity of 

transactions is ensured by consensus mechanism, all users of platform contact 

with each other through peer-to-peer network. All transactions are powered 

by CDPT tokens.  
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Creditor Data Platform 

 

Legal disclaimer 
Creditor Data Platform Operates in full compliance with international 

legislation regarding data processing, such as: 

● General Data Protection Regulation (GDPR); 

● Convention for the Protection of Individuals with regard to Automatic 

Processing of Personal Data. 
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