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EXECUTIVE SUMMARY 
 

As Oliver E. Williamson comments, “ … there is less agreement on 
how the self-interestedness of economic actors should be described. 
Transaction cost economics has proposed that economic agents be 
described as opportunistic where this contemplates self-interest 
seeking with guile.” From the perspective of economics, the most 
significant contribution blockchain technology brings is reduce 
transaction cost by removing opportunism. 
 
However, for current blockchain system, scalability is a huge 
problem which causes low efficiency. As a result, blockchain system 
today can be hardly used under the scenario of IoT. Sharding is one 
of the most worth expecting technologies to improve the system's 
throughput by processing transactions in parallel. However, the 
state-of-the-art sharding-based system has two main 
disadvantages: (1) Lack of the proper incentive mechanism. (2) Low 
security level. 
  
We have proposed a reputation based blockchain system to 
overcome the above two limitations. The key idea is the parallel-
chain architecture that leverages a reputation chain with moderate 
generation speed to support the high throughput transaction chain. 
The reputation chain records the validators’ reputation based on 
their behaviors. Also, a reputation based sharding and leader 
selection scheme maintains a balanced sharding to enhance the 
security and incent the validators. The transaction chain is 
generated via a Raft-based synchronous consensus which achieves 
high throughput and high resiliency by effectively utilizing the 
capability of competent shard leaders. All these designs combining 
together realize a secure, high incentive and fast blockchain system. 
  
In the incoming IoT era that brought by 5G communication 
technology, a blockchain-based decentralized machine-to-
machine payment system is the most fundamental infrastructure for 
IoT devices to communicate and functions well. Together with our 
previous academic achievements on IoT identity authentication, we 
are working hard to put all these technologies together in the form 
of a USB device/ blockchain chip to build an IoT-affordable 
blockchain payment system. 
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Blockchain Era: Decentralization of the Internet 

As our understanding of AI and IoT reaches beyond a toy in the lab, something big 

is emerging. After Web(1.0/2.0) era and Mobile Revolution, now in the second 

decade of 21th century comes a great possibility that the future of the Internet is at 

a turning point toward network’s origin of decentralization: the Internet’s 

Blockchain Era. 

 

Blockchain: Inherent Trust Machine for Internet and Internet of Things 

 

Blockchain is a versatile distributed transaction processing engine that allows data 

to be stored in a variety of different locations while tracking the relationships 

between different parties of the data. This provides a convenient way for devices to 

understand each other and send commands and permissions, while tracking the 

relationship between devices and users, between devices and devices, and even 

between users and users. The information no longer needs to be returned to the 

cloud repeatedly during the transmission process but is stored directly in the device. 

(For example, your smartphone can safely communicate with your door lock, or you 

can approve others to communicate with the door lock. These relationships will be 

stored on locks, on your phone, and brought together as needed to ensure that the 

right people can access your home). 

 

 

 

 



 

 

Early Days of the Internet: A Decentralized Web 

 

From the very beginning of the Internet, the original plan was not to be centralized. 

In fact, the prototype of the Internet is a project launched by US DoD(Department 

of Defense) to establish a computer communication network that could withstand 

attacks in war time, therefore it must be designed in decentralized form so that if 

some nodes fail the network still functions well. 

 

Decentralization continues to be the mainstream of the Internet in WWW period. 

During that time, the Internet was mainly web pages and hyperlink contents. 

Anyone connected to the Internet gets access to all kinds of information without 

any permission, limitation or payment. There is no central authority and every 

computer can act as a server to publish what he/she thinks is important. In Web 1.0 

the open, shared structure has made it a paradise for people to exchange 

information and express views in a democratic, equalized way. 

 

Cloud Service: Step toward Centralization 

 

Once we moved to 2000s, all things changed. Web 2.0 and the Mobile Revolution 

enabled people to interact with the Internet more than just exchange information, 

but computing power, data storage and so on. Today, nearly everything in the 

Internet are running on cloud. Cloud was first proposed as a virtual collection of 

servers that provide services to users. However, cloud as a service are mainly 

provided by technology giants (Google, Facebook, etc.) in a centralized form and 

gone are the days when we can access the Internet loosely. 

 

The emerging of cloud comes with a lot of reasons, but the most important is the 

fast increasing bandwidth along with low capacity of edge terminals, which makes 

sense to form a central database in compromise so as to fully utilize the Internet 

resources. But because the cloud is a compromised solution, it comes with a price: 

 

Centralized systems are easy targets for disruptive hacks such as DDoS. On October 

16 of 2016, an actor leveraged a Mirai botnet consisting of 100,000 infected devices 

to launch a DDoS attack which made Etsy, Github, Spotify and Twitter suffered 

service interruptions or went offline altogether for hours. How much it costs to 

launch a DDoS? just a couple of thousand dollars! 

The exploiting trend of IoT devices connect to the Internet makes cloud rather 

crowded. In 2012, Cisco estimated there were more than 8.7 billion connected to 



 

 

the Internet and the trend keep growing exponentially. With so many devices 

connected, it can be really argued whether the cloud could keep up with it. 

In the cloud era, technology giants regard users as their properties and spare no 

efforts setting barriers for users on migration between different clouds. 

Besides that, security and privacy are the biggest concerns for end users. A recent 

survey published by Charles III University of Madrid reveals that about 73% of 

Facebook EU users have been labeled by Facebook with sensitive interests, which 

accounts for 40% of the overall EU population. However, malicious third-party could 

unveil the identity of Facebook users that have been assigned a sensitive interest at 

a cost as low as €0.015 per user! 

 

After the “Canbridge Analytic” scandal, Facebook has announced new restrictions 

on developers’ data access and it has plans to adopt “rigorous policies and terms” 

for third-party app developers; Apple claims to spend billions of dollars a year to 

protect its consumers’ private data on icloud. But, over time, as long as you put 

on your data on the cloud, technology giants as organizations will operate to 

maximize their own gain, which seems to be a law of human nature. Knowing this, 

we might question: how far we might go with such a centralized internet? 

 

AI & IoT: Driving Cloud to Edge 

 

The Internet of Things, which is today connecting more than 20 billion devices and 

is expected to connect as many as 70 billion by 2020, according to the highest 

estimates, will drive a challenging need to build IT infrastructure capable of handling 

the 24×7 ongoing demand for applications running on it. With such a heavy load, 

current cloud structure will end up with billions of devices stuck in vertical silos. 

 

Besides, there’s too much overhead in operating a cloud platform, especially for 

devices that are designed to live in people’s homes for a decade or longer (It 

makes very few senses if you set up a cloud to support microwave oven since 

there’re not many devices talk to microwave oven that often). A transformation of 

the Internet infrastructure is in an urgent need. 

 

And the answer is “edge”. Thanks to the recent smartphone campaign as well as 

huge progress in lithium technology, edge terminals in the Internet embraced a 

revolution toward cheap & high quality hardware with exploiting computing power. 

Whether you have realized or not, more and more AI algos are running on your 

devices other than running on the cloud. 



 

 

 

Is this decentralization a retreat for the Internet? No. What this revolution brings to 

next generation of the Internet is, besides an infrastructure for transfer of 

information, the Internet will be an infrastructure for PEER-TO-PEER TRANSFER OF 

VALUE where trust can be easily built. And among these huge steps, the most 

important part of this revolution is a new technology called Blockchain. 

AI&IoT+Blockchain: Paradigm of Future Blockchain 

With AITA’s VISA-level capability, developers can build more types of Dapps 

enabled by the high scalable and secure AITA Platform. To name a few: 

u Decentralized Exchanges 

u Online Games 

u Low-cost Global Asset/ Cash Transfer 

u Shared Computing 

However, what excited us most is the application field of IoT for high scalable 

blockchain platform such as AITA. 

 

High-level Discussion on relations between AI&IoT and Blockchain 

 

How will AI+Blockchain+IoT change our lives? After much thought, we believe one 

possible pattern is that AI for recognizing, blockchain for recording, IoT for realizing. 

 

The most direct improvement in productivity provided by AI lies in certain 

recognition functions that replace those of the human brain. AI judges and outputs 

the input information from the outside world with the neural network model, which 

is pre-trained by a large amount of data. IoT is the realization carrier of these AI 

algorithms, as well as the sensor used by these AI models when they are reading 

the input information. The integration of AI and IoT on the edge enables the edge 

devices in the network to have independent and complete perceptual and 

processing capabilities, but secure communication and trusted records between 

these devices need blockchain to implement, which is exactly what we proposed as 

the recording. 

  

EXAMPLE: Odometer Fraud Prevention System 

 

Odometer fraud is a huge problem in automotive industry, especially in the second-

hand car market. In Germany, around 1/3 of resold cars are affected by odometer 



 

 

fraud which leads to almost 6 billion euros loss per year. Current solutions, however, 

have obvious disadvantages: 1. Privacy problem; 2.low frequency of data records. 

 

 
Architecture of OFP system(poc) 

 

Using blockchain technology, odometer values can be retrieved from the car using 

a dongle double checked with GPS values. The data is sent to the central 

applications in the car and encrypted to write into fast public blockchain like AITA 

platform. Once anyone gets interested in these data, (e.g. car dealer, research 

institutions and potential buyer) they can fetch these data and pay for it by the way 

of smart contract; meanwhile, car owner can get economic reward. By introducing 

blockchain, the data gathered is only accessible to the user, the registration 

frequency is high and continuous odometer fraud can be detected. 

 

EXAMPLE: M2M Payment Scenario 

 

Start with a future story told by our professor at Harvard. Imagine a future day when 

you buy a car with self-driving capabilities and register it as a taxi for investment. 

Each time the taxi arrives at its destination, it automatically withdraws money from 

the passenger’s wallet and deposits it in the taxi’s own wallet. When the car finds 

fault in some parts of itself, it will automatically head to the nearest garage to be 

repaired by a worker. Sounds very sci-fi? However, even with the current level of 

technology, as long as several key technical points can get a breakthrough, all of 

this will become a reality. 

 

In fact, some simple peer-to-peer M2M Payment scenarios can quickly be put into 

practice. Maybe in the near future, you can use some of the very interesting furious 

things we make to easily add your devices to the blockchain network, enabling 

secure payment and trusted communications between devices in the form of digital 

currency. You don’t have to carry a credit card or scan a QR code on your phone 



 

 

to pay for the device’s services. For example, the parking lot manager can 

conveniently register the camera of the parking lot outlet as a node in blockchain 

network. The camera automatically recognizes the license plate and sends a 

payment request to the vehicle which is also added to the blockchain network. The 

driver does not need to roll down the window to pay the parking fee in cash or scan 

the QR code, but only needs to pay the parking lot by tapping on the driver seat. 

The parking system confirms the passing information automatically, and then the 

vehicle can drive out the parking lot. 

 

By introducing blockchain technology into the IoT payment system, since in the 

blockchain network there exists no central clearing parties, no one can get your 

transaction data and analyze daily behavior without your own permission. Your 

privacy is well protected by law of code. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

Vision of AITA: Power Blockchain with Reputational 
Scalability 

We are deeply attracted by the future society depicted by the combination of IoT 

and blockchain, although everything looks more like sci-fi from the perspective of 

this moment. However, with the gradual improvement and large-scale commercial 

use of communication infrastructure such as 5G, we believe that the biggest 

obstacle to achieving the world of IoT can be overcome soon. 

 

If the communication revolution represented by 4G brings explosive explosion of 

streaming media, then the high probability that the 5G era brings is most likely to 

be a disruptive revolution of the Internet of Things. So, for us, who have been 

focusing on research areas in distributed system and internet of things, we think it 

is time to take the future world a step closer. We name the project AITA with the 

ultimate goal of Connecting AI&IoT to All Blockchain. 
 

Building More Scalable Permission-less Blockchain 

 

To make our vision a reality, first of all there’s a great need for a more scalable 

blockchain. Blockchain today is rather slow. The Bitcoin network only has 10tps 

capability and Ethereum deals with about 20 transactions per second during actual 

use. Even today, with so many projects announcing their design to have millions of 

transactions per second, we hardly have seen any public chain network achieving 

VISA-level throughput. Vitalik once launched a voting on Twitter of what 

technologies haven’t been covered by Ethereum but have promising future of 

bringing a revolution to blockchain. The top 3 are: mesh networking, reputation 

system and social network. 

 

AITA is a blockchain reputation system of which the core idea is borrowed from our 

previous research in p2p communication field. Combined with a leader-based & 

state sharding technology, the aim is to realize horizontal scalability of blockchain. 

(we will present the technical details in our academic paper). Put it simply, we hope 

to introduce a reputation system to blockchain network in order to give blockchain 

node an economic incentive as well as increase network stability; more specifically, 

we have designed a parallel-chain structure with low-speed & high-speed chain 

dealing with different issues. Based on this reputation system, as a plus we plan to 

build a leader-based permission-less chain. In our latest trail, with Amazon C4.Large 

environment, we successfully reached POW-based network an average speed of 



 

 

6800TPS with max. of 10000X TPS(1800 nodes, 8 shards). With great possibility, 

basically AITA will enable most public chain today a VISA-level capability. In the near 

future, by accessing AITA, existing public chain performance will be upgraded to the 

next level of magnitude to support a more extensive and practical Dapp operation. 

 

Step Further into the IoT Era with Blockchain Devices 

 

From our point of view, a scalable blockchain is just the beginning for IoT devices 

to communicate with each other safely. To bring blockchain technology into real 

world, we should step further to device authentication technology. In a distributed 

blockchain network, the only identity is a string of hashed public and private key 

system; however, in the future when p2p transmission of information becomes more 

popular, it is essential to build a secure & convenient channel between the real 

world and blockchain world. A common practice is to add a signature to users’ 

account, because only the user himself holds the private key, so once the account 

gets successfully signed the identity is confirmed.  

 

However, this method doesn’t get rid of the “self evidence” trap, especially when 

IoT era comes real, the device it self couldn’t be trusted, so how could you confirm 

the identity simply by signature? However, AI models that previously trained give a 

judgement by means of confidence interval on the input information, which is 

undoubtedly the most direct authentication method for connecting the physical 

world and the digital blockchain world. Together with our  previous academic 

achievements on IoT identity authentication, the next thing we plan to do is  working 

hard to put all these technologies together in the form of a USB device/ blockchain 

chip to build an IoT-affordable blockchain payment system. In this way, micro/mini 

IoT devices and enterprise machines can securely execute transactions on a 

blockchain with fast speed. 

 

 

 

 

 

 

 

 

 
 



 

 

Core	Features	of	AITA	
 

 
Sharding, which splits the overheads of processing transactions to multiple, smaller 

groups of nodes, is the major approach to overcome the scalability and 

performance limitations of current blockchain protocols. These groups work in 

parallel to maximize the performance while requiring much smaller storage, 

communication, and computation per node, allowing the system to scale to large 

networks easily. However, the existing random-based sharding systems fail to 

achieve strong security guarantees due to not leveraging the information regarding 

bandwidth, CPU, and historical behaviors among nodes. Besides, the incentive 

mechanism of these systems could be a huge overhead. Some of these sharding 

schemes have small fault resiliency (e.g., 1/8,1/4), high failure probability or strong 

assumption (e.g., trusted hardware or setup) that limits their applicability to 

mainstream transaction system. 

 

We innovatively propose AITA platform , a secure, high incentive and fast blockchain 

system via reputation-based sharding. AITA platform is built on a double-chain 

architecture consisting of a transaction blockchain and a reputation blockchain. The 

innovative reputation blockchain with moderate generation speed can support a 

high throughput on transaction blockchain. AITA platform achieves an average 

throughput around 16000 tps with total 1800 nodes and 100 nodes in each shard, 

around 7000 tps with total 1800 nodes and 225 nodes in each shard, when tested 

on Amazon Web Service platform. To facilitate a better understanding of the core 

features of AITA, we describe them as below. 

 

 

 

 

 

 

 

 



 

 

Parallel Dual-chain Architecture 

In real life, people’s reputations are built up based on their historical behaviors.  

Customers are willing to pay for reputation when the merchants provide the same 

service. Inspired by these observations, we proposed this blockchain platform. 

 

On the AITA platform, there are two blockchains in each shard: transaction 

blockchain and reputation blockchain. Transaction blockchain contains all the 

transactions (referred to 𝑡𝑥𝑠) that belong to the shard, while reputation blockchain 

stores the reputation scores of the validators.  

 

The reputation score 𝑟% of 𝑖 validator is calculated as follows: 

𝑟% = 𝑟%( +*𝑆(𝑗)
/

012

× 𝑇(𝑗)		 

Where 𝑟%( is the reputation score in the previous RB, 𝑙 is the number of transactions 

generated after the previous RB, 𝑇(𝑗) is the value of transaction 𝑗 and 𝑆(𝑗) is the 

scaling factor which is used to reward or penalize behaviors accordingly. Our scaling 

factors are designed to punish more for dishonest behaviors and reward less for 

honest ones. The reputation score only contains the reputation value in previous 𝑤 

epochs (in our design, each epoch which contains several RBs and TBs, has fixed 

time). The proper sliding window 𝑤 is utilized to make sure the selected leader is the 
honest node who has contributed continuously.  

 

After the calculation of reputation score, the validators utilize collective signing to 

generate the RB. At the end of each epoch, the validators of all shards synchronize 

their reputation blockchain and transaction blockchain to prepare for the next 

epoch. To overcome the huge costs of sending the whole blockchain, the validators 

utilize collective signing to generate a state block (SB), which contains the overall 

reputation scores over 𝑤 epochs and the account states of the clients by this epoch. 

Afterwards, the validators use PoW to generate the nonce in SB, which brings the 

randomness for sharding and leader selection in the next epoch.  

 

 

 

 



 

 

Detailed Algorithm 

When a new epoch 𝑒  begins, all of the validators will be sharded into different 

groups. For each group, a shard leader will be selected based on their accumulative 

reputation score 𝑅:  over previous 𝑤  epochs. Specifically, the validators use 

previous state block hashes from all the shards to generate seed for random number 

generator (RNG) at epoch 𝑒. The seed is leveraged to shard randomly and select 

leaders.   

 

Firstly, the validators’ reputation scores sorted in descending order is denoted as 

𝑅;<=> . Next, each validator in 𝑅;<=>  is chosen in order and randomly assigned 

(determined by the seed) to a shard with minimum nodes to maintain the balance 

property. For shard leader selection, first, the validators with reputation scores 

higher than 𝑟?  (the median one) have chances to be selected as the leader. The 

reputations scores (𝑟@%) of the leader candidatures are scaled to small numbers, like 

𝑙𝑜𝑔C(𝑟@%– 𝑟?), to avoid formation of super nodes and maintain the incentive at the 

same time. The scaled scores of candidatures are further normalized. The 

normalized reputation score of each candidature is the probability of being selected 

as the leader in this epoch. The selection algorism is based on RNG with the same 

seed of sharding.  

 

The above strategies in sharding and leader selection maintain the incentive, 

randomness and uniformity property simultaneously. 

 

1. Incentive: For the validators, higher reputation, higher probability to be 

selected as the shard leader and higher rewards.  

2. Randomness: It is hard to predict the results of the sharding and leader 

selection. 

3. Uniformity: The results can be validated by each validator locally without too 

much communication overhead. 

 

 

 

 

 



 

 

Efficient Consensus and High Throughput 

Inspired by Raft, XFT, protocol proposed by Ren et al.  and RapidChain, we propose 

a Raft-based synchronous consensus to achieve high throughput and resilience of 

1/2 within shard. 

 

Similar to Bitcoin, each transaction 𝑡𝑥 will have a unique identity, a list of input 

unspent transaction outputs (UTXOs) and a list of output UTXOs. UTXO is the 

unused coin from previous 𝑡𝑥 and contains the signature. All the clients will send 

their transactions to the shards responsible for the input UTXOs and output UTXOs 

listed in these transactions. The shard 𝑖 will validate the transaction if its ID mod 𝑘 

is equal to 𝑖. The input UTXOs may come from different shards. Thus, our system 

should handle both intra-shard consensus and cross- shard transactions. We denote 

the shard responsible for the input UTXO as input shard, and the shard for the 

output UTXO as output shard.  

 

1) Intra-Shard Consensus: The intra-shard consensus mainly contains five steps. 

Firstly, the leader signs and sends a transaction list (TxList), which contains a list 

of transactions’ ID to all shard members. Then each validator checks all the 

transactions in TxList and make a decision, Yes, No or Unknown. Unknown is 

given to avoid punishment on reputation score when it cannot handle so many 

transactions due to the hardware limitation. Secondly, the validators sign and 

send the decisions (TxDec) ordered the same as the TxList back to the leader. 

After the leader collects all TxDec within the shard, it will generate a transaction 

block (1) including the transactions with more than half of Yes. Thirdly, the 

leader sends the TB as well as the decision set (TxDecSet) including all the 

validators’ TxDecs to all shard members. Fourthly, each validator checks the 

TxDecSet and the transaction block from the leader. If the leader does bad 

things, the honest validators will send Warning with its signature to each other. 

When half validators send out Warning, the honest validators could begin 

rolling: kicking out the current leader, dropping the current incorrect transaction 

block, clearing the cumulative reputation score of the leader, and reselecting a 

leader as before. Fifthly, when several TBs are generated without warning, the 

validators could calculate the reputation scores to generate Reputation Block 

(RB) based on the TxDecSet and TB, and achieve consensus via Collective 

Signing. The RB contains the reputation scores of all the validators and the TB 

hash.  

 



 

 

The intra-shard consensus separates the confirmation of the transaction validation 

within and out of shard to reduce the bandwidth cost. If no Warning is received, the 

consensus on TB has been achieved by all the validators within the shard. Besides, 

a validator can send TxList and TxDecSet to prove whether a 𝑡𝑥 is valid or not to the 

client. However, it will cost a lot of bandwidth to transmit the TxDecSet that contains 

the signatures from all validators. Moreover, the cross-shard transaction makes the 

condition worse. Because all input shards should send the proof to the client. To 

reduce the bandwidth cost, we adopt the collective signing [14] in which the amount 

of signature will only be 1/m of those in the TxDecSet. Based on this, only the output 

shard needs to transmit one RB with such signature.  

 

2) Cross-Shard Transactions: Omniledger introduces Byzantine Shard Atomic 

Commit (Atomix) protocol that supports secure cross-shard transactions. We 

propose an enhanced protocol to overcome two drawbacks of their protocol: 

(1) Atomix requires client to be active to help the input shards send the proof-

of-acceptance to the output shards. (2) For each 𝑡𝑥, the client should send one 

proof of acceptance to the output shard which costs lots of bandwidth.  

 

In AITA platform, the input shard sends the TxList and TxDecSet to the relevant 

output shards and other input shards. It is worth mentioning that the TxDec from 

validators contains multiple signatures and each will be used to sign one subset of 

TxList. The transactions in one subset are sent to the same output shard to reduce 

bandwidth cost. For a certain cross-shard transaction, the shard will accept if its 

UTXOs are not used or locked otherwise the 𝑡𝑥 will be rejected. Then both input 

shards and output shards will lock it and its UTXOs. When the output shard receives 

the proof of acceptance, TxDecSets containing the input UTXOs from all the relevant 

input shards, it adds the 𝑡𝑥 on their TB. When the input shard received the proof of 

accept from other relevant input shards, it will release the 𝑡𝑥 and its UTXO. If one of 

the input shards rejects the 𝑡𝑥, then the relevant input and output shards will abort 

the 𝑡𝑥.  

 

At the end of one epoch, the validators of all shards synchronize their reputation 

blockchain and transaction blockchain to prepare for the next epoch.  

 

 

 



 

 

High Security of the Network with VISA-level 
Throughput 

Assume the malicious validators do bad things continuously. The attacker cannot 

succeed because of the honest majority and the rolling scheme. Once detected, the 

cumulative reputation score of the malicious leader will be cleared.  

 

The malicious may pretend as a normal node until it becomes a shard leader. Once 

the leader is detected as a malicious node, the rolling scheme will be launched and 

its reputation score will be cleared. Thus, the malicious node needs a long time 

(around 10 epochs) to gain enough reputation score and become a leader again. 

 

In the worst scenario, the malicious validators may try to gain domination in the 

shard by taking the advantage of observing others’ reputation scores, for example 

through buying off validators of high reputation scores or collaborating with 

validators of low reputation scores. However, our random sharding process 

guarantee that the possibility of attackers and normal users assigned to a specific 

shard is independent with the reputation scores. Thus, exposing the reputation 

scores of validators would not be a threat.  

 

We test all of the three different attack models above under the shard size of 225 

with 1800 nodes in total on Amazon Web Service platform. The average 

throughputs are around 7000, 6500, 6000tps individually. As we mentioned before, 

the worst attack will cause the AITA platform to the same performance as the 

random sharding system. Assume 600 malicious nodes in 1800 nodes, then the 

possibility of a malicious leader is always around 1/3 in every epoch. Through easy 

calculation, we can get the possibility that the attack breaks our system is around 

2.84	 ×	10LM under the current setting, which is small enough for security. From the 

results and analysis above, we can conclude that the AITA platform is secure enough 

when facing above attacks.  

 

 

 

 

 

 

 
 
 



 

 

	

Comparison		 	 	 	 	 	 	 	
	 to	 Existing	 	 	 	 	 	 	 	
	 	 Sharding	Project	

 

 
A sharding-based blockchain could have higher throughput with more validators in 

the network. By distributing the transactions to different shards, the total 

throughput is equal to the product of the in-shard throughput and the number of 

shards. According to literatures, there have been several sharding schemes 

proposed by different groups: RScoin, Elastico, Omniledger, Byzcoin and 

RapidChain. 

 

Introduction to Existing Sharding Schemes 

RSCoin introduces a degree of centralization into the two typically decentralized 

components of a blockchain-based ledger: the generation of the monetary supply 

and the constitution of the transaction ledger. It assumes two structural entities: the 

central bank, a centralized entity that ultimately has complete control over the 

generation of the monetary supply, and a distributed set of mintettes that are 

responsible for the maintenance of the transaction ledger. A simple Two Phase 

Commit (2PC) has been utilized between the user and a set of mintettes from one 

shard. 

 

Elastico proposed the first sharding-based consensus protocol for public 

blockchain. They achieved a near-linear computational scalability which can tolerate 

1/4 fraction of corruptions among all the nodes. 

 

 

 

 



 

 

OmniLedger uses a verifiable randomness-generation protocol that does not rely 

on a trusted third party. To keep OmniLedger’s randomized validator assignment 

independent from other blockchain-based systems, they make use of the 

RandHound protocol. 

 

ByzCoin is the first experimentally proven scalable BFT consensus protocol where 

the authors use collective signing to build a scalable version of PBFT. The biggest 

performance improvement comes from using the aggregation techniques and the 

communication patterns that CoSi introduced. Another contribution of ByzCoin is 

the way it bootstrapped BFT consensus groups from a PoW blockchain, thus 

managing to bring together the open-membership assumptions of Bitcoin with the 

closed membership needs of PBFT. 

 

RapidChain improves the throughput and achieves a total resiliency of 1/3 

corruptions from all nodes via a synchronous protocol. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

Comparison to AITA 

AITA is the first project ever to propose a parallel-chain architecture to improve the 

scalability of the blockchain and leverages reputation scores to enhance the 

incentive and security of the blockchain simultaneously. Reputation-based protocol 

on the one hand enables the honest and competent validators to stand out, who 

get more chances to contribute and obtain more rewards, on the other hand, it also 

identifies the possible adversaries and disperses their effects to secure the system. 

 

Incentive Mechanism 

 

In term of incentive mechanism, RSCoin implemented an incentive mechanism with 

the help of a central bank, which is unrealistic in most blockchain system. Elastico, 

Omniledger and RapidChain do not consider the incentive mechanism. Also it will 

bring extra overhead for all the members to monitor the behaviors of each other 

and to reach consensus on these behaviors. Compared with them, our reputation 

scheme rewards validators based on their behaviors and the double-chain 

architecture generates the reputation block in a moderate speed without too much 

overhead. 

 

Network Security 

 

In security aspect, almost all these systems are based on random sharding and 

leader selection of which the security level is lower than reputation-based one. AITA 

only degrades to the random based one in the worst case where an advanced 

attacker firstly observes the reputation distribution of all validators, and then acts 

with the same probability as the distribution. 

 

Although RapidChain proposed to separate the active validators and the inactive 

ones, and balance their proportion among groups, their classification method is 

quite coarse. They simply regard half of the validators as active nodes while the rest 

half as inactive nodes. Moreover, the classification is determined by the reference 

committee generated at the very beginning, which could result in security problems 

without proper update scheme for the reference committee. Our core idea of 

parallel-chain architecture can enhance both the incentive mechanism and security 

property of their system. 

 

 



 

 

Different Capacity between Validators (IoT-affordable) 

 

It is worth mentioning that in our scheme, the shard leader contributes more 

bandwidth and computing resources to generate TxList, TxDecSet and TB than other 

validators. Different from other projects, our scheme explicitly consider capability 

difference among the validators. AITA platform eases the workload of the least 

capable validator to improve the system performance by encouraging competent 

shard leader to contribute more. 

 

Introducing reputation system, nodes with higher reputation have higher 

computing resources and bandwidth to process the transactions, thus they will 

accumulate reputation scores quickly than those less capable validators. In our 

scheme, these validators have more chances to be shard leaders. With more 

contribution from capable shard leaders, the throughput of the system can be 

improved greatly. 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

	

TEAM	
 

Aaron Guan 

Founder & Chief Executive Officer 

Visiting Scholar, Oxford University 

During undergraduate, Aaron successfully invested and launched an AI startup 

which later received $2 million investment from a listed company in China. Aaron is 

now a Ph.D. student in HKUST with main research direction as blockchain incentive 

modelling. He also has rich experience in famous public mutual/private fund. Aaron 

is currently leading the AITA team for developing a scalable, secure and high 

incentive sharding protocol for blockchain. 

 

Qian Zhang 

Co-founder & Chief Scientist 

Professor, Hong Kong University of Science and Technology  

IEEE Fellow, Cheung Kong Chair Professor 

Prof. Zhang joined HKUST in 2005 where she is now Tencent Professor of 

Engineering and Chair Professor of the Department of Computer Science and 

Engineering. Prof. Zhang has published more than 400 refereed papers and is the 

inventor of about 40 pending International patents. She is a Fellow of IEEE for her 

contribution to the field of distributed systems and has received MIT TR100 (MIT 

Technology Review) world’s top young innovator award. She also received the Best 

Asia Pacific Young Researcher Award elected by IEEE Communication Society in 

2004. She received the Best Paper Award in Multimedia Technical Committee 

(MMTC) of IEEE Communication Society in 2005 and Best Paper Award for QShine 

2006, IEEE Globecom 2007, IEEE ICDCS 2008, IEEE ICC 2010, and IEEE Globecom 2012. 

She gained the Oversea Young Investigator Award from the National Natural 

Science Foundation of China (NSFC) in 2006 and held the Cheung Kong Chair 

Professor. 

 

 

 

 

 



 

 

Zeyu Wang 

Co-founder & Chief Technology Officer 

PhD, Hong Kong University of Science and Technology 

Zeyu is the head of technology for AITA. He get a bachelor’s degrees in Shanghai 

Jiaotong University. He proposed several technologies in his research as the 

building blocks for next-generation blockchain, addressing consensus and privacy 

issues. His research work has been published in top international conferences in IEEE 

INFOCOM (2018, 2017 & 2015), IEEE GLOBECOM (2016), ACM Mobisys (2015). He 

won Nomination Award of Microsoft Research Asia Fellowship 2015 and Best Video 

of Proc. ACM Mobisys 2015. 

 

Queenie Wang 

Co-founder & Chief Operation Officer 

Master in Finance, Peking University 

Queenie heads up business development and operation at AITA. She has extensive 

sales experience in financial services. Her prior roles include sales of fixed income 

products such as bonds, ABS and REITS at PingAn Security Company, one of 

China’s top financial institutions where she worked with asset managers in funds, 

security companies, insurance companies and banks. Queenie also has rich 

experience in investment bank and private fund. 

 

Zack Zhang 

Head of Research 

PhD, National University of Singapore 

Zack is the Head of Research of AITA. He is a PhD candidate at Center for Quantum 

Technologies, National University of Singapore. His research interests broadly 

include security, privacy and applied cryptography, quantum cryptography, 

quantum computer, quantum memory and algorithms. Zack’s research work has 

been published in many top-ranked international academic journals. 

 

 

 

 

 

 

 

 

 



 

 

Shuai Peng 

Core developer 

Master of Software Engineering, Xi'an Jiaotong University 

 

Shuai Peng is a practitioner in various areas in the Computer Science including 

blockchain, distributed systems and program analysis. He is also proficient in Java 

and various software design patterns, as well as has extensive experience in 

constructing the web service system and mobile development for Android. Shuai 

was a former Android developer in Meituan, a famous e-commerce company listed 

in HK Stock Exchange, where he was the core developer of Meituan‘s POS cashier 

and developed the tool for queening up independently. Shuai is good at improving 

the efficiency of project management and development. 

 

 

Albert Zhao 

Core developer 

Master of Control Theory and Control Engineering, Xi'an Jiaotong University 

 

Albert has been involved in development of distributed systems using C++ with the 

focus on the reliability, scalability and throughput. He is proficient in Linux network 

programming and Peer-to-Peer network design. Albert has extensive experience in 

development of embedded software. Albert is former C++ developer in CRRC, a 

China’s famous state-owned enterprise focusing on vehicle system, where he was 

in charge of designing the On-board Metro Intelligent Ops System of four different 

metro lines.  

 
  



 

 

	

Roadmap	
 

 
 

 

 

 

 

 

 

January 2018: Project AITA started 

 

May 2018: Achieved 6800+TPS on AWS 

 

June 2018: Whitepaper released 

 

September 2018: Internal testnet launched 

 

November 2018: Release public testnet V0.1 

 

April 2019: Release public testnet V0.2 

 

Q3. 2019: Ready for mainnet lanch 

 

2019: Release anchor dapp 
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