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Disclaimer
Purchasing of TalentSnap Tokens does not present an exchange of cryptocurrencies or 

conventional currencies for any form of ordinary shares of the Seller and the Buyer of 
TalentSnap Tokens is not entitled to any guaranteed form of dividend. The Buyer is only entitled 
to certain rights within the Terms and Conditions. TalentSnap Tokens are not intended to 
constitute securities in any jurisdiction.

This White Paper does not constitute a prospectus or offer document of any sort, and is 
not intended to constitute an offer of securities or a solicitation for investments in securities in 
any jurisdiction. This White Paper is posted for information purposes only. The content of this 
White Paper is not a financial promotion. Therefore, none of the content parts of this White 
Paper should be considered an invitation or inducement to engage in any sort of investment 
activity. The Buyer should carefully consider and evaluate all risks associated with 
cryptocurrencies, operations with them, ICO and respective business activities. Before purchase 
of TalentSnap Tokens, carefully read all the information set out in this Disclaimer, White Paper, 
Terms & Conditions, and Privacy Policy and ensure that you are aware of all potential risks. The 
section «Risks» details all potential risks that you should consider. We strongly recommend you 
to seek out independent financial and legal advice before engaging in any sort of business 
endeavor.

The TalentSnap Token is not an investment-grade security of any kind or an investment 
contract according to the Howey Test and Pacific Coin Test. The TSC Token is a digital token for 
participation and use of the TalentSnap platform’s services and does not confer ownership of a 
stake in the business. The value of the TSC Token is not based on the efforts of others, but 
fluctuates based on the natural occurrences in the market. The TSC Token is not meant to 
appreciate in value or be resold. 
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Abstract
TalentSnap is going to revolutionize the hiring industry using Artificial Intelligence on the 

decentralized, encrypted Blockchain to re-instill the power of data and monetization back into 
the hands of its rightful owners, and ultimately automating the hiring process by leveraging 
TalentSnap’s evolving FitScore technology. Our research and development will automate the 
growing $400Bn/year hiring industry and TalentSnap’s underlying zero-knowledge proof AI 
technology will vitally impact and disrupt countless industries thereafter.
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Executive Summary
Throughout your career, you are constantly involved in the hiring process - either hiring 

or being hired. Both processes can be exhaustive, expensive, and exceptionally inefficient. 

Over the years, there have been many iterations of software developed to improve the 
hiring process, from Job Boards to Social Networks and Applicant Tracking Systems, but none 
have provided a truly revolutionary innovation in automating the hiring economy. The resources 
required to discover new candidates or job opportunities are costly, time-consuming and 
mentally exhausting. To further complicate things, web-based platforms that claim to be helping 
are actually centralizing our data and disseminating it without our consent.

Given the state of current research, it’s clear how valuable Machine Learning and 
Artificial Intelligence technologies can be, however, the economic model surrounding the 
centralization of data is not aligned with the philosophical needs of the end-user, as people are 
no longer interested in having their data owned and controlled by large enterprises. For this 
reason, we need to decentralize and encrypt user data,  ensuring data integrity and rewarding 
people for the information that belongs to them on the Blockchain. The problem is, how can one 
build sophisticated AI models on encrypted data that is also decentralized, and on standalone 
nodes that are completely separate from each other? TalentSnap is building a P2P Network and 
FitScore AI  that will completely disrupt and automate hiring. 

TalentSnap aims to build powerful Zero-knowledge proof AI models on top of 
decentralized and encrypted data; a new area of research that is immensely important. 
TalentSnap will advance R&D efforts in Homomorphic Encryption, Federated Learning, and 
Proof-of-Identity, and combine it with the evolving FitScore technology to achieve true hiring 
automation. We argue that advancing this research will not only completely disrupt and 
automate hiring, a $400 billion/year industry, but TalentSnap’s research can help other industries 
as well.

Fundraising and the use of TSC Tokens will help finance this research and development. 
We envision TalentSnap as the first scalable Blockchain-based AI hiring technology that will 
completely automate the job or candidate search process.
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Existing Problem
As a society, we understand that Machine Learning and Artificial Intelligence 

technologies can and will eventually  automate the majority of industries globally. Companies 
like Google, Facebook, Apple, and Microsoft have access to immense amounts of data, and 
construct multi-billion dollar business models around people’s information. The more data you 
can feed AI models, the more purposeful they can become over time. The sheer amount of data 
these companies are processing, allows the aforementioned companies to be on the forefront of 
AI research. It’s quite frightening that these companies know more about us than we know 
about ourselves. If this trend continues, AI models will become more powerful, but at what cost? 
Just imagine how dangerous it could potentially become in 20, 30, 40 years from now if we 
continue in this trend of allowing a few centralized conglomerates to control our information. 
This can lead humanity to a dystopic type of world, where Artificial Robots, and systems, run by 
a few conglomerates, control our thoughts, actions, and ultimate destinations in life. As it 
pertains to hiring, centralized AI systems can limit human potential by making decisions based 
on data that you never wanted disseminated. An open and centralized AI model can further 
perpetuate gender gaps and racial discrepancies leading to lower salaries and lesser 
opportunities.

We all know how valuable ML and AI can be, the power it can have. Artificial Intelligence 
has the potential to automate every single industry in the world. But continuing to do this 
through centralized locations is dangerous because a handful of companies will be able to 
eventually control and manipulate the human race. That’s why we need to decentralize and 
encrypt user data, and reward people for the information that belongs to them. In doing so, a 
core problem arises: How can one build sophisticated AI models when the data is 
decentralized, and on stand-alone nodes that are completely separate from each other? 
To further complicate things, what if most of this information is partially or completely 
encrypted? Congruent to this issue, is data integrity and validation. AI models can ingest 
staggering amounts of data and perform actions based on the accumulation of information, but 
what if the data is incorrect and misleading? Within the hiring economy specifically, these issues 
lead to companies hiring the wrong people, and candidates in the wrong jobs.
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Market
More than $200B was spent on recruiting in the US alone in 2017 (as well as more than 

$40B in the UK ), and that number continues to grow at a rate of about 10% per year . In total, it 1 2

is estimated that $400B a year is spent on hiring globally. If there is not a serious disruption in 
the way we hire, most small businesses will not be able to afford the high cost of scaling their 
teams, enterprises will be handcuffed by their limited hiring budgets, and economies will falter. 
Furthermore, it is said that spending on AI research will reach $46B by 2020; a number that will 
grow exponentially .3

The world’s largest professional network, LinkedIn, which was recently acquired by 
Microsoft, is home to more than 300 million profiles. You would assume this was a hiring 
manager’s goldmine, however, when all is said and done, 10% of profiles are fake, while 34% 
are inaccurate to some extent . TalentSnap recognizes the failures of a singular centralized 4

network being the primary source of professional data for candidate and employers around the 
world and is dead-set on exposing this flaw.

https://siteassets.pagecloud.com/adelectus/downloads/Recruitment-Industry-Trends-2015-2016-ID-1cb824a2-b37c-4ead-a78c-b9f74f792d99.pdf 1

 https://www.techselection.com/en/2017/07/whats-behind-200-billion-industry/2

https://www.axios.com/spending-on-ai-to-reach-46-billion-in-2020-1513301689-a3c07136-46be-47a5-8e95-6e7c4725939d.html3

 http://miami.cbslocal.com/2017/06/13/linkedin-profiles-fake-lie-study-finds/ 4
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Blockchain Technology
Blockchain is the foundational technology of the network and provides a tamper-proof 

data structure, resulting in a shared public ledger accessible by everyone.

Ethereum

Ethereum is a Blockchain-based distributed computing platform that runs smart 
contracts. It provides a decentralized infrastructure that is stable and secure. ERC stands for 
‘Ethereum Request for Comments’. This is an official protocol for proposing improvements to 
the Ethereum Network, ‘20’ is the unique proposal ID number. 

Ethereum features:

Immutability – A third party cannot make any changes to data.

Corruption & tamper proof – Applications are based on a network formed around the 
principle of consensus, making censorship impossible.

Secure – With no central point of failure and secured using cryptography, applications 
are well protected against hacking attacks and fraudulent activities.

Zero downtime – Applications never go down and can never be switched off.

Difference between Blockchain and Traditional Databases

Traditional databases use client-server network architecture. Here, a user (known as a 
client) can modify data, which is stored on a centralized server. Control of the database remains 
with a designated authority, which authenticates a client’s credentials before providing access to 
the database. Since this authority is responsible for administration of the database, if the 
security of the authority is compromised, the data can be altered, or even deleted.  

Blockchain databases consist of several decentralized nodes. Each node participates in 
administration: all nodes verify new additions to the Blockchain, and are capable of entering 
new data into the database. For an addition to be made to the Blockchain, the majority of nodes 
must reach consensus. This consensus mechanism guarantees the security of the network, 
making it difficult to tamper with.
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Decentralized Control

Blockchains allow different parties that do not trust each other to share information 
without requiring a central administrator. Transactions are processed by a network of users 
acting as a consensus mechanism so that everyone is creating the same shared system of 
record simultaneously.

The value of decentralized control is that it eliminates the risks of centralized control. 
With a centralized database, anybody with sufficient access to that system can destroy or 
corrupt the data within. This makes users dependent on the administrators.

Some administrators have earned the trust put in them, for the most part, for example, 
people's money is not stolen by banks that record the finances they hold in private databases, 
and there is a logical reason why you would want centralized control. 

But, that also means those with control, such as a bank, need to spend billions of dollars 
in security expenses keeping these centrally held databases from being altered by hackers or 
anyone else who might wish to profit from another's loss. If the central administrators we are 
trusting to keep one's information a secret fails in this regard, then the users incur a heavy loss.

Decentralized control eliminates many of the risks of centralized control. Anybody with 
sufficient access to a centralized database can destroy or corrupt the data within it. Users are 
therefore reliant on the security infrastructure of the database administrator.

Blockchain technology uses decentralized data storage to sidestep this issue, thereby 
building security into its very structure.

Immutable History

Most centralized databases keep information that is up-to-date at a particular moment. 
They are generally a snapshot of a moment in time. Blockchain databases are able to record 
data that is relevant now, but also all the information that has come before. Blockchain 
technology can create databases that have histories of themselves. They grow like ever-
expanding archives of their own history while also providing a real-time portrait.

The expense required to compromise or alter these databases has led people to call a 
Blockchain database immutable. It is also the beginning of the evolution of the database into a 
system of precise, immutable records held by many independent parties.
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Performance

The way distributed networks are employed in Blockchain technology means they do not 
share and compound processing power, they each independently service the network, then 
compare the results of their work with the rest of the network until there is a consensus that 
something happened. 

A key property of Blockchain technology, which distinguishes it from traditional database 
technology, is that it is publicly verifiable, which is enabled by integrity and transparency.

Integrity: every user can be sure that the data they are retrieving is uncorrupted and 
unaltered since the moment it was recorded.

Transparency: every user can verify how the Blockchain has been appended over time. 
In a traditional database, a client can perform four functions on data: Create, Read, 
Update, and Delete (collectively known as the CRUD commands). The Blockchain is 
designed to be an append-only structure. A user can only add more data, in the form of 
additional blocks. All previous data is permanently stored and cannot be altered. 

Therefore, the only operations associated with Blockchains are:

Read Operations: these query and retrieve data from the Blockchain

Write Operations: these add more data onto the Blockchain

Confidentiality

Blockchain is a write-uncontrolled, read-uncontrolled database. That means anyone can 
write a new block into the chain, and anyone can read a block in the chain. A permissioned 
Blockchain, like a centralized database, can be write-controlled and read-controlled. That 
means the network or the protocol can be set up so only permissioned participants can write 
into the database or read the database.

Smart Contracts

All used smart contacts will be implemented on the statically typed Turing–complete 
Solidity language. Smart contracts and TSC tokens will be easily issuable on the Ethereum 
Blockchains through the TalentSnap platform’s planned interface. As new Blockchain 
innovations emerge, there is potential to integrate new features and platforms into TalentSnap. 
Smart contracts provide users with automated, low-fee transactions that provide a higher level 
of security than those that rely on standard localized databases. The smart contract provides a 
transparent procedure of showing the secured and decentralized AI transactions that will 
eventually automate hiring.
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Smart contracts will manage workflows between hiring parties and candidates with a 
level of accuracy not found in standard database technology.

Why Blockchain?

Thanks to decentralized Blockchain, we can reduce the risk of centralized-based 
Artificial Intelligence growth, which is controlled by a handful of companies. In order to do so, 
TalentSnap must decentralize and encrypt user data, and reward people for the information 
that belongs to them.  

TalentSnap is a practical application of Blockchain to a specific set of business 
processes relevant to the staffing, recruitment, and job search industries. That said, at a very 
high level, Blockchain allows us to have a shared, distributed, and encrypted ledger of 
transactions – that everyone in a business process accepts as the “truth”. These terms requires 
further explanation:

● Shared: All players in the process have access to the ledger and its transactions.

● Distributed: The data is distributed across many peers. This ensures that hacking/
changing data on one computer will not impact the overall truth. As long as 50%+ of the 
nodes are unhacked, the truth is secure.

● Encrypted: The data is encrypted and secured by a sequence of private and public 
keys, ensuring that players outside the chain cannot view the data. Blockchain is the 
core technology behind Bitcoin and other Cryptocurrencies. However, the use of this 
technology can also revolutionize processes beyond the financial transactions that 
cryptocurrencies support.

The decentralization of data and the efficacy of Machine Learning will empower people 
to connect to jobs globally in a safer and more rapid manner than ever before. In determining 
the non–functional requirements for the TalentSnap platform, we came to the conclusion that for 
achieving the best results, the platform needs to be decentralized. The platform should be 
stable and secure, extendable, scalable and it ought to promote an exposed arrangement for 
user motivation.

Blockchain technologies allows the decentralization of encrypted data, that people own, 
and are also rewarded for.

Let’s consider the listed principles in detail:
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● The platform should be decentralized. The network does not have a managing center, 
all nodes of TalentSnap platform are equal.

● Stable and secure. The platform should provide a stable operation in any period of 
time, it has to be resistant to hacker attacks and to ensure the safe storage of user data.

● Extendable. TalentSnap’s platform should provide a set of interfaces for the 
implementation of services, that use these platforms.

● Scalable. The network productivity should not fail if there is an increase in the number of 
users and the addition of resources.

● Beneficial to interested persons. The application’s internal economy has to allow 
users to earn tangible profits and it also motivates potential members to join the 
platform.

The application is built on the basis of the Ethereum platform and the protocol for 
decentralized database. The data about transactions, which are made inside the platform, are 
stored in the Blockchain.
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The TalentSnap Solution
TalentSnap’s platform is built in three Layers:

1) Blockchain Layer

2) Artificial Intelligence Layer

3) Web Layer

Blockchain Layer

While centralized locations such as LinkedIn and Facebook do make efforts to encrypt 
and secure information, they still pose serious threats to humankind. As single entities 
containing vast amounts of data, they are susceptible to hacks with lots to gain by the 
infiltrators. In addition, it is potentially catastrophic for a few corporations to control such 
monumental amounts of sensitive personal data.

TalentSnap is building a decentralized P2P candidate platform built upon the Ethereum 
Blockchain. This will allow us to decentralize candidate data into the hands of anonymous 
nodes owned and controlled by the users. As a result, unlike centralized databases, there are 
no single points of failure due to the distribution of independent nodes. Within open distributed 
ledgers, we are able to encrypt personal information with strong cryptography, making these 
transactions permanently verifiable and immutable. These transactions will enable robust data 
integrity as well. Blockchain technology will allow us to give ownership and control of data into 
the hands of the people; thereby allowing candidates to share information to their liking, and to 
be rewarded with TSC tokens through smart-contracts for participating within the platform.

According to ConsenSys, Ethereum has 30 times more developers working on it than 
any other Blockchain . That being said, TalentSnap does understand that Ethereum possesses 5

scalability issues surrounding transaction limitations. Depending on the state of Ethereum 
Blockchain after TalentSnap’s public crowd sale, or if a better Blockchain technology does not 
exist that caters to the specific needs of the TalentSnap Platform, TalentSnap will consider 
building its own Blockchain customized around decentralization, encryption, scalable 
transactions, and applications with decentralized Artificial Intelligence technologies.

https://media.consensys.net/andrew-keys-ethereum-has-30-times-more-devs-than-the-next-Blockchain-community-27980a5ddc095
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Hashing Algorithm

Hashing is the process of mapping digital data of any arbitrary size to data of a fixed 
size. It is a process of taking some information that is readable and making something that 
makes no sense at all. 

Good hashing algorithm have got features like below:

1. Output length of hashing algorithm must be fixed (a good value is 256 bytes)

2. Even the smallest change in input data must produce significant difference in output

3. Same input will always produce same output

4. There must be no way to reverse the output value to calculate the input

5. Calculating the HASH value should not be compute intensive and should be fast

Digital Signature

When signing a paper, a signature is appended to the text of a document. A digital 
signature is similar: personal data is needed to append to the document. Given that even the 
smallest change in input data produces a significant difference in output data, it’s clear that the 
HASH value created for the original document will be different from the HASH value created for 
the document with the appended signature. A combination of the original document and the 
HASH value produced for the document with personal data appended is a digitally signed 
document.

Next, it needs to make sure that signature cannot be copied, and no one can execute 
any transaction on behalf. The best way to make sure that signature is secured, is to keep it, 
and provide a different method for someone else to validate the signed document. Public-key 
cryptography also known as asymmetric cryptography is needed.

To make this work, a private key and a public key are needed to create. These two keys 
will be in some kind of mathematical correlation and will depend on each other. The algorithm 
that makes these keys will assure that each private key will have a different public key. As their 
names suggest, a private key is information that the sender will keep for itself, while a public key 
is information that the sender will share.
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If the sender use private key (identity) and an original document as input values for the 
signing algorithm to create a HASH value, assuming the sender kept the key secret, the sender 
can be sure that no one else can produce the same HASH value for that document.

Figure 1 - Digital Signature

If anyone needs to validate the sender’s signature, he or she will use the original 
document, the HASH value sender produced, and the sender’s public key as inputs for the 
signature verifying algorithm to verify that these values match.

Figure 2 - Validating Signature
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InterPlanetary File System

IPFS (InterPlanetary File System) is a distributed file system technology based on DHT 
(Distributed Hash Table) and the BitTorrent protocol. It allows you to combine file systems on 
different devices into one, using content addressing. In IPFS, each device stores only those files 
that it needs, plus meta-information about the location of files on other devices. Therefore, no 
additional motivation for storing files is required.  Using IPFS, there is no need to trust peers, 
because the addressing of files is done by content. Based on BitTorrent, high bandwidth is 
guaranteed. Resistance to flooding (uploading unnecessary files to the network), because the 
files are placed only on their originating device.

The TalentSnap’s P2P platform will use the IPFS, or InterPlanetary File System, where 
each node stores a collection of hashed files. When data is requested for FitScores, the AI 
model will simply need to call the hash of the file it wants. IPFS will sort through the nodes and 
supply the models with the file.

Asymmetric Encryption

Asymmetric cryptography is a branch of cryptography where a secret key can be divided 
into two parts, a public key and a private key . The public key can be given to anyone, trusted or 6

not, while the private key must be kept secret (just like the key in symmetric cryptography). 

Figure 3 - Asymmetric Encryption

Asymmetric cryptography has two primary use cases: authentication and confidentiality. 
Using asymmetric cryptography, messages can be signed with a private key, and then anyone 
with the public key is able to verify that the message was created by someone possessing the 
corresponding private key. This can be combined with a Proof-of-Identity system to know what 
entity (person or group) actually owns that private key, providing authentication.

 http://httpd.apache.org/docs/2.2/ssl/ssl_intro.html#cryptographictech6
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Encryption with asymmetric cryptography works in a slightly different way from 
symmetric encryption. Someone with the public key is able to encrypt a message, providing 
confidentiality, and then only the person in possession of the private key is able to decrypt it.

● X25519 key exchange

● Elliptic curve cryptography

● RSA Algorithm (Rivest, Shamir, Adleman)7

● Diffie-Hellman key exchange

● DSA (Digital Signature Algortihm)

In order to keep data secure, TalentSnap must pair IPFS with Asymmetric Encryption, 
which allows the encryption of files with the public key of the employer or candidate, so only 
they can decrypt the info when retrieved with IPFS. As a result, a malicious 3rd party will be 
unable to decrypt this file.

Artificial Intelligence Layer

TalentSnap’s Zero-knowledge proof Artificial Intelligence technology is being built to 
automate the hiring economy for both candidates and employers. The algorithms behind 
TalentSnap’s AI technology revolve around our proprietary FitScore technology (more below).

It is clear that the more accessible the data, the stronger ML and AI models (or agents) 
you can build over time. The Artificial Intelligence technologies TalentSnap is building are 
scalable models on top of the Blockchain. Rather than looking at building AI models on readily 
accessible centralized data storages, TalentSnap’s AI layer will consist of independent AI agents 
that work with data that is decentralized in independent nodes that are encrypted.

�

Figure 4 - Artificial Intelligence Progression

 http://people.csail.mit.edu/rivest/Rsapaper.pdf7
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For training of these AI models, TalentSnap will utilize core components of Federated 
Learning. Instead of people sending TalentSnap their data, TalentSnap sends them the AI 
model, the user runs this model on their secure data, and then the results proceed. In addition 
to Federated Learning, Homomorphic encryption is a technique used to make computations on 
encrypted data, without the need to decrypt it. This will allow participants, the candidates and 
employers on the network, to contribute data to the training of these AI models while still 
remaining encrypted to other parties.

�

Figure 5a - Federate Learning

In order to build independent AI agents that can make computations on decentralized and 
encrypted data, TalentSnap must follow three (3) steps:

1. The complexity and accuracy TalentSnap’s current AI models need to improve, 
which will make more reliable recommendations on decrypted, centralized data 
sets.

2. AI models, not controlled by a single administrator (i.e TalentSnap) must be 
trained to driving hiring decisions with data that is decentralized in many nodes. 
Within this area of our Research and Development, our focus is to expand on 
concepts surrounding Federated Learning.

3. AI models, leveraging Homomorphic Encryption principles, will be able to 
compute hiring decisions on encrypted information.

      �

Figure 5b - Homomorphic Encryption
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Smart-contracts, Homomorphic Encryption and Federated Learning will need to be 
combined with TalentSnap’s evolving FitScore technology to truly automate the hiring process.

FitScore Explained

FitScore is TalentSnap’s rapidly evolving hiring AI that leverages highly sophisticated 
Machine Learning algorithms with the power to ingest hundreds of millions of unique indicators 
of candidates and employers. With terabytes of publicly available data to start with, and a 
roadmap of building decentralized labelled data,  TalentSnap is able to generate a score from 1 
to 100 on how well candidates and employers fit together. Multi-dimensional algorithms based 
on skills, culture, experience, in-depth personality variables, and dozens of other critical hiring 
metrics power this robust innovation. 

The technologies relevant to the FitScore include, but are not limited to:

1. Natural language processing (NLP) techniques such as openIE and sentiment 
analysis to extract meaningful information from job postings, from candidate job 
descriptions, candidate summaries, and other social profile texts. TalentSnap uses pre-
trained deep learning models for NLP provided in NLTK and SpaCy.  

2. Time-series analysis techniques to analyze the candidate’s journey over the course of 
months and years and predict the next best company & role for them.

3. Relational learning techniques to learn about the relationship between pairs of skills, 
pairs of titles, and also between pairs of skill-titles. Relational learning also helps 
combine data from several heterogeneous sources (Resume, Homepage, LinkedIn, 
GitHub, Twitter, StackOverflow, etc.).

4. Collaborative filtering and matrix factorization techniques to make better 
personalized recommendations to Employers. 

5. Bayesian probability theory to make FitScore a self-adapting and self-improving 
technology which gets smarter and more precise as the users interact with it over time.

Further to the above concepts, TalentSnap will continue to build models that are 
extremely accurate in terms of determining perfect fit between a company and a candidate. 
TalentSnap will use Tensor Factorization approaches. Below is a brief description of how the 
tensor factorization model will look like.
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Data-sets will consist of entities and relationships between them. The entities include, but are 
not limited to:

● Candidates

● Employers (e.g., Google, Facebook, TalentSnap, …)

● Universities (e.g., Stanford, MIT, UBC, …)

● Degrees (e.g., BSc, MSc, PhD, …)

● Skills (e.g., Python, Java, Machine Learning, etc.),

● Roles (e.g., Backend Developer, Full-stack Developer, Data Scientist, …), 

● GitHub repositories, StackOverflow Profiles, Behance, Dribbble, Public Resumes

The relationships among these entities include, but are not limited to: 

● EndorsedFor between candidates and skills (e.g., <Alex, EndorsedFor, Python>)

● WorkedFor between candidates and companies (e.g., <Ben, WorkedFor, Google>)

● BelongsTo between candidates and GitHub repos (e.g., <Repo1, BelongsTo, David>)

● RelatedTo between two skills (e.g., <Machine Learning, RelatedTo, Artificial 
Intelligence>)

● NeedsKnowledgeOf between roles and skills (e.g., <Backend Developer, 
NeedsKnowledgeOf, Database Development>)

● AddedToFavorites between employers and candidates (e.g., <Tom, AddedToFavorites, 
Alex>)

Machine Learning problems that deal with relational data (data consisting of entities and 
relationships) are studied under the umbrella of Statistical relational learning . Among the 8

families of Statistical relational approaches, Tensor Factorization approaches  are among the 9

most effective approaches and they fit well with TalentSnap’s FitScore. Below is a description of 
Tensor Factorization approaches.

Tensor Factorization approaches learn what is known as an embedding for each object 
and each relationship that is present. An embedding can be considered as one or more arrays 

 Getoor, Lise, and Ben Taskar, eds. Introduction to statistical relational learning. MIT press, 2007.8

 Nickel, Maximilian, et al. "A review of relational machine learning for knowledge graphs." Proceedings of the IEEE104.1 (2016): 11-33.9
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or matrices of numbers corresponding to the hidden properties of the entities and relationships. 
Let Emb(E1), Emb(R) and Emb(E2) represent the embeddings for entity E1, relation R, and 
entity E2. The embeddings are learned in a way that when a (fixed or parameterized) predefined 
function F is being applied to these embeddings, F(Emb(E1), Emb(R), Emb(E2))=1 if E1 has 
relation R with E2, and F(Emb(E1), Emb(R), Emb(E2))=0 otherwise.

�

Figure 6 - Tensor Factorization

In the simplest case, each embedding can be a single vector and the function F can be 
the sum of the element-wise product of the three vectors of  Emb(E1), Emb(R) and Emb(E2). 
This model is known in Machine Learning community as DistMult  and, despite its simplicity, is 10

known to give good results. More sophisticated models consider different shapes for 
embeddings (e.g., several vectors and matrices per entity and per relationship) and different F 
functions (e.g., translations on the hyperplanes of relations , deep neural networks , 11 12

convolutional neural networks , …). Which embedding shape and F function will work best for 13

determining perfect fit is a question to be answered through experiments.

A tensor factorization model offers several benefits for our setting including:

● Tensor factorization models usually have a high generalization power. For instance, 
while a Python expert may have never mentioned the term Flask  in any of their 
information, a Tensor Factorization approach may be able to predict that based on the 
relationship between Flask and the other terms on their profile such as Python. 

● By learning different embeddings for each employer, TalentSnap can produce better 
personalized recommendations for each employer. That is, the same search will return 
different recommendations for different employers.

● New types of relationships can be easily incorporated into the model. For instance,  a 
new source of information that tells the models how people are correlated to each other, 
e.g., <Alice, HadTheSameSupervisorAs, Ben>. Having such information allows the 
models to learn more about Alice by looking at Ben’s information and vice versa.

 Bishan Yang, Wen-tau Yih, Xiaodong He, Jianfeng Gao, and Li Deng. 2015. Embedding Entities and Relations for Learning and Inference in 10

Knowledge Bases. ICLR page 12.

 Dat Quoc Nguyen, Kairit Sirts, Lizhen Qu, and Mark Johnson. 2016. STransE: a novel embedding model of entities and relationships in knowledge 11

bases. Proceedings of the 2016 Conference of the North American Chapter of the Association for Computational Linguistics: Human Language 
Technologies pages 460–466.

 Dong, Xin, et al. "Knowledge vault: A web-scale approach to probabilistic knowledge fusion." Proceedings of the 20th ACM SIGKDD international 12

conference on Knowledge discovery and data mining. ACM, 2014.

 Dettmers, Tim, et al. "Convolutional 2d knowledge graph embeddings." AAAI, 2018.13
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There are several other components aside from Tensor Factorization that need to be 
designed to make such a model work. As an example, there is a need to classify candidates' 
experiences into different roles. While this is sometimes straight-forward to do (e.g., when the 
title of the experience is "Data Scientist"), at times it can be quite difficult (for instance a 
"Software Engineer" at Google may be a "Backend Developer", "Frontend Developer", "Data 
Scientist", or even some other role). In these cases, the model relies on the description of the 
experience to classify it with higher accuracy. TalentSnap is planning on training a long short 
time memory (LSTM)  model which is known for its high text classification accuracy in the 14

Natural Language Processing community.

In building the Tensor Factorization model, TalentSnap must do more research into 
several topics. A more in-depth look must be put into the ways of incorporating sequences into 
these models. Tensor Factorization approaches usually assume the input is a set of facts, 
whereas we have a set plus a sequence of facts (the sequence corresponding to the 
companies/roles a talent has been working for).

AI + Blockchain

OpenMined  15

The “AI over blockchain” architecture for TalentSnap will be in part derived from 
OpenMined’s architecture. To describe TalentSnap’s architecture, we first provide a high-level 
step-by-step description of OpenMined’s architecture. For readers not familiar with key 
generation systems (e.g, RSA), homomorphic encryption and federated learning, we refer them 
to [1], [2] and [3] respectively:

• [1] Rivest, Ronald L., Adi Shamir, and Leonard Adleman. "A method for obtaining digital 
signatures and public-key cryptosystems." Communications of the ACM 21.2 (1978): 
120-126.

• [2] Gentry, Craig, and Dan Boneh. A fully homomorphic encryption scheme. Vol. 20. No. 
09. Stanford: Stanford University, 2009.

• [3] McMahan, Brendan, and Daniel Ramage. "Federated learning: Collaborative 
machine learning without centralized training data." Google Research Blog (2017).

 Hochreiter, Sepp, and Jürgen Schmidhuber. "Long short-term memory." Neural computation 9.8 (1997): 1735-1780.14

  https://www.openmined.org/15
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A. Initialization: The process starts by a company (e.g., TalentSnap) sending the description of 
an AI model to be trained as well as its public key to a smart contract. When the smart 
contract receives the model description, it builds a model according to the description and 
initializes the parameters of the model randomly. Since model description is public and the 
initialization is done randomly by the smart contract, there will be no room for manipulating 
the model in some way to store/steal people’s information.

Figure 7a - Initialization 

B. Homomorphic Encryption: Once the smart contract builds and initializes the model, it 
sends the model and the public key of the company to an oracle. The oracle  stores the 16

company’s public key for future use, encrypts the model using its own public key, and sends 
the encrypted model back to the smart contract. Since the model has been encrypted by an 
oracle, only the oracle can decrypt it. That is, the company cannot decrypt the model mid-
training and reverse engineer it to obtain sensitive information. 

Figure 7b - Homomorphic Encryption 

C. Federated Learning: Once the encrypted model is sent back to the smart contract, it sends 
the encrypted model to people’s data, each person runs the encrypted model on their data, 
the model improves slightly and gets back to the smart contract. Since the model is 
encrypted, people cannot steal the model. Since people’s data is never leaving their device, 
their data is kept private. And since the model will not be decrypted until it has been trained 
on every person’s data, one cannot reverse engineer the model and obtain sensitive 
information from it. 

  An oracle is a third-party offering secured cloud services (e.g., Google Cloud and Amazon Web Services)16

All Rights Reserved. TalentSnap Inc. © 2018. Do Not Disseminate. 

�23



!

Figure 7c - Federated Learning

D. Decryption: Once the encrypted model is trained on people’s data through federated 
learning, the smart contract sends it to the oracle again, the oracle decrypts the model using 
its private key, encrypts the model using the company’s public key and sends it back to the 
smart contract. 

Figure 7d - Decryption

E. Ending: The smart contract sends the trained model that has been encrypted with 
company’s public key back to the company and the company decrypts it using its private key. 

OpenMined for TalentSnap 

OpenMined’s architecture can be used for AI models that take in the data of one single 
person (and maybe some query) and make some prediction about that person. For instance, 
consider an AI-based medical assistant whose goal is to predict diseases based on medical and 
non-medical history of people. Once the AI model is trained, it can be encrypted and sent to a 
person’s data to make a prediction about that person.
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Now consider an application such as TalentSnap where for each search query of an 
employer, the AI has to be run on (potentially) all candidates to figure out which candidate is the 
best fit. In such a situation, a naive option would be to send the TalentSnap encrypted AI to 
every candidates, have them run the AI on their data based on the employer’s search query, 
and return the best-fit candidates back to the employer. This option, however, will not scale 
when the number of search queries is high. It is also quite costly as every candidate should be 
paid for each search query (as they run the AI on their data) and quite computationally 
extensive.

To create a model which scales better, a blocker should be added to the model. A 
blocker can be viewed as a data structure which takes in a search query and quickly prunes a 
large number of candidates that are unlikely to fit the search criteria. To answer a search query, 
first the query is sent to the blocker and a small list of candidates that can potentially fit the 
search criteria is obtained. Then the model is only run on the candidates that pass the blocker.

Based on the type of AI model being used along with a blocker, we envision two potential 
architectures for TalentSnap. Before getting into the two types of AI models and corresponding 
architectures, let us define a terminology.

We call an AI module to be data-dependent if the module stores some sort of 
information about people that can be used to make predictions about them. We call an AI 
module data-free if the module stores no information about people: a person’s data should be 
fed into the model each time the module is used for making predictions about that person.

Architecture 1 : We build an AI model which is composed of two modules 

1. Data-free predictor: This module takes in a search query and a single person’s data 
and predicts whether that person is a good fit or not. This module keeps no 
information about the users.

2. Data-dependent blocker: A blocker (as described earlier) stores (encrypted and very 
high-level) data about candidates to be able to prune unqualified candidates for a 
particular search query.

Given these two modules, once a search query is received from an employer, we use 
the blocker to restrict the search space and get a small set of candidates that can potentially be 
good fits. Then, for each of these candidates, we send our predictor to their data to see if they 
are actually good fits and return the top results to the employer. 

In architecture 1, since we need to send our model to the data of the candidates 
outputted by the blocker and have them run our predictor on their data, we need to pay them 
(for their data and computation). Since the predictor contains no information about the 
candidates, it can be decrypted in step 4 of the OpenMined architecture and go back to 
TalentSnap. However, the blocker always stays encrypted and never leaves the smart contract.
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Architecture 2 : We build an AI model which is composed of two modules 

1. Data-dependent predictor: This module creates an encrypted summary of each 
candidate which is stored on a decentralized database and can be used for making 
encrypted predictions about the user. 

2. Data-dependent blocker: Similar to architecture 1.

Having these two modules, once a search query is received from an employer, we use 
the blocker to restrict the search space and get a small set of candidates that can potentially be 
good fits. Then for each of these candidates, we retrieve their encrypted summary from the 
decentralized database and make accurate predictions about their fitness score using their 
summary. 

In architecture 2, since we are only using candidate’s encrypted summary coming from 
the decentralized database and we do not have to send our model to candidates to run it on 
their data, we may not need to pay them for each query. However, since the predictor and the 
blocker both contain information about candidates, they must always stay encrypted and never 
leave the smart contract (unless we pay the candidates to access their decrypted summary).

Web Layer

TalentSnap will present its technology in a clean UI. The user-facing component of our 
platform will take the Blockchain and Artificial Layers and present them in purposeful application 
format to end-users. The platform MVP is currently built on Javascript (React.JS, Node.JS), 
using MongoDB as a central storage. As we decentralize data, and scale for user activity, 
TalentSnap will explore Vue.JS, a high frequency backend such as GoLang, and decentralized 
databases such as BigChainDB.

TalentSnap’s web/mobile application layers use a Microservices Architecture, built with 
scalability in mind.
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Bringing it All Together in the TalentSnap Platform

The layers come together in a purposeful P2P platform built with a roadmap of 
automating hiring in mind. The platform will include two types of users: 

1. (Potential) Candidates, 

2. Employers or Hiring Parties.

As a (potential) candidate, you will be able to set up your individual profile, which will be 
decentralized in a node owned and controlled by you. At the onset, the candidate will have the 
ability to setup their profile by inputting information manually, and/or, auto-filling your profile 
page by granting access to content from your other social profiles. As a candidate user, you 
must provide a minimum amount of information in order to take full-advantage of the platform. 
You will not be able to use FitScore to automate your job search process unless you provide the 
minimum amount of information. On the employer side, similar entries must be inputted upon 
sign up, and a company can only be registered by a verified member of the company.

Verification of information on the Blockchain, specifically the identities of the candidate 
and employer users, are an important component of data integrity. We will look to incorporate 
identity management technologies that already exist on the Blockchain. Leveraging this 
technology, for example a company like Civic, TalentSnap will be able to verify that the rightful 
candidates are setting up their profiles. None of this information will be stored in 3rd parties or 
TalentSnap’s databases, rather, will be stored on individual nodes owned and controlled by the 
candidate and employer users.

Seeding users give necessary data for the decentralized FitScore computations. The AI 
agent can use small amounts of information of several Seeding user profiles to make 
predictions for FitScore computations for another user. I.e, the agent doesn’t know Sally, John, 
and Mike, but out of 1000s of variables of these users, the model knows some minor things 
about them (people choose what and how much they want to share to the AI models), and when 
combined can make computations for the next person. The Seeding users are rewarded TSC 
for allowing an independent agent to use some data temporarily to make computations. The 
data isn’t stored by the agent, and is used temporarily for FitScore computations only.

Once verified, each user type will be a member of the TalentSnap network. These users can be 
in 3 states:

1. State 1: User is seeding + User is active

○ When a user is seeding and active, employer users will be able to pair with them 
via FitScore, and the candidate user will also earn TSC tokens.

2. State 2: User is seeding + User is NOT active
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○ When a user is seeding and not active, they will be able to earn TSC tokens 
because they are powering the network, but they will not be able to be paired 
with employer users through FitScore.

3. State 3: User is NOT seeding + User is NOT active (Dormant User)

○ Users in the dormant state will not earn TSC tokens, and will not be paired with 
Employer users via FitScore technology.

TalentSnap’s initial focus will be on technology based candidates and jobs, I.e Web 
Developers, Data Scientists, Blockchain Engineers etc, and over time, will be geared towards 
everybody in the labor force; active or passive, hiring or job searching, you will be able to use 
TalentSnap. Employers who are hiring will be able to come onto the platform, input their 
parameters, and through TalentSnap’s Web platform, or TalentSnap’s Chatbot, will be shown a 
list of results sorted by best fit. For example, if an Employer in Tokyo is looking for a C++ 
Developer with 5+ years experience, TalentSnap will recommend the best candidates based on 
the FitScore technology. The candidates recommended, will prioritize users in an active state 
(more below), meaning they are currently open to new jobs and are also a registered user of the 
platform. If no, or little active users exist in the recommendation results, which could definitely 
be the case especially as the user base is in its infancy, the results will comprise of profiles that 
are aggregated and sourced manually by the TalentSnap data-entry team, organized by best fit 
(I.e, 99%, 98%, 94%.......90%). TalentSnap will never provide candidates that are less than a 
90% fit.

For each search, an employer will be deducted TSC tokens. Furthermore, when a profile 
is opened from this list, and additional information such as personality insights or contact 
information are obtained, further TSC is deducted from the employer. TalentSnap has built a set 
of communication tools to help employers connect seamlessly to the best fit candidates.

It’s important to consider network effects, and the importance of having a purposeful 
product for users. TalentSnap understands this, and is reflected in the platform’s current state. 
While TalentSnap’s marketing team will be focused on bringing more candidates to the platform 
that will be verified by identity management mechanisms on the Blockchain, TalentSnap’s data 
collection team will also confidently aggregate data from public sources such as LinkedIn, 
Twitter, StackOverflow and Github into one place to create candidate profiles. These aggregated 
profiles will be stored in independent nodes that can be claimed by the verified owner.

  TalentSnap tokens will accumulate in a wallet associated with the candidate ID at 
question. Once and when the candidate user registers on the platform, they can claim the 
accumulated TSC tokens that are associated with them from their unique wallet, and be able to 
accumulate more TSC through utilizing the platform.
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As an employer, you will be able to discern in your search results who is an active 
TalentSnap member, and also, who isn’t. The goal is to eventually have all results seen by the 
employers to be candidate users who are a user of the P2P network, and no longer profiles that 
have been aggregated manually by TalentSnap. In respecting GDPR and global data 
regulations, the aggregated profiles will be completely deleted every 6 months, unless they have 
already been claimed. All associated tokens will be redistributed back to TalentSnap, and also, 
to other active members of the network.

If an employer solicits a candidate profile actively on the network, the candidate will be 
instantly notified, and TalentSnap’s communication platform will facilitate and enhance the 
connection between the two parties. If the candidate profile is an aggregated public profile, 
TalentSnap will offer useful features like automatic chatbots to communicate efficiently with 
customized messaging to the candidates the employer is interested in.

As a candidate, ideal job opportunities will be presented to you via FitScore. You will only 
see results of companies that are a 90% fit and above. In order to run the FitScore, the 
candidate user will need to utilize TalentSnap tokens, and would also need to utilize the tokens 
to 1-click apply. If there are no jobs available that are at least a 90% fit or above, the candidate 
user will not be deducted any TSC tokens, and can chose to be notified as soon as there is 
something ideally suited for them.

The way the platform is set up currently takes steps to partially automating the hiring 
process. In order to truly automate the hiring process, the network must grow substantially, so 
that through Federated Learning, Homomorphic Encryption, Blockchain, and extremely 
advanced AI models, TalentSnap will be able to not only make recommendations, but literally 
give people the power to 1-click hire, or 1-click start a new job.
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MVP for Employers

Below you will find MVP web applications that leverage Machine Learning technologies 
to help employers source the best fit candidates within the technical, product and design 
verticals. The purpose of these applications is to validate the FitScore technology, and 
showcase the very beginnings of our technology to hiring parties.

Employer Dashboard

Chrome Extension

In addition, the MVP applications showcase personality insights on candidate profiles. 
Using Natural Language Processing, TalentSnap is showing its users the early beginnings of 
analyzing personality, which is a very important criteria for determining fit between a candidate 
and an employer. The TalentSnap MVP has been used by over 1500 Employers and Recruiters 
from Fortune 500s and Startups,  as well as external Recruiting Agencies.
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Why TalentSnap Coin Tokens?
TSC’s utilities are based around hiring and using the TalentSnap platform. At a certain 

point, everyone in the labor force will either get hired or be hiring, therefore by creating the TSC 
utility token, TalentSnap is building a means of exchange that a large number of people globally 
can rally around. The use of TSC tokens will enable them to improve the hiring process for 
themselves or their organizations. By definition, a utility token provides users with future access 
to a product or service. TSC is a utility token. Candidates and employers receive these tokens in 
exchange for their data, thus TalentSnap is rewarding them for their data in a way that presents 
real value, both for today and in the future. 

TalentSnap is building a global hiring ecosystem that gives people and organizations 
access to connect with each other all around the world. As a result, TalentSnap requires a single 
unit of exchange between parties all around the world. Rewarding candidate users with USD or 
Yen is not a universal solution. The conversions and transfer of fiat currencies across borders is 
not scalable, nor efficient, and in utilizing a digital token like TSC, both the financial and frictional 
costs are dramatically reduced, if not eliminated completely. In the decentralized global 
economy, this is critical as a foundation for hiring. Society is already doing so much to  facilitate 
remote or offshore recruiting, but the borders between countries have become one of the 
biggest frustrations faced by both employers and candidates. TSC eases the expansion of 
teams, both locally and internationally.

Another key reason to build the TSC token is because cryptocurrencies like Bitcoin incur 
large transaction fees. Using our own token will allow users, both hiring parties and candidates 
alike, to set thresholds for automatic and manual exchange of funds, minimizing the frequency 
of transactions, and thereby the fees.

Using TSC token, rather than say Bitcoin or Ethereum is also very important. Inflation of 
Ethereum is completely out of TalentSnap’s control, and since there is no control over the 
money supply, you cannot match liquidity to transaction demand. This means that the majority of 
TSC tokens are due to expanded usage of the platform, rather than secondary market forces 
which are not our concern.
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TSC Token Utility
Overview

TSC is an ERC-20 utility token used to power the TalentSnap hiring ecosystem. Since 
TSC Token is a utility token that needs to be fungible to act as a ‘private currency’ within the 
TalentSnap environment, other standards, such as ERC-721, are not considered at this time.

TSC tokens will eventually have true utility for anyone within the labor force anywhere in 
the world. This token will allow you to be rewarded for your data, and in turn, you will be able to 
use TalentSnap’s FitScore AI technology which will automate the hiring or “getting hired” 
process. TSC tokens are a required unit of exchange within the TalentSnap network for 
Employers and (potential) candidate members to utilize the FitScore technology which will 
eventually enable hiring automation.

Seeding and/or active candidate users are rewarded with TSC when hiring parties are 
searching for and viewing theirs or other candidates in the networks information. In the case of a 
candidate who is not yet a user of TalentSnap, TSC tokens will be stored for them in a unique 
wallet and become available to use the moment they claim their profiles.

TSC Usage Within Platform

Hiring Party Buys into TalentSnap with TSC

An employer looking for talent must purchase TSC tokens in order to use TalentSnap. 
The TSC tokens will serve as a unit of exchange within the platform. The employer user inputs 
their search parameters, and within seconds, TalentSnap returns a list of the best Fit 
candidates. This aforementioned function will cost the employer user a certain amount of TSC 
tokens. Furthermore, when the Employer wants to perform various actions on the candidate 
results, TSC tokens will be used for: viewing profiles, obtaining more in-depth insights, or opting 
to contact the candidate via TalentSnap’s auto-generated messaging (customized based on 
candidate’s personality in order to maximize the positive response rate). The TSC deducted 
from the demand-side user (employer), through immutable Smart Contracts, built on the 
Ethereum Network, will be transferred to the supply-side (candidate) user. If the candidate is 
already a user, they will earn TSC instantly, and be able to store them in their TSC wallet. 

All Rights Reserved. TalentSnap Inc. © 2018. Do Not Disseminate. 

�32



!

If the candidate is not a user of TalentSnap, the TSC tokens will be stored in a 
decentralized wallet encrypted with a complex alphanumeric key that can only be claimed 
through bioinformatics identity management technologies on the Blockchain (for example, a 
current project, Civic or similar). In such a situation, when the candidate signs up on the 
platform and is verified using Secure Private Sign-up (SPS), and they will be able to claim the 
TSC that has accumulated in the wallet associated with their profile. The rules within the 
respective smart contract will state that the specific block’s TSC will be burned if not claimed 
within three years by the according candidate user.

Employer Utility
For Employers, TSC is utilized in the ecosystem in the following scenarios:

1) When running FitScore, TSC is deducted, and through the smart contract, TSC is 
allocated to candidate users in the network, and a small portion back TalentSnap

2) The hiring party must spend TSC to unlock personality insights and additional 
information on candidates they are interested in, the allocated TSC is awarded to the 
specific candidate of interest. In addition, a small portion is distributed to other seeding 
users  of the TSC platform

Candidate Utility

Upon claiming or creating one’s profile, a candidate will earn TSC for completion of their 
MVP (Minimum Viable Profile), and earn additional TSC every time an Employer requests their 
FitScore, or on other candidates in the network if the candidate user is in a seeding state. 

Earning TSC incentivizes candidate users to: 

A) constantly improve their private profiles to be matched with more FitScores, and

B) constantly be in a seeding stage, which gives temporary power to the AI models, and 
the candidate user is rewarded as a result

As profiles become more complete, and accurate professional data becomes accessible 
to employers, finding the perfect role with TalentSnap’s FitScore becomes easy and efficient.

For Candidates, TSC is utilized in the ecosystem in the following scenario:

1) Utilize TSC tokens to run FitScore, which will find them their best employment 
opportunities. These tokens are sent partially back to TalentSnap, and the remaining are 
redistributed among the users of the network.

2) TalentSnap will consider building a secondary skills marketplace that will allow candidate 
users to make purchases. Using Machine Learning technologies that tell candidates 
what the best skills to improve on, these candidate users will have the potential to 
purchase courses, certifications, and products that are relevant to their line of work.
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Roadmap
Implementation of TSC Blockchain Layer

The web frameworks of TalentSnap’s applications are already built. In order to 
successfully facilitate transactions through the Blockchain, and transition towards true 
decentralization, the Blockchain layer must successfully be implemented.

This layer will be built on Ethereum with highly customized smart contracts (with straight 
forward if-then statements) that will store the resulting state in a Blockchain. TalentSnap 
understands Ethereum’s limitations with regards to scalability, and as a result, will consider 
using a more relevant Blockchain, and if nothing exists, will work towards building our own. 
Some questions to ask when considering building a customized Blockchain are:

● How many transactions per second can it manage?

● How will a decentralized AI interact with this Blockchain?

● How big is our developer community?

Decentralized P2P Network

TalentSnap is building a decentralized P2P system that aims to be highly efficient, 
secure and scalable. The P2P network will allow people to claim, or build their profiles, and 
facilitate connections between hiring parties and candidates. 

In a decentralized network, there is no single-point of failure, and all meta-data is 
distributed, rather than being contained in one centralized location.

Within the P2P network, people will be able to claim their data from other social profiles, 
or build their own profiles from scratch. The purpose of the network for (potential) candidates is 
to ultimately find the best fit jobs via TalentSnap’s FitScore technology. TalentSnap must 
continue to trend towards this direction, to allow all candidates on the network to have an 
immensely purposeful utility with TSC tokens.

For the Hiring Party, the P2P network will further enhance their hiring process. By having 
more candidates in the decentralized network, this will allow the Hiring Party to find even 
stronger candidates, at a much more efficient rate.
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TalentSnap’s Artificial Intelligence Technology

TalentSnap will prioritize furthering Artificial Intelligence Research.  We have a roadmap 
to build Artificial Intelligence technology agents can make predictions on decentralized and 
encrypted data. To achieve this, we must follow 3 steps in our roadmap.

1. First and foremost, TalentSnap’s current AI models need to improve and make more 
reliable recommendations on decrypted, centralized data sets. There will be a focus on 
Tensor Factorization.

2. AI models, not controlled by a single source (i.e TalentSnap) must be trained to driving 
hiring decisions with data that is decentralized in many independent nodes. Within this 
area of our Research and Development, our focus is to expand on concepts surrounding 
Federated Learning.

3. AI models, following Homomorphic Encryption patterns, will be able to compute hiring 
decisions on encrypted information.

Ultimately, TalentSnap’s AI technology will become completely open-source. This will 
allow the Data Science and Software Developer communities globally to contribute at scale to 
solving such a complex problem.

Distributed Computing

In order to build a scalable decentralized AI and P2P network, serious considerations 
need to be made for Distributed Computing. Eventually, these tasks will require heavy 
computation, which can be accomplished on a distributed computing network. TalentSnap 
understands that there are other projects within the Blockchain community working on this, such 
as Golem, iExec and Sonm. While leveraging such technologies is a great 1st option, the 
TalentSnap team will not stagnant the platforms growth by relying on 3rd parties exclusively.

Depending on the state of the Distributed Supercomputing Blockchain market at the time 
of implementation, TalentSnap will introduce a 3rd type of user, Miners. These users will offer 
computational resources to the network and AI, and will earn tokens for successful calculations 
that have used their resources.

Application to Other Industries

TalentSnap believes that the technology being built will exponentially improve hiring, but 
can and will be applied to other industries as well. If the Decentralized AI roadmap is successful, 
the technology can be applied to industries such as: Medical, Insurance, Logistics, 
Manufacturing, Legal, Finance and others.
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Timeline
TalentSnap will complete its ICO in Q4 2018, at which point TSC will be released to 

token purchasers. In 2019, utility will be enhanced by allowing new user types to enter the 
ecosystem in order to share their compute and storage power in exchange for TSC. In 2020, 
TalentSnap will leverage Homomorphic Encryption and Federated Learning models. TalentSnap 
aims to become a majority open-source project within 5 years, and the platform’s foundational 
technology will push the boundaries of human capacity by autonomous hiring the best-fit talent 
on behalf of its users.

�

Figure 8 - Timeline

All Rights Reserved. TalentSnap Inc. © 2018. Do Not Disseminate. 

�36



!

Token Economics
Token Specifications

TalentSnap Coin (TSC) is a fungible ERC-20 token. In order to ensure that fluctuations in 
the price of the TSC does not hinder the usage of the TalentSnap platform, actions on the 
platform will be pegged to a stable currency (e.g. USD), thus, 1 TSC will be expended once a 
search being done when TSC is worth $0.10 USD, and if and when 1 TSC raises in value to 
$1.00 USD, it will cost 0.1 TSC to run a search.

In the short-term: Centralized Database Pre-Singularity

First step of utility on the public crowd-sale date (End date November 30th, tokens 
released from vesting period within 1 week of end date) 1 TSC for search, TalentSnap gets 1 
TSC from employer and they are presented with 10 candidates with FitScores for each, then 
they can pick whichever candidate they would like more information on and pay 0.5 TSC to 
open each profile (.4 goes to user, .1 goes to TalentSnap) with full information displayed.

They can then spend an additional 0.5 TSC (.4 goes to user, .1 goes to TalentSnap) to 
email the candidate with the curated messages the AI has developed for the candidate and 
send it from their email directly to the candidates contact information right on the platform.

In the medium-term: Centralized Database Pre-Singularity with Candidate Side

Second phase of the TSC token’s utility will come after the beta release of the 
TalentSnap platform in late 2019. With the Beta release of the TalentSnap platform, candidates 
will be able to expend about 1 TSC to take advantage of TalentSnap’s powerful AI to look for 
jobs where they are the best fit in them. Once they expend the needed TSC, they will be 
presented with 10 companies where they will be a great fit in, the candidate can then pay 0.5 
TSC to expand the company’s profile and see exactly which position they are hiring for (0.4 TSC 
will go to the company and 0.1 TSC will come back to the platform). The candidate will then 
view insights about the job and why they would be a great fit at that exact position. Finally, they 
will be able to expend 0.5 TSC to send an email curated by the platform’s AI explaining why they 
would be the perfect fit for that position. 

This side of the platform will allow employers and companies around the world to own 
and monetize their data when it comes to hiring. This will give them “equity” in the hiring 
economy and incentivize them to post their jobs exclusively on TalentSnap in order to not only 
own and monetize their data, but also find candidates with the best fit right on the platform. 

With this model set in place, candidates will own their data and be rewarded for being on 
the system, and TalentSnap will be able to use the TSC it gets from each action on the platform 
to pay for the costs of its development, storage, and computation it provides to the users of the 
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platform. TalentSnap will hold all of the data in its own centralized database, using it to improve 
and develop the capability and accuracy of the AI algorithms while also researching and 
developing ways to decentralize both the data and the AI modules.

In the long-term: Decentralized Artificial Intelligence Singularity

In the long-term, TalentSnap will no longer hold any data from candidates, users, 
employers or any third-party, nor will it ever have access to the data in an unencrypted manner 
due to all the information of the platform being stored on an encrypted, decentralized Blockchain 
with independent nodes scattered across the globe. 

Because the AI module will run on the Blockchain without TalentSnap to store the data or 
fuel the computational power required to run the algorithm, there will be independent nodes that 
will become registered providers of storage and computation power which will bid to carry out 
the actions on the platform, the running of FitScores and development of a list of suitable 
candidates or employers, by hosting the Blockchain data on their storage drive and allowing the 
algorithms to be computed using their hardware. All the nodes that are verifying the transactions 
will also be rewarded a fraction of the TSC they help to transact, but will be putting their 
accumulated TSC at stake every time they verify a transaction to de-incentivize falsely verifying 
transactions or becoming rent-seekers on the platform.

At this stage, TalentSnap will become a non-profit entity. TSC will need to potentially be 
pegged to a stable currency in order to facilitate easier bidding and nodes with the lowest cost 
of storage, electricity and computational power will run the AI modules to earn TSC in return, 
nodes that verify each transaction will also be rewarded TSC, and candidates and employers 
who have high FitScores for each search will also be awarded TSC, all of these transactions will 
be done through smart contracts. Each node that registers to allow storage and computation to 
be done using their hardware will put in a minimum number of TSC they would accept to 
perform those tasks as their dynamic bid based on the profit margin they are willing to accept 
and the cost they will incur to run those calculations or give up their storage relative to the next 
best revenue-generating option, and once the number of TSC that is being given per search 
goes above the minimum number they want, their hardware will automatically be used to run the 
calculations or store the data. In the case that price manipulation is occurring by malicious 
bidders who are looking to decrease the price of the overall market by putting in unrealistically 
inexpensive bids and then taking their systems offline, each bidding party must first have TSC at 
their disposal, which they will put in as stake in Escrow, enabling the system to take their TSC if 
they put in a bid and then go offline multiple times.
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Token Distribution

TalentSnap will be creating a fixed supply of 403,333,333 tokens, of which 60% will be 
sold in the various phases of our ICO, which includes but is not limited to seed-stage, Pre-ICO 
phase 1, Pre-ICO phase 2 and public crowd sale. The remaining 40% will not be sold directly to 
investors, but will be distributed amongst our advisors (10%) and marketing partners, including, 
airdrops and bounty campaigns (10%), as well as reserving a portion for company growth (13%) 
and the founding team (7%), ensuring the continued development of the platform.

                     

Figure 9a - Distribution of Tokens

The table below shows the complete token distribution breakdown and vesting schedule:

Figure 9b - Distribution & Vesting Schedule

Use % # TSC (MM) Cliff (Y) Quarterly 
Vest (Y)

Token Sale 60 242.0 0 0

Company 
Reserve 13 52.4 0 4

Advisors 10 40.3 0 1

Marketing 10 40.3 0 0

Founders 7 28.2 0.5 3
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Crowdsale Details

The TalentSnap ICO will be set with a soft cap of 2,000 ETH and a hard cap of 40,000 
ETH. If the soft cap is not met, tokens will be burned and refunded. If the hard cap is met, the 
ICO will close (otherwise, it will close on it’s scheduled end date). Upon successful transfer of 
funds and completion of KYC/AML protocols, TalentSnap will vet all prospective token buyers. 
Approved accounts will be allocated tokens in no more than four weeks from the ICO end date, 
while rejected applicants will be refunded.

Private and Public Offerings

A select number of tokens will be offered to private investors before the pre-ICO begins. 
These tokens will initially be offered at a discounted rate from retail prices to incentivize early 
adopters to the TalentSnap platform. Investors in the private offering will need to ensure that 
they are SAFT-compliant, and TalentSnap will provide such documentation to confirm any and 
all of these transactions.

TSC Pricing

The First pre-ICO phase of the TalentSnap Token Sale will include the sale of up to 
14,000,000 TSC and begin on August 10th, 2018 and run until August 31st, 2018. Tokens sold 
during this period will be sold at a price of 7,000 TSC per ETH, for up to 2,000 ETH, which will 
allow us to reach our soft cap. In the event the First pre-ICO is sold out prior to the start date of 
the Second pre-ICO round, the Second pre-ICO round will commence immediately. Otherwise, 
the Second pre-ICO phase of the TalentSnap Token Sale will include the sale of up to 
242,000,000 TSC and begin on September 1st, 2018 and run until September 30th, 2018. 
Tokens sold during this period will be sold at a price of 6,000 TSC per ETH. If our hard cap of 
40,000 ETH has been reached during this round of sale, then the public sale will not occur and 
the ICO will end. If the hard cap is not reached in the pre-ICO phase, the Main Sale phase of 
the TalentSnap Token Sale will include the sale of up to 242,000,000 TSC and begin on October 
1st, 2018 and run until November 30th, 2018. Tokens sold during this period will be sold at a 
price of 5,000 TSC per ETH. The maximum number of tokens that will be allocated to the ICO 
will be 242,000,000 tokens, and if that many are sold, no more tokens will be sold during the 
ICO.

Management reserves the right to selectively bonus token purchases during all phases 
of the TalentSnap Token Sale. The retail price of TSC was determined by examining a variety of 
factors congruently, including market opportunity, adoption rate, velocity, inflation, and revenue 
forecasting.
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TalentSnap estimates that TSC’s adoption rate will resemble that of the S-Curve, seen below.

Figure 10a - Tested Adoption Curves

Based on the token release schedule pictured in Figure 10b, TalentSnap is able to determine 
the annual inflation of the token in Figure 10c.

      Figure 10b - Total Token Supply Figure 10c - Token Inflation

Then, using conservative estimate of the percentage of token being help by speculators (20%) 
and the percentage that may be lost each year (0.5%), TalentSnap is able to determine the 
expected actual circulation of the tokens. 

Figure 10d - Expected Annual Circulation
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Allocation of Funds

Optimal allocation of the funds will enable TalentSnap to create a robust hiring 
ecosystem that will automate the hiring process. The largest portion of the funds (50%) will be 
used to build out the team. TalentSnap wants to leverage its internal expertise in hiring 
exceptional talent for 200+ companies globally, including 35+ Blockchain and Cryptocurrency 
startups. TalentSnap will build out the team for the follow tech functions: Artificial Intelligence 
Scientists and Engineers, Blockchain, Infrastructure, Web, Mobile, Quality Assurance, Data, and 
Cybersecurity Engineers. On the product team, TalentSnap will hire for: Product Management, 
UI/UX Design, Visual Design, and Customer Success positions. On the operations and strategy 
teams, the hires will be as followed: Chief Financial Officer, Legal Counsel, Head of People, and 
Internal Recruiting. Finally, with regards to sales and marketing, TalentSnap will need: VP Sales, 
VP Marketing, Content Specialist, Growth Hacker, and Business Development Reps.

TalentSnap will be allocating funds (20%) to marketing and sales operations. This 
includes, but is not limited to: Digital advertising budget (Youtube, Quora, Linkedin, etc.), 
sponsored posts (Medium, Instagram), Public Relations (featured articles and videos with top 
publishers), and attending conferences and trade shows about Blockchain, AI, and hiring. 
Marketing is among the most critical functions of a successful ICO and TalentSnap will be 
extremely committed to ensuring these marketing programs are strategic and can produce 
returns on an exponential scale. A portion of the funds (12%) will be spent on technical 
requirements, such as cloud storage, hosting, developer toolkits, and monitoring systems, 
among other critical needs. 

A portion of the tokens sold (9%) will be spent on legal and accounting costs, including 
company protections and Intellectual Property. A portion of the funds (5%) will be retained to pay 
vendors and partners. As recruitment experts, TalentSnap understand that in order to build a 
world-class team, you need world-class partners. TalentSnap will only work with the very best: 
people who are passionate about this mission and who will be excited to collaborate with our 
team. A final portion of funds (4%) raised will be used to maintain day-to-day operations. The 
hired CFO will ensure TalentSnap remains balanced and secure for the short, medium and long 
term, and not spend anything beyond the means of healthy business activities.

Figure 11 - Allocation of Funds
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Risks
Cryptographic tokens such as TSC are a relatively new and dynamic technology. In 

addition to the risks detailed throughout this whitepaper, there are other risks associated with 
the purchase, holding and use of TSC, including those that the TalentSnap cannot anticipate. 
Such risks may further materialize as unanticipated variations or combinations of the risks 
discussed in this whitepaper.

Once the TalentSnap platform reaches singularity, it might be argued that it will become 
so powerful that it will be able to manipulate the actions of candidates and employees. This 
could be argued because TalentSnap could influence their decision making power to a degree 
so extreme that they will start to lose decision power, leaning too much on the AI to make 
decisions for them. This effectively means that the AI will start to control people, but what needs 
to be realized is that TalentSnap is a platform that only gives accurate recommendations and 
any party can, at any time, choose to opt-out of the services that TalentSnap offers. 

Another risk is that the powerful TalentSnap AI will enable immoral organizations to build 
very effective teams using the power of the AI, allowing them to become stronger and cause 
harm to themselves and others using this platform. This will be, again, mitigated using the 
power of Blockchain technologies incredible democratized voting system, where each individual 
or organization that holds TSC will have a vote through smart contracts, allowing them to pick a 
committee from the users of the platform that will ensure the moral balance of the ecosystem. 
This elected committee will then decide on the moral criteria that a company that uses the 
platform must meet, and ensure that the hiring parties on the platform all meet that criteria 
continuously. This will ensure that malicious corporations are not able to take advantage of the 
power and accuracy of the TalentSnap platform to hire corrupt people who will further their 
pernicious cause.
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Team
Operational

Ali Taghikhani - Founder and CEO: Ali has been creating new businesses 
since he was 12 years old. With 5+ years experience recruiting for all kinds of 
roles at startups and Blockchain companies globally, he has built the necessary 
expertise to build a Hiring ecosystem. Ali has helped more than 200 companies 
hire, which includes 30 of the top Cryptocurrency and Blockchain companies in 
the world. His leadership, vision, and drive are paramount to the success of 
TalentSnap.

Cody Sklar - Founder and COO: Cody is a graduate of McGill University and 
has always been motivated to build. Over the past 5 years, he has focused on 
building relationships and exceptional teams around the world. Leading by 
example, Cody is a strategic operator and is responsible for day-to-day 
operations of the company, including partnerships, finance, HR, and 
organizational development.  
 
Dr. Mehran Kazemi - Co-Founder and Lead Data Scientist: Mehran is a Ph.D. 
of AI and Machine Learning from the University of British Columbia. Dr. Kazemi 
earned a full-ride scholarship for his Masters and PhD studies at The University 
of British Columbia. As the team’s Data Science lead, he built FitScore, and has 
the expertise necessary to develop TalentSnap’s AI further.

Tomislav Horaček - Head of Engineering: Tomi is a Senior Engineer and 
Architect who is leading TalentSnap’s development efforts. Tomi comes to 
TalentSnap from one of the world’s top Blockchain companies, Cardano (ADA), 
where he was building the Deadulus application.

Marcin Zduniak - Blockchain Technical Consultant: Marcin has proven he’s 
one of the most versatile consultants in the Blockchain industry. Equipped with a 
Master’s in Digital Currency, he has helped teams like Tontine Trust and 
CloseCross achieve their technical goals.

Goran Jorgić - Senior Full-stack Engineer - Goran is a senior programmer 
with 12 years experience, and has worked with Tomislav throughout his career. 
His skills allow him to contribute to various parts of TalentSnap, including both 
front and back end development, as well as database administration.
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Kyle Avery - Lead Recruiting, Investor Relations - Kyle brings 10 years of 
software sales experience, 5 of which are directly in recruitment, and also 2 
years in Blockchain. He is a motivating and inspirational leader and a Swiss army 
knife any team would be happy to have.

Radko Kunda - Lead Partnerships, Global & Recruiting Operations: Radko 
comes from a background in Economics, Psychology and Recruitment. He brings 
a unique blend of expertise that makes him invaluable. His high attention to detail 
helps TalentSnap secure global partnerships with individuals and companies on a 
daily basis.

Ivneet Verma - Customer Success and APAC Marketing: Ivneet has been 
responsible for all things sourcing and lead generation for our team in 
international markets for more than 2 years. He is currently building candidate 
relationships in Asia and his contributions to customer growth and success are 
pivotal.

Victor Salim - Marketing Manager: A graduate of UBC and of RED Academy, 
Victor is uniquely qualified to help TalentSnap achieve its marketing goals. He 
has worked with various startups in raising brand awareness and overall 
customer acquisition, and his experience in sourcing and lead generation will 
help him succeed in growing the TalentSnap name.

Cécile Zizzari - Executive Assistant: Cecile speaks 4 languages and has 
aspirations of building up a platform that allows her to contribute to various social 
causes. Her impact at TalentSnap will allow her to reach millions of people and 
share the story of a decentralized hiring platform, affecting real change in our 
economy. 
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Advisory 

Jonathan Ha - CEO @ Red Pulse: Jonathan is the CEO of Red Pulse, a knowledge and 
expertise network employing machine learning and Blockchain technology to change the way 
we share and access business insights. Red Pulse had a successful $15M USD ICO in 2017, 
and his experiences as a leader in the Blockchain space will be leveraged for TalentSnap’s 
success.

Adam Traidman - CEO @ Bread App: Adam has been involved in 3 successful exits in his 
career as a Entrepreneur, and is currently leading Bread App, which is a Crypto Bank that had a 
successful $30M USD ICO in 2017. Adam’s experience and connections internationally within 
the space is invaluable for the future growth of TalentSnap. 

Bob Lehto - VP Human Resources @ Bread App: Bob has 20+ years industry experience as 
a leader in HR and Recruitment. He has built teams to successful exits, i.e an acquisition of Star 
Mine by Thomson Reuters. Bob helped make 400 hires in 2017 at Imperfect Solutions in San 
Francisco, and is currently running HR and Recruitment at Bread, which is a Crypto Bank.

Richard Trummer - Cryptocurrency Investor: Richard is an experienced ICO Advisor, 
Blockchain Investor and Cryptocurrency Enthusiast. He is passionate about decentralization 
and bringing more opportunities to the masses. Richard has a big network in the cryptocurrency 
space and is a member of a private investors group and several investor pools and an Advisor 
Group. He is eager to bring back the power to the people, which aligns perfectly with our 
mission.

Naviin Kapoor - Blockchain Consultant: Naviin is a business transformation leader with more 
than twelve years of experience in project management and business analysis and more than 
one year of experience in Ethereum, Bitcoin, HyperLedger, EOS, Consensus Protocol and 
distributed/shared ledger technology. He has also attained various industry certifications such 
as PMP, CBAP, ITIL & Professional Scrum Master Level 1.

Jan Bolhuis - Blockchain Architect - Jan brings over 25 years of global software and 
business experience to the team. He  has worked on many Blockchain related projects, most 
notably with Blockport and Dalma Capital. In addition, Jan is an Instructor who teaches courses 
on Blockchain and Ethereum.

Giovanni Casagrande - Co-founder @ Black Marketing Guru - Giovanni is a believer in the 
power of decentralization and the remarkable impact it can have on our lives. He’s a writer, 
public speaker, investor, advisor and connector in the space. Fortunate enough to have lived 
through this transition, he brings two decades of traditional business experience coupled with 
the new decentralized frontier. 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Thank you for your interest in TalentSnap. 

KEEP 
CALM 

AND 

HIRE 
ON

Ali Taghikhani, CEO 
ali@talentsnap.co 
778.938.2328

Cody Sklar, COO 
cody@talentsnap.co 

514.297.2613


