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1. INTRODUCTION
Cybercrime is a fast-growing market that offers huge profits and minimal risks. According 
to the report published by the Center for Strategic and International Studies (CSIS), the 
annual damage inflicted by cybercrime to the economy is within the range of 375–575 
billion USD, exceeding the GDP of many countries around the world.
The advent of new tech has enabled ever more sophisticated ways to commit 
cybercrime. "Cybercrime is a tax on innovation and slows the pace of global innovation 
by reducing the rate of return to innovators and investors," Jim Lewis of CSIS said in a 
statement.
Among the different types of cybercrimes, the Internet scam holds a special place.
While most cybercrime types employ technical methods (hacking computers, 
intercepting data, etc.), scamming is done through psychological and intellectual 
methods, namely, via the abuse of trust, when people themselves choose to transfer 
funds to perpetrators.
Various methods for technical protection against a range of cyber threats already exist 
and continue to develop (for instance, anti-virus software); however, there's only one 
effective protection method that works against the Internet scam – always being on the 
lookout.

Today, every user must take extreme caution online to avoid getting in the traps set up by 
fraudsters in order to steal money.
Phishing, spoofing, investment fraud, financial pyramids, fake online stores – it takes only 
one mistake or hasty action to incur irrevocable financial losses.
In the cryptocurrency markets, it's got out of hand. There are still no state regulators to 
help things, and the show is being run by scammy ICOs, phishing sites and fraudulent 
exchanges.
Internet fraud is constantly adapting, acting as a virus that attacks the community and 
stealthily infects everything around it.
As a result, everybody loses: online users lose money, top-notch projects miss investment 
and the industry overall loses reputation.
The most important thing being destroyed is the trust that people extend to each other. 
That's exactly why we decided to set up the CryptoPolice platform, which will act as an 
anti-virus and protect the community against scam.
This system will provide a feeling of safety to everybody in these markets. And it’s 
urgently needed right here and now.
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Security is arguably one of the biggest issues online 
and particularly in the crypto space nowadays, with 
an alarming number of scams and frauds being detected 
every single day.
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2. TERMS AND DEFINITIONS
What is Internet Scam?

CryptoPolice determines scam as an object or process used to 
appropriate (steal) assets from other persons through deceit or the 
abuse of trust.
In other words, scam means fraudulent activities.
Scam can take various forms.
For its purposes, CryptoPolice uses a classification of scam types 
developed in line with the guidance by the Federal Bureau of 
Investigation (FBI) and the Australian Consumer Fraud Taskforce.
We hereby identify the following categories of Internet scam:

• Phishing  – creation of clones (copies) of popular websites, web pages, 
social network or messenger accounts or e-mail addresses to be used 
for stealing personal data, credit card data, users' online wallets.
• Shopping Scam – fake online stores, vendors, auctions (such actors 
might, for instance, seek to receive payments with no goods to be 
delivered or sell fake products, presenting them as genuine).
• Health and Medical Scam  – sale of counterfeit medial products or 
“silver bullet” medications (for instance, sale of medicines that assure 
fast treatment against cancer or HIV).
• Investment Scam  – projects that promise fast and high returns on 
investments, but knowingly act to embezzle investors’ funds.
• Pyramid Schemes – projects that shuffle money in order to pay out 
returns to first-to-come investors from the funds they receive from 
subsequent participants.
• Jobs & Employment Scam  – offering fake jobs, seeking to make other 
persons pay amounts of money in the form of entry fees, theft of their 
personal data, etc.
• Betting & Sports Scam  – fake betting companies, sale of software that
can allegedly predict sport events results, etc.
• Fake Charities  – projects that raise donations for allegedly charitable 
purposes, but in reality only seek to embezzle.
• Your Answer  – this is by no means an exhaustive list of existing and 
possible variations of Internet fraud. Input any case you've come across 
and CryptoPolice will look into it.
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What Is Cryptocurrency Scam?

Today, there exist no comprehensive governmental 
regulations for the cryptocurrency market.
Due to this fact, coupled with the certain anonymity of 
transactions and their growing popularity, this market has 
been drawing more and more fraudsters and swindlers.
That's why CryptoPolice is starting its work with the 
cryptocurrencies market and will initially mainly focus on 
fighting scam here.
We identify the following main categories of cryptocurrency
scam:

• Phishing – creation of clones (copies) of popular websites, 
web pages, wallets, social network or messenger accounts, 
e-mail addresses or any other web-based objects that 
imitate the external appearance and underlying mechanics 
of other, real objects or projects in order to steal funds or 
personal data.
• ICO Scam  –  projects aimed at raising funds through initial 
token sale, which promise high returns to their investors, but 
knowingly act to embezzle investors’ funds (projects with no 
intent to roll out, non-existing projects, financial pyramids, 
Ponzi schemes, etc.).
• Fake Projects – projects that present themselves as other 
ventures or carry out fraudulent operations using a legal 
business as a front. For instance, fake exchanges that carry 
out unscrupulous activities, such as freezing users’ funds 
without explanation or defrauding users of their funds in any 
other manner.
• Crypto Media Scam – news sites, blogs, chats, etc. that 
disseminate false information, seeking to manipulate public 
opinion.
• Your Answer  – this is by no means an exhaustive list of 
existing and possible variations of cryptocurrency scam. 
Input any case you've come across and CryptoPolice will look 
into it.

Key terms

• Appeal of Verdict  – a process during which an interested party can 
appeal a delivered verdict.
• Application  – a submission by a user to CryptoPolice concerning any 
suspicious facts.
• Archive  – a shared ledger that contains data about objects 
previously inspected or currently being inspected.
• Fact  – any signs of Internet fraud being carried out with the use of 
web objects, performance of events, processes or the use of 
information.
• Internet Project – online shop, investment project, media outlet or 
any other project developed online.
• Investigation  – a process, carried out by an Officer in order to 
review factual data and detect any signs of scam or fraud.
• Knowledge Base  – a shared database, developed by CryptoPolice 
and the community, that contains publications, information and 
training materials about fraud and scam schemes.
• Officer  – a user having expert-level insights and certified by 
CryptoPolice.
• Projects Database – a public register for Internet projects that were 
previously verified by CryptoPolice.
• Project Owner  – a member of the Internet project who has 
furnished confirmation of their membership to CryptoPolice.
• User – any user of the CryptoPolice platform.
• Verdict  – a justified decision, delivered by an Officer, backed by 
investigation results and qualifying whether any signs of scam are 
present in a fact, level of threat or other parameter.
• Verdict Verification – a process used to validate a previously 
delivered verdict using review by other Officers.
• WatchDog – an integrated software solution used to display 
immediate alerts upon a user’s interactions with an object.
• Web Object  – a website, web page, wallet, social network or 
messenger account, e-mail address or any other web-based object.



3. CONCEPT
CryptoPolice is a platform that helps bring together the community in order to fight
Internet fraud.

It's really important to understand how CryptoPolice works. Any online user can submit an 
application to CryptoPolice, pointing to any suspicious fact. Then, an Officer reviews the 
report and delivers a verdict, which subsequently undergoes a multi-level verification 
process by other Officers. Factual data that have been verified and confirmed are stored in 
the archive, which forms the basis for the scam notification system “WatchDog”, helping 
protect users online.

3.1. CryptoPolice: Major points

Mission of CryptoPolice  – bring together community and technology in order
to safeguard online users against fraud.

Aim of CryptoPolice – developing products that assure effective protection
of users against online fraud and scam.

We see CryptoPolice as a global organization that will tap into both the 
synergies brought by modern technology and community efforts, in order to 
protect security online and act for the good of the public at large.
CryptoPolice is not a governmental establishment and it does not counteract 
the government control or deeds of any delegated authorities, but rather uses 
all opportunities for collaboration in accordance with the needs of society. 
CryptoPolice operates with the idea that its developed tools and algorithms 
will find use beyond the market of cryptocurrencies and make it possible to 
solve other, more global societal problems.

3.2. Audience

CryptoPolice provides services for:

All Internet users  – by providing safety on the Internet from fraud as well as 
by giving opportunities for training and earnings.

Investors  – by protecting them from investing in scams and minimizing the 
risks of financial losses when investing in crypto projects.

Owners of Web objects (websites, web pages, social network or messenger 
accounts etc.) – by affirming validity and authenticity of an object.

ICO owners  – by providing an opportunity to use CryptoPolice escrow 
contracts and increasing the investment prospects of a project.

Expert users  – by providing an opportunity to become a CryptoPolice Officer 
and earn by applying your knowledge.

The whole of society  – by creating comfortable and safe conditions for 
interaction with each other.

5

SUSPICIOUS
FACTS

OFFICERS

VERDICT

INTERNET USERS

ARCHIVE

ALGORITHM OF 
MULTI-LEVEL VERIFICATION



3.3. Efficiency formula

A formula for successful operation of CryptoPolice is a synthesis of community and technologies:

CryptoPolice algorithms are built 
with the use of blockchain 
technology, which allows them to 
work quickly, safely and with a 
high degree of trust. Blockchain 
completely eliminates risks of 
corruption and fraud within the 
system.

Besides this, the use of blockchain 
technology contributes to the 
creation of an information storage 
system which is error-resistant 
and entirely safe.

CryptoPolice pays great attention
to the objectivity of investigations 
and verdicts; a multi-level 
decentralized algorithm of data 
verification has been developed 
for this purpose. Each solution is 
repeatedly checked, which 
minimizes the risk of choosing a 
wrong decision.
 
We are always in the process of 
searching for the best solutions in 
order to obtain maximum 
efficiency, improving our 
algorithms depending on the 
context, public needs and the 
development of new 
technologies.
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3.4. Tasks

CryptoPolice is focused on action against fraud on the Internet by developing and improving safety tools for its participants:

scam search – by actively interacting with society, CryptoPolice can react as swiftly as possible to scam activity, which minimizes the degree 
of potential damage;

scam verification  – a decentralized algorithm of multi-level verification allows CryptoPolice to objectively identify scam and take fast decisions;

public archive – information on all results of CryptoPolice work is open and available to any user;

reporting on scam  – the WatchDog system quickly informs users about suspicious objects and activities;

protection of investment  – CryptoPolice is offering its own contract for the ICO owners; this offers ICO owners their own escrow contract that
ensures equal rights for investors and owners;

database of Internet objects  – CryptoPolice maintains a database of verified Internet objects (websites, web pages, social network or messenger 
accounts etc);

rewards for participants – CryptoPolice uses an active system of motivating communities by providing an opportunity for decent earnings;

knowledge base  – CryptoPolice provides users with opportunities of training and education by forming a public knowledge base of high-quality 
educational and informative materials;

development and improvement  – CryptoPolice is in the process of continuous improvement using its accumulated experience and adapting
to circumstances.



4. ALGORITHM OF MULTI-LEVEL VERIFICATION
In terms of financial safety, any user needs extremely safe sources of information. The 
quality of decisions is entirely dependent on the quality of such information. However, 
the level of quality of information is often a subjective parameter and it is not always 
possible to give it an accurate evaluation.

The main evaluation criteria of the quality of information are its objectivity and timely 
supply. An objective evaluation is an assessment that is based on facts. However, to 
provide an objective evaluation is not an easy task, mainly because all collusion and 
corruption risks have to be eliminated.

The activity of CryptoPolice includes the analysis and evaluation of the information 
coming from users. As the mission of CryptoPolice is to safeguard online users against 
fraud, our team’s main focus is on the development of a decentralized algorithm of 
multi-level verification of information, which provides objective and rapid evaluation of 
incoming information.

The decentralized multi-level data verification algorithm is a key mechanism of 
CryptoPolice that has huge potential.

4.1. General Scheme

The operating principle of the decentralized multi-level data verification algorithm is 
based on the idea of a hybrid blockchain-algorithm. Data verification is implemented 
through the distribution of the received information among a randomly-formed group of 
CryptoPolice Officers, followed by several inspection levels; this with the aim of obtaining 
a required total amount of approvals. 

Owing to the operation of the given algorithm, the evaluation of the information is 
implemented considering the following requirements:

No corruption  – the algorithm eliminates corruption, risks of collusion or information 
misrepresentation, as it works distributed, transparently and based on the blockchain;

Rapidity  – the evaluation of information occurs as fast as possible owing to the motiva- 
tion of Officers to receive rewards earned by the Officers who are the first in obtaining 
the required number of approvals.

Completeness  – since any user can submit an application for verification and receive a 
reward for it, there is an effect of the total involvement of the entire society in the 
formation of the CryptoPolice archive containing a maximum amount of important and 
necessary information.

Flexibility – the algorithm is continuously being improved with the help of community 
expertise; also, it can be scaled and applied to the verification of various types of data.

The multi-level verification algorithm is a flexible tool that can be rapidly enhanced and 
upgraded while preserving all basic operational principles. This feature provides for the 
efficient elimination of the vulnerabilities that, as proved by our long-term experience of 
working with IT projects, are bound to emerge in operation no matter how perfect the 
mechanism may be at its initial launch.
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It is a well known fact that urban communities with neighborhood 
watch are much safer than those without it. Safer even than those 
under security surveillance. The more eyes and brains you have, 
the more chance you have to spot and identify an offender. 



Process map:
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Platform user reward in OFCR tokens

12. After adding the verdict into the archive, the user who has 
provided the approved information, the  O�cer  who  issued the 
final verdict and each  O�cer  who  has  approved the final verdict 
receive rewards.

13. O�cers who issued or approved verdicts which did not receive a 
status of the “final” don’t receive rewards.

14. If the final verdict is declined, an interested party can make an 
Application for the appeal of the verdict.

15. The algorithm starts the process of request verification from the 
first level.

LEVEL 4 - APPEAL OF THE VERDICT (OPTIONAL)

LEVEL 3 - SUPERIOR APPROVAL

VERDICT APPROVAL

SIMPLE USER

APPLICATION

VERDICT

VERDICT APPROVAL

APPROVED APPROVEDAPPROVED APPROVED APPROVEDAPPROVED

CRYPTOPOLICE ARCHIVE

IF 6/6

OFFICERS

OFFICERS

OFFICERS

LEVEL 2 - VERDICT  APPROVAL

LEVEL 1 - ANALYSIS OF INFORMATION AND VERDICT ISSUE

APPEAL

1. User sends an Application.

2. The Application makes a record in the continuous sequential 
chain of blocks (the CryptoPolice blockchain).

3. The algorithm automatically distributes the Application among a 
randomly-formed group of O�cers.

4. Each O�cer independently analyzes the Application in accordance 
with standard procedures and issues a verdict based on the compliance 
of the information with a certain set of features (true or false).

5. Each O�cer’s verdict passes to the next level of verification.

6. The algorithm automatically distributes each verdict to another 
O�cer (excluding the O�cers who participated in the previous 
verification level).

7. Each O�cer independently analyses the received verdict and in 
case of agreement, approves it. The approved verdict passes on to 
the next verification level.

8. In case of disagreement, the O�cer declines the verdict and 
simultaneously issues a new one (see 4.3 Declined verdict script).

9. The algorithm automatically distributes each verdict among a 
randomly-formed group of O�cers (excluding the O�cers who 
participated in the previous verification levels).

10. Each O�cer independently analyses the received verdict and 
in case of agreement, approves it. In case of disagreement, the 
O�cer declines the verdict and simultaneously issues a new one 
(see 4.3 Declined verdict script).

11. The verdict that first receives a su�cient number of superior 
approvals receives a status of “final” and is added to the archive. 
From this moment, the process of issuing and approving verdicts 
ends.



4.2. Positive script:

This script describes the 
operation sequence of the 
algorithm in the case 
where a verdict of one of 
the Officers receives the 
status of “final”, but the 
verdict of another Officer 
does not obtain a sufficient 
number of approvals. 
The verdict that has not 
obtained a sufficient 
number of approvals at the 
verification stage is 
considered as unapproved. 
The Officers who 
participated in the 
submission and verification 
of such a verdict are not 
rewarded.

Process map:

Platform user reward in OFCR tokens
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4. The other verdict does not 
receive a su�cient amount of 
superior approvals

SIMPLE USER

APPLICATION

APPROVED APPROVEDAPPROVED APPROVED APPROVEDAPPROVED

CRYPTOPOLICE ARCHIVE

IF 6/6

VERDICT

VERDICT APPROVAL VERDICT APPROVAL

VERDICT

VERDICT APPROVAL

APPROVED APPROVEDAPPROVED

5. The verdict that has not obtained a su�cient number 
of approvals at the stage of verification is considered as 
unapproved. The O�cers who participated in the submission 
and verification of such a verdict are not rewarded.
 

3. The user who has provided the information, the 
O�cer who has issued the verdict and each O�cer 
who has approved the verdict receive rewards.

1. Two di�erent verdicts are issued.

2. The one verdict receives a su�cient 
number of superior approvals and gets 
a status of “final” first.



4.3. Declined verdict 
script:

This script describes the 
operation sequence of the 
algorithm in the case 
where one Officer declines 
a verdict, which results in 
issuing a new verdict; the 
verification process of the 
new verdict is started 
automatically from the 
second level. The verdict 
that has not obtained a 
sufficient number of 
approvals at the stage of 
verification is considered 
as unapproved. The 
Officers that have 
participated in the issue 
and verification of such a 
verdict are not rewarded.

Process map:
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Platform user reward in OFCR tokens

SIMPLE USER

APPLICATION

VERDICT

VERDICT APPROVAL VERDICT APPROVAL

VERDICT

NEW VERDICT

APPROVED APPROVEDAPPROVED

DECLINED

VERDICT APPROVAL VERDICT APPROVAL

APPROVED APPROVEDAPPROVED APPROVED APPROVEDAPPROVED

CRYPTOPOLICE ARCHIVE

IF 6/6

APPROVED APPROVEDAPPROVED

1. In case of disagreement, the O�cer declines the verdict 
and simultaneously issues a new one.

2. The verification process of the new verdict is started 
automatically from the second level.

3. The user who has provided the information, the O�cer who has issued the 
new verdict and each O�cer who has approved this new verdict receive rewards.



4.4. False fact script:

The following script 
describes how the algorithm 
operates when a simple user 
creates a new review 
Application with incorrect 
facts. 

In this case, an Officer issues 
and verifies a verdict that 
defines the fact as being 
incorrect. The user who 
created this Application will 
not be rewarded. The Officer 
who has issued the verdict 
and each Officer who has 
approved the verdict receive 
rewards.

Process map:

Platform user reward in OFCR tokens
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1. Simple user sends Application with false fact. The
user who has provided this Application is not rewarded.

VERDICT APPROVAL

SIMPLE USER

FALSE APPLICATION

VERDICT

VERDICT APPROVAL

APPROVED APPROVEDAPPROVED APPROVED APPROVEDAPPROVED

CRYPTOPOLICE ARCHIVE

IF 6/6

OFFICERS

OFFICERS

OFFICERS

2. O�cers issue and verify the verdict which defines the 
fact as false.

3. The o�cer who has issued the verdict and each O�cer who 
has approved the verdict receive rewards



5. FUNCTIONALITY
5.1. Users and roles

The CryptoPolice platform specifies the following roles for users:

Simple user  – any Internet user who uses the platform of CryptoPolice or its functions.

Internet project owner  – an authorized representative or owner of an Internet object  
(website, web page, social network or messenger account etc) or project, whose owner-
ship has been approved by CryptoPolice.

Officer - an expert-level user who has been certified by CryptoPolice.

CryptoPolice Officers are the core of the organization and the basis of the CryptoPolice
community.

Any user can become an Officer. Below are the requirements:

1. Make an application for a position of an Officer;
2. Receive training;
3. Pass certification. 

We created the CryptoPolice Academy for Officer training and certification purposes. 
After going through training, the user has to pass a test, and only after this can a user be 
certified as an Officer.

In case of a successful certification pass, the user will be enrolled in the team of Officers 
and will receive unique functionality:

• The opportunity to carry out investigations;
• The opportunity to issue verdicts;
• The opportunity to implement verification of verdicts;
• The opportunity to apply for an appeal of a verified verdict.

Successful performance of these operations will allow a user to receive rewards in the 
form of OfficerCoin tokens.

Depending on the results of the performance of a certain Officer, an individual rating is 
formed, which is taken into account when distributing tasks and giving rewards.
 

The Officer is a responsible position; therefore, to receive and keep the position of an 
Officer, the user must also have and maintain at least 1000 OfficerCoins in total. This 
condition protects the platform from false users and makes the work of the algorithm of 
data verification stable. This rule does not apply to the first 1000 Officers.

Matrix of user access to the facilities of the platform:

Filling of an Application + + +

Facilities of the platform Simple user Officer Internet
object owner

Adding Internet projects to the base + + +

Creation of publications in the knowledge base + + +

Issue / verification of a verdict - + -

Application for an appeal of a verdict - + +

Reward for information supply + + +

Reward for the issue of a verdict - + -

Reward for verdict verification - + -

System WatchDog + + +

Access to the archive + + +

Access to the base of Internet projects + + +

Access to the knowledge base + + +

Escrow contract + + +
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5.2. Scam identification

A drawback of the existing services that offer solutions in fighting scam is that they use 
their own resources for information processing. Such approach is low-efficiency due to 
the following:

• It is impossible to analyze all existing suspicious objects (usually only large and 
widely-known projects are inspected);
• Low pace of information processing (it often takes a long time to analyze a suspi- 
cious fact, and during this time users can suffer from considerable damage);
• Expertise and solutions have a high degree of subjectivity, as they have single 
centers of decision-making (there exists a risk of corruption and deliberate damage of 
analytics).

In counteracting scam, CryptoPoloice uses a decentralized data verification algorithm, 
which ensures rapid scam identification with a high degree of accuracy.

Giving rewards to users for informing CryptoPolice about scam allows us to maintain the 
CryptoPolice database with information on all existing cases of scam on the Internet.

Step 1. Applicaton of a suspicious fact

• Any user who has detected a suspicious fact can make an application of it on the
CryptoPolice platform.

• The application makes a record in the continuous sequential chain of blocks 
(CryptoPolice blockchain).

Step 2. Sandbox

• The application is automatically pre-validated for correctness and duplication.

Step 3. Algorithm of multi-level verification of verdicts

• Each application passes through the decentralized multi-level verification algo-
rithm.

• A verdict that has passed all levels of verification receives a status of finally
approved.

Step 4. CryptoPolice archive

• All verdicts that receive a status of finally approved are added to the archive and 
used by users and the system of CryptoPolice in further processes.

Step 5. Rewards 

• After adding a verdict to the archive, a user who has provided the information, the 
Officer who has issued a verdict and each Officer who has approved this verdict 
receive rewards.

Process map:
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5.3. Ownership Validation

In its work to protect the community against online fraud, CryptoPolice processes an
enormous number of data points that relate to various Internet objects, like websites, 
web pages, wallets, social network or messenger accounts, e-mail addresses and many 
other web-based objects.
In this way, the system is gradually building a database of Internet objects that records all 
reviews of the objects by CryptoPolice.
All this data is recorded on the blockchain.

The Internet objects database accumulates data about all objects in regard to which 
applications were furnished to CryptoPolice.
In addition, any user can add a record about website, web page, wallet, social network or 
messenger account, e-mail address or any other web-based object to the database, 
specifying a mandatory set of data about it (for instance, website, logo, lines of business, 
account info, contact, info, etc).

After completing this action, the user will receive a reward, which will motivate users to 
add the maximum number of objects to the database.
A special process will be set up for owners of Internet object to interact with the 
platform.

Owners will first need to confirm their ownership by going through a validation process. 
Then they will be provided with a personal account.
Here, owners will be able to add information about their websites, web pages, wallets, 
social network or messenger accounts, e-mail addresses or any other web-based objects, 
talk to the community and submit appeals.

In addition, following validation, they will receive notifications about any investigations 
into their activities, as well as any changes in its status.
The ownership will confirm through maintaining of CriptoPolice’s token OfficerCoin and 
embedding a special verification code in the project website (by using a special meta tag 
and uploading to the server a text file containing the code).

Doing this, we plan to deliver the world's first database containing data about Internet 
websites, web pages, wallets, social network or messenger accounts, e-mail addresses or 
any other web-based objects, built on top of blockchains and helping users find the 
information they need.
When deployed, this database for Internet objects will act as another component of the 
broad based security assurance system, growing to become a reliable source of insights, 
both current and historical statuses, assigned to Internet objects.

Step 1. Submission of application by Internet object owners or users

• The Internet object owner informs CryptoPolice about the object by furnishing an 
application to the platform and purchasing the OfficerCoin.

• If the application has been furnished by a user, the Internet object owner will receive a 
notification from CryptoPolice to their official email address or another accessible contact.

• The application will be recorded in the immutable continuous blockchain (CryptoPolice 
blockchain).

Step 2. Sandbox 

• The application goes through preliminary automated verification to check that it's
correctly completed and unique.

Step 3. Rights Confirmation

• The owner's rights are verified by uploading a text file containing the code on the server.

Step 4. Internet objects database

• After the owner's rights have been confirmed, the object is added to the Internet objects 
database.
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5.4. Introducing Knowledge Base
Scammers have shown that their schemes are constantly getting better and more 
adjusted to new changes. Whenever a new technology appears, it is followed by new 
methods to scam.

This has been particularly noticeable in the cryptocurrency market, which has shown 
extremely high growth rates.

With all of these changes and uncertainty, users might find it hard to understand the "law 
of the land".

Valuable insights are scattered across numerous databases, while none of these offer 
complete and, most importantly, current information.
This has plagued the community, making it impossible for users to see the big picture on 
what is actually going on.

CryptoPolice is a platform that is committed to safeguarding security online. The team 
behind it believes that it is paramount to teach users about the processes unfolding all 
around them.

In order to do that, CryptoPolice has set up a knowledge database that is open for review 
by anybody.
Additionally, any user will be able to post publications here, while the Officers will help 
maintain high quality with the multi-level verification system in place.

Step 1. Adding publications to the knowledge base

• Any user can add a publication to the knowledge base on the CryptoPolice site.

• The publication makes a record in the continuous sequential chain of blocks 
(CryptoPolice blockchain).

Step 2. Sandbox

• The publications are automatically pre-validated for correctness and duplication.

Step 3. Multi-level verification algorithm

• Each publication goes through the decentralized multi-level verification algorithm.

• A publication that has passed all verification levels receives a status of finally
approved.

Step 4. Knowledge base

• All publications that have received the status of finally approved are added to the 
knowledge base.

Step 5. Rewards

• Once a publication has been added to the knowledge base, the user that submitted 
it, the Officer who has issued a verdict and each Officer who has approved this verdict 
receive rewards.

Process map:

16

USER

NOT VALID

4. ARCHIVE
3. ALGORYTHM
OF MULTI-LEVEL
VERIFICATION

DECLINED

APPROVED

2. SANDBOX

PUBLICATION

PUBLICATION

PUBLICATION

PUBLICATION

PUBLICATION

PUBLICATION

NOT VALID

NOT VALID

PUBLICATION

PUBLICATION

PUBLICATION

1.
 A

D
D

IN
G

 P
U

BL
IC

A
TI

O
N

PU
BL

IC
A

TI
O

N



5.5. Archive

All results of CryptoPolice performance, 
starting from the moment of receiving the 
information, are stored in the open archive. 
Storage is carried out using blockchain 
technology, which ensures that the 
information will not be deleted or falsified, 
and users will have access to the history of 
all changes.

The archive provides the following informa-
tion:

• Database of verdicts

• Scam database

• Database of Internet projects

• Knowledge base

The information from the archive is used by 
users and the CryptoPolice system in 
further processes. In particular, the archive 
is the core of the notification system 
Watch-Dog. V VERDICT A VERDICT APPROVAL SUPERIOR APPROVAL
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5.6. Artificial Intelligence

When performing their protection functions, the algorithms behind CryptoPolice can 
process an immense number of facts in order to determine whether they are true or 
false.
All of the incoming data, delivered verdicts, both correct and failed – all of this 
information is stored on the blockchain at CryptoPolice. These data points form the 
information network of facts, verdicts, scams, projects and insights.

This enormous database will serve as the ideal medium to train self-learning machines, 
driven by neural networks, thus enabling developers to benefit from AI capabilities across 
platform operations.

The main goal that artificial intelligence will help achieve is increasing the capacity for 
processing factual data.

AI will independently search for suspicious facts and deliver a preliminary verdict: it will 
carry out an independent search online for suspicious facts and deliver a preliminary 
verdict on them that will subsequently undergo the multi-level verification process by the 
officers.

These functions will enable a multi-fold increase in capacity to process factual data, deliv- 
ering an exponential growth in the number of hazardous objects reviewed.
In addition, AI integration will have a beneficial effect on the impartiality of the verdicts 
being delivered, making CryptoPolice more resilient to errors occurring due to human 
factors.
Another advantage that AI enables is a significant reduction in maintenance costs, which 
will help grow the project's profits and uplift Officers' remuneration.
In order to roll out this feature, the team will need to invest significant time and money. 
Thus, the practical ramp-up of AI is set to take place within 1–3 years and will require 
active work across the CryptoPolice platform.
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We plan to carry out a staged roll-out of artificial intelligence:

Stage 1. Sandbox
AI will be actively leveraged in the sandbox in order to identify duplicate applications, 
protect against bot attacks and identify suspicious and unnatural actions.
This will help test AI and make it ready for the follow-up roll-out.

Stage 2. Assistant to Officer
AI will help Officers with routine and mechanical work, such as preliminary analysis of 
factual data, searching for relevant data and delivery of preliminary verdicts.

Stage 3. Bloodhound
The full-stack roll-out of AI, enabling it to carry out independent searches and preliminary 
analysis into scams.



5.7. CryptoPolice Platform

The CryptoPolice platform allows users to interact with the 
CryptoPolice blockchain with the help of user-friendly visual 
forms. The whole functionality of CryptoPolice is displayed on 
the platform.
The platform includes the following:

• Scam database – contains the list of all facts verified 
and defined by CryptoPolice as a scam.

• Database of projects – contains a list of real Internet 
projects that have been pre-validated by CryptoPolice.

• Knowledge base – contains validated and qualitative 
publications related to safety, classified into categories.

• WatchDog system – provides information on how and 
where to set the plugin and the application as well as on 
how to use the bot for messengers.

• Forms for information submission  – forms for 
applications, appeals and publications developed 
according to standardized samples, which allow users to 
report necessary information to CryptoPolice promptly 
and conveniently.

• Application for position of Officer – a form in which any 
user can provide personal information and apply for the 
position of Officer.

• Officer’s personal office – a special section through 
which Officers perform their functions (receive 
applications, issue and approve verdicts), receive rewards 
and manage their tokens.

• Application form for the use of escrow  – an application 
form for the use of CryptoPolice escrow contract, which 
can be submitted by ICO project owners.
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5.8. CryptoPolice Academy

We set up the CryptoPolice 
Academy in order to enable 
training and certification for 
Officers.
In their training, Officers take 
various courses to learn about 
Internet fraud basics and its types 
and schemes, as well as ways to 
identify scam.
Since CryptoPolice is starting its 
operations in the cryptocurrency 
market, the Academy will also 
furnish training materials on types, 
check lists and methods that can 
be used to identify ICO scams.
The community itself will generate 
new content for the Academy.
Every user will be able to create 
training materials in text and video 
formats and furnish them to be 
assessed by the community.
Should the materials by accepted 
for publication, the user will 
receive a rewards in tokens.
After the training course has been 
completed, the user will have to 
undergo a test in order to be 
certified as an Officer.

20



6. PRODUCTS

6.1. WatchDog

WatchDog is the main product that will be 
delivered by CryptoPolice.

Moving forward, the team will seek to roll 
out two versions of this system:

1. WatchDog Anti Phishing - basic 
version, based on the CryptoPolice’s 
Internet Object Database and giving 
reliable protection from phishing 
websites, web pages, wallets, social 
network or messenger accounts, e-mail 
addresses or any other web-based fake 
objects.

2. WatchDog Crypto – the version 
developed specifically for the crypto 
community and delivering protection 
against cryptocurrency scam. 

3. WatchDog Web – the full version, 
enabling overall protection against 
Internet fraud.

Both versions will be accessible in free 
mode, limited to a basic set of functions.

The full versions will be provided via 
monthly subscription.
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The following channels are used for 
reporting:

Plugin for browsers  – the main source of 
informing users. It instantaneously notifies 
users of scam at the moment of interaction 
with it by providing information about the 
status of the object, verification history and 
the Officer’s final verdict. The plugin 
includes a feedback function – application of 
a suspicious object can be submitted by one 
click (right from the website of said object).

Mobile application – easy install on your 
smartphone in order to get notifications 
about any hazards and potential scams, as 
well as the ability to notify the platform 
about any scams that you bump into.

Bots for social networks and messengers – 
swfit notifications about identified scams, 
new Internet projects and in-platform 
publications, as well as the ability to submit 
an application about any scams that you see 
online.

An example of the visual presentation of notifications:
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6.2. ESCROW

Due to uncertainty in the issues of regulation of cryptocurrency conversion, invest- ment 
into ICO projects is nowadays among the riskiest kind of investment.

Apart from the risks of scam, investors encounter ICO contractual risks. In particular, the 
majority of ICOs do not provide investors even with basic guarantees, such as:

• Repayment obligation to investors in case the project fails to raise the target capital;

• Funding termination in case the project fails to implement the plans for the project
development.

Such circumstances do not allow ICO projects to reach their full potential and do not 
allow the cryptocurrency market to develop to a high standard.

It is to be noted that today it is technically possible to provide basic guarantees via an ICO 
smart contract.

However, the creation of such a contract is a challenging task as the imperfections of 
smart contracts makes them vulnerable to outside impact. Not all ICO owners have 
enough technical and financial capacity to create a smart contract that would comply 
with all safety requirements.

Taking this into account, CryptoPolice offers ICO owners the possibility to use escrow 
contracts specifically developed by CryptoPolice.

Escrow is a means of providing assured fulfilment of obligations by contracting parties, 
assisted by a third party, an escrow agent, which confirms that both parties have  fulfilled 
their obligations and thus acts as a guarantor between them.

Special escrow smart contracts, developed by CryptoPolice, will improve security of ICO 
transactions, deliver in-depth customization and release only when the parties have met 
their commitments.

CryptoPolice offers two types of escrow contracts:

• Target Cap Escrow – the contract implies automatic capital return to investors in
the event that the owners fail to reach the minimum target capital;

• Road Map Escrow – the contract ensures a gradual transfer of the raised capital by 
the project owners, as well as the further return of part of the capital to investors in 
the event of termination of further project implementation.
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6.2.1 Mechanism of consensus achievement

To enable automatic performance of the escrow contract, there is an important 
condition, i.e. to establish correctly the fact that the event related to the fulfilment of 
obligations has occurred.

In terms of a Target Cap Escrow, it is rather easy to identify the time of such event; it is 
simply necessary to fix the amount of the raised capital at the moment of ICO 
termination.

However, to implement a Road Map Escrow, we need a mechanism that would ensure 
the consensus between investors and owners in terms of fulfilment or non-fulfilment of 
conditions for further funding.

Typically, a project is implemented through several stages, for each of which the owners 
set a certain intermediate aim; the achievement of this aim means the completion of the 
stage. For example, the creation of a website, prototype, test launch or a product trial 
batch can be considered such intermediate aims.

In the given situation, the moment of evaluating whether an intermediate aim has been 
achieved or not, is critical. Investors may have their own viewpoint on the events which 
may differ from the owners’ viewpoint. Moreover, there may be different opinions 
among investors. This can lead to a conflict between ICO members.

In order to solve such dispute situations, CryptoPolice offers to establish the fact of 
achievement or non-achievement of an intermediate aim by various methods:

• Investors’ voting  – the decision on further funding is taken by the majority of 
investors, according to the number of tokens held. Thus, the interests of investors are 
completely protected.

• Algorithm of multi-level data verification – the decision on further funding is 
taken according to a verdict issued by CryptopPolice Officers that has gone through 
the algorithm of multi-level verification; this enables making objective decisions 
taking into account the interests of both ICO owner and investors.

• Mixed  – the decision on further funding is taken by combining the investors’ votes 
and CryptoPolice Officers’ verdict, which provides a balance between investors’ inter- 
ests and Officers’ independent evaluation.

• Public voting  – the decision on the continuation of the project is taken by public 
voting. This method can be applied for social projects.

All methods for consensus achievement will be implemented in CryptoPolice escrow 
contracts. ICO owners can choose the option that is most appropriate depending on the 
specifics of the project.
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Up until now it has been a guessing game to tell which projects are legitimate. 
Scam artists have gotten cleverer to defraud investors. What was designed 
as a secure environment has become the most insecure. 

CryptoPolice has created a fully objective escrow model that is designed 
to achieve fairness and security. It’s a great first step to cleaning things 
up in the neighborhood.



Step 1. Submitting a report on the completion of the project stage 

• Owners prepare a report on the completion of a stage of project implementation 
and submit it to CryptoPolice.

• The report makes a record in the continuous chain of blocks (CryptoPolice block- 
chain).

Step 2. CryptoPolice escrow contract 

• The report goes through the mechanism of consensus achievement (depending on 
the initially selected method of implementation).

• The decision taken launches an automatic contract execution: project funding 
either continues and the funds are transferred to the project owners, or terminates 
and the funds are returned to the investors.

The escrow contract will be a fee-based service of CryptoPolice and will be offered to ICO 
project owners with the following objectives:

• increase project investment attractiveness by providing investors with safe 
guarantees;

• providing the high reliability of a smart contract developed by our team of 
experienced technical specialists;

• decrease in the costs associated with ICO establishment by avoiding the need to 
develop one’s own smart contract.

The CryptoPolice escrow contract is another systematic mechanism based on the princi- 
ple of uniting society and technologies that enhances the safety of the parties involved 
and hence their confidence in the investment processes.

Process map:
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7. ECONOMICS

7.1. Business model

In the early stages, the system will grow through the communities that gather around 
CryptoPolice. Subsequently, the team will set up distribution channels that are similar to 
product and engineering partnerships.
According to a report published by the Center for Strategic and International Studies 
(CSIS), the annual damage inflicted by cybercrime to the economy is in the range of 
375–575 billion USD. Our modeling, based on the Identity Fraud Study from Javelin 
Strategy & Research, shows that the annual losses from digital fraud amount to around 
$50 billion p.a., which puts it at around 8.7%–13.3% of the overall losses inflicted by 
cybercrime.
Based on public reports, global revenues from sales of security software have been 
growing for the last few years:
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In the pursuit of the objective to satisfy the interests of society, CryptoPolice is also an 
economic organization the management of which is aimed at earning a profit from the 
primary activity and increasing the capital of the company. 
In the initial stage of its activity CryptoPolice, will profit by providing the following 
services:

In 2016, the worldwide revenues from sales of security software totaled $23.6 billion.
The above data show that revenues of security companies have been growing alongside 
the increasing damage inflicted by cybercrime. These data help us arrive at the 
assumptions that we have used to correlate and calculate approximate revenues in the 
anti-fraud software segment:

WatchDog System

The WatchDog system is analogous to anti-malware software and has similar consumer 
qualities. It is categorized as a system to protect against cyber threats and specialized 
for fighting online fraud.
The product has been designed to work best for mass-market applications, but it can 
also be used to meet the needs of corporate customers.
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D1 – Annual Damage from Cyber Crime Globally
D2 – Annual Damage from Online Fraud Globally
R1 – Annual Revenue in Security Software Segment Globally
R2 – Annual Revenue in Anti-Fraud Software Segment Globally

Based on the calculation, it is possible to determine the approximate value of the annual 
revenue in the anti-fraud software segment globally as being in the range from $2.0 
billion to $3.14 billion.
Powered by a unique mechanism to search and identify fraud threats, based on the 
principle of the “Wisdom of the Crowd,” WatchDog has few competitors in this segment 
and no complete substitutes for the mass market.
By 2023, we plan to carve out a market share of 0.5–2% in this niche[.1] , enabling us to 
generate revenues of between $10.25 and $62.8 million p.a.

WatchDog is a highly sought-after product that has no complete substitutes in its niche 
and features a clear and forecastable distribution model. This offering will bring in 
revenues sufficient for the company to sustain business processes, development, and 
continuous payments to Officers and other platform users.

Escrow Smart Contracts

Escrow Smart Contracts bring safety to investment in ICOs. Should the project dabble in 
fraudulent activities or face objectively insurmountable challenges (changes in market 
conditions or laws, etc.), investors are paid back a portion of their investment.

Escrow Smart Contracts are unique in that they have an in-built mechanism for dispute 
arbitration, based on a multi-level verification algorithm. The principle known as the 
"Wisdom of the Crowd," being at the core of the algorithm, enables arbitration of 
disputes with independence, impartiality and expediency. As of now, there are no 
competitive offerings of this type on the market.

This principle also works well when parties need to settle disputes in traditional business 
deals that run on smart contracts. Consequently, Escrow Smart Contracts have a 
broad-based scope of application, and we are already seeing customers showing an 
appetite for such solutions. For instance, a freight shipment company has called upon us 
– they transact in smart contracts and are currently looking for a solution that can be 
used to settle micro-disputes arising between end consumers and carriers. A similar 
solution is being considered by another potential customer dealing in searching for and 
recruiting personnel for households, since they need to process micro-conflicts between 
staff and employers with quick and impartial arbitration.
The scope of application of smart contracts has been growing continuously. This is clearly 
seen in the ICO market in particular, where every new year brings greater capital 
amounts and numbers of projects launching ICOs.
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Furthermore, the market has started to differentiate ICOs depending on the type of 
blockchain or smart-contract platform they utilize.

These data show only how smart contracts are used for ICOs, while an increasing number 
of projects enable users to conduct traditional business deals by processing transactions 
via smart contracts. Clearly, smart contracts are destined have a much broader scope of 
use, not limited just to ICOs, and are steadily penetrating new segments.

We cannot precisely estimate the volume of transactions outside ICOs, but we assume 
that upon penetration of smart contracts into traditional economical segments, more 
and more business deals will run on them. Accounting for this factor and for the growing 
popularity of tech solutions, such as smart cities and IoT, within several years, the annual 
volume of transactions going through smart contracts could reach a trillion dollars in 
value.

As of now, no data exist that allow an accurate forecast of the dynamics of smart 
contracts use either in ICOs or in business. Our calculations are based on the assumption 
that ICO smart contracts will see just a minor uplift, while business transactions via smart 
contracts will grow faster.

Based on our subjective estimates, by 2023, the aggregate volume of transactions via 
smart contracts will lie within the range from $100 billion to $1 trillion p.a. We will seek 
to gain a market share of up to 1%; this share of market will enable us to attain a 
throughput via Escrow Smart Contracts from $1 billion to $10 billion p.a.

Assuming that the operating fee for Escrow Smart Contracts stands at 2–3% of 
throughput, the revenues generated by the product would be between $20 million and 
$300 million.

Complementary Products

CryptoPolice offers a wide range of services that open up high potential for monetization 
and can subsequently turn into paid packages. After the system has stabilized, a portion 
of the functions of the CryptoPolice platform will become paid and will be available for 
monthly subscription fees.

Some of the additional sources of revenue:
fee for verdict appeal;
fee for ownership validation.[.1] 
At the same time, the functions that enable the baseline security level will continue to be 
offered free of charge.

Platform
Ethereum
Custom Platform
Other
Waves
Bitcoin Fork
Stratis
Hyperledger
Graphene
Ethereum Classic
Maidsafe
Litecoin Fork
NEO
Rootstock

Market Share
82.83%
8.25%
3.70%
2.36%
0.84%
0.51%
0.34%
0.34%
0.17%
0.17%
0.17%
0.17%
0.17%

source: icowatchlist.com
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7.2. Rewards System

Rewards transfer to users after 30 days on hold. In this way, the system freezes tokens 
that might need to be used, should the verdict be appealed.
Rewards will also accrue to ordinary users who have submitted relevant information to 
CryptoPolice. The payments will be made only if Officers have approved its relevance 
when delivering the final verdict. This method will serve to recognize the most active 
users and promote fast population and update of the archive of the CryptoPolice 
platform.

7.3. Tokenomics

CryptoPolice is based on the crowdsourcing model, which seeks to engage the 
community to the maximum. That’s why it’s of paramount importance to set up a system 
for stable and safe financial interconnections between community members. Thus, the 
priority for an economic strategy at CryptoPolice is establishing a fully independent 
internal economy. To do that, CryptoPolice will develop and circulate its own token.
OfficerCoin (OFCR) is a functional coin that will flow across CryptoPolice[.1]  and act as 
the foundation for an efficient and stable in-platform economy.

Users who take an active role in CryptoPolice operations have the chance to earn rewards 
for their efforts. The rewards help incentivize both Officers and regular users to carry out 
their tasks in a fast and accurate manner, when submitting reports or delivering and 
verifying verdicts.

The rewards accrue only for those actions that were successfully verified by other 
Officers via the process for multi-level verification. In this way, collusion and false verdicts 
can't earn rewards. Rewards are paid to all Officers who participated in the approval 
procedure – from initial investigators through to the Officers who delivered the final 
approval of the verdict – provided that the verdict earned the final approval.

To incentivize the engagement by Officers that bring the highest value to the platform, 
the rewards system will account for the tokens earned and held by each Officer, as per 
the principle “the more tokens the Officer has earned and retained, the more 
assignments they can claim.”

CHARACTERISTICS 
OF THE TOKEN:

Adjustable

Transferable

Issue

Yes. All unsold tokens

Yes

Limited (1 billion)

Name
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Platform

Type
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Utility Type Token

will be burned

REWARDS PRINCIPLE
Amount of assignments
Amount of earned and retained tokens
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Natural Deflation Model

The economic model for the OFCR token is built on the principle of natural deflation. This means that the 
token is integrated into the platform's functionality in such a way as to incentivize users to purchase and 
hold tokens. This economic model enables the reduction of the number of tokens in active circulation 
without removing any tokens from general circulation. These capabilities to directly influence the velocity 
enable sustainable development, while preventing a reduction in the token's network capitalization which 
would occur as a side effect of rolling out a burning-based system.

The following mechanisms help sustain the natural deflation effect:

1. Officer Rating System –  since the rewards are paid out only to those Officers whose actions were 
approved by other Officers via the multi-level verification algorithm, a direct correlation can be seen 
between the appraisal of the quality of work being done by an Officer (i.e., the value that they bring to the 
platform) and the number of the tokens they earn. To incentivize the Officers who bring the highest value 
to the platform, the rewards system accounts for both the number of tokens earned and retained by the 
Officer. This gamification approach to Officers' operations enables improvement of the quality of Officers' 
work, while also creating an incentive to retain tokens. This method of rewarding the retention of tokens 
will enable the removal a substantial amount of the general number of tokens from active circulation 
within a few years.

2. Deployment of Escrow Smart Contracts – all transactions going through Escrow Smart Contracts are 
conducting exclusively in OFCR tokens. Most projects don't occur at a single point in time. For instance, the 
roll-out for a road map of a single blockchain project can take up to two years. To assure safety for funders, 
the smart contract would retain a portion of the investment and deliver pay-outs in installments 
throughout the two-year period, when individual milestones of the projects are reached. This approach to 
retaining tokens will enable the removal a significant amount of tokens from active circulation within a few 
years.

3. Ownership Validation – a process to confirm authenticity of any web object (website, social network 
account, crypto wallet, etc.) will require a user to purchase and retain a minimum number of tokens 
(initially, this value being 1 OFCR). Globally, there are over 2 billion websites and several times more social 
accounts, and a certain number of these objects can fall prey to phishing schemes. To confirm authenticity 
of any object among these, owners will need to continuously retain tokens, of which the total number is 
limited. This approach to retaining tokens will enable the removal tokens from active circulation with time.

4. Appointment as Officer – to be appointed as an Officer, a user will need to buy and continuously hold 
1,000 OFCR tokens (with the first 1,000 Officers being exempt from this requirement). This mechanism to 
stimulate retaining tokens will enable the removal tokens from active circulation depending on the number 
of Officers.

Upon implementation, these mechanisms will enable the removal (via incentivized retention by users) 
majority of the overall number of tokens from active circulation. At the same time, the overall capitalization 
of the token's network will remain unchanged.

OfficerCoin tokens are not securities or financial instruments: they do not give rights to receive revenue or 
dividends or participate in the management of the company. OfficerCoin tokens are not debt liabilities and 
do not obligate their developers to provide any compensation or value replacement.

Economic Purpose for Tokens

Circulating within the economic system of CryptoPolice, the OfficerCoin token will deliver on the following 
objectives:

Deployment of Escrow Smart Contracts – Escrow Smart Contracts run exclusively on OFCR tokens. 
Investors need to purchase tokens if they wish to invest in ICOs, which have been built on top of our Escrow 
Smart Contracts.

Officer Rating System – helps to assess that value that the Officer brings to the system, shown as the 
numbers of OFCR tokens earned in-platform by the Officer. (The more tokens that have been earned 
through the performance of assignments, the more assignments the Officer is entitled to claim.)

Ownership Validation – ownership can be confirmed through holding OFCR tokens and embedding a 
special verification code on the project's website. (To do this, users will need to paste a special meta tag 
and upload a text file with the code to the server.)

Payment of Rewards – both ordinary users and Officers can receive OFCR tokens as reward for taking 
action in the fight against online scam.

Payments for Services – all CryptoPolice services are payable in OFCR tokens.

Appointment as Officer – in order to be appointed and maintain the status of Officer, users need to 
continuously hold a required number of tokens – 1,000 OFCR tokens in total (this not being applicable to 
the first 1,000 Officers).

This is the structure of the initial token offering:

REWARDS FOR 
ACTIONS IN 
THE PLATFORM

35%

TOKEN SALE
51%

TEAM, PARTNER
AND ADVISOR

REWARDS

5%

REFERRALS AND
COMMUNITY

AIRDROPS

7%

BOUNTY
PROGRAM

2%



8. COMPETITION

While analyzing the problems 
of the Internet that are related 
to various kinds of fraud, we 
noticed that there are services 
in the market that already offer 
certain options for solving 
these problems. In particular, 
there are some services that 
deal with ICO project research, 
while others deal with the 
identification of phishing.

A key drawback of all such 
services is that their judgment 
is entirely subjective, and users 
can rely only on the reputation 
of the service providers. The 
issue of trust remains open: 
important information may be 
falsified or hidden as the 
control over decisions is 
retained by the service owner.

Beside this factor determining 
the advantage of CryptoPo- lice 
over other services, there are 
also others, which are com- 
pared in the table opposite:
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Function CryptoPolice
Ethereum 

Scam 
Database

ICO 
Rating 

Agencies

Bitcointalk
Forum 
Scam 

Accusations

Public
Anti-fraud

Organizations

Antivirus 
software

Crowdsourcing model

Blockchain utilization 

Multi-level verification 

Decentralization 

Reward system

Scam database 

Cryptoprojects base    

Online projects base 

Knowledge base 

Browser plugin 

Mobile application

Bots for social media and messengers 

Escrow contract

Artificial Intelligence

API



9. TEAM

The team of CryptoPolice is a close-knit team of likeminded people who have been developing various IT products for more than two years thus successfully confirming high level of their 
professionalism. The team involves experienced specialists most of whom have been in the IT field for over 5 years. 

Our specialists are active participants of the crypto community; among us there are experienced blockchain developers, authors of crypto projects and crypto investors.
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Master of Information Technology from Riga Technical 
University and the author of several publications related to 
the field of IT project management.

Arturs has more than eight years of experience of working in 
the IT industry, including management of IT projects, system 
analysis and development of high system loads. Arturs has 
participated in the development and management of more 
than 75 projects. He also specializes in software development 
(full-stack WEB development). For the last two years, Arturs 
has been the CEO of a Latvian IT company “CUNAMI WEB”, 
where he has gained key experience in the interaction with 
blockchain technologies.

Arturs had the idea for CryptoPolice after he found a 
vulnerability in a rather large ICO project. The developers 
failed to develop the system of decision making and token 
distribution well enough, which created risks of token theft. 
Arturs informed the ICO project owners about this 
vulnerability, but received just a formal reply: “Thank you for 
your information. We will consider your application”. As a 
result, the vulnerability was not eliminated and many 
investors suffered. This event caused the development of an 
idea to protect investors, which led to the formation of the 
CryptoPolice project concept. Now Arturs is the main ideas 
man and manager of the CryptoPolice project.

M.Sc. IT
Artūrs Rasnacis

Chief Executive Officer

Latvia

EU
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CCO and public relations specialist, Bachelor of Humanities in 
Finno-Ugric Studies. Karolina’s extensive experience in 
product branding and marketing, as well as her skills in project 
management, has helped many of her customers gain 
recognition and popularity all over the world. Now Karolina is 
working with clients from Latvia, Germany, Finland and 
Russia. She is a skilled SMM, SEM and email marketing 
specialist, has a creative mind and strong leadership skills. 

As a marketing specialist, Karolina has developed and carried 
out various campaigns, helped gain recognition in social 
media networks and, with her knowledge of global trends in 
marketing and sales, she is capable of executing high quality 
marketing campaigns   

B.H.
Karolīna Gavrilova

Chief Commercial Officer

Latvia

EU

CTO and established senior developer of smart contracts. 
Under his supervision, the platform’s technical vision had 
been established. He is CryptoPolice’s technological 
development leader. He sets the platform’s strategic 
direction, development and future growth. 

Elvijs is lead developer on smart contracts and tokens that will 
be used in our ICO. He is a software Engineer with more than 
five years of experience in commercial development. Elvijs 
has strong experience in IT and in Technical Sciences. He has 
been involved in a variety of software projects dealing with 
payment processing, payment gateways, Bitcoin payments 
(bitpay integration)/blockchain and cryptocurrency 
integration. 

Elvijs is a full-stack developer familiar with Solidity, C#, PHP 
5-7, SQL, HTML, CSS, Javascript, OOP Design Patterns, .NET 
Core, ASP.NET Core, EF Core, Laravel 5, Git, SVN, C and PIC 
Microcontrollers and many more related technologies. Now 
Elvijs specializes in decentralized solutions using the 
Ethereum platform and web3 technologies to connect 
blockchain to the real world.   

B.IT
Elvijs Teikmanis

Chief Technical Officer
  

Latvia

EU
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Maksim graduated from the Economic and Law Faculty with a 
Master of Law degree and has more than years experience in 
jurisprudence and finance. He also has a Diploma in 
Performance Management by The Chartered Institute of 
Management Accountants (CIMA), London. 

From 2012, Maksim has specialized intax consulting working 
in a large energy holding company. He has experience in 
structuring international transactions, international taxation 
and developing risk management systems. 

Recently, Maksim has become actively interested in 
blockchain technology and in providing private consulting in 
economic, finance and law aspects of the blockchain projects.   

M.L.
Maksim Kuzmin

Chief Operating Officer

Ukraine

Oskars is a 2nd year PhD student majoring in Information 
Technologies. He has already published few scientific journal 
articles on topics like “Cost effective cyber security solution 
development for small to medium sized companies” and “Risk 
identification and assessment methodologies”. In his early 
20s, he founded his own company providing high 
performance data processing services internationally. In the 
following years he worked with over 200 clients all over the 
world. Overall he has had a wide range of experience in the IT 
industry for more than seven years. 

Additionally, he has worked for a “Big Four” company as an IT 
auditor, risk assurance specialist and consultant. He 
specialisedin the fields of Cyber Security and Information 
Security, ISO/IEC 27001, risk management lifecycle, IT audit, 
process optimisations and GDPR. 

He has been a passionate follower and believer in blockchain 
technology and cryptocurrencies for more than two years.   

PhD candidate
Oskars Podziņš

Cyber Security Specialist

Latvia

EU

Valera is an experienced manager in IT, founder and director 
of several companies. Valera currently holds the position of 
the President of the Latvian Blockchain and Cryptocurrency 
Union, as well as the Membership of the Board of Directors of 
the International Decentralized Association of Cryptocurrency 
and Blockchain. In the CryptoPolice project, Valera will be 
using his insights and track record in order to research various 
schemes for scamming and look for optimal methods to 
counteract scam.   

M.L
Valera Matulenko

Project Manager

Latvia

EU
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Artur is talented system administrator offering five years of 
experience in the Unix/Linux environment and specializes in 
several distributions of Linux including Red Hat, Centos and 
Ubuntu. He has a strong grasp of computer security, various 
operating systems, and numerous applications. 

Arturs is an engineer in the field of cryptocurrency mining. He 
has three years of experience in mining software, cryptocur-
rency miner assembling, and miner monitoring. Arturs has an 
extensive knowledge on how to solve bugs that occur with 
mining software and hardware.   

Artūrs Budžis

System administrator

Latvia

EU

Igors is a skilled web and blockchain developer and has seven 
years experience building technology for enterprises. He’s a 
highly skilled and adaptable system engineer. 

Igors has extensive experience in building scalable and robust 
Backend technologies. A strong engineering professional with 
a Bachelor's Degree in Computer Engineering. As a full-stack 
developer who specializes in Node.js, PHP, 
Postgre/MySQL/MongoDB and many other related technolo-
gies, he regularly works on massive projects. For a long time, 
he has been involved in the development of software for 
Internet payment systems.   

Igors Savins

Blockchain developer

Latvia

EU

Skilled IT professional with over seven years of experience as 
network analyst and system administrator. He has a high level 
of expertise in cybersecurity. Agris is an expert in data security 
and processing. He’s a blockchain enthusiast and developer 
and senior system administrator in the Central Election 
Commission of Latvia. 

All kinds of elections in Latvia are held under his supervision, 
including the Saeima elections, European Parliament 
elections and local elections. His experience and knowledge is 
the reason why CryptoPolice will have a well-designed 
security model and maintenance functions.   

Agris Vītoliņš

Senior System Administrator

Latvia

EU
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Dmitirjs is an expert in Front End development and creative 
web graphics. He is also experienced in UI UX design. Highly 
skilled in Adobe Photoshop, Illustrator. He has also good 
knowledge in JQuery & PHP. 

Dmitirjs has 10 years experience in web development, and 
during this time created about 100 projects and wrote 
thousands of lines of code. Specializes in front-end 
development, and also has knowledge in back-end 
development. Uses the latest technologies, such as 
preprocessors, frameworks, builders, package managers, etc. 
Likes beautiful and structured code. 

In addition to development, he has engaged in teaching and 
training novice web developers. He is the author of his own 
teaching programs, and in over five years of teaching has 
taught more than 2,000 students.   

Dmitrijs Valaks

Senior Front-end Developer

Latvia

EU

A creative web and graphic designer with over nine years 
experience in the IT industry. Participated in more than 70 
projects, including startups. Professionally trained and 
competent in a wide range of design software. 

A strong track record of creating impactful visual communica-
tions that build brand identity and engage customers. Detail 
oriented and always looking for new challenges.   

B.A.
Aivis Krafts

Graphic designer

Latvia

EU

Aleksandrs has more than five years experience of working in 
the IT industry, most of the time managing IT projects, analyz-
ing systems and developing web projects. He specializes in 
exploring new methods of project management as well as 
developing best practices with clients. Aleksandrs graduated 
from Riga Tehnical university and is a Master of Science in 
Information Technology. 

Under his supervision, more than 50 different projects have 
been carried out with excellence and many more are still in 
progress. His knowledge and experience in system analysis is 
crucial for the CryptoPolice development process, and scrum 
master abilities make Aleksandrs an excellent leader, who is 
able to work creatively and analytically in a problem-solving 
environment.   

M.Sc. IT
Aleksandrs Prokofjevs

Project Manager

Latvia

EU
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Enthusiastic and dedicated professional with intensive 
experience who specializes in visual content creation. His 
background is in illustration and advertisement, and a focus 
on digital design development has helped many of his clients 
reach new heights of popularity not only in Latvia, but all over 
Europe. 

Arturs has exceptional vision on a brand’s visual appearance 
and knows exactly how to increase interest in the brand by 
using his imagination and creative vision. He has consulted 
and edited over 50 videos and supervises all video recording 
and editing processes of CryptoPolice.   

Arturs Borščiks

Content marketing specialist

Latvia

EU

Vladimir is a back-end developer with three years experience 
in web development. He is experienced in the research, 
design and development of client-server web applications. He 
has experience with all stages of the development life cycle in 
dynamic web projects. Excellent knowledge of networking 
protocols and hardware operating systems, developing web 
services and relational databases. Experience in common 
third-party APIs. Extensive knowledge of programming 
languages including PHP, C++ and JavaScript and technologies 
such as mySQL and Ajax. Solid knowledge of frameworks such 
as Laravel and Symfony. He always tries to carry out quality 
assurance tests to discover errors and optimize usability. 

Vladimir has experience in Ethereum smart contract 
development. He's currently working as a blockchain 
developer, specializing in Ethereum technology, smart 
contracts security development and auditing outsourcing 
contracts.   

B.IT
Vladimirs Vorobjovs

Back-end & Blockchain Developer

Latvia

EU

Juris is a customer service focused Technical Support 
Specialist with three years experience in help desk 
environments. Skilled in system analysis diagnostics, 
troubleshooting and conflict resolution. Exhibits excellent 
organizational and problem-solving skills. Works well in team 
environments and displays a strong work ethic. 

Juris provides independent assessment of how a project's 
software development process is being implemented, and 
executes manual and automated testing using Selenium and 
Telerik TestStudio.   

Juris Švarnovičs

Technical Support & QA specialist

Latvia

EU



38

Mikus created profitable advertising business while he was 
17. After starting studies in University of Latvia, he saw that 
there is no support for young entrepreneurs. So he came with 
an initiative to create a Business incubator of University of 
Latvia. Later in Business incubator he started Blockchain 
pre-accelerator that brings together best talent from the 
region to create startups that use the potential of Blockchain 
technology to transform industries. Incubator is helping 
young entrepreneurs already for 7 years, now one of the 
leading University incubators in Latvia.
  
Apart from that Mikus has created online and offline 
preacceleracion program for wantepreneurs, who want to 
start their business on Etsy.com.

Mikus Losāns

Head of marketing department

Latvia

EU

At CryptoPolice Marija is in charge of global outreach and 
partnerships. Furthermore she is the co-founder and a former 
CEO at TechChill Foundation , a startup community non-profit 
that hosts the leading Baltic Tech event every February and 
brings together hottest startups and innovators from across 
the region. 

She is a passionate ambassador for Baltic tech, and works to 
help the region gain visibility in order to attract foreign talent, 
investment and media attention and build bridges between 
Nordics, Baltics and CEE. Previously she worked at Techhub 
Riga, the first and oldest community hub in Latvia that 
supports local startups.

Marija Ručevska

Marketing Specialist

Latvia

EU

Davis is the jack of all trades if such a profession exists – a 
copywriter, communications specialist, event manager, and a 
millennial entrepreneur at his own projects – all in one!

Previously, Davis helped technology startup community grow 
at TechHub Riga and organized more than 100 tremendously 
attended meetups.

Dāvis Suneps

Marketing Specialist

Latvia

EU



10. ROAD MAP
CryptoPolice is an IT project that is developed according to the methodology of IT project development Agile Scrum. The team has been successful in applying this methodology for more 
than two years, which allowed making high quality products in the rapidly changing environment. Due to extreme dynamics of the cryptocurrency market, Agile Scrum methodology will 
facilitate the achievement of the project aims considering continuous changes in the cryptocurrency market. 

For the successful implementation of the project we have developed a sequential plan of actions. At present, the timeline of CryptoPolice is as follows:
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EMERGENCE OF
THE IDEA

• Sharp increase of cryptocurrency popularity and mass proliferation of scam. Analysis of existing 
   methods of protection from scam impact.

• Emergence of the idea of CryptoPolice.QUARTER 1, 2017

CONCEPT
ELABORATION

• Detailed research of scam, its types and the threats that it creates for society. Emergence of the 
idea of a multi-level verification algorithm, a system of rewards and a user’s role of “Officer”.

• Elaboration of the concept of independent domestic economics of CryptoPolice.

• WhitePaper elaboration.
QUARTER 2, 2017

DEVELOPEMENT • Further development of the idea for public presentation.

• Development of a landing page, video footage, smart contract. Elaboration of a marketing strategy 
   and processing of advertising.

• Start of CryptoPolice Academy development - first part of CryptoPolice platform to educate 
   officers.

QUARTER 3, 2017

HISTORICAL STAGES
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PREPARATION FOR
PROJECT RELEASE

• Start collaboration with partners and advisors 

• Launch support system: CryptoPolice support center

• Test and audit smart contract
• Roll out “Early Bird” System: Registration for first Officers
• Develop marketing campaigns, bounty campaign and plan VICTIMS AIRDROPS
• Migrate to .com domain from .io
• Develop customer verification system for KYC compliance
• Launch demo version of CryptoPolice Academy

QUARTER 4, 2017

PROJECT RELEASE AND
PLATFORM

DEVELOPMENT

• Develop token sale functionality & deploy smart contract 
• Draw up legal documents for token sale
• Project roll-out for crypto community

• Launch community section & bounty section of CryptoPolice platform

• Announce token sale & launch advertising campaign

• Launch bounty campaign & victims airdrop

QUARTER 1, 2018

TOKEN SALE &
DISTRIBUTION

• Launch and perform TOKEN SALE

• Launch community AIRDROP

• Beta version of CryptoPolice Academy for partners and “Early bird” Officers

• Develop CryptoPolice storage system, run on Ethereum
• Develop multi-level verification algorithm at CryptoPolice
• Develop user reward system

QUARTER 2, 2018
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BETA VERSIONS OF
CRYPTOPOLICE

• Release CryptoPolice platform with beta version of multi-level verification algorithm

• Launch reward system

Develop & test WatchDog notification systemQUARTER 3, 2018

RELEASE OF 
WATCHDOG CRYPTO

• Release CryptoPolice platform with beta version of WatchDog

• Prepare & launch marketing campaign
• Develop CryptoPolice ESCROW service
• Roll out development of artificial intelligence

QUARTER 4, 2018

RELEASE OF ESCROW &
WATCHDOG WEB

• Release CryptoPolice platform with beta version of ESCROW service

• Launch beta version of WatchDog Web

• Continue development of artificial intelligence CryptoPolice, Sandbox AIQUARTERS 1-2, 2019

RELEASE OF
BLOODHOUND AI

• Release CryptoPolice platform with beta version of BLOODHOUND AI artificial intelligence

QUARTERS 3-4, 2019

RELEASE OF STABLE
VERSIONS

• Release stable version of CryptoPolice platform with all main services

QUARTERS 1-2, 2020

UPDATE AND SUPPORT • Deliver support, updates and improvements to CryptoPolice platform

2020 Q3 AND FURTHER



11. CONCLUSION

The emergence of CryptoPolice is a consequence of both the necessity of solving 
topical issues related to fraud on the Internet, and of the emergence of the blockchain 
technology that allows implementing such a project in a way that can be as useful as 
possible to society.

Owing to the possibility of issuing its own tokens, CryptoPolice can implement its own 
independent local economy, which creates the conditions for the efficient 
implementation of the CryptoPolice business model and for conducting business aimed 
at gaining profit.

CryptoPolice is a project that is significant for each member of our team, first and 
foremost because it is aimed at solving a global problem and protecting society from 
fraudsters. In addition however, CryptoPolice will allow our team to move on to the next 
stage of development by providing an opportunity to implement a world-class sophisti-
cated project.

In this respect, our team is completely motivated to achieve the goal and is committed 
to the development of this project not only by their long-term experience and focus but 
also by the passion of each individual team member.

We are confident that our professionalism and experience will allow us to implement 
the CryptoPolice project as effectively as possible, enabling it to contribute significantly 
to the safety of the cryptocurrency market.
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JOIN THE GLOBAL
FIGHT AGAINST SCAM

BECOME
AN OFFICER


